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Abst r act

The Dynami ¢ Host Configuration Protocol provides a framework for
passing configuration information to hosts on a TCP/IP networKk.
Entities using the Service Location Protocol need to find out the
address of Directory Agents in order to transact nmessages. Another
option provides an assi gnnent of scope for configuration of SLP User
and Service Agents.

1. Introduction

The Dynami c Host Configuration Protocol [2] provides a framework for
passing configuration information to hosts on a TCP/IP networKk.
Entities using the Service Location Protocol, Version 2 [3] and
Service Location Protocol, Version 1 [4] need to obtain the address
of Directory Agents and Scope configuration. The Service Location
Protocol (SLP) provides a default configuration for Scopes and
Directory Agents may be di scovered using nmulticast or broadcast. It
is useful in a larger deploynent to be able to configure SLP Agents
using DHCP, so as to centralize the adm nistration and to deploy SLP
in networks where multicast routing is not avail able.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].
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2. Introduction

The DHCP options described bel ow are used to configure Agents using
the Service Location Protocol, Version 2 [3] and Version 1 [4].

The SLP Directory Agent option is used to configure User Agents and
Service Agents with the location of Directory Agents in the network.

The SLP Scope Option takes precedence over both default and static
scope configuration of SLP agents.

3. SLP Directory Agent Option

This option specifies the location of one or nore SLP Directory
Agent s.
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The SLP Directory Agent Option specifies a list of I P addresses for
Directory Agents. Directory Agents MJST be listed in order of
preference, if there is an order of preference.

The Length val ue nust include one for the 'Mandatory' byte and
include four for each Directory Agent address which follows. Thus,
the Length m nus one of the option MJST al ways be divisible by 4 and
has a m ni mum val ue of 5.

The address of the Directory Agent is given in network byte order.

The 'Mandatory’ byte in the Directory Agent option nay be set to
either 0 or 1. |If it is set to 1, the SLP User Agent or Service
Agent so configured MJUST NOT enpl oy either active or passive
mul ticast discovery of Directory Agents.

Note that for backward conpatibility with sone depl oyed software the
Mandat ory byte MJUST NOT be set to any byte value for which the high
order bit (0x80) is set.

The Directory Agents listed in this option MJIST be configured with

the a non-enpty subset of the scope list that the Agent receiving the
Directory Agent Option is configured with. See the notes bel ow
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The SLPv2 specification [3] defines howto use this option
4. SLP Service Scope Option

The scope list is a conma delinted |list which indicates the scopes
that a SLP Agent is configured to use.
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The Length indicates the nunber of bytes which follow. Since the
Scope-List String is encoded using UTF-8 [5] characters, it may be
the cast that the Length is not the sane as the nunber of characters
in the Scope-List String. The Length value must include one for the
"Mandatory’ byte.

The ' Mandatory’ byte determ nes whether SLP Agents override their
static configuration for scopes with the <Scope List> string provided
by the option. This allows DHCP administrators to inplenent a policy
of assigning a set of scopes to Agents for service provision. |If the
Mandatory byte is 0, static configuration takes precedence over the
DHCP provi ded scope list. |If the Mandatory byte is 1, the <Scope

Li st> provided in this option MJST be used by the SLP Agent.

The Scope List String syntax and usage are defined in the SLPv2
specification [3].

4.1. Zero Length Scope-List String Configuration

A SLP Service Scope Option which indicates a Length of 1 (in other
words, omtting the <Scope List> string entirely) validly configures
the SLP User Agent to use "User Sel ectabl e Scopes."

The SLP Agent will use the aggregated list of scopes of all known
DAs. If no DAs are known, the UA will use SA discovery to determne
the list of scopes on the network, as defined in [3].

Note that this configuration is tantanmount to renoving all
centralized control of the scope configuration of hosts on the
network. This nakes it possible for every User Agent to see every
service. This may not be desirable as users may not be able to or
desire to decide which services are appropriate for them
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5. Security Considerations

If a malicious host is able to insert fraudulent information in
DHCPOFFER packets sent to a prospective SLP Agent then the SLP Agent
will be unable to obtain service, or may unwittingly be directed to
use the incorrect services.

Many opportunities for denial of service exist. A service agent
could find that it mght rely on fraudul ent or otherw se malicious
directory agents to advertise its services. DHCPOFFERs coul d prevent
the regular SLP framework fromfunctioning by directing clients to
not use multicast, to use nonexistent directory agents and so on

These difficulties are inherited fromthe nmuch | arger and nore
serious problem viz. securing or authenticating any information
what soever froma DHCP server (or client!) is not possible in commobn
DHCP depl oynent s.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Perkins & Guttman St andards Track [ Page 6]






