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I nt roducti on

The Service Location Protocol (SLP) provides a flexible and scal abl e
framework for providing hosts with access to information about the
exi stence, location, and configuration of networked services.
Traditionally, users have had to find services by knowi ng the nane of
a network host (a human readable text string) which is an alias for a
network address. SLP elinminates the need for a user to know the nane
of a network host supporting a service. Rather, the user supplies
the desired type of service and a set of attributes which describe
the service. Based on that description, the Service Location
Protocol resolves the network address of the service for the user.

SLP provi des a dynam c configuration mechanismfor applications in

| ocal area networks. Applications are nodeled as clients that need
to find servers attached to any of the avail able networks within an
enterprise. For cases where there are many different clients and/or
services available, the protocol is adapted to nake use of nearby
Directory Agents that offer a centralized repository for advertised
servi ces

Thi s docunent updates SLPvl [ RFC 2165], correcting protocol errors,
addi ng sone enhancenents and renovi ng sone requirenents. This
specification has two parts. The first describes the required
features of the protocol. The second describes the extended features
of the protocol which are optional, and allow greater scalability.

1.1. Applicability Statenent

SLP is intended to function within networks under cooperative

admi nistrative control. Such networks pernmit a policy to be

i mpl ement ed regardi ng security, multicast routing and organization of
services and clients into groups which are not be feasible on the
scale of the Internet as a whol e.

SLP has been designed to serve enterprise networks with shared
services, and it nmay not necessarily scale for w de-area service

di scovery throughout the global Internet, or in networks where there
are hundreds of thousands of clients or tens of thousands of
services
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2. Term nol ogy

User Agent (UA)
A process working on the user’s behalf to establish
contact with some service. The UA retrieves service
informati on fromthe Service Agents or Directory Agents.

Servi ce Agent (SA) A process working on the behalf of one or nore
services to advertise the services.

Directory Agent (DA) A process which collects service
advertisenents. There can only be one DA present per
gi ven host.

Servi ce Type Each type of service has a uni que Service Type
string.

Nam ng Authority The agency or group which catal ogues given
Service Types and Attributes. The default Nam ng
Authority is | ANA

Scope A set of services, typically making up a | ogical
adm ni strative group.

URL A Universal Resource Locator [8].
2.1. Notation Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [9].

Synt ax Syntax for string based protocols followthe
conventions defined for ABNF [11].

Strings Al'l strings are encoded using the UTF-8 [ 23]
transformati on of the Unicode [6] character set and
are NOT null term nated when transmitted. Strings
are preceded by a two byte length field.

<string-list> A comma delimted list of strings with the
foll owi ng synt ax:

string-list = string / string ‘,’ string-Ilist

In format diagrans, any field ending with a \ indicates a variable
length field, given by a prior length field in the protocol.
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3. Protocol Overview

The Service Location Protocol supports a framework by which client
applications are nodel ed as 'User Agents’ and services are advertised
by 'Service Agents.” A third entity, called a 'Directory Agent’

provi des scalability to the protocol.

The User Agent issues a ’Service Request’ (SrvRgst) on behalf of the
client application, specifying the characteristics of the service
which the client requires. The User Agent will receive a Service
Reply (SrvRply) specifying the |ocation of all services in the
network which satisfy the request.

The Service Location Protocol framework allows the User Agent to
directly issue requests to Service Agents. 1In this case the request
is multicast. Service Agents receiving a request for a service which
they advertise unicast a reply containing the service's |ocation.

e + ----Milticast SrvRgst----> +--------------- +
| User Agent | | Service Agent |
A + <----Unicast SrvRply------ Fomee - +

In larger networks, one or nore Directory Agents are used. The
Directory Agent functions as a cache. Service Agents send register
messages (SrvReg) containing all the services they advertise to
Directory Agents and recei ve acknow edgenents in reply (SrvAck).
These advertisements nust be refreshed with the Directory Agent or
they expire. User Agents unicast requests to Directory Agents
instead of Service Agents if any Directory Agents are known.

Fomemm - + -Unicast SrvRgst-> +----------- + <-Unicast SrvReg- +-------- +
| User | | Directory | | Service |
| Agent | | Agent | | Agent |
tooem - + <-Unicast SrvRply- +----------- + -Uni cast SrvAck-> +-------- +

User and Service Agents discover Directory Agents two ways. First,
they issue a nulticast Service Request for the 'Directory Agent’
service when they start up. Second, the Directory Agent sends an
unsolicited advertisement infrequently, which the User and Service
Agents listen for. |In either case the Agents receive a DA
Advertisenment (DAAdvert).

L + --Multicast SrvRgst-> +----------- +
| User or | <--Unicast DAAdvert-- | Directory |
| Service Agent | | Agent |
L + <-Mul ticast DAAdvert- +----------- +
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Servi ces are grouped together using 'scopes’. These are strings
which identify services which are administratively identified. A
scope could indicate a |l ocation, adm nistrative grouping, proximty
in a network topology or sonme other category. Service Agents and
Directory Agents are always assigned a scope string.

A User Agent is normally assigned a scope string (in which case the
User Agent will only be able to discover that particul ar groupi ng of
services). This allows a network adm nistrator to ’provision’
services to users. Alternatively, the User Agent may be configured
with no scope at all. |In that case, it will discover all available
scopes and allow the client application to issue requests for any
servi ce avail abl e on the network.

R + Multicast +----------- + Uni cast R +

| Service | <--SrvRgst-- | User | --SrvRgst-> | Directory |

| Agent | | Agent | | Agent |

| Scope=X | Uni cast | Scope=X, Y | Uni cast | Scope=Y
R + --SrvRply--> +--------- - + <-SrvRply-- +----------- +

In the above illustration, the User Agent is configured with scopes X

and Y. If a service is sought in scope X, the request is multicast.
If it is sought in scope Y, the request is unicast to the DA
Finally, if the request is to be made in both scopes, the request
must be both unicast and nulticast.

Servi ce Agents and User Agents may verify digital signatures provided
with DAAdverts. User Agents and Directory Agents may verify service
informati on registered by Service Agents. The keying naterial to use
to verify digital signatures is identified using a SLP Security

Par anet er | ndex, or SLP SPI.

Every host configured to generate a digital signature includes the
SLP SPI used to verify it in the Authentication Block it transnits.
Every host which can verify a digital signature nust be configured
with keying material and other paranmeters corresponding with the SLP
SPI such that it can performverifying cal cul ations.

SAs MUST accept mnulticast service requests and unicast service
requests. SAs MAY accept other requests (Attribute and Service Type
Requests). SAs MJST listen for multicast DA Advertisenents.

The features described up to this point are required to inplenent. A
m ni mum i npl ement ati on consists of a User Agent, Service Agent or
bot h.

There are several optional features in the protocol. Note that DAs
MUST support all these nessage types, but DA support is itself
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optional to deploy on networks using SLP. UAs and SAs MAY support
these nessage types. These operations are primarily for interactive
use (browsing or selectively updating service registrations.) UAs
and SAs either support themor not depending on the requirenments and
constraints of the environnment where they will be used.

Servi ce Type Request A request for all types of service on the
network. This allows generic service browsers

to be built.
Service Type Reply Areply to a Service Type Request.
Attribute Request A request for attributes of a given type of

service or attributes of a given service.
Attribute Reply Areply to an Attribute Request.

Servi ce Deregister A request to deregister a service or sone
attributes of a service

Servi ce Update A subsequent SrvRgst to an advertisenent.
This all ows individual dynamc attributes to
be updat ed.

SA Adverti senent In the absence of Directory Agents, a User

agent may request Service Agents in order
to di scover their scope configuration. The
User Agent may use these scopes in requests.

In the absence of Milticast support, Broadcast MAY be used. The

| ocation of DAs may be staticly configured, discovered using SLP as
descri bed above, or configured using DHCP. If a nessage is too |arge,
it may be unicast using TCP

A SLPv2 inpl enentation SHOULD support SLPvl [22]. This support
i ncl udes:

1. SLPv2 DAs are depl oyed, phasing out SLPvl DAs.

2. Unscoped SLPv1 requests are considered to be of DEFAULT scope.
SLPv1l UAs MJUST be reconfigured to have a scope if possible.

3. There is no way for an SLPv2 DA to behave as an unscoped SLPv1
DA. SLPvl SAs MJST be reconfigured to have a scope if possible.

4. SLPv2 DAs answer SLPvl requests with SLPvl replies and SLPv2
requests with SLPv2 replies.
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5. SLPv2 DAs use registrations fromSLPvl and SLPv2 in the sane
way. That is, inconming requests from agents using either version
of the protocol will be matched against this common set of
regi stered services.

6. SLPv2 registrations which use Language Tags which are greater
than 2 characters long will be inaccessible to SLPvl UAs.

7. SLPv2 DAs MJST return only service type strings in SrvTypeRply
messages which conformto SLPvl service type string syntax, ie.
they MUST NOT return Service Type strings for abstract service

types.

8. SLPvl1l SrvRgsts and AttrRgsts by Service Type do not match Service
URLs with abstract service types. They only match Service URLs
with concrete service types

SLPvl UAs will not receive replies from SLPv2 SAs and SLPv2 UAs will
not receive replies fromSLPvl SAs. |In order to interoperate UAs and
SAs of different versions require a SLPv2 DA to be present on the

net wor k whi ch supports both protocols.

The use of abstract service types in SLPv2 presents a backward
conpatibility issue for SLPvl. It is possible that a SLPvl UA will
request a service type which is actually an abstract service type
Based on the rul es above, the SLPvl UA will never receive an abstract
Service URL reply. For exanple, the service type 'service:x in a
SLPvl AttrRgst will not return the attributes of ’'service:x:y://orb’
If the request was made with SLPv2, it would return the attributes of
this service

4. URLs used with Service Location

A Service URL indicates the location of a service. This URL may be
of the service: scheme [13] (reviewed in section 4.1), or any other
URL schene conforming to the URI standard [8], except that URLs

wi t hout address specifications SHOULD NOT be advertised by SLP. The
service type for an 'generic’ URL is its scheme name. For exanple,
the service type string for "http://ww.srvloc.org” would be "http"

Reserved characters in URLs follow the rules in RFC 2396 [8].
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4.1. Service: URLs

Service URL syntax and senmantics are defined in [13]. Any network
service may be encoded in a Service URL.

This section provides an introduction to Service URLs and an exanpl e
showi ng a sinple application of them representing standard network
servi ces.

A Service URL may be of the form
"service:"<srvtype>"://"<addrspec>

The Service Type of this service: URL is defined to be the string up
to (but not including) the final ‘:’ before <addrspec> the address
speci fication.

<addrspec> is a hostnane (which should be used if possible) or dotted
deci mal notation for a hostname, followed by an optional ‘:’ and
port nunber.

A service: schenme URL may be forned with any standard protocol nane
by concatenating "service:" and the reserved port [1] nane. For
exanple, "service:tftp://myhost" would indicate a tftp service. A
tftp service on a nonstandard port could be
"service:tftp://bad. gl ad. org: 8080".

Servi ce Types SHOULD be defined by a "Service Tenplate" [13], which
provi des expected attributes, values and protocol behavior. An
abstract service type (also described in [13]) has the form

"service: <abstract-type>: <concrete-type>".

The service type string "service: <abstract-type>" matches al

services of that abstract type. |If the concrete type is included

al so, only these services match the request. For exanple: a SrvRgst
or AttrRgst which specifies "service:printer" as the Service Type
will match the URL service:printer:|pr://hostnanme and
service:printer:http://hostname. |f the requests specified
"service:printer:http" they would match only the latter URL.

An optional substring MAY follow the last ‘.’ <character in the
<srvtype> (or <abstract-type> in the case of an abstract service type
URL). This substring is the Naming Authority, as described in Section
9.6. Service types with different Nam ng Authorities are quite
distinct. |In other words, service:x.one and service:x.two are
different service types, as are service: abstract.one:y and

service: abstract.two:y.

Guttman, et al. St andards Track [ Page 9]



RFC 2608 Service Location Protocol, Version 2 June 1999

4.2. Naming Authorities

A Nam ng Authority MAY optionally be included as part of the Service
Type string. The Nam ng Authority of a service defines the nmeaning
of the Service Types and attributes registered with and provi ded by
Service Location. The Nanming Authority itself is typically a string
whi ch uniquely identifies an organi zation. I|ANAis the inplied

Nam ng Authority when no string is appended. "IANA" itself MJST NOT
be included explicitly.

Nam ng Authorities may define Service Types which are experinental,
proprietary or for private use. Using a Nami ng Authority, one may
either sinply ignore attributes upon registration or create a |ocal -
use only set of attributes for one’s site. The procedure to use is
to create a 'unique’ Naming Authority string and then specify the
Standard Attribute Definitions as described above. This Nam ng
Authority will acconpany registration and queries, as described in
Sections 8.1 and 8.3. Service Types SHOULD be registered with | ANA
to allow for Internet-wi de interoperability.

4.3. URL Entries

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S

| Reserved | Lifetime | URL Length

B i s T T i i o S o T Ji I
| URL I en, contd.| URL (variabl e |ength) \
i I e S s S S i St SN DU SRS
| # of URL auths | Aut h. bl ocks (if any) \
I i I S R S i ik i SR N SR S

SLP stores URLs in protocol elenments called URL Entries, which
associate a length, a lifetime, and possibly authentication
information along with the URL. URL Entries, defined as shown above,
are used in Service Replies and Service Registrations.

Service Attributes

A service advertisenent is often acconpani ed by Service Attributes.
These attributes are used by UAs in Service Requests to sel ect
appropri ate services.

The all owabl e attributes which may be used are typically specified by
a Service Tenplate [13] for a particular service type. Services

whi ch are advertised according to a standard tenplate MJST register
all service attributes which the standard tenplate requires. URLs
with schemes other than "service:" MAY be registered with attributes.

Guttman, et al. St andards Track [ Page 10]



RFC 2608 Service Location Protocol, Version 2 June 1999
Non- st andard attribute names SHOULD begin with "x-", because no
standard attri bute nane will ever have those initial characters

An attribute list is a string encoding of the attributes of a
service. The following ABNF [11] gramar defines attribute lists:

attr-list = attribute / attribute *,’ attr-Ilist

attribute = ‘(' attr-tag ‘= attr-val-list ‘)’ / attr-tag
attr-val-list = attr-val / attr-val *,’ attr-val-list
attr-tag = 1*safe-tag

attr-val = intval / strval / boolval / opaque

intval = [-]11*DIGA T

strval = 1*safe-va

boolval = "true" / "fal se"

opaque = "\FF" 1l*escape-va

safe-val = ; Any character except reserved.

safe-tag = ; Any character except reserved, star and bad-tag.
reserved = (" /[ ) [ Nt ot = > ]t~ ] CTL
escape-val = '\" HEXDI G HEXD G

bad-tag = CR/ LF/ HTAB/ ‘'’

star = ‘*’

The <attr-list>, if present, MJST be scanned prior to evaluation for
all occurrences of the escape character ‘\’'. Reserved characters
MJST be escaped (other characters MJST NOT be escaped). Al escaped
characters nust be restored to their value before attenpting string
mat chi ng. For Opaque val ues, escaped characters are not converted -
they are interpreted as bytes.

Bool ean Strings which have the form"true" or "fal se" can
only take one value and may only be conpared with

= Bool eans are case insensitive when compar ed.

I nt eger Strings which take the form[-] 1*<digit> and fal
in the range "-2147483648" to "2147483647" are
considered to be Integers. These are conpared using
i nt eger conpari son.

String Al'l other Strings are matched using strict |exica
ordering (see Section 6.4).

Opaque Opaque val ues are sequences of bytes. These are
di stinguished from Strings since they begin with
the sequence "\FF". This, unescaped, is an illega

UTF- 8 encoding, indicating that what follows is a
sequence of bytes expressed in escape notation which
constitute the binary value. For exanple, a 0 byte
i s encoded "\ FF\00".
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A string which contains escaped val ues other than fromthe reserved
set of characters is illegal. |If such a string is included in an
<attr-list> <tag-list> or search filter, the SA or DA which receives
it MUST return a PARSE ERROR to the nessage.

A keyword has only an <attr-tag> and no values. Attributes can have
one or multiple values. Al values are expressed as strings.

When val ues have been advertised by a SA or are registered in a DA
they can take on inplicit typing rules for matching i ncom ng
requests.

Stored val ues nust be consistent, i.e., x=4,true,sue,\ff\00\00 is
di sall owed. A DA or SA receiving such an <attr-list> MJST return an
I NVALI D REQ STRATI ON error.

6. Required Features

This section defines the ninimal inplenentation requirements for SAs
and UAs as well as their interaction with DAs. A DA is not required
for SLP to function, but if it is present, the UA and SA MJST
interact with it as defined bel ow

A minimal inplenmentation may consist of either a UA or SA or both.
The only required features of a UA are that it can issue SrvRgsts
according to the rules below and interpret DAAdverts, SAAdverts and
SrvRply messages. The UA MJST issue requests to DAs as they are

di scovered. An SA MUST reply to appropriate SrvRgsts with SrvRply or
SAAdvert nessages. The SA MJUST al so register with DAs as they are

di scover ed.

UAs perform di scovery by issuing Service Request nessages. SrvRgst
messages are issued, using UDP, follow ng these prioritized rules:

1. A UA issues a request to a DA which it has been configured with
by DHCP.

2. A UA issues requests to DAs which it has been statically
configured with.

3. UA uses nulticast/convergence SrvRgsts to discover DAs, then uses
that set of DAs. A UA that does not know of any DAs SHOULD retry
DA di scovery, increasing the waiting interval between subsequent
attenpts exponentially (doubling the wait interval each tine.)
The recomended minimumwaiting interval is CONFI G DA FI ND
seconds.
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4. A UA with no know edge of DAs sends requests using mnulticast
convergence to SAs. SAs unicast replies to UAs according to the
mul ti cast convergence al gorithm

UAs and SAs are configured with a list of scopes to use according to
these prioritized rules:

1. Wth DHCP

2. Wth static configuration. The static configuration may be
explicitly set to NO SCOPE for UAs, if the User Sel ectable Scope
model is used. See section 11.2.

3. In the absence of configuration, the agent’s scope is "DEFAULT"

A UA MJST issue requests with one or nore of the scopes it has been
configured to use

A UA which has been statically configured with NO SCOPE LI ST will use
DA or SA discovery to determine its scope list dynamically. 1In this
case it uses an enpty scope list to discover DAs and possibly SAs.
Then it uses the scope list it obtains from DAAdverts and possibly
SAAdverts in subsequent requests.

The SA MUST register all its services with any DA it discovers, if
the DA advertises any of the scopes it has been configured with. A
SA obtains information about DAs as a UA does. |In addition, the SA
MUST |isten for multicast unsolicited DAAdverts. The SA registers by
sendi ng SrvReg nessages to DAs, which reply with SrvReg nessages to

i ndi cate success. SAs register in ALL the scopes they were
configured to use

6.1. Use of Ports, UDP, and Mil ticast

DAs MJST accept unicast requests and nulticast directory agent
di scovery service requests (for the service type "service:directory-
agent").

SAs MUST accept multicast requests and uni cast requests both. The SA
can di stinguish between them by whet her the REQUEST MCAST flag is set
in the SLP Message header.

The Service Location Protocol uses multicast for discovering DAs and
for issuing requests to SAs by default.

The reserved listening port for SLP is 427. This is the destination

port for all SLP nessages. SLP nessages MAY be transnitted on an
epheneral port. Replies and acknow edgenents are sent to the port
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fromwhich the request was issued. The default maxi mum transm ssion
unit for UDP messages is 1400 bytes excluding UDP and ot her headers.

If a SLP nessage does not fit into a UDP datagramit MJST be
truncated to fit, and the OVERFLOWflag is set in the reply nessage.
A UA which receives a truncated nessage MAY open a TCP connection
(see section 6.2) with the DA or SA and retransnit the request, using
the sane XID. It MAY also attenpt to nake use of the truncated reply
or refornmulate a nore restrictive request which will result in a
smal l er reply.

SLP Requests messages are nmulticast to The Administratively Scoped
SLP Multicast [17] address, which is 239.255.255. 253. The default
TTL to use for multicast is 255

In isolated networks, broadcasts will work in place of nulticast. To
that end, SAs SHOULD and DAs MUST listen for broadcast Service
Locati on messages at port 427. This allows UAs which do not support
mul ticast the use of Service Location on isolated networKks.

Setting multicast TTL to | ess than 255 (the default) limts the range
of SLP discovery in a network, and localizes service information in
t he network.

6.2. Use of TCP

A SrvReg or SrvDeReg may be too large to fit into a datagram To
send such |l arge SLP nmessages, a TCP (unicast) connection MJST be
est abl i shed.

To avoid the need to inplenment TCP, one MUST insure that:

- UAs never issue requests larger than the Path MIU. SAs can omt
TCP support only if they never have to receive unicast requests
| onger than the path MU

- UAs can accept replies with the 'OVERFLOW flag set, and make use
of the first result included, or refornulate the request.

- Ensure that a SA can send a SrvRply, SrvReg, or SrvDeReg in
a single datagram This nmeans limting the size of URLs,
the nunber of attributes and the nunber of authenticators
transmtted.

DAs MUST be able to respond to UDP and TCP requests, as well as

mul ti cast DA Discovery SrvRgsts. SAs MUST be able to respond to TCP
unl ess the SA will NEVER receive a request or send a reply which wll
exceed a datagramin size (e.g., sone enbedded systens).
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A TCP connection MAY be used for a single SLP transaction, or for
multiple transactions. Since there are length fields in the nessage
headers, SLP Agents can send nultiple requests al ong a connection and
read the return stream for acknow edgnents and replies.

The initiating agent SHOULD cl ose the TCP connection. The DA SHOULD
wait at | east CONFI G CLOSE CONN seconds before closing an idle
connection. DAs and SAs SHOULD cl ose an idle TCP connection after
CONFI G_CLOSE_CONN seconds to ensure robust operation, even when the
initiating agent neglects to close it. See Section 13 for timng

rul es.

6.3. Retransm ssion of SLP nessages

Requests which fail to elicit a response are retransmtted. The
initial retransm ssion occurs after a CONFI G RETRY wait period.

Ret ransmi ssi ons MJUST be nmade with exponentially increasing wait
intervals (doubling the wait each tine). This applies to unicast as
well as nulticast SLP requests.

Uni cast requests to a DA or SA should be retransmitted until either a
response (which might be an error) has been obtained, or for
CONFI G_RETRY_MAX seconds.

Mul ticast requests SHOULD be rei ssued over CONFI G MC_MAX seconds
until a result has been obtained. UAs need only wait till they
obtain the first reply which matches their request. That is,
retransmssion is not required if the requesting agent is prepared to
use the "first reply’ instead of 'as many replies as possible within
a bounded tinme interval.’

When SLP SrvRgst, SrvTypeRgst, and AttrRgst messages are multicast,
they contain a <PRList> of previous responders. Initially the
<PRList> is enpty. Wen these requests are unicast, the <PRList> is
al ways enpty.

Any DA or SA which sees its address in the <PRList> MJST NOT respond
to the request.

The nessage SHOULD be retransmitted until the <PRLi st> causes no
further responses to be elicited or the previous responder |ist and
the request will not fit into a single datagramor until

CONFI G_MC_MAX seconds el apse.

UAs which retransmt a request use the sane XID. This allows a DA or
SA to cache its reply to the original request and then send it again,
should a duplicate request arrive. This cached informtion should
only be held very briefly. XIDs SHOULD be randomy chosen to avoid
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duplicate XIDs in requests if UAs restart frequently.
6.4. Strings in SLP nessages

The escape character is a backslash (UTF-8 0x5c) foll owed by the two
hexadeci mal digits of the escaped character. Only reserved
characters are escaped. For exanple, a coma (UTF-8 0x29) is escaped
as ‘\29', and a backslash '\’ is escaped as ‘\5c’. String lists used
in SLP define the comma to be the delimter between list elements, so
commas in data strings nust be escaped in this manner. Backsl ashes
are the escape character so they al so nust always be escaped when
included in a string literally.

String conparison for order and equality in SLP MJST be case
insensitive inside the 0x00-0x7F subrange of UTF-8 (which corresponds
to ASCI| character encoding). Case insensitivity SHOULD be supported
t hroughout the entire UTF-8 encoded Uni code [6] character set.

The case insensitivity rule applies to all string matching in SLPv2,
i ncludi ng Scope strings, SLP SPlI strings, service types, attribute
tags and values in query handling, |anguage tags, previous responder
lists. Conparisons of URL strings, however, is case sensitive.

Wi te space (SPACE, CR LF, TAB) internal to a string value is fol ded
to a single SPACE character for the sake of string conparisons.

Wi te space preceding or following a string value is ignored for the
pur poses of string comparison. For example, " Sonme String
mat ches " SOVE STRING'.

String conparisons (using conparison operators such as ‘<= or ‘'>=")
are done using |l exical ordering in UTF-8 encoded characters, not
usi ng any | anguage specific rules.

The reserved character ‘*’ nmay precede, follow or be internal to a
string value in order to indicate substring matching. The query
including this character matches any character sequence which
conforns to the letters which are not wil dcarded.

6.4.1. Scope Lists in SLP

Scope Lists in SLPv2 have the follow ng grammar:

scope-list = scope-val / scope-val ‘,’ scope-list

scope-val = l1*safe

safe = ; Any character except reserved

reserved = (" [/ ") [ 0 N oy e = )t P~ ] CTL
Y

escape-val = ‘\" HEXDI G HEXD G
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Scopes whi ch include any reserved characters nmust replace the escaped
character with the escaped-val format.

7. Errors

If the Error Code in a SLP reply nessage i s nonzero, the rest of the
message MAY be truncated. No data is necessarily transmitted or
shoul d be expected after the header and the error code, except

possi bly for sone optional extensions to clarify the error, for
exanple as in section D.1.

Errors are only returned for unicast requests. Milticast requests
are silently discarded if they result in an error.

LANGUAGE_NOT_SUPPCRTED = 1: There is data for the service type in
the scope in the AttrRgst or SrvRgst, but not in the requested
| anguage.

PARSE ERROR = 2: The nessage fails to obey SLP syntax.

I NVALI D_REG STRATION = 3: The SrvReg has problens -- e.g., a zero
lifetime or an omtted Language Tag.

SCOPE_NOT_SUPPCRTED = 4: The SLP nessage did not include a scope in
its <scope-list> supported by the SA or DA

AUTHENTI CATI ON_UNKNOWN = 5: The DA or SA receives a request for an
unsupported SLP SPI.

AUTHENTI CATI ON_ABSENT = 6: The DA expected URL and ATTR
aut hentication in the SrvReg and did not receive it.

AUTHENTI CATI ON_FAI LED = 7: The DA detected an authentication error in
an Aut hentication bl ock.

VER_NOT_SUPPORTED = 9: Unsupported version nunber in nessage header.

| NTERNAL_ERROR = 10: The DA (or SA) is too sick to respond.

DA BUSY_NOW = 11: UA or SA SHOULD retry, using exponential back off.

OPTI ON_NOT_UNDERSTOCD = 12: The DA (or SA) received an unknown option
fromthe mandatory range (see section 9.1).

I NVALI D_UPDATE = 13: The DA received a SrvReg without FRESH set, for
an unregi stered service or with inconsistent Service Types.

MSG _NOT_SUPPCRTED = 14: The SA received an AttrRgst or SrvTypeRgst
and does not support it.

REFRESH REJECTED = 15: The SA sent a SrvReg or partial SrvDereg to a
DA nore frequently than the DA's min-refresh-interval.

8. Required SLP Messages
Al length fields in SLP nmessages are in network byte order. \Were '’
tuples’ are defined, these are sequences of bytes, in the precise

order listed, in network byte order.

SLP nessages all begin with the foll ow ng header:
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0

1 2 3

01234567890123456789012345678901

+-

I
+-
I
+-
I
+-
I
+-

SAs

I i S T i S S e e I A ST S A S S

Ver si on | Function-1D | Lengt h |

e b T S i i S S S S e e s S i T T i S S

Length, contd.|Q FI R reserved | Next Ext O f set|

R s i e R i e oI S e S e S R i Tk T S S R S R i S

Next Extension O fset, contd.| XD |

i T o T i e S S S i S e S

Language Tag Length | Language Tag \

e b T S i i S S S S e e s S i T T i S S

Message Type Abbr evi ati on Function-1D

Servi ce Request Sr vRgst 1
Service Reply SrvRply 2
Servi ce Registration SrvReg 3
Servi ce Deregister Sr vDeReg 4
Servi ce Acknow edge SrvAck 5
Attribute Request At t r Rgst 6
Attribute Reply AttrRply 7
DA Adverti senent DAAdver t 8
Servi ce Type Request SrvTypeRgst 9
Service Type Reply SrvTypeRpl y 10
SA Adverti sement SAAdvert 11

and UAs MJST support SrvRgst, SrvRply and DAAdvert. SAs MJST

al so support SrvReg, SAAdvert and SrvAck. For UAs and SAs, support

for

ot her nessages are OPTI ONAL.

Length is the length of the entire SLP nmessage, header included.
The flags are: OVERFLOW (0x80) is set when a nmessage’'s |length
exceeds what can fit into a datagram FRESH (0x40) is set on
every new SrvReg. REQUEST MCAST (0x20) is set when nulticasting
or broadcasting requests. Reserved bits MJST be 0.

Next Extension Offset is set to O unless extensions are used.
The first extension begins at 'offset’ bytes, fromthe nessage’s
beginning. It is placed after the SLP nmessage data. See
Section 9.1 for how to interpret unrecognized SLP Extensions.
XIDis set to a unique value for each unique request. |If the
request is retransmtted, the same XID is used. Replies set

the XID to the sanme value as the xid in the request. Only

unsol icited DAAdverts are sent with an XD of O.

Lang Tag Length is the length in bytes of the Language Tag fi el d.
Language Tag conforms to [7]. The Language Tag in a reply MJST
be the sane as the Language Tag in the request. This field nust
be encoded 1*8ALPHA *("-" 1*8ALPHA)
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If an option is specified, and not included in the nmessage, the
recei ver MJST respond with a PARSE ERROR

8.1. Service Request

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Servi ce Location header (function = SrvRgst = 1) |
B T S i T s i i e e SEI S
| | ength of <PRLi st> | <PRLi st> String \
I S i o T s S S S e s s T
| | ength of <service-type> | <servi ce-type> String \
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| | ength of <scope-list> | <scope-list> String \
B T S i T s i i e e SEI S
| length of predicate string | Service Request <predicate> \
I S i o T s S S S e s s T
| length of <SLP SPI> string | <SLP SPI> String \
B i aT T e e o S o S S S I T et sl o ST S S S S S S

In order for a Service to match a SrvRgst, it nmust belong to at |east
one requested scope, support the requested service type, and match
the predicate. |If the predicate is present, the |anguage of the
request (ignoring the dialect part of the Language Tag) nust match
the advertised service.

<PRList> is the Previous Responder List. This <string-list> contains
dotted decimal notation IP (v4) addresses, and is iteratively

mul ticast to obtain all possible results (see Section 6.3). UAs
SHOULD i mpl enent this discovery algorithm SAs MJST use this to

di scover all available DAs in their scope, if they are not already
configured with DA addresses by sonme ot her neans.

A SA silently drops all requests which include the SA's address in
the <PRList>  An SA which has nmultiple network interfaces MJST check
if any of the entries in the <PRList> equal any of its interfaces.

An entry in the PRLi st which does not conformto an | Pv4 dotted

deci mal address is ignored: The rest of the <PRList> is processed
normal |y and an error is not returned.

Once a <PRList> plus the request exceeds the path MIU, multicast
convergence stops. This algorithmis not intended to find al
instances; it finds 'enough’ to provide useful results.

The <scope-list>is a <string-list> of configured scope nanes. SAs

and DAs whi ch have been configured with any of the scopes in this
list will respond. DAs and SAs MJST reply to unicast requests with a
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SCOPE_NOT_SUPPCORTED error if the <scope-list> is omtted or fails to
include a scope they support (see Section 11). The only exceptions
to this are described in Section 11.2.

The <service-type> string is discussed in Section 4. Normally, a
SrvRgst elicits a SrvRply. There are two exceptions: |f the
<service-type> is set to "service:directory-agent", DAs respond to
the SrvRgst with a DAAdvert (see Section 8.5.) |If set to
"service:service-agent", SAs respond with a SAAdvert (see Section
8.6.) If this fieldis omtted, a PARSE ERROR is returned - as this
field i s REQU RED.

The <predicate> is a LDAPv3 search filter [14]. This field is
OPTI ONAL. Services may be di scovered sinply by type and scope.

O herwi se, services are discovered which satisfy the <predicate>. |If
present, it is conpared to each registered service. |If the attribute
inthe filter has been registered with nmultiple values, the filter is
conpared to each value and the results are ORed together, i.e.,

"(x=3)" matches a registration of (x=1,2,3); "(!(Y=0))" natches
(y=0,1) since Y can be nonzero. Note the matching is case
insensitive. Keywords (i.e., attributes wi thout values) are matched
with a "presence" filter, as in "(keyword=*)"

An incoming request term MJST have the sanme type as the attribute in
a registration in order to match. Thus, "(x=33)" will not match '’
x=true', etc. while "(y=foo)" will match ’'y=FQO .

"(] (x=33)(y=foo))" will be satisfied, even though "(x=33)" cannot be
satisfied, because of the ‘|’ (boolean disjunction).

Wl dcard matching MUST be done with the =" filter. In any other
case, a PARSE ERROR is returned. Request terms which include

Wil dcards are interpreted to be Strings. That is, (x=34*) would
mat ch ' x=34f oo’ , but not ’'x=3432" since the first value is a String
while the second value is an Integer; Strings don't match Integers.

Exanpl es of Predicates follow <t> indicates the service type of the
SrvRgst, <s> gives the <scope-list> and <p> is the predicate string.

<t>=service:http <s>=DEFAULT <p>= (enpty string)
This is a minimal request string. It natches all http
services advertised with the default scope.

<t >=servi ce: pop3 <s>=SALES, DEFAULT <p>=(user =wunp)
This is a request for all pop3 services available in
the SALES or DEFAULT scope which serve mail to the user

Swunp’ .
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<t >=servi ce: backup <s>=BLDG 32 <p>=(&(q<=3)(speed>=1000))
This returns the backup service which has a queue | ength

|l ess than 3 and a speed greater than 1000. It wll
return this only for services registered with the BLDG 32
scope.

<t >=servi ce:directory-agent <s>=DEFAULT <p>=
This returns DAAdverts for all DAs in the DEFAULT scope.

DAs are discovered by sending a SrvRqst with the service type set to
"service:directory-agent". |If a predicate is included in the
SrvRgst, the DA SHOULD respond only if the predicate can be satisfied
with the DA's attributes. The <scope-list> MJST contain all scopes
configured for the UA or SA which is discovering DAs.

The <SLP SPI> string indicates a SLP SPI that the requester has been

configured with. If this string is omtted, the responder does not

i nclude any Authentication Blocks inits reply. If it is included,
the responder MJST return a reply which has an associ ated

aut hentication block with the SLP SPI in the SrvRgst. |If no replies

may be returned because the SLP SPI is not supported, the responder
returns an AUTHENTI CATI ON_UNKNOWN err or

8.2. Service Reply

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Servi ce Location header (function = SrvRply = 2) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

| Error Code | URL Entry count |
B T I e R i i i T S S e e I e ik oI I S S e S S
| <URL Entry 1> . <URL Entry N> \

i S i i S S s S S S i

The service reply contains zero or nore URL entries (see Section
4.3). A service reply with zero URL entries MJST be returned in
response to a unicast Service Request, if no matching URLs are
present. A service reply with zero URL entries MJST NOT be sent in
response to a nulticast or broadcast service request (instead, if
there was no match found or an error processing the request, the
service reply should not be generated at all).

If the reply overflows, the UA MAY sinply use the first URL Entry in

the list. A URL obtained by SLP may not be cached | onger than
Lifetime seconds, unless there is a URL Aut henticator block present.

Guttman, et al. St andards Track [ Page 21]



RFC 2608 Service Location Protocol, Version 2 June 1999

In that case, the cache lifetime is indicated by the Tinestanp in the
URL Aut henticator (see Section 9.2).

An authentication block is returned in the URL Entries, including the
SLP SPI in the SrvRgst. |If no SLP SPI was included in the request,
no Authentication Blocks are returned in the reply. URL

Aut henti cation Bl ocks are defined in Section 9.2.1.

If a SrvRply is sent by UDP, a URL Entry MJST NOT be included unless
it fits entirely without truncation.

8.3. Service Registration

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Servi ce Location header (function = SrvReg = 3) |
I S i o T s S S S e s s T
| <URL- Ent ry> \
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| length of service type string | <service-type> \
B T S i T s i i e e SEI S
| | ength of <scope-list> | <scope-|ist> \
I S i o T s S S S e s s T
| length of attr-list string | <attr-list> \
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| # of AttrAuths |(if present) Attribute Authentication Blocks...\
B T S i T s i i e e SEI S
The <entry> is a URL Entry (see section 4.3). The Lifetime defines
how | ong a DA can cache the registration. SAs SHOULD reregister
before this lifetime expires (but SHOULD NOT nore often than once per
second). The Lifetime MAY be set to any val ue between 0 and Oxffff
(maxi mum around 18 hours). Long-lived registrations remain stale
|l onger if the service fails and the SA does not deregister the

servi ce.

The <service-type> defines the service type of the URL to be

regi stered, regardless of the scheme of the URL. The <scope-list>
MUST contain the names of all scopes configured for the SA, which the
DA it is registering with supports. The default value for the
<scope-list> is "DEFAULT" (see Section 11).

The SA MJST register consistently with all DAs. If a SAis
configured with scopes X and Y and there are three DAs, whose scopes
are "X', "Y' and "X, Y" respectively, the SAw Il register the with
all three DAs in their respective scopes. Al future updates and
deregistrations of the service nust be sent to the sane set of DAs in
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the same scopes the service was initially registered in.

The <attr-list>, if present, specifies the attributes and values to
be associated with the URL by the DA (see Section 5).

A SA configured with the ability to sign service registrations MJST
sign each of the URLs and Attribute Lists using each of the keys it
is configured to use, and the DA it is registering with accepts.
(The SA MJST acquire DAAdverts for all DAs it will register with to
obtain the DA's SLP SPI list and attributes, as described in Section
8.5). The SA supplies a SLP SPI in each authentication block

i ndicating the SLP SPI configuration required to verify the digital
signature. The format of the digital signatures used is defined in
section 9.2. 1.

Subsequent registrations of previously registered services MJST
contain the sane list of SLP SPIs as previous ones or else DAs will
reject them replying with an AUTHENTI CATI ON_ABSENT err or.

A registration with the FRESH flag set will replace *entirely* any
previous registration for the same URL in the sane | anguage. If the
FRESH flag is not set, the registration is an "increnental"
registration (see Section 9.3).

8. 4. Service Acknow edgnent

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Servi ce Location header (function = SrvAck = 5) |
R et e s i o e s i i
| Error Code |

B il s S S S S I S i

A DA returns a SrvAck to an SA after a SrvReg. It carries only a two
byte Error Code (see Section 7).
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8.5. Directory Agent Advertisenent

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok

Servi ce Location header (function = DAAdvert = 8) |

B s e T o i R R S i it i S SRR N S
Error Code | DA Statel ess Boot Tinestanp

B e S i o S S S i T S S i S i e

St at el ess Boot Tine,, contd.| Length of URL |

T i i S e L S

URL \

B s o T ol i R R S e i ik i Sh SRR N S

Length of <scope-list> | <scope-list> \

B S S e i S S T A S S S S S S i S S

Length of <attr-list> | <attr-list> \

B S i i s s i ik i h

Length of <SLP SPI List> | <SLP SPI List> String \

i e s i e s e S o ik e ST

Aut h Bl ocks | Aut henti cation block (if any) \

i T i T S e i S R g ol S I R S S

+

D

+ >

=+ +— +— + — +— +— +—

+ I+

The Error Code is set to O when the DAAdvert is nulticast. |f the
DAAdvert is being returned due to a unicast SrvRgst (ie. a request
wi t hout the REQUEST MCAST flag set) the DA returns the sanme errors a
SrvRply woul d.

The <scope-list> of the SrvRgst nust either be omitted or include a
scope which the DA supports. The DA Statel ess Boot Ti nestanp
indicates the state of the DA (see section 12.1).

The DA MAY include a list of its attributes in the DAAdvert. This
list SHOULD be kept short, as the DAAdvert nust fit into a datagram
in order to be nulticast.

A potential scaling problemoccurs in SLPv2 if SAs choose too |l ow a
Lifetime. 1In this case, an onerous anmount of reregistration occurs
as nore services are deployed. SLPv2 allows DAs to control SAs
frequency of registration. A DA MAY reissue a DAAdvert with a new
set of attributes at any tine, to change the reregi strati on behavi or
of SAs. These apply only to subsequent registrations; existing
service registrations with the DA retain their registered lifetines.

If the DAAdvert includes the attribute "mn-refresh-interval” it MJST

be set to a single Integer value indicating a nunber of seconds. |If
this attribute is present SAs MJUST NOT refresh any particul ar service
advertisenent nore frequently than this value. If SrvReg with the

FRESH FLAG not set or SrvDereg with a non-enpty tag |ist updating a
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particul ar service are received nore often than the value for the
DA’ s advertised "mn-refresh-interval" attribute the DA SHOULD rej ect
the message and return a REFRESH REJECTED error in the SrvAck

The URL is "service:directory-agent://"<addr> of the DA, where <addr>
is the dotted decimal numeric address of the DA. The <scope-list> of
the DA MUST NOT be NULL.

The SLP SPI List is the list of SPIs that the DA is capable of
verifying. SAs MJUST NOT register services with authentication bl ocks
for those SLP SPIs which are not on the list. DAs wll reject
service registrations which they cannot verify, returning an
AUTHENTI CATI ON_UNKNOWN er r or

The format of DAAdvert signatures is defined in Section 9.2.1

The SLP SPI which is used to verify the DAAdvert is included in the
Aut hentication Bl ock. Wen DAAdverts are nulticast, they nmay have to
transmt multipl e DAAdvert Authentication Blocks. |If the DAis
configured to be able to generate signatures for nore than one SPI
the DA MJST include one Authentication Block for each SPI. [If all
these Authentication Blocks do not fit in a single datagram (to

mul ticast or broadcast) the DA MJUST send separate DAAdverts so that
Aut hentication Blocks for all the SPIs the DA is capable of
generating are sent.

If the DAAdvert is being sent in response to a SrvRgst, the DAAdvert
contains only the authentication block with the SLP SPI in the
SrvRgst, if the DA is configured to be able to produce digita
signatures using that SLP SPI. |If the SrvRgst is unicast to the DA
(the REQUEST MCAST flag in the header is not set) and an unsupported
SLP SPI is included, the DA replies with a DAAdvert with the Error
Code set to an AUTHENTI CATI ON_UNKNOMN err or

UAs SHOULD be configured with SLP SPIs that will allowthemto verify
DA Advertisenments. |If the UAis configured with SLP SPls and
receives a DAAdvert which fails to be verified using one of them the
UA MJST discard it.

8.6. Service Agent Advertisenent

User Agents MUST NOT solicit SA Advertisements if they have been
configured to use a particular DA, if they have been configured with
a <scope-list> or if DAs have been discovered. UAs solicit SA
Advertisements only when they are explicitly configured to use User
Sel ect abl e scopes (see Section 11.2) in order to discover the scopes
that SAs support. This allows UAs without scope configuration to
make use of either DAs or SAs without any functional difference
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except performance.

A SA MAY be configured with attributes, and SHOULD support the
attribute 'service-type’ whose value is all the service types of
services represented by the SA. SAs MJST NOT respond if the SrvRgst
predicate is not satisfied. For exanple, only SAs offering 'nfs’
services SHOULD respond with a SAAdvert to a SrvRgst for service type
"service:service-agent" which includes a predicate "(service-
type=nfs)".

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Servi ce Location header (function = SAAdvert = 11) |
B i s T T i i o S o T Ji I
| Length of URL | URL \
e i o i e e  l th o i R S
| Length of <scope-list> | <scope-list> \
i e e R e e i o S e i Tl S N B S
| Length of <attr-list> | <attr-list> \
B i s T T i i o S o T Ji I
| # auth bl ocks | aut hentication block (if any) \
e L i i T e i R S

The SA responds only to nmulticast SA discovery requests which either
i nclude no <scope-list> or a scope which they are configured to use.

The SAAdvert MAY include a list of attributes the SA supports. This
attribute |ist SHOULD be kept short so that the SAAdvert will not
exceed the path MIU in size.

The URL is "service:service-agent://"<addr> of the SA, where <addr>
is the dotted decimal nuneric address of the SA. The <scope-list> of
the SA MUST NOT be null.

The SAAdvert contains one SAAdvert Authentication block for each SLP
SPI the SA can produce Authentication Blocks for. [If the UA can
verify the Authentication Block of the SAAdvert, and the SAAdvert
fails to be verified, the UA MJST discard it.

9. Optional Features
The features described in this section are not mandatory. Sone are
useful for interactive use of SLP (where a user rather than a program

will select services, using a browsing interface for exanple) and for
scalability of SLP to | arger networKks.
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9.1. Service Location Protocol Extensions
The format of a Service Location Extension is:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Extension ID | Next Extension Ofset |
B i s T T i i o S o T Ji I
| Ofset, contd.| Ext ensi on Dat a \
e s i i T e R th o i R S
Extension I Ds are assigned in the foll owi ng way:

0x0000- Ox3FFF St andardi zed. Optional to inplement. |Ignore if
unr ecogni zed.

0x4000- Ox7FFF Standardi zed. Mandatory to inplenent. A UA or SA
whi ch receives this option in a reply and does not understand
it MUST silently discard the reply. A DA or SA which receives
this option in a request and does not understand it MJUST return
an OPTI ON_NOT_UNDERSTOCD error.

0x8000- Ox8FFF For private use (not standardized). Optional to
implement. Ignore if unrecognized.

0x9000- OxFFFF Reserved.

The three byte offset to next extension indicates the position of the
next extension as offset fromthe beginning of the SLP message.

The offset value is O if there are no extensions follow ng the
current extension.

If the offset is O, the length of the current Extension Data is
determ ned by subtracting total |length of the SLP nessage as given in
the SLP nessage header minus the offset of the current extension.

Extensions defined in this docunent are in Section D. See section 15
for procedures that are required when specifying new SLP extensions.

Guttman, et al. St andards Track [ Page 27]



RFC 2608 Service Location Protocol, Version 2 June 1999

9.2. Authentication Bl ocks

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| Block Structure Descriptor | Authentication Block Length

R et e s i o e s i i
| Ti mest anp |
B i s T T i i o S o T Ji I
| SLP SPI String Length | SLP SPI String \
R T e i e i i S L S s il o T SR R R S
| Structured Authentication Block ... \
R et e s i o e s i i

Aut henti cation bl ocks are returned with certain SLP nessages to
verify that the contents have not been nodified, and have been
transmtted by an authorized agent. The authentication data
(contained in the Structured Authentication Block) is typically case
sensitive. Even though SLP registration data (e.g., attribute

val ues) are typically are not case sensitive, the case of the
registration data has to be preserved by the registering DA so that
UAs will be able to verify the data used for calculating digita

si gnature data.

The Bl ock Structure Descriptor (BSD) identifies the format of the
Aut henticator which follows. BSDs 0x0000-0x7FFF wi Il be maintained
by 1 ANA. BSDs 0x8000- Ox8FFF are for private use.

The Authentication Block Length is the length of the entire bl ock,
starting with the BSD

The Tinmestanp is the time that the authenticator expires (to prevent
replay attacks.) The Timestanp is a 32-bit unsigned fixed- point
nunber of seconds relative to Oh on 1 January 1970. SAs use this
value to indicate when the validity of the digital signature expires.
This Timestanp will wap back to O in the year 2106. Once the val ue
of the Tinestanp wraps, the tine at which the Tinestanp is relative
to resets. For exanple, after 06h28 and 16 seconds 5 February 2106,
all Tinmestanp values will be relative to that epoch date.

The SLP Security Paraneters Index (SPl) string identifies the key

| ength, algorithm paraneters and keying material to be used by agents
to verify the signature data in the Structured Authentication Bl ock
The SLP SPI string has the same granmar as the <scope-val > defined in
Section 6.4.1.

Reserved characters in SLP SPlI strings nust be escaped using the sane
convention as used throughout SLPv2.
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SLP SPIs deployed in a site MJUST be uni que.

Service Location Protocol, Version 2 June 1999
An SLP SPI used for
BSD=0x0002 nust not be the sane as used for sone other BSD
ement DSA [20] (BSD=0x0002). SAs MJST

Al SLP agents MJST i npl

regi ster services with DSA authentication bl ocks,

and t hey MAY

register themw th other authentication blocks using other

al gorithms.

SAs MUST use DSA aut hentication blocks in SrvDeReg

messages and DAs MUST use DSA aut hentication blocks in unsolicited

DAAdverts.

9.2.1. SLP Message Authenti

cation Rul es

The sections bel ow define how to calculate the value to apply to the

algorithmidentified by the BSD val ue.

The conponents listed are

used as if they were a contiguous single byte aligned buffer in the

order given.

URL
16-bit Length of
16-bit Length of
32-bit Tinestanp.

Attribute List
16-bit Length of
16-bit length of
32-bit Ti nestanp.

DAAdver t
16-bit
32-bit
16-bit
16-bit
16-bit
16-bit
32-bit

Length of

Lengt h of
Lengt h of
Length of
Length of
Ti mest anp.

The first SLP SPI
Bl ock. This SLP

paraneters to use to verify the DAAdvert.
the list of SLP SPIs the DA itself supports,

verify.

SAAdver t
16-bit
16-bit
16-bit
16-bit
32-bit

of
of

Lengt h
Length
Length of
Length of
Ti mest anp.

Guttman, et al

SLP SPI String, SLP SPI String.
URL, URL,

SLP SPI String, SLP SPI String,
<attr-list> <attr-Ilist>,

SLP SPI String, SLP SPI String,

DA St atel ess Boot Tinestanp,

URL, URL,
<attr-list> <attr-list>,
DA’ s <scope-list> DA s <scope-list>,

DA's <SLP SPI List> DA s <SLP SPI List>,
is the SLP SPI in the Authentication
SPI indicates the keying material and other

The SLP SPI Li st
and is able to

is

SLP SPI String, SLP SPI
URL, URL,
<attr-list>,

<scope-|ist>,

String,

<attr-list>,
<scope-|ist>,
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9.2.2 DSA with SHA-1 in Authentication Bl ocks

BSD=0x0002 is defined to be DSA with SHA-1. The signature
calculation is defined by [20]. The signature format conforns to
that in the X 509 v3 certificate:

1. The signature algorithmidentifier (an O D)
2. The signature value (an octet string)
3. The certificate path.

Al data is represented in ASN. 1 encodi ng:

id-dsa-with-shal ID ::= {
i so(1) nenber-body(2) us(840) x9-57 (10040)
x9cm(4) 3}

i.e., the ASN. 1 encoding of 1.2.840.10040.4.3 followed imredi ately
by:

Dss-Sig-Value ::= SEQUENCE {
r | NTEGER,
S | NTEGER }

i.e., the binary ASN. 1 encoding of r and s conputed using DSA and
SHA-1. This is followed by a certificate path, as defined by X 509
[10], [2], [3], [4]. [5].

Aut henti cation Bl ocks for BSD=0x0002 have the following format. In
the future, BSDs nmay be assigned whi ch have different formats.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| ASN. 1 encoded DSA signature \
i i i T i I S i e s o o i i

9.3. Increnental Service Registration

Increnental registrations update attribute values for a previously

regi stered service. Increnmental service registrations are usefu
when only a single attribute has changed, for instance. In an
incremental registration, the FRESH flag in the SrvReg header is NOT
set.

The new registration’s attributes replace the previous
registration’s, but do not affect attributes which were included
previously and are not present in the update.
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For exanpl e, suppose service:x://a.org has been registered with
attributes A=1, B=2, C=3. If an increnental registration conmes for
service:x://a.org with attributes C=30, D=40, then the attributes for
the service after the update are A=1, B=2, C=30, D=40.

Incremental registrations MIUST NOT be perforned for services

regi stered with Authentication Bl ocks. These nust be registered with
ALL attributes, with the FRESH flag in the SrvReg header set. DAs
whi ch receive such registration nessages return an
AUTHENTI CATI ON_FAI LED error.

If the FRESH flag is not set and the DA does not have a prior
registration for the service, the increnental registration fails with
error code | NVALI D _UPDATE

The SA MJST use the sane <scope-list> in an update nessage as was
used in the prior registration. |If this is not done, the DA returns
a SCOPE_NOT_SUPPCORTED error. In order to change the scope of a
service advertisenent it MJST be deregistered first and reregistered
with a new <scope-|ist>.

The SA MJST use the sane <service-type> in an update nessage as was
used in a prior registration of the sane URL. If this is not done,
the DA returns an | NVALI D_UPDATE error.

9.4. Tag Lists

Tag lists are used in SrvDeReg and AttrReq nessages. The syntax of a
<tag-list>itemis:

tag-filter sinmple-tag / substring
simpl e-tag 1*filt-char
substring = [initial] any [final]
initial = 1*filt-char
any = ‘“*’ *(filt-char ‘*")
final = 1*filt-char
filt-char = Any character excluding <reserved> and <bad-tag> (see
grammar in Section 5).

Wld card characters in a <tag-list> itemnmatch arbitrary sequences
of characters. For instance "*bob*" matches "sone bob | know'
"bi gbob", "bobby" and "bob"
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10.

10.

10.

Optional SLP Messages

The additional requests provide features for user interaction and for
efficient updating of service advertisenents with dynamc attri butes.

1. Service Type Request

The Service Type Request (SrvTypeRgst) allows a UA to discover all
types of service on a network. This is useful for general purpose
servi ce browsers.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Servi ce Location header (function = SrvTypeRgst = 9) |
el i I e i it T e e e e i i T o S e e S e T R R
| | ength of PRLi st | <PRLi st> String \
I S i o T s S S S e s s T
| | ength of Naming Authority | <Nam ng Authority String> \
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| | ength of <scope-list> | <scope-list> String \
el i I e i it T e e e e i i T o S e e S e T R R

The <PRList> |ist and <scope-list> are interpreted as in Section 8. 1.

The Nam ng Authority string, if present in the request, will limt
the reply to Service Type strings with the specified Nam ng
Authority. |If the Nam ng Authority string is absent, the | ANA
regi stered service types will be returned. If the length of the
Nam ng Authority is set to OxFFFF, the Nami ng Authority string is
omtted and ALL Service Types are returned, regardl ess of Nam ng
Aut hority.

2. Service Type Reply

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Servi ce Location header (function = SrvTypeRply = 10) |
el i I e i it T e e e e i i T o S e e S e T R R

| Error Code | | ength of <srvType-list> |
I S i o T s S S S e s s T
| <srvtype--list> \

T S i T S S T S S S S T

The service-type Strings (as described in Section 4.1) are provided
in <srvtype-list> which is a <string-list>.
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10.

If a service type has a Nanming Authority other than I ANA it MJUST be
returned followi ng the service type string and a ‘.’ character.
Service types with the I ANA Nami ng Authority do not include a Nam ng
Aut hority string.

3. Attribute Request

The Attribute Request (AttrRgst) allows a UA to discover attributes
of a given service (by supplying its URL) or for an entire service
type. The latter feature allows the UA to construct a query for an
avai l abl e service by selecting desired features. The UA nmay request
that all attributes are returned, or only a subset of them

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Service Location header (function = AttrRgst = 6) |
I S i o T s S S S e s s T
| | ength of PRLi st | <PRLi st> String \
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| I ength of URL | URL \
B T S i T s i i e e SEI S
| | ength of <scope-list> | <scope-list> string \
I S i o T s S S S e s s T
| length of <tag-list> string | <tag-list> string \
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| | ength of <SLP SPI> string | <SLP SPI> string \
B T S i T s i i e e SEI S

The <PRLi st>, <scope-list> and <SLP SPI> string are interpreted as in
Section 8. 1.

The URL field can take two forns. It can sinply be a Service Type
(see Section 4.1), such as "http" or "service:tftp". 1In this case,
all attributes and the full range of values for each attribute of all
services of the given Service Type is returned.

The URL field nmay alternatively be a full URL, such as
"service:printer:lpr://igore.wo.ftp.com515/draft” or

"nfs://max. net/znoo". In this, only the registered attributes for
the specified URL are returned.

The <tag-list> field is a <string-list> of attribute tags, as defined
in Section 9.4 which indicates the attributes to return in the
AttrRply. If <tag-list>is omtted, all attributes are returned.
<tag-list> MJUST be omtted and a full URL MJST be included when
attributes when a SLP SPI List string is included, otherw se the DA
will reply with an AUTHENTI CATI ON_FAI LED error.
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10.4. Attribute Reply

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Service Location header (function = AttrRply = 7) |
R et e s i o e s i i
| Error Code | | ength of <attr-list> |
B i s T T i i o S o T Ji I
| <attr-list> \
R T e i e i i S L S s il o T SR R R S
| # of AttrAuths | Attribute Authentication Block (if present) \
R et e s i o e s i i

The format of the <attr-list> and the Authentication Block is as
specified for SrvReg (see Section 9.2.1).

Attribute replies SHOULD be returned with the original case of the
string registration intact, as they are likely to be human readabl e.
In the case where the AttrRgst was by service type, all attributes
defined for the service type, and all their values are returned.

Al t hough white space is folded for string matching, attribute tags
and val ues MUST be returned with their original white space
preserved.

Only one copy of each attribute tag or String val ue shoul d be
returned, arbitrarily choosing one version (with respect to upper and
| ower case and white space internal to the strings): Duplicate
attributes and val ues SHOULD be renoved. An arbitrary version of the
string value and tag name is chosen for the nerge. For exanple:
"(A=a a,b)" nmerged with "(a=A A B)" may yield "(a=a a,B)"

10.5. Attribute Request/Reply Exanples
Suppose that printer services have been registered as foll ows:

Regi st ered Servi ce:

URL = service:printer:lpr://igore.weo.ftp.comdraft

scope-|list = Devel opnent

Lang. Tag = en

Attributes = (Nane=lgore), (Descripti on=For devel opers only),
(Protocol =LPR), (I ocati on-description=12th fl oor),
(Oper at or =Janes Dor nan \ 3cdor nan@mwnst er\ 3e),
(medi a-si ze=na-letter), (resol uti on=res-600), x- K

URL = service:printer:lpr://igore.wo.ftp.comdraft

scope-|ist = Devel opnent
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Lang. Tag = de

Attributes = (Nane=lgore), (Description=Nur fuer Entw ckler),
(Protocol =LPR), (| ocati on-descri pti on=13t e Etage),
(Oper at or =Janes Dor nan \ 3cdor nan@monst er\ 3e),
(medi a-si ze=na-letter), (resol uti on=res-600), x- K

URL = service:printer:http://not.wco.ftp.conicgi-bin/pub-prn

scope-list = Devel opnent

Lang. Tag = en

Attributes = (Nane=Not), (Descri pti on=Experimental |PP printer),
(Protocol =http), (l ocati on-descri pti on=QA bench),
(medi a- si ze=na-letter), (resol uti on=ot her), x- BUSY

Notice the first printer, "lgore" is registered in both English and

German. The ‘<’ and ‘> characters in the Operator attribute val ue
which are part of the Email address had to be escaped, as they are
reserved characters for val ues

Attribute tags are not translated, though attribute values may be,
see [13].

The attribute Request:

URL = service:printer:lpr://igore.wo.ftp.comdraft
scope-list = Devel opnent

Lang. Tag = de

tag-1i st = resol ution, |l oc*

receives the Attribute Reply:
(l ocation-description=13te Etage), (resol uti on=res-600)

The attribute Request:

URL = service:printer
scope-|ist = Devel opnent

Lang. Tag = en

tag-1i st = Xx-*,resol ution, protocol

receives an Attribute Reply containing:
(protocol s=http, LPR), (resol uti on=res-600, ot her), x- OK, x- BUSY
The first request is by service instance and returns the requested

val ues, in German. The second request is by abstract service type
(see Section 4) and returns values fromboth "lIgore" and "Not".
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An attribute Authentication Block is returned if an authentication
block with the SLP SPI in the AttrRgst can be returned. Note that
the <attr-list> returned froma DA with an Authentication Bl ock MJST
be identical to the <attr-list> registered by a SA, in order for the
aut hentication verification calculations to be possible.

A SA or DA only returns an Attribute Authentication Block if the
AttrRgst included a full URL in the request and no tag list.

If an SLP SPI is specified in a unicast request (the REQUEST MCAST
flag in the header is not set) and the SA or DA cannot return an

Aut hentication Block with that SLP SPI, an AUTHENTI CATI ON_UNKNOWN
error is returned. The # of Attr Auths field is set to O if there no
Aut hentication Block is included, or 1 if an Authentication Bl ock

fol | ows.

10.6. Service Deregistration

A DA deletes a service registration when its Lifetinme expires.
Servi ces SHOULD be deregi stered when they are no | onger avail abl e,
rather than | eaving the registrations to tinme out.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Servi ce Location header (function = SrvDeReg = 4) |
B i s T T i i o S o T Ji I
| Length of <scope-list> | <scope-list> \
e L o i i ik o i R S S
| URL Entry \
i e e R e T o i e R S e S O i i i o I N S T
| Length of <tag-list> | <tag-list> \
B i s T T i i o S o T Ji I

The <scope-list>is a <string-list> (see section 2.1).

The SA MJUST retry if there is no response fromthe DA, see Section
12.3. The DA acknow edges a SrvDeReg with a SrvAck. Once the SA
recei ves an acknow edgnment indicating success, the service and/or
attributes are no longer advertised by the DA. The DA deregisters the
service or service attributes fromevery scope specified in the
SrvDeReg which it was previously registered in.

The SA MJST deregister all services with the sanme scope list used to
register the service with a DA. If this is not done in the SrvDeReg
message, the DA returns a SCOPE _NOT_SUPPCRTED error. The Lifetine
field in the URL Entry is ignored for the purposes of the SrvDeReg.
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11.

11.

The <tag-list>is a <string-list> of attribute tags to deregister as
defined in Section 9.4. If no <tag-list>is present, the SrvDeReg
deregisters the service in all |languages it has been registered in.

If the <tag-list> is present, the SrvDeReg deregisters the attributes
whose tags are listed in the tag spec. Services registered with

Aut henti cation Bl ocks MJST NOT include a <tag-list>in a SrvDeReg
message: A DA will respond with an AUTHENTI CATI ON_FAILED error in
this case.

If the service to be deregistered was registered with an

aut henti cation block or blocks, a URL authentication block for each
of the SLP SPIs registered must be included in the SrvDeReg.

O herwi se, the DA returns an AUTHENTI CATI ON_ABSENT error. If the
message fails to be verified by the DA, an AUTHENTI CATI ON_FAI LED
error is returned by the DA

Scopes

Scopes are sets of services. The primary use of Scopes is to provide
the ability to create adnministrative groupings of services. A set of
services may be assigned a scope by network administrators. A client
seeking services is configured to use one or nore scopes. The user
will only discover those services which have been configured for him
or her to use. By configuring UAs and SAs with scopes,
admi ni strators may provision services. Scopes strings are case
insensitive. The default SCOPE string is "DEFAULT"

Scopes are the primary neans an administrator has to scale SLP

depl oynents to | arger networks. Wen DAs with NON- DEFAULT scopes are
present on the network, further gains can be had by configuring UAs
and SAs to have a predefined non-default scope. These agents can
then perform DA di scovery and make requests using their scope. This
will limt the nunber of replies.

1. Scope Rul es

SLP messages which fail to contain a scope that the receiving Agent
is configured to use are dropped (if the request was multicast) or a
SCOPE_NOT_SUPPCRTED error is returned (if the request was unicast).
Every SrvRgst (except for DA and SA discovery requests), SrvReg,
AttrRgst, SrvTypeRgst, DAAdvert, and SAAdvert nessage MJST include a
<scope-|ist>.

A UA MJST unicast its SLP nessages to a DA which supports the desired
scope, in preference to nulticasting a request to SAs. A UA MAY

mul ticast the request if no DA is available in the scope it is
configured to use
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11.

12.

2. Adm nistrative and User Sel ectable Scopes

Al'l requests and services are scoped. The two exceptions are
SrvRgsts for "service:directory-agent" and "service:service-agent".
These MAY have a zero-length <scope-list> when used to enable the
user to nmake scope selections. |In this case UAs obtain their scope
Iist from DAAdverts (or if DAs are not available, from SAAdverts.)

O herwise, if SAs and UAs are to use any scope other than the default
(i.e., "DEFAULT"), the UAs and SAs are configured with |ists of
scopes to use by system adm ni strators, perhaps automatically by way
of DHCP option 78 or 79 [21]. Such adnministrative scoping allows
services to be provisioned, so that users will only see services they
are intended to see.

User configurable scopes allow a user to discover any service, but
require themto do their own selection of scope. This is simlar to
the way AppleTalk [12] and SMB [ 19] networking allow user selection
of Appl eTal k Zone or workgroups.

Note that the two configuration choices are not conpatible. One
nmodel all ows administrators control over service provision. The
other delegates this to users (who nay not be prepared to do any
configuration of their system

Directory Agents

DAs cache service location and attribute information. They exist to
enhance the performance and scalability of SLP. Miltiple DAs provide
further scalability and robustness of operation, since they can each
store service information for the same SAs, in case one of the DAs
fails.

A DA provides a centralized store for service information. This is
useful in a network with several subnets or with nany SLP Agents.
The DA address can be dynamically configured with UAs and SAs using
DHCP, or by using static configuration

SAs configured to use DAs with DHCP or static configuration MJST
unicast a SrvRgst to the DA, when the SAis initialized. The SrvRgst
omts the scope list and sets the service type of the request to
"service:directory-agent”". The DA will return a DAAdvert with its
attributes, SLP SPI list, and other paraneters which are essenti al
for proper SA to DA conmuni cati on.

Passi ve detection of DAs by SAs enabl es services to be advertised
consistently anbng DAs of the sane scope. Advertisenents expire if
not renewed, |eaving only transient stale registrations in DAs, even
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12.

12.

in the case of a failure of a SA

A single DA can support many UAs. UAs send the sane requests to DAs
that they would send to SAs and expect the sane results. DAs reduce
the | oad on SAs, mmking sinpler inplenentations of SAs possi bl e.

UAs MUST be prepared for the possibility that the service information
they obtain fromDAs is stale

1. Directory Agent Rules

When DAs are present, each SA MJST register its services with DAs
that support one or nore of its scope(s).

UAs MJST uni cast requests directly to a DA (when scoping rules

all ow), hence avoiding using the nulticast convergence algorithm to
obtain service information. This decreases network utilization and
i ncreases the speed at which UAs can obtain service infornmation.

DAs MUST flush service advertisements once their lifetinme expires or
their URL Authentication Block "Tinestanp” of expiration is past.

DAAdverts MUST include DA Statel ess Boot Tinestanp, in the sane
format as the Authentication Block (see Section 9.2). The Ti nestanp
in the Authentication Block indicates the tine at which all previous
registrations were lost (i.e., the last stateless reboot). The
Timestanp is set to O in a DAAdvert to notify UAs and SAs that the DA
is going down. DAs MUST NOT use equal or |esser Boot Tinestanps to
previous ones, if they go down and restart without service
registration state. This would nislead SAs to not reregister with
the DA.

DAs which receive a multicast SrvRgst for the service type
"service:directory-agent” MJST silently discard it if the <scope-
list>1is (a) not omtted and (b) does not include a scope they are
configured to use. Oherwi se the DA MJST respond with a DAAdvert.

DAs MUST respond to AttrRgst and SrvTypeRgst nmessages (these are
OPTI ONAL only for SAs, not DAs.)

2. Directory Agent Discovery
UAs can di scover DAs using static configuration, DHCP options 78 and

79, or by multicasting (or broadcasting) Service Requests using the
convergence algorithmin Section 6. 3.
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12.

12.

See Section 6 regarding unsolicited DAAdverts. Section 12.2.2
descri bes how SAs may reduce the nunber of times they nust reregister
with DAs in response to unsolicited DAAdverts.

DAs MUST send unsolicited DAAdverts once per CONFI G DA BEAT. An

unsol icited DAAdvert has an XID of 0. SAs MJST listen for DAAdverts,
passively, as described in Section 8. 5. UAs MAY do this. |If they do
not listen for unsolicited DAAdverts, however, they will not discover
DAs as they becone available. UAs SHOULD, in this case, do periodic
active DA discovery, see Section 6.

A URL with the schene "service:directory-agent"” indicates the DA's
| ocation as defined in Section 8.5. For exanple:
"service:directory-agent://foobawoba. org".

The foll owi ng sections suggest timng algorithns which enhance the
scalability of SLP.

2.1. Active DA Discovery

After a UA or SArestarts, its initial DA discovery request SHOULD be
del ayed for sone randomtine uniformy distributed fromO to
CONFI G_START_WAI T seconds.

The UA or SA sends the DA Discovery request using a SrvRgst, as
described in Section 8.1. DA Discovery requests MJST include a

Previ ous Responder List. SrvRgsts for Active DA Di scovery SHOULD NOT
be sent nore than once per CONFI G DA FI ND seconds.

After discovering a new DA, a SA MJUST wait a randomtime between O
and CONFlI G_REG _ACTI VE seconds before registering their services.

2.2. Passive DA Advertising

A DA MUST multicast (or broadcast) an unsolicited DAAdvert every
CONFI G_ DA BEAT seconds. CONFI G DA BEAT SHOULD be specified to
prevent DAAdverts from using nore than 1% of the avail abl e bandw dt h.

Al'l UAs and SAs which receive the unsolicited DAAdvert SHOULD exam ne
its DA statel ess Boot Tinestanp. |If it is set to O, the DA is going
down and no further messages should be sent to it.

If a SA detects a DA it has never encountered (with a nonzero
timestanp,) the SA nust register with it. SAs MJST exam ne the
DAAdvert’s tinestanp to determne if the DA has had a statel ess
reboot since the SA last registered with it. |If so it registers with
the DA. SAs MJUST wait a randominterval between 0 and

CONFI G_REG_PASSI VE bef ore begi nning DA registration.
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12.

12.

12.

3. Reliable Unicast to DAs and SAs

If a DA or SA fails to respond to a unicast UDP nessage in

CONFI G_RETRY seconds, the nmessage should be retried. The wait
interval for each subsequent retransnission MJST exponentially

i ncrease, doubling each tinme. |If a DA or SAfails to respond after
CONFI G_RETRY_MAX seconds, the sender should consider the receiver to
have gone down. The UA should use a different DA. If no such DA
responds, DA discovery should be used to find a new DA. If no DA is
avail abl e, nmulticast requests to SAs are used.

4. DA Scope Configuration

By default, DAs are configured with the "DEFAULT" scope.

Adm ni strators nmay add ot her configured scopes, in order to support
UAs and SAs in non default scopes. The default configurati on MJST
NOT be removed fromthe DA unl ess:

- There are other DAs which support the "DEFAULT" scope, or
- Al UAs and SAs have been configured with non-default scopes.

Non- default scopes can be phased-in as the SLP depl oynent grows.
Default scopes shoul d be phased out only when the non-default scopes
are universally configured

If a DA and SA are coresident on a host (quite possibly inplemented
by the sane process), configuration of the host is considerably
simplified if the SA supports only scopes al so supported by the DA
That is, the SA SHOULD NOT advertise services in any scopes which are
not supported by the coresident DA. This nmeans that incom ng requests
can be answered by a single data store; the SA and DA registrations
do not need to be kept separately.

5. DAs and Aut hentication Bl ocks

DAs are not configured to sign service registrations or attribute
lists. They sinply cache services registered by Service Agents. DAs
MUST NOT accept registrations including authentication blocks for SLP
SPIs which it is not configured with, see Section 8.5.

A DA protects registrations which are made with authentication bl ocks
using SLP SPIs it is configured to use. |If a service Sis

regi stered, a subsequent registration (which will replace the
adertisenment) or a deregistration (which will renove it) MJST include
an Aut hentication Block with the corresponding SLP SPI, see Section
8.3 and Section 10.6.
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A DA is configured to be able to verify Authentication Blocks with

SLP SPIs "X Y",

An SA registers a service with an Authentication Block with SP
The DA stores the registration,
If a UA requests a service with an SLP SP
respond with an AUTHENTI CATI ON_UNKNOMN err or

Bl ock.
will

t hat

is X and Y.

"zZ".

but di scards the Authentication

string "Z", the DA

An SA registers a service S with Authentication Blocks including SLP

"o
the DA will

SPI s
" XII

and "Y".
be able to return S (if the service type,
scope and predicate of the SrvRgst match S) The DA will
the Aut hentication Block with SLP SPI

If a UA requests a service with an SLP SPI

a subsequent SrvDeReg for S (which will

a subsequent SrvReg for S (which wll
include two URL Aut hentication Bl ocks,
If either of these were absent,

AUTHENTI CATI ON_ABSENT error.

13. Protocol

| nt er val

CONFI G_START_WAI T

CONFI G_RETRY

CONFI G_RETRY_MAX
CONFI G DA BEAT

CONFI G_DA_FI ND

CONFI G_REG PASSI VE
CONFI G_REG_ACTI VE

CONFI G_CLOSE_CONN

Guttman, et al

Section

12.2.1

Timng Defaults

12. 3

12.3

12.2.2

12.

12.

8.

6

3

2

3

2

Def ault Val ue

15 seconds

3 seconds

2 seconds

15 seconds
3 hours

900 seconds

1-3 seconds
1- 3 seconds

5 m nutes

St andards Track

set to
renove the advertisenent) or
replace it),

one each for
the DA would return an

string
| anguage,
al so return
"X'. If the DA receives
t he nessage nust
SPIs "X' and "Y".

Max time to wait for a
compl ete nulticast query
response (all values.)
Wait to perform DA

di scovery on reboot.

Wait interval before
initial retransm ssion

of multicast or unicast
requests.

G ve up on uni cast
request retransni ssion
DA Heartbeat, so that SAs
passi vel y detect new DAs.
M nimuminterval to wait
before repeating Active
DA di scovery.

Wait to register services
on passive DA discovery.
Wait to register services
on active DA discovery.
DAs and SAs close idle
connecti ons.
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14. Optional Configuration

Br oadcast Only
Any SLP agent SHOULD be configurable to use broadcast
only. See Sections 6.1 and 12. 2.

Predefined DA
A UA or SA SHOULD be configurable to use a predefined DA

No DA Discovery
The UA or SA SHOULD be configurable to ONLY use
predefi ned and DHCP-configured DAs and performno active
or passive DA discovery.

Mul ticast TTL
The default multicast TTL is 255. Agents SHOULD be
configurable to use other values. A |lower value wll
focus the multicast convergence algorithmon smaller
subnet wor ks, decreasing the nunber of responses and
i ncreases the perfornmance of service location. This
may result in UAs obtaining different results for the
i dentical requests depending on where they are connected
to the network.

Ti m ng Val ues
Ti me val ues other than the default MAY be confi gurable.
See Section 13

Scopes
A UA MAY be configurable to support User Sel ectable
scopes by omtting all predefined scopes. See
Section 11.2. A UA or SA MJST be configurable to use
specific scopes by default. Additionally, a UA or SA
MUST be configurable to use specific scopes for requests
for and registrations of specific service types. The
scope or scopes of a DA MJUST be configurable. The
default value for a DA is to have the scope "DEFAULT" if
not ot herw se confi gured.

DHCP Configurati on
DHCP options 78 and 79 may be used to configure SLP. |f
DA | ocations are configured using DHCP, these SHOULD
be used in preference to DAs di scovered actively or
passively. One or nore of the scopes configured using
DHCP MUST be used in requests. The entire configured
<scope-list> MJIST be used in registration and DA
configurati on nessages
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Service Tenpl ate
UAs and SAs MAY be configured by using Service Tenpl ates
Besides sinplifying the specification of attribute
val ues, this also allows themto enforce the inclusion
of 'required attributes in SrvRgst, SrvReg and SrvDeReg
messages. DAs MAY be configured with tenplates to
allow themto WARN UAs and SAs in these cases. See
Section 10. 4.

SLP SPI for service discovery
Agents SHOULD be configurable to support SLP SPIs using
the followi ng parameters: BSD=2 (DSA with SHA-1) and
a public key identified by the SLP SPI String. In
the future, when a Public Key Infrastructure exists,
SLP Agents may be able to obtain public keys and
crypt ographi c paraneters corresponding to the nanes used
in SLP SPI Strings.

Note that if the SLP SPI string chosen is identica

to a scope string, it is effectively the same as a
Protected Scope in SLPvl. Nanely, every SA advertising
in that scope would be configured with the sanme Private
Key. Every DA and UA of that scope woul d be configured
with the appropriate Public Key to verify signatures
produced by those SAs. This is a convenient way to
configure SLP deploynments in the absence of a Public Key
Infrastructure. Currently, it would be too difficult to
manage the keying of UAs and DAs if each SA had its own
key.

SLP SPI for Directory Agent discovery
Agents SHOULD be configurable to support SLP SPIs as
above, to be used when discovering DAs. This SPI SHOULD
be sent in SrvRgsts to discover DAs and be used to verify
mul ti cast DAAdvert nessages.

SA and DA Private Key
SAs and DAs which can generate digital signatures require
a Private Key and a corresponding SLP SPI indentifier
to include in the Authentication Block. The SLP SP
identifies the Public Key to use to verify the digita
signature in the Authentication Bl ock

15. |1 ANA Consi derati ons
SLP includes four sets of identifiers which may be registered with

I ANA. The policies for these registrations (See [18]) are noted in
each case
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16.

The Bl ock Structure Descriptor (BSD) identifies the format of the
Aut henticator which follows. BSDs 0x8000-0x8FFF are for Private Use.

Further Bl ock Structured Descriptor (BSD) values, fromthe range
0x0003- Ox7FFF may be standardized in the future by submtting a
docunent whi ch descri bes:

- The data format of the Structured Authenticator bl ock

- Wi ch cryptographic algorithmto use (including a reference
to a technical specification of the algorithm)

- The format of any keying material required for
preconfiguring UAs, DAs and SAs. Al so include any
consi derations regardi ng key distribution

- Security considerations to alert others to the strengths and
weaknesses of the approach

The 1 ANA wi |l assign Cryptographic BSD nunmbers on the basis of |ETF
Consenus.

New function-1Ds, in the range 12-255, nmay be standardi zed by the
met hod of | ETF Consensus.

New SLP Extensions with types in the range 2-65535 rmay be registered
followi ng review by a Designated Expert.

New error nunmbers in the range 15-65535 are assigned on the basis of
a Standards Action

Protocol elements used with Service Location Protocol may al so
require 1ANA registration actions. SLP is used in conjunction with
"service:" URLs and Service Tenplates [13]. These are standardized
by review of a Designated Expert and a mailing list (See [13].)

Internationalization Considerations

SLP nessages support the use of multiple | anguages by providing a
Language Tag field in the combn nessage header (see Section 8).

Services MAY be registered in nultiple | anguages. This provides
attributes so that users with different |anguage skills may sel ect
services interactively.

Attribute tags are not translated. Attribute values may be
transl ated unless the Service Tenplate [13] defines the attribute
values to be 'literal’.
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17.

A service which is registered in nultiple | anguages may be queried in
mul tipl e | anguages. The | anguage of the SrvRgst or AttrRgst is used
to satisfy the request. |If the requested | anguage i s not supported,
a LANGUAGE NOT_SUPPORTED error is returned. SrvRply and AttrRply
nmessages are always in the sane | anguage of the request.

A DA or SA MAY be configured with translations of Service Tenpl ates
[13] for the sane service type. This will allowthe DA or SAto
translate a request (say in Italian) to the |anguage of the service
advertisenent (say in English) and then translate the reply back to
Italian. Simlarly, a UA MAY use tenplates to transl ate outgoing
requests and incoming replies.

The dialect field in the Language Tag MAY be used: Requests which
can be fulfilled by matching a | anguage and dialect will be preferred
to those which match only the | anguage portion. Oherw se, dialects
have no effect on matching requests.

Security Considerations

SLP provides for authentication of service URLs and service
attributes. This provides UAs and DAs with know edge of the
integrity of service URLs and attributes included in SLP nessages.
The only systens which can generate digital signatures are those
whi ch have been configured by adninistrators in advance. Agents
which verify signed data may assunme it is 'trustworthy’ inasnuch as
adm ni strators have ensured the cryptographic keying of SAs and DAs
reflects 'trustworthiness.

Servi ce Location does not provide confidentiality. Because the

obj ective of this protocol is to advertise services to a community of
users, confidentiality might not generally be needed when this
protocol is used in non-sensitive environnents. Specialized schenes
m ght be able to provide confidentiality, if needed in the future.
Sites requiring confidentiality should inplenment the | P Encapsul ating
Security Payload (ESP) [3] to provide confidentiality for Service
Locati on nmessages.

If Agents are not configured to generate Authentication Bl ocks and
Agents are not configured to verify them an adversary mght easily
use this protocol to advertise services on servers controlled by the
adversary and thereby gain access to users’ private information.
Further, an adversary using this protocol will find it nuch easier to
engage in selective denial of service attacks. Sites that are in
potentially hostile environments (e.g., are directly connected to the
Internet) shoul d consider the advantages of distributing keys
associated with SLP SPIs prior to deploying the sensitive directory
agents or service agents.
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SLP is useful as a bootstrap protocol. It may be used in
environments in which no preconfiguration is possible. In such
situations, a certain amount of "blind faith" is required: Wthout
any prior configuration it is inpossible to use any of the security
mechani sms descri bed above. SLP will make use of the mechani sns
provided by the Security Area of the |ETF for key distribution as
they become available. At this point it would only be possible to
gain the benefits associated with the use of Authentication Blocks if
cryptographic informati on and SLP SPIs can be preconfigured with the
end systens before they use SLP

SLPv2 enabl es a nunber of security policies with the mechanisns it
includes. A SLPv2 UA could, for instance, reject any SLP nessage
whi ch did not carry an authentication block which it could verify.
This is not the only policy which is possible to inplenent.

Guttman, et al. St andards Track [ Page 47]



RFC 2608 Service Location Protocol, Version 2 June 1999

A. Appendi x: Changes to the Service Location Protocol fromvl to v2

SLP version 2 (SLPv2) corrects race conditions present in SLPvl [22].
In addition, authentication has been reworked to provide nore
flexibility and protection (especially for DA Advertisenents). SLPv2
al so changes the formats and definition of many flags and val ues and
reduces the number of 'required features.” SLPv2 clarifies and
changes the use of ’Scopes’, elimnating support for 'unscoped
directory agents’ and ’'unscoped requests’. SLPv2 uses LDAPv3

conpati ble string encodings of attributes and search filters. Oher
changes (such as Language and Character set handling) adopt practices
recommended by the Internet Engineering Steering G oup

Ef fort has been made to make SLPv2 operate the sane whether DAs are
present or not. For this reason, a new nessage (the SAAdvert) has
been added. This allows UAs to discover scope information in the
absence of administrative configuration and DAs. This was not
possible in SLPv1.

SLPv2 is incompatible in some respects with SLPvl. [|f a DA which
supports both SLPvl and SLPv2 with the sanme scope is present,
services advertised by SAs using either version of the protocol wll
be available to both SLPvl and SLPv2 UAs. SLPvl DAs SHOULD be phased
out and replace with SLPv2 DAs which support both versions of the

pr ot ocol

SLPv1l all ows services to be advertised and requested w thout a scope.
Further, DAs can be configured without a scope. This is inconpatible
with SLPv2 and presents scalability problens. To facilitate this
forward m gration, SLPvl agents MJST use scopes for all registrations
and requests. SLPvl DAs MJST be configured with a scope list. This
constitutes a revision of RFC 2165 [22].

B. Appendi x: Service Discovery by Type: Mnimal SLPv2 Features

Service Agents nay advertise services without attributes. This will
enabl e only discovery of services by type. Service types discovered
this way will have a Service Tenplate [13] defined which specifies
explicitly that no attributes are associated with the service
advertisenent. Service types associated with Service Tenpl ates which
specify attributes MJUST NOT be adverti sed by SAs which do not support
attributes

VWi | e di scovery of service by service type is a subset of the
features possible using SLPv2 this form of discovery is consistent
with the current generation of products that allow sinple browsing of
all services in a 'zone' or 'workgroup’ by type. |In sone cases,
attribute discovery, security and feature negotiation is handl ed by
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application layer protocols - all that is required is the basic
di scovery of services that support a certain service.

UAs requesting only service of that service type would only need to
support service type and scope fields of the Service Request. UAs
woul d still perform DA discovery and uni cast SLPv2 SrvRgst nessages
to DAs in their scope once they were di scovered instead of

mul ticasting them

SAs woul d al so perform DA di scovery and use a SLPv2 SrvReg to
register all their advertised services with SLPv2 DAs in their scope.
These advertisenments woul d needl ess to say contain no attribute
string.

These m nimal SAs could ignore the Language Tag in requests since
SrvRgst nessages woul d contain no attributes, hence no strings would
be internationalized. Further, any non-null predicate string would
fail to match a service advertisenent with no attributes, so these
SAs woul d not have to parse and interpret search filters. Overflow
wi Il never occur in SrvRgst, SrvRply or SrvReg nmessages so TCP
message handl i ng woul d not have to be inmplenented. Finally, all
AttrRgst messages coul d be dropped by the SA, since no attributes are
support ed.

C. Appendi x: DAAdverts with arbitrary URLs

Using Active DA Discovery, a SrvRgst with its service type field set
to "service:directory-agent”. DAs will respond with a DAAdvert
containing a URL with the "service:directory-agent:" schene. This is
the sane DAAdvert that such a DA would rmulticast in unsolicited DA
adverti senents.

A UA or SA which receives an unsolicited DAAdvert MJST exani ne the
URL to determine if it has a recognized schene. |If the UA or SA does
not recogni ze the DAAdvert’'s URL schene, the DAAdvert is silently

di scarded. This docunent specifies only howto use URLs with the
"service:directory-agent:" schene.

This provides the possibility for forward conmpatibility with future
versi ons of SLP and enabl es other services to advertise their ability
to serve as a clearinghouse for service location information.

For exanple, if LDAPv3 [15] is used for service registration and
di scovery by a set of end systems, they could interpret a LDAP URL
[16] to passively discover the LDAP server to use for this purpose
Thi s docunent does not specify howthis is done: SLPv2 agents

wi t hout further support would sinply discard this DAAdvert.
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D. Appendi x: SLP Protocol Extensions
D.1. Required Attribute Mssing Option

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Ext ensi on Type = 0x0001 | Ext ensi on Length |
B i s T T i i o S o T Ji I
| Tenpl ate | DVer Length | Tenpl ate I DVer String \
i I i S i S R i M DR S SR S i
| Required Attr <tag-list> Length| Required Attr <tag-list> \
I i I S R T s i S i ok M SRR S

Required attributes and the format of the IDVer string are defined by
[13].

If a SA or DA receives a SrvRgst or a SrvReg which fails to include a
Required Attribute for the requested Service Type (according to the
Service Tenplate), it MAY return the Required Attribute Extension in
addition to the reply corresponding to the nessage. The sender
SHOULD rei ssue the nmessage with a search filter including the
attributes listed in the returned Required Attribute Extension.
Simlarly, the Required Attribute Extension nmay be returned in
response to a SrvDereg nessage that contains a required attribute

t ag.

The Tenplate IDVer String is the nane and version nunber string of
the Service Tenpl ate which defines the given attribute as required.
It SHOULD be included, but can be onmitted if a given SA or DA has

been individually configured to have '"required attributes.’

The Required Attribute <tag-list> MJST NOT include wild cards.
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H  Full Copyright Statenent
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Thi s docunent and translations of it may be copied and furnished to
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