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1. The SNWP Networ k Managenent Framewor k

The SNMP Net wor k Management Framework presently consists of five
maj or conponents:

0 An overall architecture, described in RFC 2571 [1].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], RFC 2579 [6] and RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the message protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and
RFC 2574 [12].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o0 A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control nechani sm described in RFC 2575
[ 15].

Managed objects are accessed via a virtual information store, terned
the Managenment Infornmation Base or MB. bhjects in the MB are
defined using the nmechanisnms defined in the SM.

This menmo specifies a MB nodule that is conpliant to the SMv2. A

M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated MB nust be semantically
equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of machine
readabl e information is not considered to change the semantics of the
M B.
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2.

The Directory Services Mdel .

The Directory conprises of a set of servers (Directory Servers).
Clients or Directory User Agents (DUA) are provided access to the
Directory which maybe |l ocal or distributed, by the Directory Servers.
The server maybe a X 500 Directory System Agent (DSA) [16] running
over the CSlI suite of protocols or, a (C)LDAP[17,18] frontend to the
X.500 Directory System Agent or, a native LDAP Directory Server
running directly over TCP or other protocols, or a database acting as
a backend to another server, or any other application protocol, or
any conbi nation of the above. A Directory Server has one or nore
application protocol interfaces. Through these interfaces the
Directory Server interacts with the DUA and with the peer Directory
Servers.

Fig. 1 shows the case of a Directory Server that receives requests
and sends back responses in sone protocol. Fig. 2 shows one possible
scenari o where the Directory Server speaks nultiple protocols.

o e +
I I
| Directory | Directory Protocol
| Server Xommmmm - >
I I
I I
o e +
FIG 1
oo o - +
| |
DSP <---------- X Xommmmm - - > DAP
| Directory |
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Protocol <---------- X Xommmmm-- > LDAP
I I
o e +
FIG 2

The Directory contains information in the formof entries. An entry
is a collection of attributes and is uniquely identified by a nane,
the Distingui shed Nane (DN). The entries are arranged in a

hi erarchical tree-like structure called the Directory Information
Tree (DIT).
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A DUA requests a Directory Server to perform sone operation on the
Directory. The Directory Server is responsible for performng the

operation and after conpleting its effort to carry out the request,
returns a response to the DUA

A Directory Server may use information stored in its |ocal database
or interact with (chain the request to) other Directory Servers to
service the DUA request. Alternatively, a Directory Server may return
a reference to another Directory Server (referral).

The | ocal database of a Directory Server consists of the part of the
Directory that is nastered by the Directory Server, the part of the
Directory for which it keeps slave copies and cached information that
is gathered during the operation of the Directory Server.

In the connection oriented node a DUA "binds" to a Directory Server
with a particular identification. The Directory Server nay
authenticate the identity of the DUA. In the connectionl ess node as
is empl oyed in CLDAP no binding and/or authentication is carried out
between the DUA and the Directory Server. The follow ng type of
operations are carried out by the Directory Server : Read, Conpare,
Addition of an Entry (AddEntry), Modification of an Entry

(Modi fyEntry), Mdification of a DN (Mddi fyRDN), Deletion of an Entry
(RenmoveEntry), List, Search, Abandon. Sonme Directory Servers do not
support some type of operations. For exanpl e CLDAP does not support
AddEntry, Modi fyEntry, Modi fyRDN, RenoveEntry etc. In response to
requests results and/or errors are returned by the Directory Server.

In the distributed Directory data is often replicated to enhance
performance and for other advantages. The data to be replicated is
transferred fromthe "Supplier” Directory Server to the "Consumer”
Directory Server according to the replication agreenment between the
supplier and the receiver.

3. MB Mdel for Directory Managenent.

A Directory manager should be able to nonitor all the Directory
Servers in his/her domain of managenent. The Directory Servers may be
runni ng on one or nmore hosts and, multiple Directory Servers may be
runni ng on the sane host.

The nmanager may wish to nonitor several aspects of the operational
Directory Servers. He/she nmay want to know the process rel ated
aspects - the resource utilization of an operational Directory
Server; the network service related aspects e.g. inbound-

associ ations, outbound-associ ations, operational status, and finally
the informati on specific to the Directory Server application - its
operations and performance.
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The M B defined in this docunment covers the portion which is specific
to Directory services. The network service related part of the MB,
and the host-resources related part of the MB, as well as other
parts of interest to a Manager nonitoring the Directory services, are
covered in separate docunents [19] [20].

The MB will cover a group of Directory Servers. The grouping will be
done on some | ogical basis by the adm nistrator/manager. In all
cases, the grouping will be reflected in the pertinent NETWORK-

SERVI CES-M B which will have an entry corresponding to each Directory
Server in the group.

4. M B design.

The basic principle has been to keep the M B as sinple as possible.
The Managed objects included in the MB are divided into three tables
- dsTabl e, dsAppl|fQOpsTable, and dslnt Tabl e.

- The dsTable contains a list of Directory Servers. The |ist
contains a description of the Directory Servers as well as
summary statistics on the entries held by and the cache
performance of each Directory Server. The group of servers on
this list is likely to contain a part of, if not all, the
Directory Servers in the managenent donai n.

- The dsAppl I f OpsTabl e provi des summary statistics on the
accesses, operations and errors for each application protocol
interface of a Directory Server.

- The dslntTable provides some useful information on the
interaction of the nonitored Directory Servers wth peer
Directory Servers.

There are references to the Directory itself for static infornmation
pertaining to the Directory Server. These references are in the form
of "Directory Distinguished Nane" [21] of the correspondi ng object.
It is intended that Directory managenent applications will use these
references to obtain further information on the objects of interest.

5. The Directory Server Mnitoring MB.
DI RECTORY- SERVER-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, Counter 32, Gauge32, OBJECT- TYPE
FROM SNWPv2- SM

m b-2 FROM RFC1213-M B
Di spl ayStri ng, Ti meSt anp

Mansfield & Kille St andards Track [ Page 5]



RFC 2605 Directory Server Monitoring MB June 1999

FROM SNWPv2- TC
MODUL E- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF
Zer oBasedCount er 32
FROM RMON2- M B
appl I ndex, Distingui shedNane, URLString

FROM NETWORK- SERVI CES- M B;

dsM B MODULE- | DENTI TY
LAST- UPDATED " 9906070000Z"
ORGANI ZATI ON "I ETF Mail and Directory Management Working
G oup”
CONTACT- | NFO
" G enn Mansfield
Postal : Cyber Solutions Inc.
6-6-3, Mnam Yoshinari
Aoba- ku, Sendai, Japan 989-3204.

Tel : +81-22-303-4012
Fax: +81-22-303-4015
E-mail: glenn@ysol s.com
Working Goup E-nmail: ietf-nmadman@ nnosoft.com
To subscribe: ietf-nmdnman-request @nnosoft. cont

DESCRI PTI ON
" The M B nodule for nonitoring Directory Services."

-- revision information
REVI SI ON "9906070000Z"
DESCRI PTI ON
"This revision of this MB is published in RFC 2605.

This revision obsoletes RFC 1567. It is inconpatible with
the original MB and so it has been renamed from dsaM B

to dsMB."
REVI SI ON "9311250000Z" -- 25th November 1993
DESCRI PTI ON
"The original version of this MB was published in RFC 1567."
c:={ mb-2 66 }

dsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsTabl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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The table holding information related to the Directory
Servers."
.= {dsMB 1}

dsTabl eEntry OBJECT- TYPE

SYNTAX DsTabl eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" Entry containing summary description for a Directory

Server."

I NDEX { appl I ndex }

::= {dsTabl e 1}

-- Ceneral description of the Directory Server application will be
-- available in the appl Tabl e of the NETWORK- SERVI CES-M B i ndexed by
-- appl I ndex.

DsTabl eEntry ::= SEQUENCE ({
dsServer Type
BI TS,
dsServer Description
Di splayString,

-- Entry statistics/Cache performance
dsMasterEntri es
Gauge32,
dsCopyEntries

Gauge32,
dsCacheEntri es
Gauge32,
dsCacheHits
Count er 32,
dsSl aveHits
Count er 32

}

dsServer Type OBJECT- TYPE
SYNTAX BI TS {
front EndDi rect oryServer (0),
backEndDi rect oryServer (1)

}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"This object indicates whether the server is
a frontend or, a backend or, both. If the server
is a frontend, then the front EndDirectoryServer
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bit will be set. Similarly for the backend."
::= {dsTabl eEntry 1}

dsServer Descri pti on OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"A text description of the application. This information
is intended to identify and briefly describe the
application in a status display."
::= {dsTabl eEntry 2}

-- A(CLDAP frontend to the X. 500 Directory will not have
-- MasterEntries, CopyEntries; the followi ng counters wll
-- be inaccessible for LDAP/ CLDAP frontends to the X 500

-- directory: dsMasterEntries, dsCopyEntries, dsSlaveHits.

dsMasterEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of entries mastered in the Directory Server."
::= {dsTabl eEntry 3}

dsCopyEntri es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

" Nunber of entries for which systematic (sl ave)
copies are maintained in the Directory Server."

::= {dsTabl eEntry 4}

dsCacheEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
" Nunber of entries cached (non-systematic copies) in
the Directory Server. This will include the entries that

are cached partially. The negative cache is not counted."
::= {dsTabl eEntry 5}

dsCacheHi ts OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of operations that were serviced from
the locally held cache.”
.. = {dsTabl eEntry 6}

dsSl aveHits OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of operations that were serviced from
the locally held object replications ( copy-
entries)."
::= {dsTabl eEntry 7}

dsAppl | f OpsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsAppl | f OpsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" The table holding information related to the
Directory Server operations."
1= {dsM B 2}

dsAppl | f OpsEntry OBJECT- TYPE
SYNTAX DsAppl | f OpsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" Entry containing operations related statistics
for a Directory Server."
I NDEX { appl I ndex, dsAppl|fProtocollndex }
;.= {dsAppl | f OpsTabl e 1}
DsAppl | f OpsEntry :: = SEQUENCE {

dsAppl | f Prot ocol | ndex
| NTEGER,
dsAppl | f Prot ocol
OBJECT | DENTI FI ER,

-- Bindi ngs
dsAppl I f Unaut hBi nds
Count er 32,

dsAppl | f Si npl eAut hBi nds
Count er 32,
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dsAppl I f St r ongAut hBi nds
Count er 32,

dsAppl | f Bi ndSecurityErrors
Counter 32,

n-com ng operations

dsAppl I f I nOps
Count er 32,

dsAppl | f ReadOps
Count er 32,

dsAppl | f Conpar eOps
Count er 32,

dsAppl | f AddEnt r yOps
Count er 32,

dsAppl | f RenoveEnt r yOps
Count er 32,

dsAppl | f Modi fyEnt ryOps
Count er 32,

dsAppl I f Modi f yRDNOps
Count er 32,

dsAppl | fLi st Ops
Count er 32,

dsAppl | f Sear chOps
Count er 32,

dsAppl | f OneLevel Sear chOps
Count er 32,

dsAppl | f Whol eSubt r eeSear chOps
Count er 32,

-- Qut going operations
dsAppl I fReferral s
Count er 32,
dsAppl | f Chai ni ngs
Count er 32,

-- Errors

dsAppl | f SecurityErrors
Count er 32,

dsAppl IfErrors
Count er 32,

-- replications

dsAppl | f Repl i cati onUpdat esl n
Count er 32,
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dsAppl | f Repl i cati onUpdat esCut
Count er 32,

-- Traffic Vol ume

dsAppl | fI nByt es
Count er 32,

dsAppl | f Qut Byt es
Count er 32

-- CLDAP does not use binds; for the CLDAP interface of a Directory
-- Server the bind related counters will be inaccessible.

-- CLDAP and LDAP inplement "Read" and "List" operations
-- indirectly via the "search" operation; the foll ow ng
-- counters will be inaccessible for the CLDAP and LDAP interfaces of
-- Directory Servers: dsAppl|fReadOps, dsAppl|fListOps

-- CLDAP does not inplenment "Conpare", "Add", "Renove",

-- "Modify", "MdifyRDN'; the follow ng counters will be

-- inaccessible for the CLDAP interfaces of Directory Servers:

-- dsAppl | f ConpareQps, dsAppl | f AddEntryQps, dsAppl | f RenoveEnt ryOps,

-- dsAppl | f Modi fyEntryOps, dsAppl | f Modi f yRDNOps.

-- CLDAP Directory Servers do not return Referrals
-- the following fields will remain inaccessible for
-- CLDAP interfaces of Directory Servers: dsAppl|fReferrals.

dsAppl | f Prot ocol | ndex OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"An index to uniquely identify an entry corresponding to a

application-layer protocol interface. This index is used
for |exicographic ordering of the table."

::= {dsAppl I f OpsEntry 1}

dsAppl | f Prot ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"An identification of the protocol being used by the application

on this interface. For an OSI Application, this will be the
Application Context. For Internet applications, the | ANA
mai ntains a registry[22] of the O Ds which correspond to
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wel | -known applications. |If the application protocol is
not listed in the registry, an O D value of the form

{appl TCPProtol D port} or {appl UDProtol D port} are used for
TCP- based and UDP-based protocols, respectively. In either
case 'port’ corresponds to the primary port nunber being
used by the protocol. The O Ds appl TCPProtol D and

appl UDPProt ol D are defined in NETWORK- SERVI CES- M B"

::= {dsAppl | f OpsEntry 2}

dsAppl | f Unaut hBi nds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of unauthenticated/anonynous bi nd requests
received."

;.= {dsAppl | f OpsEntry 3}

dsAppl | f Si mpl eAut hBi nds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" Nunber of bind requests that were authenticated

usi ng sinple authentication procedures |ike password
checks. This includes the
password aut hentication using SASL nmechani sns |ike
CRAM MD5. ™

c:= {dsAppl I f OpsEntry 4}

dsAppl | f St r ongAut hBi nds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" Nunber of bind requests that were authenticated

usi ng TLS and X. 500 strong aut hentication procedures.
This includes the binds that were
aut henti cated usi ng external authentication procedures.”

;.= {dsAppl | f OpsEntry 5}

dsAppl | f Bi ndSecurityErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
" Nunber of bind requests that have been rejected
due to inappropriate authentication or
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invalid credentials."”
::= {dsAppl | f OpsEntry 6}

dsAppl | f1 nOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of requests received from DUAs or other
Directory Servers."

::= {dsAppl | f OpsEntry 7}

dsAppl | f ReadOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of read requests received."

::= {dsAppl | f OpsEntry 8}

dsAppl | f Conpar eQps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of conpare requests received."

;.= {dsAppl | f OpsEntry 9}

dsAppl | f AddEnt ryOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of addEntry requests received."

::= {dsAppl | f OpsEntry 10}

dsAppl | f RemoveEnt ryOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of renoveEntry requests received."

::= {dsAppl I f OpsEntry 11}

dsAppl | f Modi fyEnt ryOps OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of nodifyEntry requests received."

::= {dsAppl | f OpsEntry 12}

dsAppl | f Modi f yRDNOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of nodifyRDN requests received."

::= {dsAppl I f OpsEntry 13}

dsAppl | fLi st Ops OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of list requests received."

::= {dsAppl | f OpsEntry 14}

dsAppl | f SearchOps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" Nunber of search requests- baseObject searches,

onelLevel searches and whol e subtree searches,
recei ved. "

::= {dsAppl I f OpsEntry 15}

dsAppl | f OneLevel SearchCps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of onelLevel search requests received."

::= {dsAppl | f OpsEntry 16}

dsAppl I f Whol eSubt r eeSear chOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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" Nunber of whol e subtree search requests received."
c:= {dsAppl | f OpsEntry 17}

dsAppl | f Referral s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of referrals returned in response
to requests for operations."

::= {dsAppl | f OpsEntry 18}

dsAppl I f Chai ni ngs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of operations forwarded by this Directory Server
to other Directory Servers."

::= {dsAppl I f OpsEntry 19}

dsAppl | f SecurityErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of requests received
which did not neet the security requirenents.

::= {dsAppl | f OpsEntry 20}

dsAppl I fErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

" Nunber of requests that could not be serviced

due to errors other than security errors, and
referral s.
A partially serviced operation will not be counted
as an error.
The errors include nam ng-rel ated, update-related,
attribute-related and service-related errors.”

::= {dsAppl | f OpsEntry 21}

-- Replication operations

dsAppl | f Repl i cati onUpdat esl n OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON

June 1999

" Nunber of replication updates fetched or received from

supplier Directory Servers."
i1 = {dsAppl | f OpsEntry 22}

dsAppl | f Repl i cati onUpdat esCut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of replication updates sent to or taken by
consurmer Directory Servers.”

::= {dsAppl | f OpsEntry 23}

dsAppl I fI nBytes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
" Incomng traffic, in bytes, on the interface.
This will include requests from DUAs as wel |

as responses fromother Directory Servers."
c:= {dsAppl | f OpsEntry 24}

dsAppl | f Qut Byt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
" Qutgoing traffic in bytes on the interface.
This will include responses to DUAs and Directory

Servers as well as requests to other Directory Servers."

::= {dsAppl | f OpsEntry 25}

-- The dsintTable contains statistical data on the peer
-- Directory Servers wth which the nonitored Directory

-- Server interacts or, attenpts to interact. This table is

-- expected to provide a useful insight into the effect of

-- neighbours on the Directory Server’s perfornance.

-- The table keeps track of the last "N' Directory Servers
-- with which the nonitored Directory has interacted
-- (attenpted to interact), where "N' is a |ocally-defined

-- constant.

-- For a nultiprotocol server, statistics for each protocol
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-- are kept separetely.

dsl nt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DslntEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" Each row of this table contains sonme details

related to the history of the interaction
of the nonitored Directory Server with its
peer Directory Servers."

::={ dsMmB 3}

dslintEntry OBJECT- TYPE
SYNTAX DslntEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" Entry containing interaction details of a Directory
Server with a peer Directory Server."
I NDEX { appl | ndex, dsl nt Ent | ndex, dsAppl | fProtocol |l ndex }
::={ dsIntTable 1 }

DslntEntry ::= SEQUENCE {
dsl nt Ent | ndex
| NTECER,

dsl nt Ent Di r ect or yNane
Di st i ngui shedNane,
dsl nt Ent Ti meOf Creati on
Ti meSt anp,
dsl nt Ent Ti meOf Last At t enpt
Ti meSt anp,
dsl nt Ent Ti neOF Last Success
Ti meSt anp,
dsl nt Ent Fai | ur esSi nceLast Success
Gauge32,
dsl nt Ent Fai | ures
Zer oBasedCount er 32,
dsl nt Ent Successes
Zer oBasedCount er 32,
dsl nt Ent URL
URLSt ri ng

}

dsl nt Ent I ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
" Together with appl I ndex and dsAppl I fProtocol |l ndex, this

obj ect forms the unique key to
identify the conceptual row which contains useful info
on the (attenpted) interaction between the Directory
Server (referred to by applIndex) and a peer Directory
Server using a particular protocol."

c:={dslIntEntry 1}

dslntEntDi rect oryNane OBJECT- TYPE
SYNTAX Di sti ngui shedNane
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Distingui shed Name of the peer Directory Server to
which this entry pertains.”
::={dslIntEntry 2}

dsint Ent Ti meOf Creati on OBJECT-TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" The value of sysUpTine when this row was created.

If the entry was created before the network nanagenent
subsystemwas initialized, this object will contain
a value of zero."

.= {dslIntEntry 3}

dsl nt Ent Ti neOf Last Att enpt OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" The val ue of sysUpTine when the |last attenpt was nade

to contact the peer Directory Server. |If the last attenpt
was made before the network managenent subsystem was
initialized, this object will contain a value of zero."

c:={dsintEntry 4}

dsl nt Ent Ti mreOF Last Success OBJECT- TYPE
SYNTAX Ti nmeSt anp
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
" The val ue of sysUpTine when the |last attenpt nade to
contact the peer Directory Server was successful. If there
have been no successful attenpts this entry will have a val ue

Mansfield & Kille St andards Track [ Page 18]



RFC 2605 Directory Server Monitoring MB June 1999

of zero. If the last successful attenpt was made before
the network managenent subsystemwas initialized, this
object will contain a value of zero."

.= {dslntEntry 5}

dsl nt Ent Fai | uresSi nceLast Success OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

" The nunber of failures since the last tine an

attenpt to contact the peer Directory Server was successful.
If there have been no successful attenpts, this counter
will contain the nunber of failures since this entry
was created."”

.= {dslntEntry 6}

-- note this gauge has a maxi mum val ue of 4294967295 and,
-- it does not wap.[5]

dsintEnt Fail ures OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Cunul ative failures in contacting the peer Directory Server
since the creation of this entry."
::={dslntEntry 7}

dsl nt Ent Successes OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Cunul ative successes in contacting the peer Directory Server
since the creation of this entry."
::= {dsIntEntry 8}

dslnt Ent URL OBJECT- TYPE
SYNTAX URLStri ng
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" URL of the peer Directory Server."
c:={dsIntEntry 9}

-- Conformance i nfornmation
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dsConf or mance OBJECT | DENTI FI ER : :

{ dsMB 4 }

dsG oups OBJECT | DENTI FI ER : :
dsConpl i ances OBJECT | DENTI FI ER : :

{ dsConformance 1 }
{ dsConformance 2 }

-- Conpliance statenents

dsEnt ryConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
whi ch i npl ement the DI RECTORY- SERVER-M B f or
a sunmary overview of the Directory Servers ."

MODULE -- this nodul e
MANDATORY- GROUPS { dsEntryG oup }

::={ dsConpliances 1 }

dsOpsConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
whi ch i npl ement the DI RECTORY- SERVER-M B for nonitoring
Directory Server operations, entry statistics and cache
perf or mance. "

MODULE -- this nodul e
MANDATORY- GROUPS { dsEntryG oup, dsQpsG oup }

::={ dsConpliances 2 }

dsl nt Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
" The conpliance statenent for SNWP entities

whi ch i npl enment the DI RECTORY- SERVER-M B f or
monitoring Directory Server operations and the
interaction of the Directory Server with peer
Directory Servers."

MODULE -- this nodul e
MANDATORY- GROUPS { dsEntryG oup, dslntGoup }

::={ dsConpliances 3}

dsQpsl nt Conpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
' The conpliance statenent for SNMP entities
whi ch i npl enent the DI RECTORY- SERVER-M B for nonitoring
Directory Server operations and the interaction of the

Directory Server with peer Directory Servers."

MODULE -- this nodul e

MANDATORY- GROUPS { dsEntryG oup,

::={ dsConpliances 4 }

-- Units of conformance

dsEnt ryG oup OBJECT- GROUP
OBJECTS {dsServer Type,

dsMasterEntri es,

dsCacheEntri es,
dsSl aveHi t s}
STATUS current
DESCRI PTI ON

dsQpsG oup, dsintGoup }

dsServer Descri ption,
dsCopyEntri es,
dsCacheHit s,

" Acollection of objects for a summary overvi ew of the

Directory Servers."

::={ dsGoups 1}

dsQpsG oup OBJECT- GROUP
OBJECTS {
dsAppl | f Prot ocol | ndex,
dsAppl | f Unaut hBi nds,

dsAppl I f St r ongAut hBi nds,

dsAppl | f1 nOps,
dsAppl I f Conmpar eOps,

dsAppl | f RemoveEnt r yOps,

dsAppl | f Modi f yRDNOps,
dsAppl | f Sear chOps,

dsAppl | f Whol eSubt r eeSear chQps,

dsAppl I f Chai ni ngs,
dsAppl IfErrors,

dsAppl | f Repl i cati onUpdat esCut ,
dsAppl | f Qut Byt es }

STATUS current
DESCRI PTI ON

dsAppl | f Prot ocol ,

dsAppl I f Si npl eAut hBi nds,
dsAppl | f Bi ndSecurityErrors,
dsAppl | f ReadOps,

dsAppl | f AddEnt r yOps,

dsAppl | f Modi fyEnt ryOps,
dsAppl I f Li st Ops,

dsAppl | f OneLevel Sear chOps,
dsAppl I fReferral s,

dsAppl | f SecurityErrors,
dsAppl | f Repl i cati onUpdat esl n,
dsAppl | f I nByt es,

" A collection of objects for nonitoring the Directory

Server operations."

:={ dsGoups 2}

dsl nt G oup OBJECT- GROUP
OBJECTS {
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dsl nt Ent Di r ect or yNane, dsl nt Ent Ti meOf Creati on,
dsl nt Ent Ti meOf Last Att enpt dsl nt Ent Ti meOf Last Success,
dsl nt Ent Fai | ur esSi ncelLast Success, dslntEnt Fail ures,
dsl nt Ent Successes, dsl nt Ent URL}

STATUS current

DESCRI PTI ON

A collection of objects for nonitoring the Directory
Server’s interaction with peer Directory Servers."
:={ dsGoups 3}

END
6. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenmentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or m ght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

7. Changes from RFC1567
A nore general Directory nodel in which, several Directory protocols
coexi st, has been adopted for the purpose of the MB design. The
result is a generic Directory Server Monitoring MB.

8. Acknow edgenents

This menmo is the product of discussions and deliberations carried out
in the Mail and Directory Managenment Working Goup (ietf-nmdman-wg).

Mansfield & Kille St andards Track [ Page 22]



RFC 2605 Directory Server Monitoring MB June 1999

Ref er ences

[1] Harrington, D., Presuhn, R and B. Wjnen, "An Architecture for
Descri bi ng SNVP Managenent Franmewor ks", RFC 2571, April 1999.

[2] Rose, M and K. MCoghrie, "Structure and Identification of
Managenent | nformation for TCP/ I P-based Internets", STD 16, RFC
1155, May 1990.

[3] Rose, M and K. M oghrie, "Concise MB Definitions", STD 16,
RFC 1212, March 1991.

[4] Rose, M, "A Convention for Defining Traps for use with the
SNVP", RFC 1215, March 1991.

[5] Mdoghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose,
M and S. Wal dbusser, "Structure of Managenment |nfornmation
Version 2 (SMv2)", STD 58, RFC 2578, April 1999.

[6] Mdoghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose,
M and S. Wal dbusser, "Textual Conventions for SMv2", STD 58,
RFC 2579, April 1999.

[7] Mdoghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose,
M and S. Wal dbusser, "Conformance Statenents for SMv2", STD
58, RFC 2580, April 1999.

[8] Case, J., Fedor, M, Schoffstall, M and J. Davin, "Sinple
Net wor k Managenent Protocol", STD 15, RFC 1157, May 1990.

[9] Case, J., MCoghrie, K, Rose, M and S. Wl dbusser,
"Introduction to Community-based SNWPv2", RFC 1901, January
1996.

[10] Case, J., McCoghrie, K, Rose, M and S. Wil dbusser, "Transport
Mappi ngs for Version 2 of the Sinple Network Managenment Protocol
(SNWPv2) ", RFC 1906, January 1996.

[11] Case, J., Harrington D., Presuhn R and B. Wjnen, "Message
Processi ng and Di spatching for the Sinple Network Managenent
Protocol (SNWP)", RFC 2572, April 1999.

[12] Blunenthal, U and B. Wjnen, "User-based Security Mdel (USM

for version 3 of the Sinple Network Managenent Protocol
(SNWPv3) ", RFC 2574, April 1999.

Mansfield & Kille St andards Track [ Page 23]



RFC 2605 Directory Server Monitoring MB June 1999

[13] Case, J., MCoghrie, K, Rose, M and S. Wal dbusser, "Protocol
Qperations for Version 2 of the Sinple Network Managenent
Protocol (SNWPv2)", RFC 1905, January 1996.

[14] Levi, D., Meyer, P. and B. Stewart, "SNMPv3 Applications", RFC
2573, April 1999.

[15] Wjnen, B., Presuhn, R and K Md oghrie, "View based Access
Control Model (VACM for the Sinple Network Management Protocol
(SNWP) ", RFC 2575, April 1999.

[16] ITUT Rec. X 501, "The Directory: Models", 1993.

[17] wWahl, M, Howes, T. and S. Kille, "Lightweight Directory Access
Protocol (v3)", RFC 2251, Decenber 1997.

[18] Young, A., "Connection-less Lightweight X 500 Directory Access
Protocol", RFC 1798, June 1995.

[19] Freed N. and Kille, S., "Network Services Mnitoring MB", RFC
2248, January 1998.

[20] Gillo, P. and S. Wal dbusser, "Host Resources MB", RFC 1514,
Sept enber 1993.

[21] wahl, W, Kille, S. and T. Howes, "Lightweight Directory Access
Protocol (v3): UTF-8 String Representation of Distinguished
Nanmes", RFC 2253, Decenber 1997.

[22] http://wwisi.edu/in-notes/ianalassignnents/protocol -nunbers
Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i npl emented correctly, then there is no risk that an intruder can
alter or create any managenent objects of this MB via direct SNWP
SET operati ons.

However, the information itself may partly reveal the configuration
of the directory system and passively increase its vulnerability. The
informati on could al so be used to anal yze network usage and traffic
patterns.

Therefore, it may be inportant in some environments to control read
access to these objects and possibly to even encrypt the val ues of
t hese obj ect when sending them over the network via SNMP. Not all
versi ons of SNWMP provide features for such a secure environnent.
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SNWPv1l by itself is such an insecure environment. Even if the
network itself is secure (for exanple by using |IPSec), even then,
there is no control as to who on the secure network is allowed to
access and GET (read) the objects in this MB.

It is recomended that the inplementors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the View based
Access Control Mddel RFC 2575 [15] is reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to those objects only to those principals
(users) that have legitimate rights to access them
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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