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Abst r act

The specification for the File Transfer Protocol (FTP) contains a
nunmber of mechani sms that can be used to conprom se network security.
The FTP specification allows a client to instruct a server to
transfer files to a third machine. This third-party nmechani sm known
as proxy FTP, causes a well known security problem The FTP
specification also allows an unlimted nunber of attenpts at entering
a user’'s password. This allows brute force "password guessi ng"
attacks. This docunent provides suggestions for system

adm nistrators and those inplenenting FTP servers that will decrease
the security probl ens associated with FTP

1 I ntroduction

The File Transfer Protocol specification (FTP) [PR85] provides a
mechanismthat allows a client to establish an FTP control connection
and transfer a file between two FTP servers. This "proxy FTP"
mechani sm can be used to decrease the anount of traffic on the
network; the client instructs one server to transfer a file to

anot her server, rather than transferring the file fromthe first
server to the client and then fromthe client to the second server
This is particularly useful when the client connects to the network
using a slowlink (e.g., a noden). \Wile useful, proxy FTP provides
a security probl em known as a "bounce attack" [CERT97:27]. In
addition to the bounce attack, FTP servers can be used by attackers
to guess passwords using brute force.
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Thi s docunment does not contain a discussion of FTP when used in
conjunction with strong security protocols, such as | P Security.
These security concerns shoul d be docunented, however they are out of
the scope of this docunent.

Thi s paper provides information for FTP server inplenenters and
system administrators, as follows. Section 2 describes the FTP
"bounce attack". Section 3 provides suggestions for mnimzing the
bounce attack. Section 4 provides suggestions for servers which
limt access based on network address. Section 5 provides
recomendations for limting brute force "password guessi ng" by
clients. Next, section 6 provides a brief discussion of nmechani snms
to inmprove privacy. Section 7 provides a nmechanismto prevent user
identity guessing. Section 8 discusses the practice of port
stealing. Finally, section 9 provides an overview of other FTP
security issues related to software bugs rather than protocol issues.

2 The Bounce Attack

The version of FTP specified in the standard [ PR85] provides a nethod
for attacking well known network servers, while making the
perpetrators difficult to track dowmn. The attack involves sending an
FTP "PORT" conmand to an FTP server containing the network address
and the port nunmber of the machine and service being attacked. At
this point, the original client can instruct the FTP server to send a
file to the service being attacked. Such a file would contain
commands rel evant to the service being attacked (SMIP, NNTP, etc.).
Instructing a third party to connect to the service, rather than
connecting directly, makes tracking down the perpetrator difficult
and can circunmvent network-address-based access restrictions.

As an example, a client uploads a file containing SMIP commands to an
FTP server. Then, using an appropriate PORT conmand, the client
instructs the server to open a connection to a third machine’s SMIP
port. Finally, the client instructs the server to transfer the

upl oaded file containing SMIP cormands to the third machine. This
may allow the client to forge mail on the third machi ne without
maki ng a direct connection. This makes it difficult to track
attackers.

3 Prot ecti ng Agai nst the Bounce Attack

The original FTP specification [PR85] assunes that data connections

wi Il be made using the Transmi ssion Control Protocol (TCP) [Pos81].
TCP port nunbers in the range 0 - 1023 are reserved for well known
services such as mail, network news and FTP control connections

[RP94]. The FTP specification nakes no restrictions on the TCP port
nunmber used for the data connection. Therefore, using proxy FTP,
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clients have the ability to tell the server to attack a well known
service on any machi ne.

To avoid such bounce attacks, it is suggested that servers not open
data connections to TCP ports less than 1024. |f a server receives a
PORT comand containing a TCP port nunber |ess than 1024, the
suggested response is 504 (defined as "Comrand not i npl enented for
that parameter"” by [PR85]). Note that this still |eaves non-well
known servers (those running on ports greater than 1023) vul nerable
to bounce attacks.

Several proposals (e.g., [AOWS8] and [Pis94]) provide a nmechani sm
that woul d all ow data connections to be nmade using a transport
protocol other than TCP. Sinilar precautions should be taken to
protect well known services when using these protocols.

Al so note that the bounce attack generally requires that a
perpetrator be able to upload a file to an FTP server and | ater
download it to the service being attacked. Using proper file
protections will prevent this behavior. However, attackers can also
attack services by sending randomdata froma renote FTP server which
may cause problens for sone services

Di sabling the PORT conmand is al so an option for protecting agai nst
the bounce attack. Mst file transfers can be made using only the
PASV command [Bel 94]. The di sadvant age of disabling the PORT command
is that one |oses the ability to use proxy FTP, but proxy FTP nay not
be necessary in a particular environnent.

4 Restricted Access

For some FTP servers, it is desirable to restrict access based on
networ k address. For exanple, a server mght want to restrict access
to certain files fromcertain places (e.g., a certain file should not
be transferred out of an organization). In such a situation, the
server should confirmthat the network address of the renbte hosts on
both the control connection and the data connection are within the
organi zation before sending a restricted file. By checking both
connections, a server is protected against the case when the contro
connection is established with a trusted host and the data connection
is not. Likewi se, the client should verify the |P address of the
renote host after accepting a connection on a port opened in listen
mode to verify that the connection was nmade by the expected server

Note that restricting access based on network address | eaves the FTP
server vulnerable to "spoof" attacks. |n a spoof attack, for
exanpl e, an attacking nachine coul d assune the host address of

anot her machi ne inside an organi zati on and downl oad files that are
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not accessible fromoutside the organization. Wenever possible,
secure authentication nechani sns shoul d be used, such as those
outlined in [HL97].

5 Prot ecti ng Passwords

To minimze the risk of brute force password guessing through the FTP
server, it is suggested that servers limt the nunber of attenpts
that can be made at sending a correct password. After a small nunber
of attenmpts (3-5), the server should close the control connection
with the client. Before closing the control connection the server
must send a return code of 421 ("Service not avail able, closing
control connection.” [PR85]) to the client. |In addition, it is
suggested that the server inpose a 5 second delay before replying to
an invalid "PASS" command to dimnish the efficiency of a brute force
attack. |If available, nechanisns already provided by the target
operating system should be used to inplenent the above suggestions.

An intruder can subvert the above nechani sns by establishing
multiple, parallel control connections to a server. To conbat the
use of nultiple concurrent connections, the server could either limt
the total nunber of control connections possible or attenpt to detect
suspi cious activity across sessions and refuse further connections
fromthe site. However, both of these nechanisns open the door to
"deni al of service" attacks, in which an attacker purposely initiates
the attack to disable access by a valid user.

Standard FTP [ PR85] sends passwords in clear text using the "PASS"
command. It is suggested that FTP clients and servers use alternate
aut henti cati on mechani snms that are not subject to eavesdropping (such
as the mechani snms bei ng devel oped by the | ETF Conmon Aut henticati on
Technol ogy Wrking G oup [HL97]).

6 Privacy

Al data and control information (including passwords) is sent across
the network in unencrypted form by standard FTP [ PR85]. To guarantee
the privacy of the information FTP transnmits, a strong encryption
schenme shoul d be used whenever possible. One such nechanismis
defined in [HL97].

7 Prot ecti ng User nanes

Standard FTP [PR85] specifies a 530 response to the USER command when
the usernane is rejected. |If the usernanme is valid and a password is
required FTP returns a 331 response instead. In order to prevent a
malicious client fromdetermning valid usernanes on a server, it is
suggested that a server always return 331 to the USER command and
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then reject the combi nati on of usernane and password for an invalid
user nane.

8 Port Stealing

Many operating systens assign dynanmi c port nunbers in increasing
order. By making a legitimate transfer, an attacker can observe the
current port number allocated by the server and "guess" the next one
that will be used. The attacker can nake a connection to this port,
thus denying another legitimate client the ability to make a
transfer. Alternatively, the attacker can steal a file neant for a
legitimate user. In addition, an attacker can insert a forged file
into a data streamthought to come froman authenticated client.
This problemcan be mtigated by making FTP clients and servers use
random | ocal port nunbers for data connections, either by requesting
random ports fromthe operating system or using system dependent
mechani sns.

9 Sof t war e- Base Security Probl ens

The enphasis in this docunent is on protocol-related security issues.
There are a nunber of docunented FTP security-related probl ens that
are due to poor inplenentation as well. Although the details of
these types of problens are beyond the scope of this docunent, it
shoul d be pointed out that the follow ng FTP features has been abused
in the past and should be treated with great care by future

i npl ement ers:

Anonynous FTP

Anonynous FTP refers to the ability of a client to connect to an
FTP server with mnimal authentication and gain access to public
files. Security problens arise when such a user can read all

files on the systemor can create files. [CERT92: 09] [ CERT93: 06]

Renmot e Command Executi on

An optional FTP extension, "SITE EXEC', allows clients to execute
arbitrary commands on the server. This feature should obviously
be inplenmented with great care. There are several docunented
cases of the FTP "SITE EXEC' command being used to subvert server
security [CERT94: 08] [ CERT95: 16]

Debug Code
Several previous security conpromi ses related to FTP can be

attributed to software that was installed with debuggi ng features
enabl ed [ CERT88: 01] .
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Thi s docunent recommends that inplenentors of FTP servers with these
capabilities review all of the CERT advisories for attacks on these
or simlar nechanisns before releasing their software.

10 Concl usion

Usi ng the above suggestions can decrease the security probl ens
associated with FTP servers without elimnating functionality.

11 Security Considerations
Security issues are discussed throughout this neno.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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