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Abst r act

Thi s docunent describes the View based Access Control Mdel for use
in the SNMP architecture [RFC2571]. It defines the El enents of
Procedure for controlling access to managenent information. This
docunent also includes a MB for renptely managi ng the configuration
paraneters for the View based Access Control Model.
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1. Introduction

The Architecture for describing Internet Managenent Framewor ks
[ RFC2571] describes that an SNMP engine i s conposed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Appl i cations make use of the services of these subsystens.

It is inportant to understand the SNVP architecture and its
term nol ogy to understand where the View based Access Control Mode
described in this docunent fits into the architecture and interacts
with other subsystens within the architecture. The reader is
expected to have read and understood the description and term nol ogy
of the SNWMP architecture, as defined in [ RFC2571].

The Access Control Subsystem of an SNMP engi ne has the responsibility
for checking whether a specific type of access (read, wite, notify)
to a particular object (instance) is allowed.

It is the purpose of this docunment to define a specific nodel of the
Access Control Subsystem designated the View based Access Contro
Model . Note that this is not necessarily the only Access Contro
Model

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.2. Access Control

Access Control occurs (either inplicitly or explicitly) in an SNW
entity when processing SNVP retrieval or nodification request
messages froman SNWP entity. For exanple a Conmand Responder
application applies Access Control when processing requests that it
received froma Comrand Generator application. These requests
contain Read Class and Wite C ass PDUs as defined in [ RFC2571].

Access Control also occurs in an SNMP entity when an SNWP
notification nmessage is generated (by a Notification Oiginator
application). These notification nessages contain Notification C ass
PDUs as defined in [ RFC2571].

The Vi ew based Access Control Mdel defines a set of services that an
application (such as a Conmand Responder or a Notification Oiginator
application) can use for checking access rights. It is the
responsibility of the application to nmake the proper service calls
for access checki ng.

1.3. Local Configuration Datastore

To i npl ement the nodel described in this docunent, an SNWP entity
needs to retain information about access rights and policies. This
information is part of the SNMP engine’'s Local Configuration

Dat astore (LCD). See [RFC2571] for the definition of LCD.

In order to allow an SNVWP entity’'s LCD to be renotely confi gured,
portions of the LCD need to be accessible as managed objects. A MB
nmodul e, the View based Access Control Mdel Configuration M B, which
defines these nanaged object types is included in this docunent.

2. El enents of the Model

This section contains definitions to realize the access control
service provided by the Vi ew based Access Control WMbdel.

2.1. Goups

A group is a set of zero or nore <securityMdel, securityNane> tuples
on whose behal f SNMP managenent objects can be accessed. A group
defines the access rights afforded to all securityNames which bel ong
to that group. The conbination of a securityMdel and a securityNane
maps to at nost one group. A group is identified by a groupNane.

The Access Control nodul e assunes that the securityNane has al ready

been aut henti cated as needed and provides no further authentication
of its own.
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The Vi ew based Access Control Mdel uses the securityMdel and the
securityName as inputs to the Access Control nodul e when called to
check for access rights. It determ nes the groupName as a function
of securityMddel and securityNane.

2.2. securityleve

Different access rights for nmenbers of a group can be defined for
different |levels of security, i.e., noAuthNoPriv, authNoPriv, and
authPriv. The securitylLevel identifies the |evel of security that
wi Il be assuned when checking for access rights. See the SNW

Architecture document [RFC2571] for a definition of securitylLevel

The Vi ew based Access Control Mdel requires that the securitylLeve
is passed as input to the Access Control nodul e when called to check
for access rights.

2.3. Contexts

An SNWVP context is a collection of managenent information accessible
by an SNMP entity. An item of managenent information may exist in
nore than one context. An SNMP entity potentially has access to many
contexts. Details about the nami ng of managenent infornmation can be
found in the SNMP Architecture docunent [RFC2571].

The Vi ew based Access Control Mdel defines a vacnCont ext Tabl e t hat
lists the locally avail abl e contexts by context Name.

2.4. MB Views and View Fam |ies

For security reasons, it is often valuable to be able to restrict the
access rights of sone groups to only a subset of the nanagenent
information in the rmanagenent domain. To provide this capability,
access to a context is via a "MB view' which details a specific set
of managed object types (and optionally, the specific instances of

obj ect types) within that context. For exanple, for a given context,
there will typically always be one MB view which provides access to
all managenment information in that context, and often there will be
other MB views each of which contains some subset of the
information. So, the access allowed for a group can be restricted in
the desired manner by specifying its rights in terns of the
particular (subset) MB view it can access within each appropriate
cont ext .

Si nce managed object types (and their instances) are identified via
the tree-like nam ng structure of 1SO s OBJECT | DENTI FI ERs [I SO
ASN. 1, RFC2578], it is convenient to define a MB view as the

conbi nation of a set of "view subtrees", where each view subtree is a
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subtree within the managed object naming tree. Thus, a sinple MB
view (e.g., all nanaged objects within the Internet Network
Management Framework) can be defined as a single view subtree, while
nmore conplicated MB views (e.g., all information relevant to a
particul ar network interface) can be represented by the union of

mul tiple view subtrees.

Wil e any set of managed objects can be described by the union of
some nunber of view subtrees, situations can arise that would require
a very |l arge nunber of view subtrees. This could happen, for
exanpl e, when specifying all columms in one conceptual row of a MB
tabl e because they woul d appear in separate subtrees, one per colum,
each with a very simlar format. Because the formats are sinilar,
the required set of subtrees can easily be aggregated into one
structure. This structure is naned a famly of view subtrees after
the set of subtrees that it conceptually represents. A fanmly of

vi ew subtrees can either be included or excluded froma MB view.

2.4.1. View Subtree

A view subtree is the set of all MB object instances which have a
common ASN. 1 OBJECT I DENTIFIER prefix to their nanes. A view subtree
is identified by the OBJECT | DENTI FI ER val ue which is the | ongest
OBJECT | DENTI FI ER prefix comon to all (potential) M B object

i nstances in that subtree.

2.4.2. ViewlreeFam |y

A famly of view subtrees is a pairing of an OBJECT | DENTI FI ER val ue
(called the family nanme) together with a bit string value (called the
famly mask). The fam |y mask indicates which sub-identifiers of the
associated famly name are significant to the famly's definition

For each possi bl e nanaged obj ect instance, that instance belongs to a
particular ViewlreeFam|ly if both of the followi ng conditions are
true:

- the OBJECT | DENTI FI ER nanme of the managed object instance
contains at |east as many sub-identifiers as does the fam |y nane,
and

- each sub-identifier in the OBJECT | DENTI FI ER name of the nanaged
obj ect instance matches the correspondi ng sub-identifier of the
fam |y name whenever the corresponding bit of the associated famly
mask i s non-zero.
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When the configured value of the fanmily mask is all ones, the view
subtree famly is identical to the single view subtree identified by
the fam |y nane.

When the configured value of the fam|ly mask is shorter than required
to performthe above test, its value is inplicitly extended with
ones. Consequently, a view subtree fanm ly having a fam |y mask of
zero length always corresponds to a single view subtree.

2.5. Access Policy

The Vi ew based Access Control Mdel determ nes the access rights of a
group, representing zero or nmore securityNanes whi ch have the sane
access rights. For a particular context, identified by contextName,
to which a group, identified by groupNane, has access using a
particul ar securityMdel and securitylLevel, that group’s access
rights are given by a read-view, a wite-view and a notify-view

The read-vi ew represents the set of object instances authorized for
the group when reading objects. Reading objects occurs when
processing a retrieval operation (when handling Read C ass PDUs).

The write-view represents the set of object instances authorized for
the group when witing objects. Witing objects occurs when
processing a wite operation (when handling Wite C ass PDUs).

The notify-view represents the set of object instances authorized for
the group when sending objects in a notification, such as when
sending a notification (when sending Notification O ass PDUs).

3. Elements of Procedure

This section describes the procedures foll owed by an Access Control
nmodul e that inplenents the View based Access Control Mdel when
checking access rights as requested by an application (for exanple a
Command Responder or a Notification Oiginator application). The
abstract service primtive is:

statuslinformation = -- success or errorlndication
i sAccessAl | owed(
securit yModel -- Security Model in use
securit yName -- principal who wants access
securitylLevel -- Level of Security
Vi ewType -- read, wite, or notify view
cont ext Nane -- context containing variabl eNanme
vari abl eNane -- O D for the nmanaged object
)
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The abstract data el enents are:

statusinformation - one of the follow ng:

sec
sec
sec
vi e
con
var

W j nen,

accessAl | oned

not | nVi ew

noSuchVi ew

noSuchCont ext

noG oupNanme

noAccessEntry

ot her Error
urityModel
urityNane
uritylLevel
wType

t ext Name

i abl eNane

et al.

- a MB view was found and access is granted.
- a MB view was found but access is denied.

The vari abl eNane is not in the configured

M B view for the specified viewlype (e.g., in

the relevant entry in the vacmAccessTabl e).

- no MB view found because no vi ew has been
configured for specified viewlype (e.g., in
the relevant entry in the vacmAccessTabl e).
no M B view found because of no entry in the
vacntCont ext Tabl e for specified context Nane.

- no MB view found because no entry has been
configured in the vacnBecurityToG oupTabl e
for the specified conbination of
securityMdel and securityNamne.

- no MB view found because no entry has been
configured in the vacmAccessTabl e for the
speci fi ed conbi nati on of context Nane,
groupName (from vacnSecurityToG oupTabl e),
securityMdel and securitylLevel.

- failure, an undefined error occurred.
Security Mddel under which access is requested.
the principal on whose behalf access is requested.
Level of Security under which access is requested.
view to be checked (read, wite or notify).
context in which access is requested.
obj ect instance to which access is requested.
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April 1999

The foll owi ng picture shows how the decision for access control is made
by the Vi ew based Access Control Mdel.

Fo ot mm et o oo +
| _ |
| +-> securityMdel -+ |
| | (&) | |
| who -+ +-> groupNane ----+ |
| (1) | _ | (x) I I
| +-> securityNanme --+ | |
o | |
| where -> contextName --------------------- + |
| (2) (e) I I
I I I
| _ | |
| +-> securityMdel -----------mooo-- + |
| | (a) o |
| how -+ +-> vi ewNanme -+ |
| (3) | | W | |
| +-> securitylLevel -----------ooo- + | |
I (c) I +-> yes/no |
| | | decision |
| why ---> viewlype (read/wite/notify) ----+ | (2) |
I (4) (d) I I
| what --> object-type ------ + | |
| (5) (m I _ I I
| +-> variableNamre (OD) ------ + |
I | (f) I
| which -> object-instance --+ |
| (6) (n) I
I I
Fo m o m et o o oo ioeao--. +
How t he decision for isAccessAllowed is nade.
1) Inputs to the isAccessAll owed service are:

(a) securit yMbdel -- Security Model in use

(b) securit yName -- principal who wants to access

(c) securitylLevel -- Level of Security

(d) Vi ewType -- read, wite, or notify view

(e) cont ext Nane -- context containing variabl eNane
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3.

2)

3)

4)

5)

2

(f) var i abl eName -- OD for the managed obj ect
-- this is made up of:
- object-type (m
- object-instance (n)

The partial "who" (1), represented by the securityhMdel (a) and
the securityNanme (b), are used as the indices (a,b) into the
vacnBSecurityToG oupTable to find a single entry that produces a
group, represented by groupName (x).

The "where" (2), represented by the contextNane (e), the "who",
represented by the groupName (x) fromthe previous step, and the
"how' (3), represented by securityMdel (a) and securitylLevel (c),
are used as indices (e, x,a,c) into the vacmAccessTable to find a
single entry that contains three MB views.

The "why" (4), represented by the viewlype (d), is used to sel ect
the proper MB view, represented by a viewNane (y), fromthe
vacmAccessEntry selected in the previous step. This viewName (y) is
an index into the vacnVi ewlTreeFam | yTabl e and sel ects the set of
entries that define the variabl eNames which are included in or
excluded fromthe MB view identified by the viewNane (y).

The "what" (5) type of managenent data and "which" (6) particular
i nstance, represented by the variableName (f), is then checked to be
inthe MB view or not, e.g., the yes/no decision (2).

Processing the i sAccessAl | onwed Service Request

Thi s section describes the procedure followed by an Access Contro
modul e that inplenents the View based Access Control Mddel whenever
it receives an isAccessAl |l owed request.

1) The vacnContextTable is consulted for information about
the SNVP context identified by the contextNane. |[|f information
about this SNWP context is absent fromthe table, then an
errorlndication (noSuchContext) is returned to the calling nodule.

2) The vacnBecurityToG oupTable is consulted for mapping the
securityMdel and securityName to a groupNane. |If the infornmation
about this conbination is absent fromthe table, then an
errorlndication (noGoupNane) is returned to the calling nodul e.

3) The vacmAccessTable is consulted for information about the
groupName, context Name, securityMdel and securitylLevel. |If
i nformati on about this conbination is absent fromthe table, then
an errorlndication (noAccesskEntry) is returned to the calling
nodul e.
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4) a) If the viewlype is "read", then the read viewis used for
checki ng access rights.

b) If the viewType is "wite", then the wite viewis used for
checki ng access rights.

c) If the viewlype is "notify", then the notify viewis used
for checking access rights.

If the viewto be used is the enpty view (zero | ength vi ewNane)
then an errorlindication (noSuchView) is returned to the calling
nodul e.

5) a) If there is no view configured for the specified viewlype,
then an errorindication (noSuchView) is returned to the calling
nodul e.

b) If the specified variabl eNane (object instance) is not in the
M B vi ew (see DESCRI PTI ON cl ause for vacnVi ewTreeFanilyTable in
section 4), then an errorlndication (notlnView) is returned to
the cal ling nodul e.

Q her wi se,
c) The specified variableNane is in the MB view
A statuslinformation of success (accessAllowed) is returned to

the cal ling nodul e.

4. Definitions

SNWVP- VI EW BASED- ACMM B DEFI NI TIONS :: = BEG N

I MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv 2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
snnpModul es FROM SNWPv2- SM
Test Andl ncr,
RowSt at us, St orageType FROM SNVPv2- TC

SnnpAdmi nStri ng,
SnnpSecuritylLevel,

SnnpSecuri t yModel FROM SNWVP- FRAVEWORK- M B;
snnpVacnM B MODULE- | DENTI TY

LAST- UPDATED "99012000002" -- 20 Jan 1999, m dni ght

ORGANI ZATI ON " SNMPv3 Wor ki ng Group”

CONTACT- I NFO "WG- eni | : snmpv3@i sts.tislabs.com

Subscribe: nmajordonmo@ists.tislabs.com
I n message body: subscribe snnmpv3
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- Inforn-atlon about LOCaI @ntexts R I S O I I R I S

vacnCont ext Tabl e OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "

SEQUENCE OF VacnContextEntry

not - accessi bl e

current

The tabl e of locally avail abl e contexts.

This table provides informati on to SNVP Command
Generator applications so that they can properly
configure the vacmAccessTable to control access to
all contexts at the SNWP entity.

This table may change dynamically if the SNWP entity
all ows that contexts are added/del eted dynamically
(for instance when its configuration changes). Such
changes woul d happen only if the managenent
instrumentation at that SNMP entity recogni zes nore
(or fewer) contexts.

The presence of entries in this table and of entries
in the vacmAccessTabl e are i ndependent. That is, a
context identified by an entry in this table is not
necessarily referenced by any entries in the
vacmAccessTabl e; and the context(s) referenced by an
entry in the vacmAccessTabl e does not necessarily
currently exist and thus need not be identified by an
entry in this table

This table nmust be made accessible via the default
context so that Conmand Responder applications have
a standard way of retrieving the information.

This table is read-only. It cannot be configured via
SNVP

::={ vacmM BObj ects 1}

vacnmCont ext Entry OBJECT- TYPE

SYNTAX VacnCont ext Entry

MAX- ACCESS  not -accessi bl e

STATUS current

DESCRI PTI ON "I nformati on about a particular context."
| NDEX {

vacnCont ext Nane

}
::={ vacnmContextTable 1 }

W j nen,

et al.
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VacnCont ext Entry :: = SEQUENCE
{
vacntCont ext Nane SnnpAdm nString
}
vacmCont ext Nanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O. . 32))
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "A human readabl e name identifying a particul ar
context at a particular SNWP entity.

The enpty contextNane (zero | ength) represents the
default context.

::={ vacmContextEntry 1 }
- Inforn-atlon about Goups EIRE R I S I b S b S R S R R R I S S R S I

vacnBecurityToG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnfecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "Thi s table maps a conbi nati on of securityMdel and
securityName into a groupNane which is used to define
an access control policy for a group of principals.

::={ vacnM BObj ects 2 }

vacnBSecurityToG oupEntry OBJECT- TYPE

SYNTAX VacnBSecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "An entry in this table maps the conbination of a
securityMdel and securityName into a groupNane.

| NDEX {
vacnBecuri t yModel ,
vacnBecuri t yNane

}
::={ vacnBecurityToG oupTable 1 }

VacnBSecurityToG oupEntry ::= SEQUENCE
{
vacnBecuri t yModel SnnpSecuri t yMbdel ,
vacnBSecuri t yNane SnnpAdmi nStri ng,
vacni oupNane SnnpAdmi nStri ng,

vacnBSecurityToG oupSt or ageType StorageType,

Wjnen, et al. St andards Track [ Page 13]
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vacnBecurityToG oupSt at us RowsSt at us
}
vacnBSecurityModel OBJECT- TYPE
SYNTAX SnnpSecurityMdel (1..2147483647)
MAX- ACCESS not-accessible
STATUS current

DESCRI PTI ON "The Security Mdel, by which the vacnfSecurityNane
referenced by this entry is provided.

Note, this object nay not take the "any’ (0) val ue.

::={ vacnbecurityToG oupEntry 1 }

vacnBecurit yName OBJECT- TYPE

SYNTAX SnnpAdm nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

1999

DESCRI PTI ON "The securityName for the principal, represented in a
Security Mdel independent format, which is mapped by

this entry to a groupNane.
;.= { vacnBecurityToG oupEntry 2 }

vacnma oupNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The name of the group to which this entry (e.g., the

conbi nation of securityMdel and securityNane)
bel ongs.

Thi s groupNane is used as index into the
vacmAccessTabl e to sel ect an access control policy.

However, a value in this table does not inply that an
instance with the value exists in table vacmAccesTabl e.

::={ vacnbecurityToG oupEntry 3 }

vacnBSecurityToG oupSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row.

DEFVAL { nonVol atile }
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::={ vacntBecurityToG oupEntry 4 }

vacnBecurityToG oupSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the vacnSecurityToG oupSt
colum is ’'notReady’ .

In particular, a newWy created row cannot be made
active until a value has been set for vacnm& oupName

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether

1999

at us

other objects in this conceptual row can be nodifi ed.

::={ vacnBecurityToG oupEntry 5 }
- Inf OrITHti on about ACCGSS R ghts R IR I I R I b R R R I R I R I R R S I I R R

vacmAccessTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacmAccessEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The tabl e of access rights for groups.

Each entry is indexed by a groupNane, a context Pref
a securityModel and a securitylLevel. To determ ne
whet her access is allowed, one entry fromthis tabl
needs to be selected and the proper viewNanme fromt
entry nust be used for access control checking.

To select the proper entry, follow these steps:

1) the set of possible matches is formed by the
intersection of the followi ng sets of entries:

* %

i X,

e
hat

the set of entries with identical vacniaoupNane

the uni on of these two sets:

- the set with identical vacmAccessCont ext Prefi x
- the set of entries with vacmAccessCont ext Mat ch

val ue of 'prefix’ and matching
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vacmAccessCont ext Prefi x
intersected with the union of these two sets:
- the set of entries with identical

vacnBSecuri t yModel
- the set of entries with vacnBecurityMdel

val ue of 'any’
intersected with the set of entries with
vacmAccessSecuritylLevel value |ess than or equal
to the requested securitylLevel

this set has only one nmenber, we’'re done
herwi se, it conmes down to deciding how to weight

the preferences between ContextPrefixes,
SecurityMddel s, and SecuritylLevels as foll ows:

a)

b)

c)

d)

if the subset of entries with securityhMbdel

mat chi ng the securityModel in the nessage is

not enpty, then discard the rest.

if the subset of entries with

vacmAccessCont ext Prefi x matching the cont ext Name
in the nessage is not enpty,

then discard the rest

discard all entries with ContextPrefixes shorter
than the | ongest one remaining in the set

select the entry with the highest securitylLevel

Pl ease note that for securitylLevel noAuthNoPriv, all
groups are really equival ent since the assunption that
the securityNanme has been authenticated does not hol d.

.= { vacnM BObj ects 4 }

vacmAccessEntry OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

I NDEX

W j nen,

et al.

VacmAccessEntry

not - accessi bl e

current

DESCRI PTI ON "An access right configured in the Local Configuration
Dat astore (LCD) authorizing access to an SNMP cont ext.

Entries in this table can use an instance val ue for
obj ect vacnroupNane even if no entry in table
vacmAccessSecurityToG oupTabl e has a correspondi ng
val ue for object vacnG oupNarne.

{ vacmG oupNare,

vacmAccessCont ext Prefi x,
vacmAccessSecuri t yMbdel ,
vacmAccessSecuritylLevel
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::={ vacmAccessTable 1 }

VacmAccessEntry :: = SEQUENCE
{
vacmAccessCont ext Prefi x SnnpAdmi nStri ng,
vacmAccessSecuri t yMbdel SnnpSecuri t yMbdel ,
vacmAccessSecuritylLevel SnnmpSecuritylLevel,
vacmAccessCont ext Mat ch | NTECER,
vacmAccessReadVi ewName SnnpAdmi nStri ng,

vacmAccessWi t eVi ewNane SnnpAdmi nString,
vacmAccessNoti fyVi ewNane SnnpAdmi nStri ng,

vacmAccessSt or ageType St or ageType,
vacmAccessSt at us RowsSt at us
}
vacmAccessCont ext Prefi x OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, a contextNane nust match exactly
(if the value of vacmAccessContextMatch is 'exact’)
or partially (if the value of vacmAccessCont ext Match
is "prefix’) to the value of the instance of this
obj ect .

::={ vacmAccessEntry 1 }

vacmAccessSecuri t yMbdel OBJECT- TYPE

SYNTAX SnnpSecuri t yModel
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, this securityMdel nust be in use.

::={ vacmAccessEntry 2 }

vacmAccessSecuritylevel OBJECT- TYPE

SYNTAX SnnpSecuritylLevel
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The mini num | evel of security required in order to
gain the access rights allowed by this conceptual
row. A securitylLevel of noAuthNoPriv is |ess than
aut hNoPriv which in turn is |less than authPriv.

If multiple entries are equally indexed except for
this vacmAccessSecuritylLevel index, then the entry
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whi ch has the highest val ue for
vacmAccessSecuritylLevel is selected.

;.= { vacmAccessEntry 3 }

vacmAccessCont ext Mat ch OBJECT- TYPE
SYNTAX | NTEGER
{ exact (1), -- exact match of prefix and context Name
prefix (2) -- Only match to the prefix

MAX- ACCESS read-create

STATUS current

DESCRI PTION "If the value of this object is exact(1), then all
rows where the contextNanme exactly mat ches
vacmAccessCont ext Prefi x are sel ect ed.

If the value of this object is prefix(2), then all
rows where the contextNanme whose starting octets
exactly match vacmAccessContext Prefix are sel ected.
This allows for a sinple formof w | dcarding.

DEFVAL { exact }
;.= { vacmAccessEntry 4 }

vacmAccessReadVi ewName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the MB view of the SNVWP context to which this
conceptual row authorizes read access.

The identified MB viewis that one for which the
vacnVi ewTr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTreeFam | yVi emNane, then no access
is granted.

DEFVAL { ""H} -- the enpty string

::={ vacmAccessEntry 5 }

vacmAccessWi t eVi ewNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the MB view of the SNVMP context to which this
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DEFVAL
::={ vacmAccessEntry 6 }

VACM for SNWP April 1999

conceptual row authorizes wite access.

The identified MB viewis that one for which the
vacnVi ewlr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTreeFam | yVi emNane, then no access
is granted.

{ ""H} -- the enpty string

vacmAccessNoti fyVi ewNanme OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The val ue of an instance of this object identifies

DEFVAL
::={ vacmAccessEntry 7 }

SnnpAdmi nString (SIZE(O..32))
read-create
current

the MB view of the SNVWP context to which this
conceptual row authorizes access for notifications.

The identified MB viewis that one for which the
vacnVi ewlr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTreeFam | yVi emNane, then no access
is granted.

{ ""H} -- the enpty string

vacmAccessSt or ageType OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The storage type for this conceptual row.

DEFVAL
::={ vacmAccessEntry 8 }

St or ageType
read-create
current

Conceptual rows having the value ’permanent’ need not
all ow wite-access to any col ummar objects in the row.

{ nonVolatile }

vacmAccessSt at us OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The status of this conceptual row.

W j nen,

et al.

RowsSt at us
read-create
current
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The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunmstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether
other objects in this conceptual row can be nodifi ed.

::={ vacmAccessEntry 9 }
- - |I"IfOI'TTB.tIOI"I about MB V| eV\B kkkkkkkhkhkhkhkhkkkhkhkhkhkhkikhkkkhkhkhkhkikhkkikkkkkkikikikik*k
-- Support for instance-level granularity is optional
-- In some inplenmentations, instance-|evel access contro

-- granularity may conme at a high perfornmance cost. Managers
-- shoul d avoid requesting such configurations unnecessarily.

vacnM BVi ews OBJECT I DENTIFIER ::= { vacmM Bbjects 5 }
vacnVi ewSpi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON "An advi sory | ock used to all ow cooperating SNW
Conmand Generator applications to coordinate their
use of the Set operation in creating or nodifying
Vi ews.

When creating a new view or altering an existing
view, it is inportant to understand the potenti al
interactions with other uses of the view The
vacnVi ewSpi nLock should be retrieved. The nane of
the view to be created should be determ ned to be
uni que by the SNMP Command Generator application by
consul ting the vacnVi ewlTreeFanm | yTable. Finally,
the naned view may be created (Set), including the
advi sory | ock.

I f another SNMP Conmand Generator application has
altered the views in the neantinme, then the spin

|l ock’s value will have changed, and so this creation
will fail because it will specify the wong value for
the spin | ock.

Since this is an advisory |l ock, the use of this |ock
i s not enforced.

= { vacnM BViews 1 }
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vacnVi ewTr eeFani | yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnVi ewTr eeFam | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Local |y held information about families of subtrees
within MB views.

Each MB view is defined by two sets of view subtrees:
- the included view subtrees, and
- the excluded vi ew subtrees.
Every such view subtree, both the included and the
excl uded ones, is defined in this table.

To determine if a particular object instance is in

a particular MB view, conpare the object instance’s
OBJECT | DENTI FIER with each of the MB view s active
entries in this table. |f none match, then the
object instance is not in the MB view. |f one or
more match, then the object instance is included in,
or excluded from the MB view according to the

val ue of vacnVi ewlreeFam | yType in the entry whose
val ue of vacnVi ewlreeFam | ySubtree has the nost
sub-identifiers. |If multiple entries match and have
the same nunber of sub-identifiers (when wildcarding
is specified with the val ue of vacnmVi ewlr eeFani | yMask),
then the | exicographically greatest instance of
vacnVi ewlr eeFani | yType determi nes the inclusion or
excl usi on.

An object instance’s OBJECT | DENTI FI ER X nmat ches an
active entry in this table when the nunber of
sub-identifiers in Xis at |least as many as in the
val ue of vacnVi ewlreeFam | ySubtree for the entry,
and each sub-identifier in the value of

vacnVi ewTr eeFam | ySubtree matches its correspondi ng
sub-identifier in X Two sub-identifiers match
either if the corresponding bit of the val ue of
vacnVi ewlr eeFani | yMask for the entry is zero (the
"wild card’ value), or if they are equal

A famly' of subtrees is the set of subtrees defined
by a particul ar conbination of val ues of

vacnVi ewTr eeFani | ySubtree and vacnVi ewTr eeFami | yMask.
In the case where no 'wild card’ is defined in the
vacnVi ewlr eeFam | yMask, the famly of subtrees reduces
to a single subtree.

When creating or changing MB views, an SNVP Conmrand
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Generator application should utilize the
vacnVi ewSpi nLock to try to avoid collisions. See
DESCRI PTI ON cl ause of vacmVi ewSpi nLock.

When creating MB views, it is strongly advised that
first the 'excluded vacnVi ewlreeFamnm | yEntries are
created and then the 'included entries.

VWhen deleting MB views, it is strongly advised that
first the "included vacnVi ewlreeFam | yEntries are
del eted and then the 'excluded’ entries.

If a create for an entry for instance-level access
control is received and the inplenentati on does not
support instance-level granularity, then an

i nconsi stent Name error nust be returned.

:={ vacniM BViews 2 }

vacnVi ewlr eeFani | yEntry OBJECT- TYPE

SYNTAX VacnVi ewlr eeFam | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "I nformation on a particular famly of view subtrees
included in or excluded froma particul ar SNWP
context’s MB view

I npl enent ati ons nust not restrict the nunber of
famlies of view subtrees for a given MB view,
except as dictated by resource constraints on the
overal |l number of entries in the

vacnVi ewTr eeFani | yTabl e.

If no conceptual rows exist in this table for a given
M B view (viewNane), that view nmay be thought of as
consisting of the enpty set of view subtrees.
I NDEX { vacmVvi ewTr eeFam | yVi ewNarne,
vacnVi ewlr eeFam | ySubtree

}
.= { vacnVi ewlreeFanm | yTable 1 }

VacnVi ewTr eeFani | yEntry :: = SEQUENCE
{
vacnVi ewlr eeFani | yVi ewNane SnnpAdmi nStri ng,
vacnVi ewTr eeFam | ySubtr ee OBJECT | DENTI FI ER,
vacnVi ewTr eeFam | yMask OCTET STRI NG
vacnVi ewTr eeFani | yType | NTECER,
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vacnVi ewTr eeFami | ySt or ageType St orageType,

vacnVi ewlr eeFani | ySt at us RowSt at us
}
vacnVi ewTr eeFam | yVi ewNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The human readable nane for a famly of view subtrees.

.= { vacnVi ewlreeFam | yEntry 1 }

vacnVi ewTr eeFani | ySubt ree OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The M B subtree which when conbined with the
correspondi ng i nstance of vacnVi ewlreeFam | yMask
defines a fanmily of view subtrees.

1= { vacnVi ewlreeFam | yEntry 2 }

vacnVi ewTr eeFam | yMask OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..16))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The bit mask which, in conbination with the
correspondi ng i nstance of vacmVi ewTreeFam | ySubtr ee,
defines a fam |y of view subtrees.

Each bit of this bit mask corresponds to a
sub-identifier of vacmVi ewlreeFam | ySubtree, with the
most significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier, and
the least significant bit of the i-th octet of this
octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through 16

Each bit of this bit mask specifies whether or not
the correspondi ng sub-identifiers nust nmatch when
determining if an OBJECT IDENTIFIER is in this
famly of view subtrees; a '1' indicates that an
exact match nmust occur; a 'O indicates 'wild card ,
i.e., any sub-identifier value matches.

Thus, the OBJECT | DENTI FI ER X of an object instance
is contained in a fanmily of view subtrees if, for

Wjnen, et al. St andards Track [ Page 23]



RFC 2575 VACM for SNWP April 1999

each sub-identifier of the val ue of
vacnVi ewlr eeFani | ySubtree, either:

the i-th bit of vacnVi ewlreeFam | yMask is 0, or

the i-th sub-identifier of Xis equal to the i-th
sub-identifier of the value of
vacnVi ewlr eeFani | ySubtr ee.

If the value of this bit mask is Mbits | ong and
there are nmore than M sub-identifiers in the
correspondi ng i nstance of vacmVi ewTreeFam | ySubtree,
then the bit mask is extended with 1's to be the
required | ength.

Not e that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no 'wild card),
and the famly of view subtrees is the one view
subtree uniquely identified by the correspondi ng

i nstance of vacnVi ewlr eeFani | ySubtr ee.

Not e that nasks of |length greater than zero |length
do not need to be supported. In this case this
obj ect is made read-only.

DEFVAL { ""H}

.= { vacnVi ewlreeFam | yEntry 3 }

vacnVi ewTr eeFani | yType OBJECT- TYPE

SYNTAX I NTEGER { included(1), excluded(2) }
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "I ndi cat es whet her the correspondi ng i nstances of
vacnVi ewTr eeFami | ySubtree and vacnVi ewlr eeFami | yMask
define a famly of view subtrees which is included in
or excluded fromthe MB view

DEFVAL { included }

;.= { vacnVi ewlreeFam | yEntry 4 }

vacnVi ewTr eeFani | ySt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the value ’permanent’ need not
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all ow wite-access to any colummar objects in the row

DEFVAL { nonvol atile }
.= { vacnVi ewlreeFam | yEntry 5 }

vacnVi ewTr eeFani | ySt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.
The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether
other objects in this conceptual row can be nodifi ed.

1= { vacnVi ewlreeFam | yEntry 6 }

- Q)nf or mmnce | nf OYI'THtI on ER R R R S S R SRR R R O R R R I

vacnM BConpl i ances OBJECT | DENTI FI ER : :
vacmM BG oups OBJECT | DENTI FI ER : :

{ vacnM BConf ormance 1 }
{ vacnM BConf or mance 2 }

C‘Drrpl I ance St at errents R R I R AR I R O bk I S R R I

vacnmM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statement for SNMP engi nes which
i mpl emrent the SNWP Vi ew based Access Control Model
configuration M B.
MODULE -- this nodul e
MANDATORY- GROUPS { vacnBasi cG oup }

OBJECT vacmAccessCont ext Mat ch
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT vacmAccessReadVi ewNane
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT vacmAccessWi t eVi ewNane

M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

Wjnen, et al. St andards Track [ Page 25]



RFC 2575

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

VARl TE- SYNTAX
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

VACM for SNWP

vacmAccessNoti fyVi ewName
read-only
"Wite access is not required.”

vacmAccessSt or ageType
read-only
"Wite access is not required."

vacmAccessSt at us
read-only

"Create/del ete/nodify access to the
vacmAccessTabl e i s not required.

vacnVi ewlr eeFam | yMask
OCTET STRING (SI ZE (0))
read-only

April 1999

"Support for configuration via SNVP of subtree
famlies using wild-cards is not required.

vacnVi ewlr eeFani | yType
read-only
"Wite access is not required."”

vacnVi ewlr eeFani | ySt or ageType
read-only
"Wite access is not required.”

vacnVi ewTr eeFani | ySt at us
read-only
"Create/del ete/nmodify access to the

vacnVi ewlr eeFani | yTabl e i s not required.

::={ vacnM BConpl i ances 1 }

H ER R R 0 0 S 0 I R I R R IR R R b S L I b I R I b R R R R R O R R I b I b b R b R I I b
-- Units of conformance

vacnBasi cG oup OBJECT- GROUP
OBJECTS {

W j nen,

vacntCont ext Nane,

vacna oupNane,

vacnBecurityToG oupSt or ageType,
vacnBecurityToG oupSt at us,
vacmAccessCont ext Mat ch,
vacmAccessReadVi ewNane,
vacmAccessWi t eVi ewNane,
vacmAccessNoti fyVi ewNane,

et al.
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vacmAccessSt or ageType,
vacmAccessSt at us,

vacnVi ewSpi nLock,

vacnVi ewTr eeFam | yMask,
vacnVi ewTr eeFam | yType,

vacnVi ewTr eeFami | ySt or ageType,
vacnVi ewTr eeFani | ySt at us

}
STATUS current
DESCRI PTION "A col | ection of objects providing for renote
configuration of an SNWMP engi ne which inpl enents
the SNWP Vi ew based Access Control Model

::={ vacmM BGroups 1 }
END
5. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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7. Security Considerations
7.1. Reconmended Practices

This docunment is neant for use in the SNVP architecture. The View
based Access Control Mddel described in this docunent checks access
rights to nmanagenent informati on based on:

- context Nane, representing a set of managenent information at the
managed system where the Access Control nodul e is running.

- groupNane, representing a set of zero or nore securityNanes.
The conbi nation of a securityMbdel and a securityNane is nmapped
into a group in the View based Access Control Mdel.

- securityMdel under which access is requested.

- securityLevel under which access is requested.

- operation performed on the managenent information.

- MB views for read, wite or notify access.

Wjnen, et al. St andards Track [ Page 29]



RFC 2575 VACM for SNWP April 1999

When the User-based Access Control nodule is called for checking
access rights, it is assuned that the calling nodul e has ensured the
aut hentication and privacy aspects as specified by the securitylLevel
that is being passed.

When creating entries in or deleting entries fromthe

vacnVi ewlr eeFani | yTable it is inportant to do such in the sequence as
recomrended in the DESCRI PTI ON cl ause of the vacnVi ewlreeFanil yTabl e
definition. Oherw se unwanted access may be granted while changi ng
the entries in the table.

7.2. Defining G oups

The groupNanes are used to give access to a group of zero or nore
securityNames. Wthin the View Based Access Control Mdel, a
groupName is considered to exist if that groupNane is listed in the
vacnBSecurityToG oupTabl e.

By mappi ng the combi nati on of a securityMdel and securityNane into a
groupName, an SNVP Command Generator application can add/del ete
securityNames to/froma group, if proper access is allowed.

Further it is inportant to realize that the groupi ng of
<securityMdel, securityName> tuples in the vacnBecurityToG oupTabl e
does not take securitylLevel into account. It is therefore inportant
that the security administrator uses the securitylLevel index in the
vacmAccessTabl e to separate noAut hNoPriv from aut hPriv and/or

aut hNoPriv access.

7.3. Confornmance

For an inplementation of the View based Access Control Mdel to be
conformant, it MJST inpl ement the SNMP-VI EW BASED- ACM M B accor di ng
to the vacmM BConpliance. It also SHOULD i npl enent the initial
configuration, described in appendi x A

7.4. Access to the SNMP-VI EW BASED- ACM M B

The objects in this MB control the access to all MB data that is
accessible via the SNWP engi ne and they may be considered sensitive
in many environnents. It is inportant to closely control (both read
and write) access to these to these M B objects by using
appropriately configured Access Control nodels (for exanple the

Vi ew based Access Control Mdel as specified in this docunent).
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APPENDI X A - Installation

A 1. Install ati on Paraneters

1)

2)

3)

During installation, an authoritative SNVMP engi ne which supports this
Vi ew based Access Control Mdel SHOULD be configured with several
initial parameters. These include for the View based Access Control
Model :

A security configuration
The choice of security configuration determines if initia
configuration is inplenented and if so how One of three possible
choi ces is sel ected:

- initial-mnimmsecurity-configuration

- initial-sem-security-configuration

- initial-no-access-configuration

In the case of a initial-no-access-configuration, there is no initial
configuration, and so the follow ng steps are irrel evant.

A default context
One entry in the vacnContext Table with a contextNanme of "" (the enpty
string), representing the default context. Note that this table gets
created automatically if a default context exists.

vacntCont ext Nane "
An initial group

One entry in the vacnBSecurityToG oupTable to all ow access to group
“initial".

vacnBecuri t yModel 3 (UsMm

vacnBecurit yNane "initial"

vacnix oupNane "initial"
vacnBecurityToG oupSt or ageType anyVal i dSt or ageType
vacnBSecurityToG oupSt at us active
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4) Initial access rights
Three entries in the vacmAccessTabl e as foll ows:

- read-notify access for securityMdel USM securitylLevel
"noAut hNoPri v" on behal f of securityNanes that belong to the group
"initial" to the <restricted> MB view in the default context with
cont ext Name ""

- read-write-notify access for securityMdel USM securitylLevel
"aut hNoPriv" on behal f of securityNanes that belong to the group
"initial" to the <internet> MB view in the default context with
cont ext Name "".

- if privacy is supported,
read-write-notify access for securityMdel USM securitylLevel
"authPriv" on behal f of securityNames that belong to the group
"initial" to the <internet> MB view in the default context with
cont ext Nanme ""

That translates into the following entries in the vacmAccessTabl e.

- One entry to be used for unauthenticated access (noAut hNoPriv):

vacnma oupNane "initial"
vacmAccessCont ext Prefi x "

vacmAccessSecuri t yMbdel 3 (UsMm
vacmAccessSecuritylLevel noAut hNoPri v
vacmAccessCont ext Mat ch exact
vacmAccessReadVi ewNane "restricted"
vacmAccessWi t eVi ewNane "

vacmAccessNoti fyVi ewName "restricted”
vacmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active

- One entry to be used for authenticated access (authNoPriv)
with optional privacy (authPriv):

vacnix oupNane "initial”
vacmAccessCont ext Prefi x "

vacmAccessSecuri t yMbdel 3 (UsMm
vacmAccessSecuritylevel aut hNoPri v
vacmAccessCont ext Mat ch exact
vacmAccessReadVi ewNane "internet"
vacmAccessWi t eVi ewNane "internet”
vacmAccessNoti fyVi ewNane "internet"
vacmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active
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5) Two M B views, of which the second one depends on the security

confi guration.

- One view, the <internet> view, for authenticated access:

- the <internet> MB viewis the follow ng subtree:
"internet" (subtree 1.3.6.1)

- A second view, the <restricted> view, for unauthenticated
access. This viewis configured according to the selected
security configuration:

- For the initial-no-access-configuration there is no default
initial configuration, so no MB views are pre-scribed.

- For the initial-sem-secure-configuration:

the <restricted> MB view is the union of these subtrees:
(a) "systent (subtree 1.3.6.1.2.1.1) [ RFC1907]
(b) "snnp" (subtree 1.3.6.1.2.1.11) [ RFC1907]
(c) "snnpEngi ne" (subtree 1.3.6.1.6.3.10.2.1) [RFC2571]
(d) "snnpMPDSt ats" (subtree 1.3.6.1.6.3.11.2.1) [RFC2572]
(e) "usnttats" (subtree 1.3.6.1.6.3.15.1.1) [RFC2574]

- For the initial-mnimumsecure-configuration:

the <restricted> MB viewis the follow ng subtree.
"internet" (subtree 1.3.6.1)

This translates into the following "internet" entry in the
vacnVi ewTr eeFani | yTabl e:

m ni num secur e sem -secure
vacnVi ewTr eeFam | yVi ewNane "internet" "internet"
vacnVi ewTr eeFami | ySubtr ee 1.3.6.1 1.3.6.1
vacnVi ewTr eeFami | yMask " "
vacnVi ewlr eeFani | yType 1 (included) 1 (included)
vacnVi ewlr eeFani | ySt or ageType anyVal i dSt or ageType anyVal i dSt or ageType
vacnVi ewlr eeFam | ySt at us active active
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In addition it translates into the following "restricted" entries
in the vacnVi ewlr eeFam | yTabl e:

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFami | yVi ewNane
ewTr eeFami | ySubtree
ewTr eeFam | yMask

ewlr eeFam | yType

ewTr eeFami | ySt or ageType
ewTr eeFam | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFami | yVi ewNane
ewTlr eeFam | ySubt ree
ewTlr eeFam | yMask

ewTlr eeFam | yType

ewTlr eeFami | ySt or ageType
ewTr eeFam | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFam | yVi ewName
ewTlr eeFam | ySubtree
ewTr eeFam | yMask

ewTlr eeFami | yType

ewTr eeFam | ySt or ageType
ewTr eeFami | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTlr eeFam | yVi ewName
ewTr eeFam | ySubtree
ewTr eeFami | yMask

ewTr eeFam | yType

ewTr eeFami | ySt or ageType
ewTlr eeFam | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFam | yVi ewNane
ewTr eeFam | ySubtree
ewTr eeFami | yMask

ewTr eeFam | yType

ewTlr eeFam | ySt or ageType
ewTlr eeFam | ySt at us

et al.

m ni mum secure
"restricted"
1.3.6.1

1 (included)

anyVal i dSt or ageType
active

St andards Track

seni - secure
"restricted"
1.3.6.1.2.1.1

1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.2.1.11

1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.10.2.1
1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.11. 2.1
1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.15.1.1
1 (included)

anyVal i dSt or ageType
active

[ Page 36]



RFC 2575 VACM for SNWP Apri

B

Change Log

Changes made since RFC2275

Added text to vacnBecurityToG oupStatus DESCRI PTION cl ause to
clarify under which conditions an entry in the
vacnBSecurityToG oupTabl e can be nade active

Added REVI SI ON cl auses to MODULE- | DENTI TY

Clarified text in vacmAccessTabl e DESCRI PTI ON cl ause.

Added a DEFVAL cl ause to vacmAccessCont ext Mat ch obj ect.

1999

Added nissing colums in Appendix A and re-arranged for clarity.

Fi xed oids in appendix A

Use the PDU C ass term nol ogy instead of RFC1905 PDU types.
Added section 7.4 about access control to the MB.

Fi xed references to new revi sed docunents

Fi x Editor contact information

fixed spelling errors

removed one vacmAccesEntry from sanpl e in appendi x A

made sone nore clarifications.

updat ed acknow edgenent section
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C. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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