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Abstract

This meno defines a Managenent |Information Base (M B) for configuring
and managi ng TN3270E servers. TN3270E, defined by RFC 2355 [19],
refers to the enhancenents made to the Tel net 3270 (TN3270) ternmi na
emul ation practices. Refer to RFC 1041 [18], STD 8, RFC 854 [16],
and STD 31, RFC 860 [17] for a sanple of what is meant by TN3270
practi ces.

The M B defined by this neno provides generic support for both host
and gateway TN3270E server inplenentations. A TN3270E server
connects a Telnet client performing 3270 enmulation to a target SNA
host over both a client-side network (client to TN3270E server) and
an SNA Network (TN3270E server to target SNA host). The client-side
network is typically TCP/IP, but it need not be.

A host TN3270E server refers to an inplenentati on where the TN3270E
server is collocated with the Systens Network Architecture (SNA)
System Services Control Point (SSCP) for the dependent Secondary
Logical Units (SLUs) that the server makes available to its clients
for connecting into a SNA network. A gateway TN3270E server resides
on an SNA node other than an SSCP, either an SNA type 2.0 node, a
boundary-function-attached type 2.1 node, or an APPN node acting in
the role of a Dependent LU Requester (DLUR). Host and gat eway
TN3270E server inplenmentations typically differ greatly as to their
internal inplementation and systemdefinition (SYSDEF) methods.
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It is the intent that the M B defined herein be extended by
subsequent nmenos. For exanple, one such extension enab
of TN3270E response tine data.
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Its purpose

is to define a MB nodule for support by a TCP/IP inplenmentation for
configuration and managenent of TN3270E servers.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, reference

[22].
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2.0 The SNWMP Networ k Managenent Franework

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0 An overall architecture, described in RFC 2271 [1].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in RFC 1902 [5], RFC
1903 [6] and RFC 1904 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNW
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC

1906 [10]. The third version of the nessage protocol is called
SNWPv3 and described in RFC 1906 [10], RFC 2272 [11] and RFC 2274
[12].

0 Prot ocol operations for accessi ng nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o0 A set of fundanental applications described in RFC 2273 [14] and
the vi ewbased access control nechani sm described in RFC 2275
[ 15].

Managed objects are accessed via a virtual information store, terned
the Managenment Infornmation Base or MB. bhjects in the MB are
defined using the nmechanisnms defined in the SM.

This menmo specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.
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3.0 Structure of the MB
The TN3270E-M B is split into the foll ow ng conmponents:

0 TN3270E Server Control
0 TN3270E Server Resource Configuration
0 Resource/ Cient Address Mappings

There are three additional sections to address:

0 Advi sory Spin Lock Usage
o] Row Per si st ence
0 | ANA Consi der ati ons

The TN3270E-M B is defined primarily for TN3270E servers. This neno
does not explicitly address use of the M B by TN3270 servers that do
not support the TN3270E protocol. Even though a significant nunber
of the objects in the MB do apply in the TN3270-only case, the case
was not addressed, since it is unlikely that a TN3270-only server
woul d i npl enent this MB.

The SYSAPPL-M B, reference [24], contains the Uf8String textual
convention (TC) that the TN3270E-M B inports. This TC, which is used
for sone M B objects containing textual information, enables
internationalization of text strings, whereas the DisplayString TC
does not. The SNWP- FRAMEWORK-M B, reference [1l], contains the
SnnpAdmi nString TC that the TN3270E-M B al so inports. Like the
Uf8String TC, this TC al so enabl es internationalization of text
strings; in addition, it provides sone guidelines on the |length and
content of the strings.

It is inportant to note that inplenentation of the SYSAPPL-M B is not
actually a prerequisite for inplementing the TN3270E-M B. On the

ot her hand, inplenentation of the TN3270E-M B does not precl ude

i mpl ementing the SYSAPPL-M B as well. Wen both MBs are

i npl emrented, the primary index into nmost of the TN3270E-M B tabl es,

t n3270eSr vr Conf | ndex, SHOULD equal one of the SYSAPPL-MB's

sysAppl El nt Runl ndex values. |In this case the entry in the

sysAppl El nt RunTabl e provi des additional information on a TN3270E
server.

The M B defined by this neno supports use of both IPv4 and | Pv6
addressing. Two textual conventions, | ANATn3270eAddr Type and
Tn3270eAddress, are defined for this purpose. |ANATn3270eAddress is
essentially equivalent to the TAddress TC, defined by RFC 1903. The
di fference between the two is that | ANATn3270eAddress all ows a zero-
| ength octet string, while TAddress doesn’t. It is inportant that

| ANATNn3270eAddress all ow for the absence of an address, because sone
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objects with this syntax are used as tabl e indexes, and have specia
meani ngs when they contain zero-length strings.

The |1 ANATn3270eAddr Type textual convention is used rather than the
TDomai n TC (defined by RFC 1903) for identifying the contents of a
tn3270eTAddr ess object. TDormain uses an O D to characterize the
contents of an associ ated TAddress object. | ANATn3270eAddr Type was
chosen over TDommi n because, with a SYNTAX of Unsigned32 (enuneration
type), it is nmuch sinpler to use as a conponent in an instance
identifier. It was placed in the | ANA-adm nistered nodule to all ow
for the addition of values to cover cases (such as proxy servers) not
covered by the TN3270E-M B itsel f.

3.1 TN3270E Server Contro

This group of objects provides for TN3270E server configuration and
control. It consists of three tables:

0 tn3270eSr vr Conf Tabl e
0 tn3270eSr vr Port Tabl e
0 tn3270eSrvr St at sTabl e

The tn3270eSrvrConfTable is the prinary table within the entire
TN3270E-M B. As section 3.1.1 indicates, each TN3270E server is
represented by an entry in this table, indexed by
tn3270eSrvr Conf I ndex. Mbst of the other tables defined by the
TN3270E-M B have t n3270eSrvr Conflndex as their primary index.
Entries in these tables MJUST NOT exist for a TN3270E server when it
does not have a tn3270eSrvr Confi gEntry.

3.1.1 tn3270eSrvr Conf Tabl e

The tn3270eSrvr Conf Tabl e contains a set of objects primarily used for
configuring and managi ng TN3270E servers. As with nost of the other
tables in the TN3270E-M B, this table is indexed by an unsi gned

i nteger, tn3270eSrvrConflndex. This primary index el enent enables
support of multiple TN3270E servers by a single SNWP agent. Wthin
the set of MB objects returned by one SNW agent,
tn3270eSr vr Conf | ndex val ues MJUST be uni que, and need not be

conti guous.

The t n3270eSrvr ConflnactivityTi mer object defines the inactivity
period for user traffic on TN3270 and TN3270E sessi ons.

White & Moore St andards Track [ Page 5]



RFC 2561 TN3270E Using SMv2 M B April 1999

The four objects:

t n3270eSr vr Conf Connecti vi t yChk
t n3270eSr vr Conf TnNopl nt erva

t n3270eSr vr Conf TniNopl nact Ti ne
t n3270eSr vr Conf Tnili neout

O o0Oo0oo

define the parameters for performng the "Telnet Tim ng Mark Option"
as defined by RFC 860 [17]. The object

t n3270eSr vr Conf ConnectivityChk allows a Managenent Station to sel ect
either a NOP command or a TI M NG MARK command. Sending a NOP conmand
results in | ess overhead then a TI M NG MARK command, since a client
doesn’t send a reply.

The obj ects tn3270eSr vr Conf Adm nSt at us and t n3270eSr vr Conf Oper St at us
enabl e renote starting and stopping of a TN3270E server, and report
the current state of the server. The object

t n3270eSr vr Conf Funct i onsSupported i ndi cates whi ch of the TN3270 and
TN3270E options a server supports. The object

t n3270eSr vr Conf Sessi onTerntSt at e defines as a TN3270E server-w de
option what SHOULD occur when the SNA portion of a TN3270 or TN3270E
session termnates with respect to the associ ated TCP connecti on

The obj ect tn3270eSrvr Conf SrvrType indi cates whet her the TN3270E
server represented by a tn3270eSrvrConfEntry is a host or a gateway
server. The object tn3270eSrvrConf Contact provides a scratch pad
area for a TN3270E server adnministrator to store information for

|later retrieval. The object tn3270eSrvr ConflLast Act Time reports the
Dat eAndTi ne when the server was nobst recently activated. The specia
value of all '00'Hs indicates that the server has never been active.

The obj ect tn3270eSrvr Conf RowSt at us provi des the capability to
performrow creation and del eti on operations on this table.

3.1.2 tn3270eSrvrPort Tabl e

The tn3270eSrvr Port Tabl e represents the local TCP ports associated
with a TN3270E server. This information is inportant because some
TN3270E server inplementations support usage of nultiple |ocal ports.
A tn3270eSrvrPortEntry is indexed by:

t n3270eSr vr Conf | ndex

t n3270eSr vr Conf Por t

t n3270eSr vr Conf Por t Addr Type
tn3270eSr vr Conf Por t Addr ess

O O0OO0oOo

Certain TN3270E server inplenentations restrict a local TCP port to a
particular local |IP address, instead of allow ng connections for any
| ocal | P address to occur via the port. tn3270eSrvr Conf Port Addr Type
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and tn3270eSr vr Conf Port Address allow this restriction to be
represented in the MB. A TN3270E server that doesn't restrict
connections over a port to a local |IP Address SHALL use the val ue
unknown(0) for tn3270eSrvr Conf Port Addr Type, and a zero-length octet
string for tn3270eSrvr Conf Port Addr ess.

3.1.3 tn3270eSrvr StatsTabl e

The tn3270eSrvr St at sTabl e defines a series of objects that provide
general usage statistics for a TN3270E server. An entry can
represent the total activity for a server, or it can represent the
activity occurring at the server on either a port or a port-and-

| ocal - addr ess basi s.

An inmplenentation of this table MJST use only one of the three |evels
of refinenent that the indexing of this table supports for the
entries associated with a single TN3270E server.

The objects in this table reporting maxi num in-use, and spare LUs
for termnals and printers presuppose an inplenmentation where

term nal resources and printer resources come from disjoint,

dedi cated pools. An inplenentation where resources for the two types
of LUs cone froma single shared pool should return the follow ng

val ues:

0 maxi mum  maxi mum si ze of the shared poo
0 i n-use: nunber currently in use as this type of LU
0 spare: maxi mum - (termnal in-use + printer in-use)

3.2 TN3270E Server Resource Configuration

The following three tables provide for configuration of resources at
a TN3270E server:

0 tn3270ed i ent G oupTabl e
0 t n3270eResPool Tabl e
0 tn3270ed i ent ResMapTabl e

tn3270ed i ent G oupTabl e and t n3270eResPool Tabl e enabl e

i npl ementations to define groupings of both client addresses and
resource pools for mapping client addresses to resources. The
tn3270ed i ent ResMapTabl e provides a mapping froma client group to a
resour ce pool
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3.3 Resource Nane / Cient Address Mappings

The TN3270E-M B contains three tables for mapping resource nanes to
client addresses, and client addresses to resource nanes:

0 t n3270eSnaMapTabl e
0 tn3270eResMapTabl e
0 tn3270eTcpConnTabl e

3.3.1 tn3270eSnaMvapTabl e

The tn3270eSnaMapTable is a read-only table that maps a secondary
LU s SNA network name to the nane by which it is known locally at the
TN3270E server. For correlation with data fromthe SNA network, the
nane of the associated primary LU al so appears in a
tn3270eSnaMapEntry. An entry in this table is created when the
Activate LU (ACTLU) request carrying the SNA network nane of the SLU
is received fromthe SSCP. The entry is deleted when the SLU is
deacti vat ed.

A TN3270E server provides a client with access to an SNA application
by associating a TCP connection fromthe client with an SNA secondary
LU (SLU) at the server. This SLU in turn has an SNA session with a
primary LU (PLU) running on an SNA host. This PLU represents the
application with which the client is communicating. The TN3270E-M B
i ncludes two tables for mapping back and forth anmong the SNA name
identifying the PLU the SNA nane identifying the SLU, and the TCP
connection with the client.

In order to understand how these nanme mappi ngs work, it is necessary
to understand a subtlety involving the names of the SLUs at the
TN3270E server: these nanes are often different fromthe names by
which the SLUs are known in the rest of the SNA network. 1In the
TN3270E-M B, these two types of SLU nanes are ternmed "l ocal names"
and " SSCP-supplied nanmes"; the latter termindicates that the nane by
which the SLU is known in the SNA network conmes to the TN3270E server
fromthe SNA System Services Control Point.

SSCPs don’t al ways send SLU nanes down to secondary LUs; in sone
cases this capability nust be turned on. |In the case of SLUs served
by a Dependent LU Requester (DLUR), an SSCP al ways sends SLU nanes to
the DLUR. It is necessary, however, to enable the DLUR s PU LU

Net wor k Nane Forwardi ng function, so that it forwards the SLU nanes
it receives fromthe SSCP down to the PUs that it serves.
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For SLUs associated with an SNA type 2.0 node (or with a boundary-
function-attached type 2.1 node) not served by a DLUR, inclusion of
SLU nanmes on ACTLU nust be enabled explicitly at the SSCP via |l oca
configuration.

3.3.2 tn3270eResMapTabl e

The tn3270eResMapTable is a read-only table that maps a resource name
to aclient’s address. An entry in this table is created when a TCP
connection is received by a TN3270E server and mapped to a resource.
The entry is del eted when the resource-to-address association is no

| onger valid.

3.3.3 tn3270eTcpConnTabl e

The TCP Connection Table is currently defined by RFC 2012 (Refer to
reference [20], TCP-MB Definitions). It contains the follow ng
obj ect s:

tcpConnSt at e (1 NTEGER)
tcpConnLocal Address (I pAddress)
t cpConnLocal Port (| NTEGER)

t cpConnRemAddr ess (| pAddr ess)

t cpConnRenPort (| NTECER)

Oo0oooo

It is indexed by: tcpConnLocal Address, tcpConnLocal Port,
t cpConnRemAddr ess, and tcpConnRenPort .

The tn3270eTcpConnTabl e contai ns objects for keeping a list of the
current set of TN3270 and TN3270E sessions at a TN3270E server. The
rel ati onshi p between the tcpConnTabl e and the Tn3270eTcpConnTable is
not one-to-one, since the tn3270eTcpConnTabl e contains information
pertaining only to TN3270(E) sessions.

The tn3270eTcpConnTabl e has a different indexing structure fromthat
of the tcpConnTable. Instead of using | pAddress objects,
Tn3270eAddr ess and | ANATn3270eAddr Type object pairs are used to
specify client addresses (both local and renote). This enables
support of IPv6 addresses. 1In addition, the renote address pair
precedes the | ocal address pair in the index clause, in order to
enabl e a GET- NEXT operation using only the renote address pair.

3.4 Advisory Spin Lock Usage
Wthin the TN3270E-M B, tn3270eConf Spi nLock is defined as an advisory
| ock that allows cooperating TN3270E-M B applications to coordinate

their use of the tn3270eSrvr Conf Tabl e, the tn3270eSrvrPort Tabl e, the
tn3270ed i ent G oupTabl e, the tn3270eResPool Tabl e, and the
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tn3270ed i ent ResMapTabl e. When creating a new entry or altering an
existing entry in any of these tables, an application SHOULD nake use
of tn3270eConf Spi nLock to serialize application changes or additions.
Since this is an advisory |lock, its use by managenent applications
SHALL NOT be enforced by agents. Agents MJST, however, inplenent the
t n3270eConf Spi nLock obj ect .

3.5 Row Persi stence

The foll owi ng tables enable renpote creation of their entries by
i ncl udi ng RowSt at us obj ect s:

t n3270eSr vr Conf Tabl e
tn3270eSr vr Port Tabl e
tn3270ed i ent G oupTabl e
t n3270eResPool Tabl e
tn3270ed i ent ResMapTabl e

Oo0Oo0oo0oo

An inplenmentati on SHOULD NOT retain SNMP-created entries in these
tables across relPLs (Initial Program Loads) of the correspondi ng
TN3270E server, since nmanagenment applications need to see consi stent
behavi or with respect to the persistence of the table entries that
they create.

It is expected that |ocal, inplenmentation-dependent configuration
information will be used to define the initial and persistent
configurations for TN3270E server usage. Thus it is not necessary to
enabl e persistence of table entries by adding StorageType (refer to
RFC 1903 [6]) objects to these tables.

3.6 | ANA Consi derations

The t n3270eSrvr Functi onsSupported, tn3270eTcpConnFuncti ons,
tn3270eTcpConnCl i ent | dFormat, and tn3270eTcpConnLogl nfo objects, as
wel | as a nunber of objects identifying various address types,
resource types, and device types, use textual conventions inported
fromthe | ANATh3270eTC-M B. The purpose of defining these textual
conventions in a separate MB nodule is to allow additional values to
be defined wi thout having to issue a new version of this docunent.
The I nternet Assigned Nunbers Authority (1 ANA) is responsible for the
assignnent of all Internet nunmbers, including various SNWP-rel at ed
numbers; it will adm nister the values associated with these textual
conventi ons.

The rules for additions or changes to the | ANATn3270eTC-M B are

outlined in the DESCRI PTI ON cl ause associated with its MODULE-
| DENTI TY st at enent.
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The current version of the | ANATn3270eTC-M B can be accessed fromthe
| ANA honme page at: "http://ww.iana.org/".

4.0 Definitions
TN3270E-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Unsi gned32, Ti neTicks,
| pAddr ess, Counter32, Gauge32, Counter64
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, RowSt at us, Test Andl ncr, Dat eAndTi ne,
Ti meSt anp
FROM SNMPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
snanauM B
FROM SNA- NAU- M B
Utf8String
FROM SYSAPPL- M B
SnnpAdmi nStri ng
FROM SNWVP- FRAMEWORK- M B
| ANATNn3270eAddr Type, | ANATn3270eAddr ess,
| ANATN3270ed i ent Type, | ANATn3270Functi ons,
I ANATNn3270Resour ceType, | ANATNn3270Devi ceType,
| ANATn3270eLogDat a
FROM | ANATn3270eTC- M B;

tn3270eM B MODULE- | DENTI TY
LAST- UPDATED "9807270000Z" -- July 27, 1998
ORGANI ZATI ON "TN3270E Wor ki ng G oup"
CONTACT- | NFO
"Kenneth White (kennet hw@net.ibm com
| BM Corp. - Dept. BRQA Bldg. 501/ Gl14
P. O Box 12195
3039 Cornwal lis
RTP, NC 27709- 2195
USA

Robert Mbore (renpore@is.ibm con
| BM Corp. - Dept. BRQA/BIdg. 501/ Gl14
P.O Box 12195
3039 Cornwal lis
RTP, NC 27709-2195
USA
+1- 919- 254- 4436"
DESCRI PTI ON
"This nodul e defines a portion of the nmanagenent
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i nformati on base (M B) for managi ng TN3270E servers."
REVI SI ON "9807270000Z" -- July 27, 1998
DESCRI PTI ON
"RFC nnnn (Proposed Standard)" -- RFC Editor to fill in

:={ snanauM B 8 }

-- Textual Conventions

SnaResour ceNane :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The textual convention for defining an SNA resource
nane. A fully qualified SNA resource name, consisting
of a 1 to 8 character network identifier (Netld), a
period (".’), and a 1 to 8 character resource nane
(ResNane) .

The Netld and ResNane are constructed fromthe
uppercase letters "A - 'Z and the nunerics "0 - "9,
all encoded in ASCIlI, with the restriction that the
first character of each nust be a letter. Blanks are
not al | owed.

Earlier versions of SNA pernitted three additiona
characters in Netlds and ResNanes: '# , '@, and '$'.
While this use of these characters has been retired,

a Managenent Station should still accept themfor
backward conpatibility.

Not e: This Textual Convention is not subject to
i nternationalization, and does not use the character
encodi ngs used by the Ut f8String Textual Convention."

SYNTAX OCTET STRING (SI ZE(O0..17))
Tn3270eTraceDat a :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"An octet string representing trace data fromthe
Tel net half of a TN3270E session, fromthe SNA half,
or fromboth. The octet string contains a sequence
of trace elenments, with the trace elenments in the
string ordered fromearliest to | atest.

Each trace element has the follow ng form

T e +
I'length !'type!data !
T +

1999
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wher e:

length = two-octet length of the data portion of the
trace element, not including the length and
type octets

type = one-octet code point characterizing the data;
defined val ues are:
X 01" telnet PDU fromthe server to the client
X 02" telnet PDU fromthe client to the server
X 03" SNA data fromthe server to the SNA host
X 04" SNA data fromthe SNA host to the server

dat a = initial part of a PDU.

It is inplenmentation-dependent where the 'initial part of
a PDU starts. For SNA data, however, the starting point
SHOULD be the first byte of the TH. For IP data the

starting point SHOULD be the first byte of the |IP header.

It is left to inplenmentations to determ ne how nuch of
each PDU to return in a trace el enent.

The zero-length string indicates that no trace
data is available."
SYNTAX OCTET STRING (SIZE (0 | 3..4096))

-- Top-level structure of the MB

tn3270eNotifications OBJECT IDENTIFIER ::={ tn3270eMB 0 }
tn3270ehj ect s OBJECT IDENTIFIER ::= { tn3270eMB 1 }
t n3270eConf or mance OBJECT IDENTIFIER ::= { tn3270eMB 3 }
-- MB njects
t n3270eSr vr Conf Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eSrvr Conf Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table defines the configuration elenments for
TN3270E servers. The nunber of entries in this table
is expected to vary depending on the | ocation of the
table. A particular TN3270E server is expected to
have a single entry. Modeling of the configuration
el enents as a table allows nultiple TN3270E

servers to be serviced by the same SNWP agent.
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An inplenmentati on SHOULD NOT retain an SNWP-created
entry in this table across re-1PLs (lnitial Program
Loads) of the correspondi ng TN3270E server."

::={ tn3270eChjects 1}

t n3270eSr vr Conf Ent ry OBJECT- TYPE

Tn3270eSrvr Conf Entry :

}

t n3270eSr vr Conf | ndex

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"Definition of the configuration elenments for a single
TN3270E server."

I NDEX { tn3270eSrvr Confl ndex }

2= { tn3270eSrvrConfTable 1 }

Tn3270eSrvr Conf Entry
not - accessi bl e
current

: = SEQUENCE {
t n3270eSr vr Conf | ndex Unsi gnhed32,
tn3270eSr vr Conf I nacti vi tyTi meout Unsi gned32,

April

t n3270eSr vr Conf Connecti vi t yChk | NTECER,

t n3270eSr vr Conf TnNopl nact Ti ne Unsi gned32,

t n3270eSr vr Conf TnNopl nt er val Unsi gned32,

t n3270eSr vr Funct i onsSupport ed | ANATNn3270Functi ons,
t n3270eSr vr Conf Admi nSt at us | NTECER,

t n3270eSr vr Conf Oper St at us | NTECER,

t n3270eSr vr Conf Sessi onTerntSt at e | NTEGER,
tn3270eSr vr Conf Srvr Type | NTEGER,

t n3270eSr vr Conf Cont act SnnpAdmi nString,
t n3270eSr vr Conf Rowst at us RowSt at us,

t n3270eSr vr Conf Last Act Ti ne Dat eAndTi ne,

t n3270eSr vr Conf Tni meout Unsi gned32

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

not - accessi bl e
current

OBJECT- TYPE
Unsi gned32 (1..4294967295)

"ldentifier for a single TN3270E server.

t n3270eSr vr Conf I ndex val ues need not be

conti guous. "

c:={ tn3270eSrvrConfEntry 1 }

tn3270eSr vr Conf |l nacti vi tyTi meout OBJECT- TYPE

White & Moore

SYNTAX Unsi gned32 (0..99999999)
UNI TS "seconds"”
MAX- ACCESS read-create

St andards Track
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STATUS current

DESCRI PTI ON
"The inactivity time-out specified in seconds. Wen a
connection has been inactive for the nunber of seconds
specified by this object it is closed. Only user traffic
i s considered when determ ni ng whether there has been
activity on a connection.

The default value 0 means that no inactivity time-out is
in effect.”

DEFVAL { 0 }

c:={ tn3270eSrvrConfEntry 2 }

t n3270eSr vr Conf Connecti vi t yChk OBJECT- TYPE

SYNTAX I NTEGER {
timnghvark(1l),
nop(2),
noCheck( 3)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object enables TIM NG MARK processi ng, NOP
processing, or neither for a TN3270E server."
DEFVAL { noCheck }
::={ tn3270eSrvrConfEntry 3 }

t n3270eSr vr Conf TnNopl nact Ti me OBJECT- TYPE

SYNTAX Unsi gned32 (1..86400) -- 1 second to 24 hours

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The anount of time a connection nust have had no
traffic on it in order for a TIMNG MARK or NOP request
to be sent on the connection. This value applies only
when connections are being exam ned for recent activity
on a scan interval controlled by the value of the
t n3270eSr vr Conf TnNopl nt erval object.”

DEFVAL { 600 } -- 10 mnutes

::={ tn3270eSrvrConfEntry 4 }

t n3270eSr vr Conf TmNopl nt er val OBJECT- TYPE
SYNTAX Unsi gned32 (1..86400) -- 1 second to 24 hours
UNI TS "seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The scan interval to be used by a TN3270E server when
it examines its Telnet connections for recent activity.
The server scans its Tel net connections on the interval
provided by this object, |ooking for ones that have been
idle for nore than the val ue provided by the
t n3270eSr vr Conf TmNopl nact Ti me obj ect. A TIM NG MARK or
NOP request is sent for each connection that has
exhibited no activity for this period of tine."

DEFVAL { 120 } -- 2 minutes

::={ tn3270eSrvrConfEntry 5 }

tn3270eSr vr Funct i onsSupported OBJECT- TYPE

SYNTAX I ANATn3270Functi ons

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object indicates the functions supported by a
TN3270E server."
DEFVAL { { scsCtl Codes, dataStreanttl,
responses, bindl mage, sysreq } }
2= { tn3270eSrvrConfEntry 6 }

t n3270eSr vr Conf Adm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2),
st opl mmedi at e( 3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The desired state of the TN3270E server represented
by this entry in the table:

up(1) - Activate this TN3270E server.

down( 2) - Infornms the associ ated TN3270E
server to gracefully term nate
its processing.

stopl medi ate(3) - Informs the associ ated TN3270E
server to termnate itself
i medi at el y.

When a managed systemcreates an entry in this table,
t n3270eSr vr Conf Admi nSt at us and t n3270eSr vr Conf Oper St at us
are initialized as up(1l) by default.

The exact behavior of a server in response to a down(2)
or stoplmediate(3) conmand is left inplenmentation-
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dependent. A TN3270E server that is capable of it
SHOULD cl ose all of its TN3270 and TN3270E sessi ons
during a graceful termnation.

O'ten the function enabled via stoplnmedi ate(3) is used
as a last resort by a systemadninistrator, to attenpt
to either bring down a hung TN3270E server or free up
its resources inmediately to aid in general system
availability, or to shut down a TN3270E server that is
not recogni zing a down(2) request.

A TN3270E server that does not distinguish between
down(2) or stoplmediate(3) transitions should not
support stoplmediate(3)."

DEFVAL { up }

::={ tn3270eSrvrConfEntry 7 }

t n3270eSr vr Conf Oper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2),
busy(3),
shut t i ngDown( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current operational state of a TN3270E server
The foll owi ng val ues are defi ned:

up(1) - the server is active and accepting
new client connections

down( 2) - the server is not active

busy(3) - the server is active, but is not

accepting new client connections
because it | acks the resources to
do so
shutti ngDown(4) - the server is active, but is not

accepting new client connections
because it is in the process of
performng a graceful shutdown."

DEFVAL { up }

1= { tn3270eSrvrConfEntry 8 }

tn3270eSr vr Conf Sessi onTer nSt at e OBJECT- TYPE
SYNTAX | NTEGER {
term nate(1),
| uSessi onPend( 2),
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queueSessi on( 3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object determ nes what a TN3270E server
shoul d do when a TN3270 Session ternmninates:
term nate(1) => Term nate the TCP connecti on.
| uSessi onPend(2) => Do not drop the TCP connecti on
associated with a client when its
TN3270 session ends. Processing
shoul d redrive session initialization
as if the client were first connecting.
queueSession(3) => This value relates to the C ose
Destinati on PASS (CLSDST PASS) operation
in VTAM An exanpl e provides the
easi est explanation. Suppose a TN3270E
client is in session with APPL1, and
APPL1 does a CLSDST PASS of the client’s
session to APPL2. queueSessi on(3)
specifies that the TN3270E server nust
keep the TCP connection with the client
active after it receives the UNBIND from
APPL1, waiting for the BIND from APPL2."
DEFVAL { term nate }
::={ tn3270eSrvrConfEntry 9 }

t n3270eSr vr Conf Srvr Type OBJECT- TYPE

SYNTAX | NTECER ({
host (1),
gat eway( 2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the type of TN3270E server.

The existence of MB tables and objects that will be
defined by foll owon MBs nmay be predi cated on whet her
the TN3270E server can be local to the same host as a
target application (host(1)) or will always be renote
(gateway(2)).

A host TN3270E server refers to an inpl enentati on where
the TN3270E server is collocated with the Systens

Net work Architecture (SNA) System Services Control Point
(SSCP) for the dependent Secondary Logical Units (SLUs)
that the server nekes available to its clients for
connecting into an SNA net wor k.
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A gateway TN3270E server resides on an SNA node ot her
than an SSCP, either an SNA type 2.0 node or an APPN node
acting in the role of a Dependent LU Requester (DLUR).

Host and gateway TN3270E server inplenentations typically
differ greatly as to their internal inplenmentation and
system definition (SYSDEF) requirenents."

::={ tn3270eSrvrConfEntry 10 }

t n3270eSr vr Conf Cont act OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object provides a scratch pad for a TN3270E
server adm nistrator for storing information for
later retrieval."

DEFVAL { "' H} -- the enpty string

c:={ tn3270eSrvrConfEntry 11 }

t n3270eSr vr Conf RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted
in the tn3270eSrvrConf Table. Entries may al so be
created and del eted as a result of inplenentation-
dependent operations.

Wth the exception of tn3270eSrvr Conf SrvrType, which
an inplementation can easily fill in for itself, all
the columar objects in this table have DEFVALs
associated with them Consequently, a Managenent
Station can create a conceptual row via a SET
operation that specifies a value only for this object.

VWhen a tn3270eSrvrConfEntry is deleted (by setting
this object to destroy(6)), this has the side-effect
of renoving all the associated entries (i.e., those
havi ng the sane tn3270eSrvr Confl ndex) fromthe
tn3270eSrvr Port Tabl e, the tn3270eSrvrStatsTable, the
tn3270ed i ent G oupTabl e, the tn3270eResPool Tabl e,

the tn3270eSnaMapTabl e, the tn3270ed i ent ResMapTabl e,
and the tn3270eResMapTable. All entries in the
tn3270eTcpConnTabl e that belong to a TN3270E server
that has been del eted MJUST al so be renoved.
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In other words, a tn3270eSrvrConfEntry nust exist for
a TN3270E server in order for it to have entries in
any of the other tables defined by this MB."
REFERENCE
"RFC 1903, 'Textual Conventions for version 2 of the
Si npl e Networ k Managenent Protocol (SNwPv2).'"
1= { tn3270eSrvrConfEntry 12 }

t n3270eSr vr Conf Last Act Ti me OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reports the DateAndTi me when a TN3270E
server was nost recently activated.

The special value of all '00'Hs indicates that the
server has never been active, i.e., that the val ue of
tn3270eSr vr Oper St at us has never been anything ot her
than down(2)."

DEFVAL { ' 0000000000000000' H }

::={ tn3270eSrvrConfEntry 13 }

t n3270eSr vr Conf Tnii neout OBJECT- TYPE
SYNTAX Unsi gned32 (1..600) -- 1 second to 10 minutes
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The TIM NG MARK tine-out, specified in seconds."
DEFVAL { 5} -- 5 seconds
::={ tn3270eSrvrConfEntry 14 }

t n3270eSrvr Port Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eSrvrPortEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table defines the TCP ports associated with
TN3270E servers. No entry in this table shall exist
wi t hout a correspondi ng (sanme tn3270eSr vr Conf | ndex)
entry in the tn3270eSrvr Conf Tabl e exi sti ng.

An i mpl enentati on SHOULD NOT retai n SNMP-creat ed
entries in this table across re-1PLs (Initial Program
Loads) of the correspondi ng TN3270E server."

::={ tn3270ehj ects 2 }
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tn3270eSrvr Port Entry OBJECT- TYPE

SYNTAX Tn3270eSrvr Port Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Definition of a single TCP port assignnment to a
TN3270E server. Assignment of a port on a |oca
address basis is enabl ed though use of
tn3270eSr vr Port Addr Type and tn3270eSr vr Port Addr ess.

A TCP port assignment that is not restricted to
a |l ocal address SHALL specify a tn3270eSrvr Port Addr Type
of unknown(0), and SHALL use a zero-length octet string
for the tn3270eSrvr Port Address. "
| NDEX {
t n3270eSr vr Conf | ndex,
tn3270eSrvr Port,
t n3270eSr vr Por t Addr Type,
tn3270eSr vr Port Addr ess

}
::={ tn3270eSrvrPortTable 1 }

Tn3270eSrvrPortEntry ::= SEQUENCE {
t n3270eSr vr Por t Unsi gned32,
tn3270eSr vr Port Addr Type | ANATNn3270eAddr Type,
t n3270eSr vr Port Addr ess | ANATn3270eAddr ess,
tn3270eSr vr Port Rowst at us RowsSt at us

}

tn3270eSrvr Port OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Indicates a port assigned to a server."
c:={ tn3270eSrvrPortEntry 1 }

tn3270eSr vr Port Addr Type OBJECT- TYPE

SYNTAX | ANATN3270eAddr Type

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Indicates the type of an address local to the host on
whi ch the TN3270E server resides that is represented
in tn3270eSrvr Port Address. A val ue of unknown(0)
SHALL be used for this object when the port is not
to be restricted to a | ocal address.”

c:={ tn3270eSrvrPortEntry 2 }
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tn3270eSr vr Port Addr ess OBJECT- TYPE

SYNTAX | ANATNn3270eAddr ess
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A local address on the host that a TN3270E server
resides on that is associated with a TCP port that
is to be used or is in use by a TN3270E server.
tn3270ed i ent G oupAddr Type i ndi cates the
address type (I Pv4 or 1Pv6, for exanple).

A zero-length octet string SHALL be used as the
val ue of this object when a |local address isn't
bei ng specified."

::={ tn3270eSrvrPortEntry 3}

t n3270eSr vr Port RowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted
in the tn3270eSrvrPort Table. Entries nmay al so be
created and deleted as a result of inplenentation-
dependent operations.

Since this is the only accessible object in this table,
a Managenment Station can create a conceptual row via a SET
operation that specifies a value only for this object.

An entry in this table is deleted by setting this object
to destroy(6). Deletion of a tn3270eSrvrPortEntry has
no effect on any other table entry defined by this MB."
REFERENCE
"RFC 1903, ’'Textual Conventions for version 2 of the
Si npl e Networ k Managenent Protocol (SNwPv2).'"
c:={ tn3270eSrvrPortEntry 4 }

tn3270eSrvr St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eSrvr Statsentry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table defines a set of statistics concerning
TN3270E server performance.

No entry in this table shall exist wthout
a correspondi ng (sane tn3270eSrvrConflndex) entry in
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the tn3270eSrvr Conf Tabl e exi sting."
::={ tn3270e(hj ects 3}

tn3270eSrvr Stat sentry OBJECT- TYPE

SYNTAX Tn3270eSrvr Stat sentry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A collection of statistical and maxi num usage obj ects

for a single TN3270 server. An entry can represent the tota
activity of the server, or it can represent the activity
occurring at the server on either a port or a
port-and-1 ocal - address basi s.

Col l ection of the statistics represented by the objects
inthis table is not nmandatory. An i npl enent ati on

of this table MJST use only one of the three | evels of
refinement that this table supports for the entries
associ ated with each TN3270E server.

The indexing for a row that represents total server
statistics is as follows:

t n3270eSr vr Conf | ndex val ue identifying the server
tn3270eSr vr Por t 0

tn3270eSr vr Port Addr Type unknown( 0)

tn3270eSr vr Port Addr ess zero-length octet string.

On a port basis:
t n3270eSr vr Conf | ndex val ue identifying the server
tn3270eSr vr Port >0
tn3270eSr vr Port Addr Type unknown( 0)
t n3270eSr vr Port Addr ess zero-length octet string.

On a port-and-1ocal -address basis:

t n3270eSr vr Conf | ndex val ue identifying the server
tn3270eSr vr Port >0
t n3270eSr vr Port Addr Type val id val ue ot her than unknown(0)
t n3270eSr vr Por t Addr ess non-zero-length octet string.

| NDEX {

t n3270eSr vr Conf | ndex,
tn3270eSrvr Port,

t n3270eSr vr Por t Addr Type,
tn3270eSr vr Port Addr ess
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}
1= { tn3270eSrvrStatsTable 1 }

Tn3270eSrvr Statsentry :: = SEQUENCE ({

tn3270eSr vr St at sUpTi ne Ti meSt anp,
t n3270eSr vr St at sMaxTer s Unsi gned32,
tn3270eSrvr St at sl nUseTer ns Gauge32,
tn3270eSr vr St at sSpar eTer s Gauge32,
tn3270eSrvr St at sMaxPtrs Unsi gned32,
tn3270eSrvr St at sl nUsePtrs Gauge3d?2,
tn3270eSrvr St at sSparePtrs Gauge32,
tn3270eSrvr St at sl nConnect s Count er 32,
tn3270eSrvr St at sConnResrceRej s  Count er 32,
tn3270eSrvr St at sDi sconnect s Count er 32,
tn3270eSrvr St at sHCI nCct et s Count er 64,
tn3270eSrvr Stat sl nCctets Count er 32,
tn3270eSr vr St at SHCQut Cct et s Count er 64,
tn3270eSrvr St at sQut Cctet s Count er 32,
t n3270eSr vr St at sConnError Rej s Count er 32
}

tn3270eSrvr St at sUpTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTine object the last tine
the TN3270E server was re-initialized.

Server re-initialization is the only discontinuity

event for the counters in this table.

Even if table

entries are on a port or port-and-I|ocal -address

basi s,
resul t

port deactivation and reactivation do not
in counter discontinuities."
::={ tn3270eSrvrStatsEntry 2 }

tn3270eSrvr St at sMaxTer ns OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "LUs"

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the maxi num nunber of term nal

LUs avail abl e

for use at a TN3270E server for the granularity of this
conceptual row (server-w de, port, or
port-and-1| ocal -address)."

::={ tn3270eSrvrStatskEntry 3 }
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tn3270eSrvr St at sl nUseTer ns OBJECT- TYPE

SYNTAX Gauge32
UNI TS "LUs"

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indi cates the nunber of terminal LUs currently in
use at a TN3270E server for the granularity of this
conceptual row (server-w de, port, or
port-and-1| ocal -address)."

::={ tn3270eSrvrStatskEntry 4 }

tn3270eSrvr St at sSpar eTer ns OBJECT- TYPE

SYNTAX Gauge32
UNI TS "LUs"

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'ndi cates the number of free terminal LUs at a TN3270E
server for the granularity of this conceptual row
(server-w de, port, or port-and-|ocal -address).

It is possible that the difference between

t n3270eSrvr St at sMaxTerms and tn3270eSrvr St at sl nUseTer ns
in a conceptual row does not equal the value of
tn3270eSrvr St at sSpareTerns in that row an LU nmay

exi st but not be usable by a client connection.

Al ternatively, the adm nistrative ceiling represented
by tn3270eSrvr St at sMaxTerns nay have been | owered to
a point where it is less than the current val ue of
tn3270eSrvr St at sl nUseTerns. In this case
tn3270eSrvr St at sSpareTerns returns the value 0."

::={ tn3270eSrvrStatskEntry 5 }

tn3270eSrvr St at sMaxPtrs OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "Printer Resources"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates the maxi num nunber of printer resources
avail abl e for use by a TN3270E server for the
granularity of this conceptual row (server-w de,
port, or port-and-I|ocal -address)."

::={ tn3270eSrvrStatsEntry 6 }
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tn3270eSrvr St at sl nUsePtrs OBJECT- TYPE

SYNTAX Gauge32

UNI TS "Printer Resources"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Indi cates the nunber of printer resources
currently in use by a TN3270E server for the
granularity of this conceptual row (server-w de,
port, or port-and-I|ocal -address)."”

::={ tn3270eSrvrStatskEntry 7 }

tn3270eSrvr St at sSparePtrs OBJECT- TYPE

SYNTAX Gauge32

UNI TS "Spare Printer Resources”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Indi cates the nunber of free printer resources at
a TN3270E server for the granularity of this conceptual
row (server-wi de, port, or port-and-|ocal -address).

It is possible that the difference between
tn3270eSrvr St at sMaxPtrs and tn3270eSrvr St at sl nUsePtrs
in a conceptual row does not equal the value of
tn3270eSrvr St at sSparePtrs in that row a printer
resource may exist but not be usable by a client
connecti on.

Al ternatively, the adm nistrative ceiling represented
by tn3270eSrvr Stat sMaxPtrs may have been | owered to
a point where it is less than the current val ue of
tn3270eSrvr Stat sl nUsePtrs. In this case
tn3270eSrvr St at sSparePtrs returns the value 0."

::={ tn3270eSrvrStatskEntry 8 }

tn3270eSrvr St at sl nConnects OBJECT- TYPE

SYNTAX Count er 32

UNI TS "connecti ons"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Indi cates the nunber of client (TCP) connections
that succeeded at a TN3270E server for the
granularity of this conceptual row (server-w de,
port, or port-and-I| ocal -address).

The t n3270eSrvr St at sConnResrceRej s and

1999
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tn3270eSrvr St at sConnError Rej s obj ects provide a count
of failed connection attenpts.

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi ne
obj ect . "

::={ tn3270eSrvrStatsEntry 9 }

tn3270eSr vr St at sConnResr ceRej s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "connection attenpts"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates the nunber of (TCP) connections rejected
during connection setup at a TN3270E server for the
granularity of this conceptual row (server-wi de,
port, or port-and-Ilocal-address) due to a | ack of
resources at the server. An exanmple of when this
counter would be increnented is when no terninal

or printer resource is available to associate with a
client’s TCP connecti on.

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi me
object."

::={ tn3270eSrvrStatsEntry 10 }

tn3270eSr vr St at sDi sconnects OBJECT- TYPE

SYNTAX Count er 32

UNI TS "di sconnecti ons"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Indi cates the nunber of (TCP) connections that were
di sconnected at a TN3270E server for the

granularity of this conceptual row (server-wi de,
port, or port-and-I|ocal -address).

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi ne
obj ect . "

c:={ tn3270eSrvrStatsEntry 11 }

tn3270eSrvr St at sHCl nCct et s OBJECT- TYPE

SYNTAX Count er 64
UNI TS "octets"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"Indi cates the nunber of octets received from TN3270
and TN3270E clients for the granularity of this
conceptual row (server-w de, port, or
port-and-1 ocal - address).

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi me
obj ect. "

.= { tn3270eSrvrStatsEntry 12 }

tn3270eSrvr St at sl nCct et s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Loworder 32 bits of tn3270eSrvr StatsHCI nCctets for
this conceptual row.

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi nme
obj ect . "

::={ tn3270eSrvrStatsEntry 13 }

tn3270eSr vr St at sHCOut Cct et s OBJECT- TYPE

SYNTAX Count er 64

UNI TS "octets”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the nunmber of octets sent to TN3270
and TN3270E clients for the granularity of this
conceptual row (server-w de, port, or
port-and-1 ocal - address).

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi me
obj ect. "

.= { tn3270eSrvrStatsEntry 14 }

tn3270eSrvr St at sQut Oct et s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Loworder 32 bits of tn3270eSrvr Stat sHCOut Cctets for
this conceptual row.

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi ne
obj ect . "

::={ tn3270eSrvrStatsEntry 15 }

tn3270eSr vr St at sConnError Rej s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "connection attenpts"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates the nunber of (TCP) connections rejected
during connection setup at a TN3270E server for the
granularity of this conceptual row (server-wi de,

port, or port-and-I|ocal -address) due to an error

of some type. An exanple of when this counter would
be incremented is when the client and the server
cannot agree on a common set of TN3270E functions for
t he connecti on.

A Managenent Station can detect discontinuities in
this counter by nonitoring the tn3270eSrvr St at sUpTi me
object."

1= { tn3270eSrvrStatsEntry 16 }

tn3270ed i ent G oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270ed i ent G- oupEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"This table defines client address groupings for use
by a TN3270E server.

No entry in this table shall exist without
a correspondi ng (sane tn3270eSrvr Conflndex) entry in
the tn3270eSrvr Conf Tabl e exi sti ng.

An i npl enentati on SHOULD NOT retai n SNMP-creat ed
entries in this table across re-1PLs (Initial Program
Loads) of the correspondi ng TN3270E server."

1= { tn3270eMhj ects 4 }

tn3270ed i ent G oupEntry OBJECT- TYPE

SYNTAX Tn3270eC i ent G oupEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON

"Definition of a single client address entry. All
entries with the same first two indexes,
tn3270eSr vr Conf I ndex and tn3270eC i ent G- oupNane, are
considered to be in the sane client group."
I NDEX { tn3270eSrvr Conf | ndex,
tn3270ed i ent G oupNarne,
tn3270ed i ent G oupAddr Type,
tn3270ed i ent G oupAddr ess }
.= { tn3270ed i entGoupTable 1 }

Tn3270eC i ent G oupEntry ::= SEQUENCE {
tn3270ed i ent G oupName Ut f8String,
tn3270ed i ent G oupAddr Type | ANATNn3270eAddr Type,
tn3270ed i ent G oupAddr ess | ANATNn3270eAddr ess,
tn3270ed i ent G oupSubnet Mask | pAddr ess,
tn3270ed i ent G oupPf xLengt h Unsi gnhed32,
tn3270ed i ent G oupRowSt at us RowsSt at us

}

tn3270ed i ent G oupNane OBJECT- TYPE
SYNTAX Ut f8String (SIZE(1..24))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The name of a client group. Note: client group
nanes are required to be unique only with respect
to a single TN3270E server."

::={ tn3270ed ientGoupEntry 1 }

tn3270ed i ent G oupAddr Type OBJECT- TYPE
SYNTAX | ANATN3270eAddr Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Indicates the type of the address represented in
tn3270ed i ent G oupAddr ess. "
::={ tn3270ed i ent G oupEntry 2 }

t n3270ed i ent G oupAddr ess OBJECT- TYPE

SYNTAX | ANATNn3270eAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The client address of a nenber of a client group.
The val ue of tn3270eC i ent G oupAddr Type i ndi cates
the address type (IPv4 or IPv6, for exanple)."
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::={ tn3270ed i entGoupEntry 3}

tn3270ed i ent G oupSubnet Mask OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The correspondi ng subnet mask associated with

tn3270ed i ent G oupAddress. A single IP address is
represented by having this object contain the val ue
of 255.255. 255. 255.

This object’s value is meaningful only if

tn3270ed i ent G oupAddr Type has a val ue of ipv4(1l)."
DEFVAL { ' FFFFFFFF H }
;.= { tn3270ed i ent G oupEntry 4 }

tn3270ed i ent G oupPf xLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (0..128)
UNI TS "bits"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The corresponding | Pv6 network prefix |ength.

This object’s value is meaningful only if

tn3270ed i ent G oupAddr Type has a value of ipv6(2)."
DEFVAL { 0 }
.= { tn3270ed i ent GoupEntry 5 }

tn3270ed i ent G oupRowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object allows entries to be created and del eted
in the tn3270ed i ent G oupTable. Entries nay al so be
created and deleted as a result of inplenentation-
dependent operati ons.

An entry in this table is deleted by setting this object
to destroy(6). Wen the nunber of entries in this table
for a given client group becones 0, this has the side-
effect of renmpbving any entries for the group in the
tn3270ed i ent ResMapTabl e. "

REFERENCE
"RFC 1903, ' Textual Conventions for version 2 of the
Si npl e Networ k Managenent Protocol (SNwPv2).'"
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::={ tn3270ed i ent G oupEntry 6 }

t n3270eResPool Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eResPool Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e defines resource groupings;
"pool’ is used as it is defined by RFC 2355.

No entry in this table shall exist wthout
a correspondi ng (sane tn3270eSrvrConflndex) entry in

t he tn3270eSrvr Conf Tabl e exi sti ng.

An i nmpl enentati on SHOULD NOT retai n SNMP-creat ed
entries in this table across re-1PLs (Initial
Loads) of the correspondi ng TN3270E server."

.= { tn3270eMhjects 5 }

tn3270eResPool Entry OBJECT- TYPE
SYNTAX Tn3270eResPool Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Definition of a single resource pool

the term

April 1999

Program

entries

with the sane first two indexes, tn3270eSrvr Conflndex and
t n3270eResPool Nane, are considered to be in the sane pool."

I NDEX { tn3270eSrvr Confl ndex,

t n3270eResPool Nane,

t n3270eResPool El enent Nane }
::={ tn3270eResPool Table 1 }

Tn3270eResPool Entry ::= SEQUENCE ({
t n3270eResPool Nane U f8String,
t n3270eResPool El enent Nane SnaResour ceNane,
t n3270eResPool El enent Type | ANATn3270Resour ceType,
t n3270eResPool Rowst at us RowsSt at us
}
t n3270eResPool Namre OBJECT- TYPE
SYNTAX Uf8String (SIZE(1..24))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The name of a resource pool."
::={ tn3270eResPool Entry 1 }

t n3270eResPool El enent Nane OBJECT- TYPE

White & Moore St andards Track

[ Page 32]



RFC 2561 TN3270E Using SMv2 M B April 1999

SYNTAX SnaResour ceNanme
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The name of a nmenber of a resource pool."
::={ tn3270eResPool Entry 2 }

t n3270eResPool El ement Type OBJECT- TYPE
SYNTAX | ANATn3270Resour ceType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of the entity in a resource pool."
::={ tn3270eResPool Entry 3 }

t n3270eResPool Rowst at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object allows entries to be created and del eted
in the tn3270eResPool Table. Entries may al so be
created and del eted as a result of inplenentation-
dependent operations.

An entry in this table is deleted by setting this object
to destroy(6). Wen all entries in this table associated
with the sanme tn3270eResPool El enent Nane have been renoved,
then any associ ated (tn3270eResPool El enent Nane mat chi ng
tn3270ed i ent ResMapPool Name with same tn3270eSr vr Conf | ndex
val ues) entries in the tn3270ed i ent ResMapTabl e SHALL
al so be renoved. "

REFERENCE
"RFC 1903, 'Textual Conventions for version 2 of the
Si npl e Network Managenment Protocol (SNwWPv2).'"

::={ tn3270eResPool Entry 4 }

t n3270eSnaMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eSnaMapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provide a mapping fromthe nanme by which
a secondary LU is known in the SNA network to the
nanme by which it is known |locally at the TN3270e
server. This latter name serves as an index into
the tn3270eResPool Tabl e and the tn3270eResMapTabl e.
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No entry in this table shall exist without
a correspondi ng (sane tn3270eSrvr Conflndex) entry in
the tn3270eSrvr Conf Tabl e exi sting.”

.= { tn3270ehj ects 6 }

tn3270eSnaMapEntry OBJECT- TYPE
SYNTAX Tn3270eSnaMapEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Definition of a single mapping froman SSCP-supplied
SLU nane to a local SLU nane.

Note: In certain pathol ogical cases, it is possible
that an SSCP will send on an ACTLU for a local LU an
SLU nane currently represented by an entry in this
table that associates it with a different |ocal LU
In these cases the association fromthe newer ACTLU
SHOULD be the one represented in this table."

I NDEX { tn3270eSrvr Confl ndex,

tn3270eSnaMapSscpSuppl i edName }
.= { tn3270eSnaMapTable 1 }

Tn3270eSnaMapEntry :: = SEQUENCE {
t n3270eSnaMapSscpSuppl i edNane SnaResour ceNane,
t n3270eSnaMapLocal Name SnaResour ceNane,
t n3270eSnaMapPr i mar yLuNane SnaResour ceName

}

t n3270eSnaMapSscpSuppl i edNanme OBJECT- TYPE

SYNTAX SnaResour ceNane

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The name of the secondary LU (SLU) as it is known in

the SNA network. This nanme is sent by the SSCP on
the Activate Logical Unit (ACTLU) request."

1= { tn3270eSnaMapEntry 1 }

t n3270eSnaMapLocal Nane OBJECT- TYPE
SYNTAX SnaResour ceName
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | ocal nanme of the secondary LU (SLU)."
.= { tn3270eSnaMapEntry 2 }

t n3270eSnaMapPri maryLuNane OBJECT- TYPE
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SYNTAX  SnaResour ceNane

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"When there is a currently active LU LU session for
this connection, this object returns the primary LU
(PLU) name fromthe BIND. When there is no active
LU- LU session, or when the PLU nanme is unavail abl e
for some other reason, this object returns a
zero-length octet string."

.= { tn3270eSnaMapEntry 3 }

tn3270ed i ent ResMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270ed i ent ResMapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table defines resource-pool to client-group

mappi ngs. Since both the resource pool name and client
group nanme are included in the index clause of this
table, multiple resource pools can be assigned to the
same client group. This enables use of nmultiple
resource pools for use in client to resource mappi ng.
Assigning multiple client groups to the same resource
pool is also allowed, but is not the primary purpose
for how the indexing is structured.

Assi gnnent of a resource pool to client group can be
restricted based on TCP port. An index value of 0 for
tn3270ed i ent ResMapd i ent Port di sabl es restriction of
resource assi gnnent based on client target port

sel ection.

No entry in this table shall exist wthout
a correspondi ng (sane tn3270eSrvrConflndex) entry in
t he tn3270eSrvr Conf Tabl e exi sti ng.

An i mpl enentati on SHOULD NOT retai n SNMP-creat ed
entries in this table across re-1PLs (Initial Program
Loads) of the correspondi ng TN3270E server."

::={ tn3270eChjects 7 }

tn3270ed i ent ResMapEnt ry OBJECT- TYPE

SYNTAX Tn3270eC i ent ResMapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Definition of a single resource pool to client group
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mappi ng. "
I NDEX { tn3270eSrvr Confl ndex,
tn3270ed i ent ResMapPool Name,
tn3270ed i ent ResMapd i ent Gr oupNane,
tn3270ed i ent ResMapCl i ent Port }
::={ tn3270ed i ent ResMapTable 1 }

Tn3270eC i ent ResMapEntry ::= SEQUENCE ({
tn3270ed i ent ResMapPool Name Ut f8String,
tn3270ed i ent ResMapd i ent Gr oupNane U f8String,
tn3270ed i ent ResMapCl i ent Port Unsi gned32,
tn3270ed i ent ResMapRowst at us RowSt at us

}

tn3270ed i ent ResMapPool Name OBJECT- TYPE
SYNTAX Utf8String (Sl ZE(1..24))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The name of a resource pool."
1= { tn3270ed i ent ResMapEntry 1 }

tn3270ed i ent ResMapC i ent Gr oupNane OBJECT- TYPE
SYNTAX uf8sString (SIZE(1..24))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The name of the client group that is napped to a
resource pool ."
c:={ tn3270ed i ent ResMapEntry 2 }

tn3270ed i ent ResMapC i ent Port OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A port nunber restricting the scope of a mapping
froma resource pool to a client group. The
value 0 for this object indicates that the scope
of the mapping is not restricted."

;.= { tn3270ed i ent ResMapEntry 3 }

tn3270ed i ent ResMapRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object allows entries to be created and del eted
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in the tn3270ed i ent ResMapTabl e. Entries may al so be
created and del eted as a result of inplenentation-
dependent operati ons.

An entry in this table is deleted by setting this object
to destroy(6). Renoving an entry fromthis table doesn’t
af fect any other table entry defined in this MB."
REFERENCE
"RFC 1903, ’Textual Conventions for version 2 of the
Si npl e Network Managenment Protocol (SNWPv2).'"
::={ tn3270ed i ent ResMapEntry 4 }

tn3270eResMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eResMapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table defines the actual mapping of a resource
to a client address.

No entry in this table shall exist wthout
a correspondi ng (sane tn3270eSrvrConflndex) entry in
the tn3270eSrvr Conf Tabl e exi sting."

.= { tn3270eMhj ects 8 }

tn3270eResMapEnt ry OBJECT- TYPE

SYNTAX Tn3270eResMapEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Definition of the mapping of a Resource Elenment to
a client address."”
I NDEX { tn3270eSrvr Confl ndex,
t n3270eResMapEl enent Nanme }
::={ tn3270eResMapTable 1 }

Tn3270eResMapEntry :: = SEQUENCE {
t n3270eResMapEl enent Name SnaResour ceNane,
t n3270eResMapAddr Type I ANATNn3270eAddr Type,
t n3270eResMapAddr ess | ANATn3270eAddr ess,
t n3270eResMapPor t Unsi gned32,
t n3270eResMapEl enent Type | ANATn3270Resour ceType,
tn3270eResMapSscpSuppl i edNanme  SnaResour ceNane
}
t n3270eResMapEl enent Name OBJECT- TYPE

SYNTAX SnaResour ceNane
MAX- ACCESS not-accessi bl e

White & Moore St andards Track [ Page 37]



RFC 2561 TN3270E Using SMv2 M B April 1999

STATUS current

DESCRI PTI ON
"The name of a resource elenent. This is the nane by
whi ch the server inplenmenting this table knows the
resource. It may be different fromthe nane by which
the resource is known in the SNA network. This latter
nane is returned in the tn3270eResMapSscpSuppl i edNane
object."

1= { tn3270eResMapEntry 1 }

t n3270eResMapAddr Type OBJECT- TYPE

SYNTAX | ANATn3270eAddr Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicates the type of the client address represented
in tn3270eResMapAddr ess. "

c:= { tn3270eResMapEntry 2 }

t n3270eResMapAddr ess OBJECT- TYPE
SYNTAX | ANATn3270eAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A client address."
1= { tn3270eResMapEntry 3 }

t n3270eResMapPort OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Aclient port."”
.= { tn3270eResMapEntry 4 }

t n3270eResMapEl enent Type OBJECT- TYPE
SYNTAX | ANATn3270Resour ceType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of the associated resource el enent.”
.= { tn3270eResMapEntry 5 }

tn3270eResMapSscpSuppl i edNanme OBJECT- TYPE
SYNTAX SnaResour ceName
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The name of the secondary LU (SLU) as it is known
in a SNA network. This name is sent by the SSCP on
the Activate Logical Unit (ACTLU) request. [If this
nane is not known, this object returns a zero-length
octet string."

= { tn3270eResMapEntry 6 }

tn3270eTcpConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tn3270eTcpConnEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table has an entry for each TN3270(E) client

connection that is currently active at a TN3270E server

An inplenentation MAY retain entries for connections
that have been terminated, but which entries are

retai ned, how many entries are retained, and how | ong
they are retained is entirely inplementation-dependent.

The indexing for this table is designed to support the

use of an SNMP GET- NEXT operation using only the renote
address type, renpte address, and renote port, as a way
for a Managenment Station to retrieve the table entries

related to a particular TN3270(E) client."

= { tn3270eChj ects 9 }

tn3270eTcpConnEntry OBJECT- TYPE

SYNTAX Tn3270eTcpConnEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"Provides information about a single TN3270/ TN3270E
session. Note: a tn3270eSrvrConflndex is not needed
in this table, since the conbination of renpte and

| ocal addresses and ports is sufficient to

guar ant ee uni queness across the TN3270E servers
serviced by an SNWP agent. Because of this indexing
structure, however, this table does not support

vi ew based access control policies that provide
access to table rows on a per-server basis."

I NDEX { t n3270eTcpConnRemAddr Type,

t n3270eTcpConnRenAddr ess,
tn3270eTcpConnRenfort ,

t n3270eTcpConnLocal Addr Type,
t n3270eTcpConnLocal Addr ess,
t n3270eTcpConnLocal Port

1999
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}
::={ tn3270eTcpConnTable 1 }

Tn3270eTcpConnEntry :: =
SEQUENCE

{

t n3270eTcpConnRemAddr Type

t n3270eTcpConnRenmAddr ess
tn3270eTcpConnRenPor t

t n3270eTcpConnLocal Addr Type
t n3270eTcpConnLocal Addr ess

t n3270eTcpConnLocal Port

t n3270eTcpConnLast Activity
tn3270eTcpConnByt esl n
tn3270eTcpConnByt esCut

t n3270eTcpConnResour ceEl enent
tn3270eTcpConnResour ceType

t n3270eTcpConnDevi ceType
tn3270eTcpConnFuncti ons
tn3270eTcpConnl d
tn3270eTcpConnd i ent | dFor mat
tn3270eTcpConnClientld
tn3270eTcpConnTr aceDat a

t n3270eTcpConnLogl nf o

t n3270eTcpConnLuLuBi ndl mage
tn3270eTcpConnSnasSt at e
tn3270eTcpConnSt at eLast Di scReason
t n3270eTcpConnSr vr Conf | ndex
tn3270eTcpConnActi vati onTi ne

}

t n3270eTcpConnRemAddr Type OBJECT- TYPE
SYNTAX | ANATN3270eAddr Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

TN3270E Using SMv2 M B
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| ANATNn3270eAddr Type,
| ANATn3270eAddr ess,
Unsi gned32,

| ANATNn3270eAddr Type,
| ANATn3270eAddr ess,
Unsi gnhed32,

Ti neTi cks,

Count er 32,

Count er 32,

SnaResour ceNane,

| ANATn3270Resour ceType,
| ANATNn3270Devi ceType,
| ANATNn3270Functi ons,
Unsi gnhed32,

| ANATn3270eCl i ent Type,
OCTET STRI NG,
Tn3270eTr aceDat a,

| ANATn3270eLogDat a,
OCTET STRI NG,

| NTEGER,

| NTEGER,

Unsi gned32,

Ti meSt anp

"Indi cates the type of the value of the

t n3270eTcpConnRenAddr ess obj ect.

i pv4(1l) or ipv6(2)."
::={ tn3270eTcpConnEntry 1 }

t n3270eTcpConnRemAddr ess OBJECT- TYPE
SYNTAX | ANATNn3270eAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

For exanpl e,

"The renpte address associated with a TN3270E client.
t n3270eTcpConnRemAddr Type i ndi cates the address type
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(I'Pv4d or 1Pv6, for exanple).
If a TN3270(E) client is connected to its
server via a proxy client the address represented by
the value of this object shall be the renbte client’
address, not the proxy client’s address."

::={ tn3270eTcpConnEntry 2 }

tn3270eTcpConnRenPort OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"The renmote port associated with a TN3270E client.
is used if the tn3270eTcpConnRemAddr Type identifies a
type that does not support ports.

Unsi gned32 (0..65535)
not - accessi bl e
current

If a TN3270(E) client

Apri

1999

S

The value 0O

n address

client,
be the renote client’s port,

is connected to its server via a proxy
represented by the value of this object shal
not the proxy client’s port."

the port

::={ tn3270eTcpConnEntry 3 }

t n3270eTcpConnLocal Addr Type OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

| ANATNn3270eAddr Type
not - accessi bl e
current

DESCRI PTI ON

"Indicates the type of the value of the
tn3270eTcpConnLocal Address object. For exanple,
i pv4(1) or ipve(2)."

::={ tn3270eTcpConnEntry 4 }

tn3270eTcpConnLocal Address OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

| ANATn3270eAddr ess
not - accessi bl e
current

DESCRI PTI ON
"The | oca

address associated with a TN3270E client.

tn3270eTcpConnRemAddr Type i ndi cates the address type

(IPv4 or IPv6, for exanple).
::={ tn3270eTcpConnEntry 5 }

t n3270eTcpConnLocal Port OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The renpte port associated with a TN3270E client."
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::={ tn3270eTcpConnEntry 6 }

tn3270eTcpConnlLast Acti vity OBJECT- TYPE

SYNTAX  Ti neTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of 100ths of seconds since any data was
transferred for the associ ated TCP Connection."”

DEFVAL { 0}

::={ tn3270eTcpConnEntry 7 }

tn3270eTcpConnByt esl n OBJECT- TYPE

SYNTAX Count er 32

UNI TS "octets”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of bytes received by the server from TCP
for this connection.

A Managenent Station can detect discontinuities in
this counter by nonitoring the
t n3270eTcpConnActi vati onTi me object.”

::={ tn3270eTcpConnEntry 8 }

tn3270eTcpConnByt esQut OBJECT- TYPE
SYNTAX Count er 32
UNITS "octets"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of bytes sent to TCP for this connection.

A Managenent Station can detect discontinuities in
this counter by nonitoring the
t n3270eTcpConnActi vati onTi me object.”

::={ tn3270eTcpConnEntry 9 }

t n3270eTcpConnResour ceEl enent OBJECT- TYPE
SYNTAX  SnaResour ceNane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"LU Print secondary nane for connecting an client
into an SNA network."
::={ tn3270eTcpConnEntry 10 }
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tn3270eTcpConnResour ceType OBJECT- TYPE
SYNTAX | ANATn3270Resour ceType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indicates the type of resource identified by
tn3270eTcpConnResour ceEl enent . "
::={ tn3270eTcpConnEntry 11 }

t n3270eTcpConnDevi ceType OBJECT- TYPE

SYNTAX | ANATn3270Devi ceType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicates the device type if negotiated with the
client. A value of unknown(100) should be used as
the value of this object when a device type is not
negoti ated. Refer to RFC 2355 for how device types
can be negotiated."

::={ tn3270eTcpConnEntry 12 }

t n3270eTcpConnFuncti ons OBJECT- TYPE

SYNTAX | ANATn3270Functi ons

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates which of the TN3270 and TN3270E
functions were negotiated by the server and the client
for this TCP connecti on.

Refer to tn3270eSrvr FunctionsSupported for the |ist of
these functions supported by the server."
1= { tn3270eTcpConnEntry 13 }

t n3270eTcpConnl d OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The connection identifier associated with a TN3270 or

a TN3270E session’s TCP connection. TCP inplenentations
often assign a unique (wWith respect to itself) unsigned
integer as an identifier for a TCP connecti on.

The value 0 indicates that a connection does not have

a valid connection identifier."
::={ tn3270eTcpConnEntry 14 }
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tn3270eTcpConnd i ent | dFor mat OBJECT- TYPE

SYNTAX | ANATn3270eC i ent Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The format of a corresponding tn3270eTcpConnClientld
obj ect as defined by the I ANSTn3270ed i ent Type text ual
convention inported fromthe | ANATn3270eTC-M B. "

::={ tn3270eTcpConnEntry 15 }

tn3270eTcpConnCl i entld OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0..512))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Additional client identification information. The
type of this information is indicated by the val ue of
the correspondi ng tn3270eTcpConnd i ent | dFor mat obj ect .
Al'l values are returned in network-byte order.

The purpose of this object is to provide an alternate

means of identifying a client, other than though the

renote address returned in tn3270eTcpConnRemAddr ess. "
c:={ tn3270eTcpConnEntry 16 }

tn3270eTcpConnTraceDat a OBJECT- TYPE
SYNTAX Tn3270eTr aceDat a
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Trace data for this session."
::={ tn3270eTcpConnEntry 17 }

t n3270eTcpConnLogl nfo OBJECT- TYPE

SYNTAX | ANATn3270eLogDat a

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Log information, encoded as specified in the
| ANATn3270eLogDat a textual convention fromthe
| ANAt n3270eTC-M B. "

c:={ tn3270eTcpConnEntry 18 }

tn3270eTcpConnLulLuBi ndl mage OBJECT- TYPE
SYNTAX  OCTET STRING (SIZE (0. . 256))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"When there is a currently active LU LU session for
this connection, this object returns the BIND | nage
(defined to be bytes 1-p of the conplete Bl ND Request
Unit -- see "SNA Formats’ for nore information)
that was received fromthe PLU during session
activation. Wen there is no active LU LU session,
or when a BIND image is unavailable for sone other
reason, this object returns a zero-length octet
string."

REFERENCE
""Systens Network Architecture Formats’', |BM
Publ i cati on GA27-3136."

1= { tn3270eTcpConnEntry 19 }

tn3270eTcpConnSnaSt ate OBJECT- TYPE
SYNTAX | NTECER ({

unknown( 1),

noSl uSessi on(2),

sscpLuSession(3), -- but no LU LU session

| uLuSessi on(4), -- but no SSCP-LU session

sscpLuSessi onAndLuLuSessi on(5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current state of the SNA side of the end-to-end
TN3270 connection. The follow ng states are defi ned:

unknown( 1) - The true state is not known.

noSl uSessi on( 2) - The SLU has neither an SSCP-LU
nor an LU LU session active.

sscpLuSessi on( 3) - The SSCP-LU session for the SLU

is active, but the SLU is not
currently in session with a PLU
| uLuSessi on(4) - The SLU is currently in session
with a PLU, but the SSCP-LU
session for the LUis not active.
sscpLuSessi onAndLuLuSessi on(5) - The SLU currently has
an active session with a PLU
and the SSCP-LU session for the
SLU is active."

::={ tn3270eTcpConnEntry 20 }
tn3270eTcpConnSt at eLast Di scReason OBJECT- TYPE
SYNTAX | NTECER {

unknown( 1),
host SendsUnbi nd( 2),
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host Dont Accept Connecti on(3),
out Of Resource(4),
clientProtocol Error(5),

i nval i dDevi ceNane(6),

devi cel nUse(7),

i nactivityTi neout (8),

host Not Respondi ng(9),

cl i ent Not Respondi ng( 10),
server C ose(11),
sysreglLogoff(12),

server Speci fi cHexCode(13)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The | ast di sconnect reason. A session that has not
experienced a di sconnect shall use the val ue unknown(1)
for this object. Depending on when an inplenmentation
renoves entries fromthis table, certain states may
never be returned.”

2= { tn3270eTcpConnEntry 21 }

t n3270eTcpConnSr vr Conf | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"tn3270eSrvr Conf I ndex of the tn3270eSrvrConfEntry
bel onging to the TN3270E server to which this entry
bel ongs. "

1= { tn3270eTcpConnEntry 22 }

tn3270eTcpConnActi vati onTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of the sysUpTine object the last tine
this TCP connection becane active."

;.= { tn3270eTcpConnEntry 23 }

t n3270eConf Spi nLock OBJECT- TYPE
SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"An advi sory |ock used to all ow cooperating
TN3270E-M B applications to coordinate their use
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of the tn3270eSrvrConf Tabl e, the tn3270eSrvrPort Tabl e,
the tn3270ed i ent G oupTabl e, the tn3270eResPool Tabl e,
and the tn3270eC i ent ResMapTabl e.

When creating a new entry or altering an existing entry
in the any of the tabl es nentioned above, an application
shoul d make use of tn3270eRt Spi nLock to serialize

appl i cation changes or additions.

Since this is an advisory lock, the use of this lock is
not enforced."
.= { tn3270eMhj ects 10 }

-- Conformance Definitions

tn3270eG oups OBJECT | DENTI FI ER ::

{ tn3270eConformance 1 }

t n3270eConpl i ances OBJECT | DENTI FI ER :: = { tn3270eConfornmance 2 }

-- conpliance statenents

t n3270eConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for agents that support the
TN3270E-M B. "

MODULE -- this nodul e
MANDATORY- GROUPS { tn3270eBasi cG oup,

t n3270eSessi onG oup

}
GROUP tn3270eResMapG oup
DESCRI PTI ON
"This group is optional and provides a nethod of
performng tn3270eC i ent Goup to tn3270eResPool

mappi ng. "

GROUP t n3270eH CapacityG oup

DESCRI PTI ON
"This group is optional and provides for support
of high capacity counters."”

OBJECT t n3270eSr vr Conf Connecti vi t yChk
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support a set to this
object if the associated TN3270E server doesn’t
support either TIM NG MARK or NOP processing. In
this case an agent should return noCheck on
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retrieval ."

OBJECT t n3270eSr vr Conf TmNopl nact Ti e
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support a set to this
object if the functions enabl ed by
t n3270eSr vr Conf Connecti vityChk are not support ed.
An agent in this case should return a value of 0."

OBJECT t n3270eSr vr Conf TniNopl nt er val
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support a set to this
object if the functions enabl ed by
t n3270eSr vr Conf Connecti vityChk are not support ed.
An agent in this case should return a value of 0."

OBJECT tn3270eSrvr Conf Admi nSt at us
DESCRI PTI ON
"A TN3270E server is not required to support a
stopl medi ate state transition."”

OBJECT tn3270eSr vr Conf RowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t n3270eSr vr Conf TnTi meout
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support a set to this
object if the functions enabl ed by
t n3270eSr vr Conf Connecti vityChk are not support ed.
An agent in this case should return a value of 0."

OBJECT t n3270eSr vr Port RowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT tn3270ed i ent G oupRowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t n3270eResPool Rowst at us
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not required.”

OBJECT tn3270ed i ent ResMapRowst at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

::={ tn3270eConpliances 1 }
-- units of conformance

tn3270eBasi cG oup OBJECT- GROUP
OBJECTS {

tn3270eSr vr Conf |l nacti vi tyTi meout,
t n3270eSr vr Conf Connecti vi t yChk,
t n3270eSr vr Conf TnNopl nact Ti ne,
t n3270eSr vr Conf TniNopl nt er val
t n3270eSr vr Funct i onsSupport ed,
t n3270eSr vr Conf Adm nSt at us,
t n3270eSr vr Conf Oper St at us,
t n3270eSr vr Conf Sessi onTer nt at e,
t n3270eSr vr Conf Srvr Type,
t n3270eSr vr Conf Cont act
t n3270eSr vr Conf RowsSt at us,
t n3270eSr vr Conf Last Act Ti e,
t n3270eSr vr Conf Tl meout
t n3270eSr vr Port RowSt at us,
tn3270eSr vr St at sUpTi e,
tn3270eSr vr St at sMaxTer s,
tn3270eSrvr St at sl nUseTer s,
tn3270eSrvr St at sSpar eTer s,
tn3270eSrvr St at sMaxPtrs,
tn3270eSrvr St at sl nUsePtrs,
tn3270eSrvr St at sSparePtrs,
tn3270eSrvr St at sl nConnect s,
tn3270eSr vr St at sConnResr ceRej s,
tn3270eSrvr St at sDi sconnect s,
tn3270eSrvr St at sl nCect et s,
tn3270eSrvr St at sQut Cct et s,
tn3270eSr vr St at sConnError Rej s,
tn3270ed i ent G oupSubnet Mask,
tn3270ed i ent G oupPf xLengt h,
tn3270ed i ent G oupRowSt at us,
t n3270eSnaMapLocal Nane,
t n3270eSnaMapPr i mar yLuNane,
t n3270eConf Spi nLock
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STATUS current
DESCRI PTI ON

"This group is mandatory for all hosts supporting the
TN3270E-M B. "
{ tn3270eG oups 1 }

t n3270eSessi onG oup OBJECT- GROUP
OBJECTS {

t n3270eResMapAddr Type,

t n3270eResMapAddr ess,
tn3270eResMapPort ,

t n3270eResMapEl enent Type,

t n3270eResMapSscpSuppl i edName,
tn3270eTcpConnlLast Activity,
tn3270eTcpConnByt esl n,

t n3270eTcpConnByt esQut ,

t n3270eTcpConnResour ceEl enent ,
tn3270eTcpConnResour ceType,
tn3270eTcpConnDevi ceType,
tn3270eTcpConnFuncti ons,
tn3270eTcpConnSr vr Conf | ndex,
tn3270eTcpConnActi vati onTi ne

}
STATUS current
DESCRI PTI ON

"This group is mandatory for all hosts supporting the
TN3270E-M B. "
{ tn3270eG oups 2 }

tn3270eResMapG oup OBJECT- GROUP
OBJECTS {

t n3270eResPool El ement Type,

t n3270eResPool Rowst at us,

t n3270ed i ent ResMapRowsSt at us,
tn3270eTcpConnl d,

t n3270eTcpConnd i ent | dFor mat ,
tn3270eTcpConnC i ent | d,
tn3270eTcpConnTr aceDat a,
tn3270eTcpConnLogl nf o,

t n3270eTcpConnLulLuBi ndl mage,
tn3270eTcpConnSnast at e,

t n3270eTcpConnSt at eLast Di scReason

}
STATUS current
DESCRI PTI ON

"This group is optional for all hosts supporting the
TN3270E-M B. "
{ tn3270eG oups 3 }
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t n3270eH Capaci t yG oup OBJECT- GROUP
OBJECTS {

tn3270eSrvr St at sHCI nCct et s,

tn3270eSrvr St at sHCOuUt Cct et s

}
STATUS current
DESCRI PTI ON
"Support of these objects is REQU RED when the
Count er 32 versions can potentially wap too
frequently. This group is optional for all other
hosts supporting the TN3270E- M B.

The I|F-M B (RFC 2233) requires that the 64-bit
versions of its counters be inplemented when an
interface can support rates of around 20 million

bits per second or greater. This inplies a m nimm
wap rate of just over 28 minutes. It is recommended
that this same guideline be used for deternining

whet her an i npl enentation inplenments these objects.

This group contains two objects with the syntax
Counter64. An inplenentation that doesn't support
these objects should return noSuchObject, since
returning a zero is msleading."

1= { tn3270eG oups 4 }
END
5.0 Security Considerations

Certai n managenment information defined in this MB may be consi dered
sensitive in some network environments. Therefore, authentication of
recei ved SNVWP requests and controll ed access to nmanagenent

i nformati on SHOULD be enpl oyed in such environnents. An

aut hentication protocol is defined in [12]. A protocol for access
control is defined in [15].

Several objects inthis MB allow wite access or provide for row
creation. Allowing this support in a non-secure environnent can have
a negative effect on network operations. It is RECOMVENDED t hat

i npl ementers seriously consider whether set operations or row
creation should be allowed w thout providing, at a mninmm

aut hentication of request origin. It is RECOWENDED that wi thout
such support, the follow ng objects be inplemented as read-only:
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tn3270eSr vr Conf | nacti vi t yTi nout
t n3270eSr vr Conf Connect i vi t yChk
tn3270eSr vr Conf Acti vi t yTi meout
tn3270eSrvr Conf Activitylnterva
t n3270eSr vr Conf Adm nSt at us

t n3270eSr vr Conf Sessi onTer nt at e
t n3270eSr vr Conf Cont act
tn3270ed i ent G oupSubnet Mask

t n3270eResPool El ement Type

t n3270eSr vr Conf RowSt at us
tn3270eSr vr Port Rowst at us
tn3270ed i ent G oupRowSt at us

t n3270eResPool Rowst at us

t n3270eResMapRowsSt at us

OO0OO0OO0OO0OO0OO0OO0OOOOOOO

For all tables in the M B except the tn3270eTcpConnTable, the first

i ndex identifies an individual TN3270E server. This makes it easy to
i mpl ement an access control policy under which different principals
have access to objects related to different servers. |nplenmentation
of such a policy is not possible for the entries in the
tn3270eTcpConTabl e.

6.0 Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clainms of rights nade available for publication and any assurances of
|icenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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