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Abstract

HTML [ RFC 1866] defines a powerful neans of specifying nultinedia
docunents. These nultinedi a docunments consist of a text/htnml root
resource (object) and other subsidiary resources (inage, video clip,
appl et, etc. objects) referenced by Uniform Resource Identifiers
(URIs) within the text/htm root resource. When an HTM. nul timedi a
docunent is retrieved by a browser, each of these conponent resources
is individually retrieved in real tine froma |ocation, and using a
protocol, specified by each UR

In order to transfer a conmplete HTML nul ti nmedi a docunent in a single
e-mai |l message, it is necessary to: a) aggregate a text/htm root
resource and all of the subsidiary resources it references into a
singl e conposite nessage structure, and b) define a neans by which
URIs in the text/htm root can reference subsidiary resources within
that conposite nessage structure.

Thi s docunent a) defines the use of a MME nultipart/rel ated
structure to aggregate a text/htm root resource and the subsidiary
resources it references, and b) specifies a M ME content - header
(Content-Location) that allow URIs in a nmultipart/related text/htm
root body part to reference subsidiary resources in other body parts
of the sane nmultipart/related structure.
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While initially designed to support e-mail transfer of conplete

mul ti-resource HTML nul tinedia docunents, these conventions can al so
be enpl oyed to resources retrieved by other transfer protocols such
as HTTP and FTP to retrieve a conplete nmulti-resource HTM. nul tinedi a
docunent in a single transfer or for storage and archiving of

conpl et e HTM.- docunent s.

Di fferences between this and a previous version of this standard,
whi ch was published as RFC 2110, are sunmarized in chapter 12.
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1.

I nt roducti on

There are a nunber of docunent formats (Hypertext Markup Language
[ HTML2], Extended Markup Language [ XM.], Portabl e Docunent fornmat
[PDF] and Virtual Reality Markup Language [VRM.]) that specify
docunents consisting of a root resource and a nunber of distinct
subsidiary resources referenced by URIs within that root resource.
There is an obvious need to be able to send such multi-resource
docunents in e-mail [SMIP], [RFC822] nessages.

The standard defined in this docunment specifies how to aggregate such
mul ti-resource docunents in MMe-fornatted [MMEL to M ME5] nessages
for precisely this purpose.

VWile this specification was devel oped to satisfy the specific
aggregation requirenents of multi-resource HTM. docunents, it may

al so be applicable to other multi-resource docunment representations
linked by URIs. Wile this is the case, there is no requirenent that

i mpl ement ations claimng conformance to this standard be able to
handl e any URI |inked docunent representations other than those whose
root is HIM.

This aggregation into a single nessage of a root resource and the
subsidiary resources it references nay al so be applicable to
resources retrieved by other protocols such as HITP or FTP, or to the
archiving of complete web pages as they appeared at a particul ar
point in tinme.

An informational RFC will be published as a supplenent to this
standard. The informational RFC will discuss inplenentation nmethods
and sone inplenentation problens. |Inplenmenters are strongly
recomrended to read this informational RFC when devel opi ng

i mpl ementations of this standard. You can find it through URL
http://ww. dsv. su. se/ ~jpalne/ietf/mhtm . htm.

Thi s standard specifies that body parts to be referenced can be
identified either by a Content-1D (containing a Message-I1D val ue) or
by a Content-Location (containing an arbitrary URL). The reason why
this standard does not only recommend the use of Content-IDs is that
it should be possible to forward exi sting web pages via e-nmil

wi thout having to rewite the source text of the web pages. Such
rewiting has several disadvantages, one of themthat security
checksunms will probably be invalidated.
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2. Term nol ogy
2.1 Conformance requirenent term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [| ETF- TERVE].

An implenentation is not conpliant if it fails to satisfy one or nore
of the MJST requirenents for the protocols it inplenents. An

i mpl ementation that satisfies all the MIUST and all the SHOULD
requirenents for its protocols is said to be "unconditionally
compliant"; one that satisfies all the MJST requirenents but not al
the SHOULD requirenments for its protocols is said to be
"conditionally conpliant."

2.2 O her term nol ogy

Most of the ternms used in this document are defined in other RFCs.

Absol ute URI, See Rel ative Uniform Resource Locators
Absol ut eURI [ RELURL] .
c D See Message/ External Body Content-I1D [M DCI D .

Cont ent - Base Thi s header was specified in RFC 2110, but has
been renoved in this new version of the MHTM
st andar d.

Content-1D See Message/ External Body Content-I1D [M DCID .

Cont ent - Locat i on M ME nessage or content part header with one
URI of the M ME message or content part body,
defined in section 4.2 bel ow

Cont ent - Tr ansf er - Conversion of a text into 7-bit octets as

Encodi ng specified in [MME1] chapter 6.
CR See [ RFCB822].
CRLF See [ RFC822].

Di spl ayed text

Pal mre, et al.

The text shown to the user reading a docunent
with a web browser. This may be different from
the HTML mar kup, see the definition of HTM.
mar kup bel ow.
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Header

Headi ng

HTML

HTM. Aggregate
obj ects

HTM. mar kup

LF

M C

M ME

MUA

PDF

Rel ati ve URI,
Rel ati veURI
URI, absolute and
rel ative

URL

URL, relative

VRML

Pal nre, et al

Field in a message or content heading
speci fying the value of one attribute.

Part of a nessage or content before the first
CRLFCRLF, containing formatted fields with
attributes of the nessage or content.

See HTML 2 specification [ HTM.2].

HTML obj ects together with some or all objects,
to which the HTM. object contains hyperlinks,
directly or indirectly.

A file contai ning HTM. encodi ngs as specified
in [HTM.] which may be different fromthe

di spl ayed text which a person using a web
browser sees. For exanple, the HTM. markup nmay
contain "& t;" where the displayed text
contains the character "<".

See [ RFCB822].

Message Integrity Codes, codes use to verify
that a nmessage has not been nodifi ed.

See the M ME specifications [MMEL to M MES].
Messagi ng User Agent.
Port abl e Docunent Format, see [PDF].

See HTML 2 [HTM.2] and RFC 1808 [ RELURL].

See RFC 1866 [HTM.2].

See RFC 1738 [URL].
See Rel ative Uniform Resource Locators [RELURL].

See Virtual Reality Markup Language [ VRM].
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3.

4.

Overvi ew

An aggregate document is a M ME-encoded nessage that contains a root
resource (object) as well as other resources linked to it via URls.
These other resources nay be required to display a nultinedia
docunent based on the root resource (inline pictures, style sheets,
applets, etc.), or be the root resources of other nultinmedia
docunents. It is inportant to keep in mind that aggregate documents
need to satisfy the differing needs of several audiences.

Mai | sendi ng agents m ght send aggregate docunments as an encodi ng of
normal day-to-day electronic mail. Ml sending agents mght al so
send aggregate docunents when a user wishes to mail a particul ar
docunent fromthe web to soneone else. Finally mail sending agents

m ght send aggregate docunents as automatic responders, providing
access to WMV resources for non-1P connected clients. Also with other
protocol s such as HTTP or FTP, there nmay sonetines be a need to
retrieve aggregate docunents. Receiving agents al so have severa
differing needs. Sone receiving agents might be able to receive an
aggregat e docunent and display it just as any other text content type
woul d be displayed. Ohers might have to pass this aggregate
docunent to a browsing program and provisions need to be made to
make this possible.

Finally several other constraints on the problemarise. It is
important that it be possible for a document to be signed and for it
to be transmtted and di spl ayed wi t hout breaking the nessage
integrity (MC checksumthat is part of the signature.

The Content-Location M ME Content Header

4.1 M ME content headers

In order to resolve URI references to resources in other body parts,
one M ME content header is defined, Content-Location. This header can
occur in any nessage or content headi ng.

The syntax for this header is, using the syntax definition tools from
[ ABNF] :

quot ed- pai r = ("\" text)

t ext = %11-9 / ; Characters excluding CR and LF
%d11-12 /
%d14- 127

WEP = SP / HTAB ; Witespace characters
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FVS =  ([*WBP CRLF] 1*W8P) ; Fol ding white-space

ct ext = NO- WS- CTL / ; Non-white-space controls
%133-39 / ; The rest of the US-ASC I
%l42-91 / ; characters not including "(",
%93-127 ; ")", or "\"

coment = "(" *([FW5] (ctext / quoted-pair / comment))
[Fug] )"

CFWs = *([FWB8] comment) (([ FW5] conment) / FW5)

content-location = "Content-Location:" [CFWS] URI [ CFW5]

URI = absoluteURl | relativeURl

where URI is restricted to the syntax for URLs as defined in Uniform
Resource Locators [URL] until |ETF specifies other kinds of URISs.

4.2 The Content-Locati on Header

A Content-Location header specifies an URl that |abels the content of
a body part in whose heading it is placed. Its value CAN be an
absolute or a relative URI. Any URI or URL schene may be used, but
use of non-standardized URI or URL schenes night entail sone risk
that recipients cannot handle themcorrectly.

An URl in a Content-Location header need not refer to an resource
which is globally available for retrieval using this URl (after
resolution of relative URIs). However, URI-s in Content-Location
headers (if absolute, or resolvable to absolute URI's) SHOULD still be
gl obal I y uni que.

A Content-Location header can thus be used to | abel a resource which
is not retrievable by sone or all recipients of a nessage. For
exanpl e a Content-Locati on header may | abel an object which is only
retrievable using this URI in a restricted domain, such as within a
company-internal web space. A Content-Location header can even
contain a fictitious URI. Such an URI need not be globally unique.

A single Content-Location header field is allowed in any nessage or
content heading, in addition to a Content-1D header (as specified in
[MMEL]) and, in Message headi ngs, a Message-1D (as specified in

[ RFC822]). Al of these constitute different, equally valid body part
| abel s, and any of them may be used to satisfy a reference to a body
part. Miltiple Content-Location header fields in the same nessage
headi ng are not al |l owed.
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Exanple of a nultipart/related structure containing body parts with
both Content-Location and Content-ID | abel s:

Content-Type: multipart/rel ated; boundary="boundary-exanpl e";
type="text/htm"

- -boundary- exanpl e
Content - Type: text/htm ; charset="US-ASCl|"

<I MG SRC="fictionl/fiction2"> ... ...
<I MG SRC="ci d: 97116092811xyz@ oo0. bar. net"> ..

- -boundary- exanpl e

Cont ent - Type: inage/gif

Content-1D: <97116092511xyz@ oo. bar. net >
Content-Location: fictionl/fiction2

- -boundary- exanpl e

Cont ent - Type: inage/gif

Content-1D: <97116092811xyz@ oo. bar. net >
Content-Location: fictionl/fiction3

- -boundary- exanpl e- -
4.3 URI's of MHTM. aggregates

The URI of an MHTM. aggregate is not the sane as the URl of its root.
The URI of its root will directly retrieve only the root resource
itself, even if it may cause a web browser to separately retrieve
in-line linked resources. If a Content-Location header field is used
in the heading of a nultipart/related, this Content-Locati on SHOULD
apply to the whol e aggregate, not to its root part.

When an URI referring to an MHTM. aggregate is used to retrieve this
aggregate, the set of resources retrieved can be different fromthe
set of resources retrieved using the Content-Locations of its parts.
For exanple, retrieving an MHTML aggregate may return an ol d version,
while retrieving the root URI and its in-line |linked objects may
return a newer version

4.4 Encodi ng and decoding of URIs in M ME header fields
4.4.1 Encoding of URIs containing inappropriate characters
Sone docunents nay contain URIs with characters that are

i nappropriate for an RFC 822 header, either because the URl itself
has an incorrect syntax according to [URL] or the URI syntax standard

Pal me, et al. St andards Track [ Page 8]



RFC 2557 M ME Encapsul ati on of Aggregate Docunents March 1999

has been changed to allow characters not previously allowed in MM
headers. These URI s cannot be sent directly in a nessage header. |If
such a URI occurs, all spaces and other illegal characters in it nust
be encoded using one of the nethods described in [M ME3] section 4.
Thi s encodi ng MUST only be done in the header, not in the HTM text.
Receiving clients MJUST decode the [ M ME3] encoding in the heading
before conparing URIs in body text to URIs in Content-Location
header s.

The charset paraneter value "US-ASCI 1" SHOULD be used if the UR
contains no octets outside of the 7-bit range. If such octets are
present, the correct charset paraneter value (derived e.g. from

i nformati on about the HTML document the URI was found in) SHOULD be
used. If this cannot be safely established, the val ue "UNKNOMN-8BI T"
[ RFC 1428] MJST be used.

Note, that for the matching of URIs in text/htm body parts to UR's
in Content-Location headers, the value of the charset paraneter is
irrelevant, but that it rmay be rel evant for other purposes, and that
incorrect |abeling MIST, therefore, be avoided. Warning: Irrel evance
of the charset paraneter may not be true in the future, if different
character encodi ngs of the same non-English filenane are used in
HTM..

4.4.2 Folding of long URI s
Since M ME header fields have a limted length and long URIs can
result in Content-Location headers that exceed this | ength, Content-
Location headers may have to be fol ded.
Encodi ng as discussed in clause 4.4.1 MJST be done before such
folding. After that, the folding can be done, using the algorithm
defined in [ URLBODY] section 3.1

4.4.3 Unfol ding and decodi ng of received URLs in M ME header fields

Upon receipt, folded M ME header fields should be unfol ded, and then
any M ME encodi ng shoul d be renoved, to retrieve the original UR.

5. Base URIs for resolution of relative UR's
Rel ative URIs inside the contents of M ME body parts are resol ved
relative to a base URl using the nethods for resolving relative URI's

described in [RELURL]. In order to determ ne this base URI, the
first-applicable method in the followi ng |ist applies.
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(a) There is a base specification inside the MM body part
containing the relative URI which resolves relative URIs into
absolute URIs. For exanple, HTM. provides the BASE el enent for
this purpose.

(b) There is a Content-Location header in the inmediately surrounding
headi ng of the body part and it contains an absolute URI. This
URI can serve as a base in the same way as a requested URI can
serve as a base for relative URIs within a file retrieved via
HTTP [HTTP] .

(c) If necessary, step (b) can be repeated recursively to find a
sui tabl e Content-Location header in a surrounding nulti-part or
message headi ng.

(d) If the MME object is returned in a HTTP response, use the URI
used to initiate the request

(e) When the met hods above do not yield an absolute URI, a base URL
of "thismessage:/" MJIST be enpl oyed. This base URL has been
defined for the sole purpose of resolving relative references
within a multipart/related structure when no other base URl is
speci fi ed.

This is also described in other words in section 8.2 bel ow
6. Sending docunents without |inked objects

If a text/htm resource (object) is sent without subsidiary
resources, to which it refers, it MAY be sent by itself. In this
case, enbedding it in a nultipart/related structure is not necessary.

Such a text/htm resource may either contain no URIs, or URIs which
the recipient is expected to retrieve (if possible) via a URl
specified protocol. A text/htm resource may al so be sent with
unresol vabl e Iinks in special cases, such as when two authors
exchange drafts of unfinished resources.

Inclusion of URIs referencing resources which the recipient has to
retrieve via an URl specified protocol may not work for sone
recipients. This is because not all e-mail recipients have ful
Internet connectivity, or because URI's which work for a sender will
not work for a recipient. This occurs, for exanple, when an UR
refers to a resource within a conpany-internal network that is not
accessi ble from outside the conpany.
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7

Use of the Content-Type "multipart/rel ated"

If a nessage contains one or nore M ME body parts containing URIs and
al so contains as separate body parts, resources, to which these URI's
(as defined, for exanple, in HTM. 2.0 [HTM.2]) refer, then this whole
set of body parts (referring body parts and referred-to body parts)
SHOULD be sent within a nmultipart/related structure as defined in

[ REL].

Even t hough headers can occur in a nessage that |acks an associ ated
mul tipart/related structure, this standard only covers their use for
resolution of URIs between body parts inside a nmultipart/rel ated
structure. This standard does cover the case where a resource in a
nested nultipart/related structure contains URIs that reference M M
body parts in another nultipart/related structure, in whichit is
encl osed. This standard does not cover the case where a resource in a
mul tipart/related structure contains URIs that reference M ME body
parts in another parallel or nested nultipart/related structure, or
in another M ME message, even if nmethods simlar to those described
in this standard are used. |Inplenmenters who enpl oy such URIs are

war ned that receiving agents inplenenting this standard may not be
abl e to process such references.

When the start body part of a nmultipart/related structure is an
atom c object, such as a text/htm resource, it SHOULD be enpl oyed as
the root resource of that nultipart/related structure. Wen the start
body part of a nultipart/related structure is a nmultipart/alternative
structure, and that structure contains at |east one alternative body
part which is a suitable atonic object, such as a text/htm resource,
then that body part SHOULD be enpl oyed as the root resource of the
aggregate docunent. Inplenmenters are warned, however, that some
receiving agents treat nultipart/alternative as if it had been

mul tipart/m xed (even though M ME [ M MELl] requires support for

mul tipart/alternative)

[ REL] specifies that a type paraneter is nmandatory in a "Content-
Type: multipart/related" header, and requires that it be enployed to
specify the type of the nmultipart/related start object. Thus, the
type parameter value shall be "multipart/alternative", when the start
part is of "Content-type nultipart/alternative", even if the actua
root resource is of type "text/htm". In addition, if the
multipart/related start object is not the first body part in a
multipart/related structure, [REL] further requires that its
Content-1D MJST be specified as the value of a start paranmeter in the
"Content-Type: rmultipart/related" header
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When rendering a resource in a nmultipart/related structure, UR
references within that resource can be satisfied by body parts wthin
the same multipart/related structure (see section 8.2 below). This is
useful :

(a) For those recipients who only have email but not full Internet
access.

(b) For those recipients who for other reasons, such as firewalls or
the use of conpany-internal |inks, cannot retrieve UR referenced
resources via URI specified protocols.

Note, that this nmeans that you can, via e-mail, send text/htn
obj ects which includes URIs which the recipient cannot resol ve
via HITP or other connectivity-requiring URl's

(c) To send a docunment whose content is preserved even if the
resources to which enbedded URIs refer are |ater changed or
del et ed.

(d) For resources which are not available for protocol based
retrieval

(e) To speed up access.

When a sendi ng MJA sends objects which were retrieved fromthe WW
it SHOULD maintain their WMV URIs. It SHOULD not transformthese URI'S
into sone other URI formprior to transmtting them This will allow

the receiving MJA to both verify MCs included with the nessage, as
well as verify the documents against their WWVcounterpoints, if this
is appropriate.

In certain cases this will not work - for exanple, if a resource
contains URIs as paraneters to objects and applets. In such a case,
it mght be better to rewite the docunent before sending it. This
problemis discussed in nore detail in the informational RFC which
wi Il be published as a supplenent to this standard.

Wthin a multipart/related structure, each body part MJST have, if
assigned, a different Content-1D header value and a Content-Location
header field values which resolve to a different UR

Two body parts in the same nultipart/related structure can have the

same rel ative Content-Location header value, only if when resolved to
absolute URI's they becone different.
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8. Usage of Links to OQther Body Parts
8.1 General principle

A body part, such as a text/htm body part, may contain URI s that

ref erence resources which are included as body parts in the sane
message -- in detail, as body parts within the sane nultipart/rel ated
structure. Oten such URI linked resources are nmeant to be displ ayed
inline to the viewer of the referencing body part; for exanple,
objects referenced with the SRC attribute of the I MG elenent in HTM
2.0 [HTM.2]. New el enents and attributes with this property are
proposed in the ongoi ng devel opnment of HTM. (exanples: applet, franeg,
profile, OBJECT, classid, codebase, data, SCRIPT). A sender nmight

al so want to send a set of HTM. documents which the reader can
traverse, and which are related with the attribute href of the A

el ement .

If a user retrieves and di splays a web page forned froma text/htn
resource, and the subsidiary resources it references, and nerely
saves the text/htm resource, that user may not at a later tine be
able to retrieve and display the web page as it appeared when saved.
The format described in this standard can be used to archive and
retrieve all of the resources required to display the web page, as it
originally appeared at a certain nonent of tine, in one aggregate
file.

In order to send or store conplete such nmessages, there is a need to
specify how a URl in one body part can reference a resource in
anot her body part.

8.2 Resolution of URIs in text/htm body parts

The resolution of inline, retrieval and other kinds of URIs in
text/htm body parts is perforned in the follow ng way:

(a) Unfold nultiple Iine header val ues according to [ URLBCDY]. Do NOT
however translate character encodi ngs of the kind described in
[URL] . Exanple: Do not transform "a%eb/c%®0d" into "a/b/c d".

(b) Rermove all M ME encodi ngs, such as content-transfer encodi ng and
header encodings as defined in MM part 3 [M ME3] Do NOT however
transl ate character encodings of the kind described in [URL].
Exanpl e: Do not transform "a%eb/c%0d" into "a/b/c d".

(c) Try to resolve all relative URIs in the HTML content and in
Cont ent - Locati on headers using the procedure described in chapter
5 above. The result of this resolution can be an absolute URI, or
an absolute URI with the base "thisnmessage:/" as specified in
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chapter 5.

(d) For each referencing URI in a text/htm body part, conpare the
val ue of the referencing URI after resolution as described in (a)
and (b), with the URI derived from Content-1D and Content -
Location headers for other body parts within the sanme or a
surrounding Multipart/related structure. If the strings are
identical, octet by octet, then the referencing UR references
that body part. This conparison will only succeed if the two URI'S
are identical. This nmeans that if one of the two URIs to be
conpared was a fictitious absolute URI with the base
"thisnmessage:/", the other nust also be such a fictitious
absolute URI, and not resolvable to a real absolute URI

(e) If (d) fails, try to retrieve the URl referenced resource
hyperlink through ordinary Internet |ookup. Resolution of URIs of
the URL-types "md" or "cid" to other content-parts, outside the
same multipart/related structure, or in other separately sent
messages, is not covered by this standard, and is thus neither
encour aged nor forbi dden.

8.3 Use of the Content-1D header and CI D URLS

Whien URIs enploying a CID (Content-1D) schenme as defined in [ URL] and
[MDCIDl are used to reference other body parts in an MHTM.

mul tipart/related structure, they MJST only be mat ched agai nst
Content-1D header values, and not agai nst Content-Locati on header
with C D values. Thus, even though the followi ng two headers are
identical in nmeaning, only the Content-1D value will be matched, and
the Content-Location value will be ignored.

Content-1D: <foo@ar. net>
Content-Location: CID: foo@ar. net

Note: Content-1Ds MUST be globally unique [MME1]. It is thus not
permitted to make them unique only within a nessage or within a
single multipart/related structure.

9. Exanpl es
Warni ng: The exanples are provided for illustrative purposes only. I|f
there is a contradiction between the explanatory text and the
exanples in this standard, then the explanatory text is nornmative.

Not ati on: The exanpl es contain indentation to show the structure, the
real objects should not be indented in this way.

Pal me, et al. St andards Track [ Page 14]



RFC 2557 M ME Encapsul ati on of Aggregate Docunents March 1999

9.1 Exanpl e of a HTML body without included |Iinked objects

The first exanple is the sinplest formof an HTM. email nessage. This
message does not contain an aggregate HTM. object, but sinply a
message with a single HTM. body part. This body part contains a UR
but the nmessages does not contain the resource referenced by that

URI. To retrieve the resource referenced by the URI the receiving
client would need either I P access to the Internet, or an electronic
mai | web gat eway.

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M nme-Version: 1.0

Content - Type: text/htm ; charset="iso-8859-1"
Cont ent - Transf er- Encodi ng: 8bi t

<HTM_>

<head></ head>

<body>

<hl>Acut e accent </ hl>

The following two lines | ook have the sane screen rendering: <p>
E with acute accent becones <br>

E with acute accent becones &Eacute;.<p>

Try clicking <a href="http://ww.ietf.cnri.reston.va.us/">

her e. </ a><p>

</ body></ HTM.>

9.2 Exanple with an absolute URI to an enbedded G F picture

The second exanple is an HTM. nessage which includes a single inmage,
ref erenced using the Content-Locati on nechani sm

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M nme-Version: 1.0

Content - Type: multipart/rel ated; boundary="boundary-exanpl e";
type="text/htm"; start="<foo3@ool@ar. net>"

--boundary- exanpl e
Content - Type: text/html; charset="US-ASCl | "
Content-1D: <foo3@ ool@ar. net>

text of the HTML docunent, which mght contain a UR
referencing a resource in another body part, for exanple
through a statenment such as:
<IMG SRC="http://ww.ietf.cnri.reston.va.us/images/ietflogo.gif"
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ALT="1ETF | ogo">

- -boundary- exanpl e

Cont ent - Locati on:
http://ww.ietf.cnri.reston.va.us/inmages/ietflogo.qgif

Content-Type: | MAGE/ A F

Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGYAPEAAP! / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMrk5
NSBJRVRGLi BVbnF1dGhven 6ZWQyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- -boundary- exanpl e- -

9.3 Exanple with relative URIs to enmbedded G F pictures

I'n

this exanple, a Content-Location header field in the outernost

heading will be a base to all relative URLs, also inside the HTM
text being sent.

Pal ne,

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M me-Version: 1.0

Content-Location: http://ww.ietf.cnri.reston.va.us/

Content - Type: multipart/rel ated; boundary="boundary-exanpl e";
type="text/htm"

--boundary- exanpl e
Content - Type: text/htm ; charset="1S0O 8859-1"
Cont ent - Tr ansf er - Encodi ng: QUOTED- PRI NTABLE

text of the HTM. docunent, which mght contain URls
referencing resources in other body parts, for exanple through
statements such as

<I MG SRC="i mages/ietflogol.gif" ALT="I|ETF | ogol">
<I M5 SRC="i mages/ietfl ogo2.gif" ALT="IETF | ogo2">
<I M5 SRC="i mages/ietfl ogo3.gif" ALT="IETF | 0ogo3">

Exanmpl e of a copyright sign encoded with Quoted-Printable: =A9
Exanpl e of a copyright sign napped onto HTM. mar kup: &#168;

- -boundary- exanpl e

Cont ent - Locat i on
http://ww.ietf.cnri.reston.va.us/inmges/ietflogol.gif

; Note - Absolute Content-Location does not require a

; base
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Content - Type: | MAGE/ A F
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGYAPEAAP! / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMIk5
NSBJRVRGLi BVbnF1dGhven 6ZWyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- -boundary- exanpl e

Content - Locati on: images/ietflogo2.qgif

; Note - Relative Content-Location is resolved by base

; specified in the Multipart/Rel ated Content-Location heading
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODl hGAGYAPEAAP/ / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMTk5
NSBJRVRGLi BVbrFldGhven 6ZWQyZHVinb G j YXRpb24gcHIvad i aXR ZCAA
etc...

--boundary- exanpl e

Cont ent - Locat i on:
http://ww.ietf.cnri.reston.va.us/imges/ietflogo3.gif

Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGJAPEAAP/ /| | | | ZRaCgoAAAACH+PUNvCH yaWwdodCAoQykgMTk5
NSBJRVRCLi BvbnF1dGhvem 6ZWQyZHVvnwbd j YXRpb24gcHIvad i aXR ZC4A
etc...

- - boundar y- exanpl e- -
9.4 Exanple with a relative URI and no BASE avail abl e

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinmple example

M nme-Version: 1.0

Content-Type: multipart/rel ated; boundary="boundary-exanpl e";
type="text/htm"

- -boundary- exanpl e
Content - Type: text/htm ; charset="iso-8859-1"
Cont ent - Transf er - Encodi ng: QUOTED- PRI NTABLE

text of the HTML docunent, which nmight contain a UR
referencing a resource in another body part, for exanple
through a statenment such as:
<IM5 SRC="ietflogo.gif" ALT="I1ETF | ogo">
Exampl e of a copyright sign encoded with Quoted-Printable: =A9
Exanpl e of a copyright sign nmapped onto HTM. mar kup: &#168;
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- -boundary- exanpl e

Content - Location: ietflogo.gif
Content - Type: | MAGE/ A F

Cont ent - Transf er - Encodi ng: BASE64

ROl GODI hGAGJAPEAAP/ | | | | ZRaCgoAAAACH+PUNvCH yaWwdodCAoQykgMTk5
NSBJRVRCLi BVbnF1dGhvem 6ZWQyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

--boundary- exanpl e- -

9.5 Exanple using CID URL and Content-ID header to an enbedded G F
pi cture

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M ne-Version: 1.0

Content-Type: multipart/rel ated; boundary="boundary-exanpl e";
type="text/htm"

--boundar y- exanpl e
Content-Type: text/htm; charset="US-ASClI|"

text of the HTML docunent, which nmight contain a UR
referencing a resource in another body part, for exanple
through a statenment such as:
<I M5 SRC="ci d: food@ool@ar.net" ALT="IETF | ogo">

--boundary- exanpl e

Cont ent - Locati on: Cl D: sonet hi ng@l se ; this header is disregarded
Content-1D. <food4@ ool@ar. net>

Content - Type: | MAGE/ A F

Cont ent - Transf er - Encodi ng: BASE64

ROl GODI hGAGJAPEAAP/ | | | | ZRaCgoAAAACH+PUNvCH yaWwdodCAoQykgMTk5
NSBJRVRCLi BVbnF1dGhvem 6ZWQyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- -boundary- exanpl e- -
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9.6 Exanpl e showi ng permitted and forbidden references between nested
body parts

Thi s exanpl e shows in which cases references are all owed between
multiple nmultipart/related body parts in a nessage.

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinmple example

M me-Version: 1.0

Content-Type: multipart/rel ated; boundary="boundary-exanple-1";
type="text/htm"

- -boundary- exanpl e-1
Cont ent - Type: text/htm ; charset="US-ASCl | "
Content-1D: <foo3@ ool@ar. net>

The image reference below will be resolved with the inmage

in the next body part.

<IM5 SRC="http://ww.ietf.cnri.reston.va.us/images/ietflogo.qgif"
ALT="I1 ETF | ogo with white background">

The i mage reference bel ow cannot be resolved within this

M ME nessage, since it contains a reference from an outside
body part to an inside body part, which is not supported

by this standard.

<I M5 SRC=i mages/ietfl ogo2e.gif"

ALT="I ETF l ogo with transparent background">

The anchor reference immediately below will be resolved with
the nested text/htm body part bel ow

<A HREF="http://ww. ietf.cnri.reston.va.us/nore-info>

Mor e i nf o</ A>

The anchor reference immediately below will be resolved with
the nested text/htm body part bel ow

<A HREF="http://ww. ietf.cnri.reston.va.us/even-nore-info>
Even nore info</A>

--boundary-exanpl e-1

Cont ent - Locati on:
http://ww.ietf.cnri.reston.va.us/images/ietflogo.gif

Content - Type: | MAGE/ A F

Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGYAPEAAP! / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMrk5

NSBJRVRGLi BVbnF1dGhven 6ZWyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...
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- - boundary-exanpl e-1
Cont ent - Locat i on:
http://ww. ietf.cnri.reston.va.us/nore-info
Content-Type: multipart/rel ated; boundary="boundary-exanpl e-2";
type="text/htm"
- - boundary- exanpl e- 2
Cont ent - Type: text/htm ; charset="US- ASCl | "
Content-1D. <food4@ ool@ar. net>

The i mage reference below will be resolved with the inmage
in the surrounding rmultipart/rel ated above.

<I MG SRC="i mages/ietfl ogo.gif"

ALT="1ETF | ogo wi th white background">

The i mage reference below will be resolved with the inmage
inside the current nested nultipart/rel ated bel ow.

<I M5 SRC=i mages/ i etfl ogo2e.gif"

ALT="I ETF l ogo with transparent background">

- -boundar y- exanpl e- 2

Content-Location: http:inmages/ietfl ogo2.gif
Content-Type: | MAGE/ A F

Cont ent - Transf er - Encodi ng: BASE64

ROl GODI hGAGgANX/ ACKkpKTEXMTIk50UJCQkpKSI JSUI paWrNj Y2t r a3Nzc 3t 7e4
SEhl yM JSUl JycnKW pa2t r bWt cDAWMIOzv/ eQnNzj HNzI Gt rj GNj hFpaelpa
etc...

- -boundar y- exanpl e- 2- -

- - boundary-exanpl e-1

Cont ent - Locat i on:
http://ww. ietf.cnri.reston.va.us/even-nore-info

Content - Type: multipart/rel ated; boundary="boundary-exanpl e-3";
type="text/htm"

--boundary- exanpl e- 3

Content - Type: text/htm ; charset="US-ASCl | "

Content-1D: <4@ oo@ar . net >

The i mage reference below will be resolved with the inage
inside the current nested nultipart/rel ated bel ow.

<I M5 SRC=i nages/ i etfl ogo2d. gif"

ALT="1ETF | ogo with shadows">

The i mage reference bel ow cannot be resol ved according to
this standard since references between parallel nultipart/
rel ated structures are not supported.

<I M5 SRC=i nages/ i etfl ogo2e.gif"

ALT="I ETF l ogo with transparent background">
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10.

- -boundary- exanpl e- 3

Content-Location: http:imges/ietflogo2d.gif
Content - Type: | MAGE/ A F

Cont ent - Transf er - Encodi ng: BASE64

ROl GODI hGAGgANX/ AMDAWCK pKTEXMIk50UJ CQkpKSI JSU paWNj Y2t r a3Nz
c3t 7e4SEhl yM JSU JycnKW pa2t r bWt b29vcbGxs 70zt bWit 7e3uf n5+/ v
etc...

--boundar y- exanpl e- 3- -
--boundary- exanpl e- 1- -

Character encoding issues and end-of-1ine issues

For the encoding of characters in HTM. documents and ot her text
docunents into a M ME-conpati ble octet stream the follow ng
mechani sms are rel evant:

- HTML [HTM.2], [HTM.-118N] as an application of SGWL [SGW] allows
characters to be denoted by character entities as well as by
nuneric character references (e.g. "Latin small letter a with
acute accent" may be represented by "&aacute;" or "&#225;") in the
HTML nmar kup.

- HITM. docunents, in common with other docunents of the MM
Content-Type "text", can be represented in M ME using one of
several character encodi ngs. The M ME Content-Type "charset™
paraneter val ue indicates the particular encoding used. For the
exact neaning and use of the "charset" paraneter, please see
[ M ME2] chapter 4.

Note that the "charset" paraneter refers only to the MM
character encodi ng. For exanple, the string "&aacute;" can be sent
in MME with "charset=US-ASCI|", while the raw character "Latin
smal | letter a with acute accent" cannot.

The above nechani sns are wel | defined and docunented, and therefore
not further explained here. In sending a nessage, all the above
menti oned nmechani sns MAY be used, and any m xture of them MAY occur
when sendi ng the docunent in MME fornmat. Receiving user agents
(together with any Wb browser they nay use to display the docunent)
MUST be capabl e of handling any conbi nati ons of these nechani sns.

Al so note that:
- Any docunents including HTM. docunents that contain octet val ues

outside the 7-bit range need a content-transfer-encoding applied
before transm ssion over certain transport protocols [M MEL,
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11.

11.

chapter 5].

- The M ME standard [M ME2] requires that e-mail ed docunents of
"Cont ent - Type: Text/ MJST be in canonical formbefore a Content-
Transfer-Encoding is applied, i.e. that |ine breaks are encoded as
CRLFs, not as bare CRs or bare LFs or something else. This is in
contrast to [HTTP] where section 3.6.1 all ows other
representations of |ine breaks.

Note that this mght cause problens with integrity checks based on
checksuns, which night not be preserved when noving a docurment from
the HTTP to the M ME environnment. |If a docunment has to be converted
in such a way that a checksum based nessage integrity check becones
invalid, then this integrity check header SHOULD be renoved fromthe
docunent .

O her sources of problens are Content-Encoding used in HTTP but not
allowed in MM, and character sets that are not able to represent
l'ine breaks as CRLF. A good overview of the differences between HITP
and MME with regards to Content-Type: "text" can be found in [HITPF],
appendi x C

Sone transport nechani sns may specify a default "charset" paraneter
if none is supplied [HTTP, M MEl]. Because the default differs for
di fferent mechani snms, when HTM. is transferred through e-mail, the
charset paranmeter SHOULD be included, rather than relying on the
defaul t.

Security Considerations
1 Security considerations not related to caching

It is possible for a nessage sender to m srepresent the source of a
mul tipart/rel ated body part to a nessage recipient by labeling it
with a Content-Location URI that references another resource.
Therefore, nessage recipients should only interpret Content-Location
URIs as labeling a body part for the resolution of references from
body parts in the sane nultipart/rel ated nessage structure, and not
as the source of a resource, unless this can be verified by other
means.

URIs, especially File URIs, if used without change in a nessage, nay
i nadvertently reveal information that was not intended to be reveal ed
outside a particular security context. Message senders shoul d take
care when constructing messages containing the new header fields,
defined in this standard, that they are not revealing infornmation
outside of any security contexts to which they bel ong.
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Sone resource servers hide passwords and tickets (access tokens to

i nformati on which should not be reveled to others) and ot her
sensitive information in non-visible fields or URIs within a
text/htm resource. |If such a text/htm resource is forwarded in an
emai | nessage, this sensitive infornation may be i nadvertently
reveal ed to others.

Si nce HTML docunents can either directly contain executabl e content
(i.e., JavaScript) or indirectly reference executable content (The

"I NSERT" specification, Java). It is exceedingly dangerous for a
recei ving User Agent to execute content received in a mail nessage
without careful attention to restrictions on the capabilities of that
execut abl e content.

HTML-formatt ed nessages can be used to investigate user behaviour,
for exanple to break anonymity, in ways which invade the privacy of
individuals. If you send a nessage with a inline Iink to an object
which is not itself included in the nessage, the recipients mailer or
browser may request that object through HTTP. The HTTP transaction

will then reveal who is reading the nmessage. Exanple: A person who
wants to find out who is behind an anonynous user identity, or from
whi ch workstation a user is reading his nail, can do this by sending

a nessage with an inline Iink and then observe fromwhere this |ink
is used to request the object.

2 Security considerations related to caching

There is a well-known problemw th the caching of directly retrieved
web resources. A resource retrieved froma cache may differ fromthat
re-retrieved fromits source. This problem also manifests itself
when a copy of a resource is delivered in a multipart/rel ated
structure.

When processing (rendering) a text/htm body part in an MATM.
multipart/related structure, all URIs in that text/htm body part

whi ch reference subsidiary resources within the sane
multipart/related structure SHALL be satisfied by those resources and
not by resources from any another |ocal or renote source.

Therefore, if a sender wishes a recipient to always retrieve an URI
referenced resource fromits source, an URl | abel ed copy of that
resource MJST NOT be included in the same multipart/rel ated
structure.

In addition, since the source of a resource received in a
multipart/related structure can be msrepresented (see 11.1 above),
if aresource received in multipart/related structure is stored in a
cache, it MJST NOT be retrieved fromthat cache other than by a

Pal me, et al. St andards Track [ Page 23]



RFC 2557 M ME Encapsul ati on of Aggregate Docunents March 1999

12.

13.

ref erence contained in a body part of the sane multipart/rel ated
structure. Failure to honor this directive will allow a
multipart/related structure to be enployed as a Trojan Horse. For
exanple, to inject bogus resources (i.e. a msrepresentation of a
conpetitor’'s Wb site) into a recipient’s generally accessi ble Wb
cache.

Di fferences as conpared to the previous version of this proposed
standard in RFC 2110

The specification has been changed to show that the formats descri bed
do not only apply to multipart MME in email, but also to nultipart
M ME transferred through other protocols such as HTTP or FTP

In order to agree with [ RELURL], Content-Location headers in
mul ti part Content-Headi ngs can now be used as a base to resol ve
relative URIs in their conponent parts, but only if no base URl can
be derived fromthe conponent part itself. Base URIs in Content-
Location header fields in inner headings have precedence over base
URIs in outer multipart headi ngs.

The Content-Base header, which was present in RFC 2110, has been
renoved. A conservative inplenentor may choose to accept this header
in input for conpatibility with inplenmentations of RFC 2110, but MJST
never send any Content-Base header, since this header is not any nore
a part of this standard.

A section 4.4.1 has been added, specifying how to handl e the case of
sendi ng a body part whose URI does not agree with the correct UR
synt ax.

The handling of relative and absolute URIs for matchi ng between body
parts have been merged into a single description, by specifying that
relative URl's, which cannot be resol ved otherw se, should be handl ed
as if they had been given the URL "thisnessage:/".
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16. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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