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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
Copyright Notice
Copyright (C The Internet Society (1999). Al Ri ghts Reserved.
Abst ract
Cryptographic public key are frequently published and their
authenticity demonstrated by certificates. A CERT resource record
(RR) is defined so that such certificates and related certificate
revocation lists can be stored in the Dormai n Name System (DNS).

Tabl e of Contents

ADStraCt . . 1
1. IntroduCti ON. ... i e 2
2. The CERT Resource Record............. ... 2
2.1 Certificate Type Values........ ... ... ... 3
2.2 Text Representation of CERT RRS. ....................... 4
2.3 X509 A DS. ..ot 4
3. Appropriate Omer Names for CERT RRS.................... 5
3.1 X509 CERT RR NaMBS. . . ot i i e e e e e e e e 5
3.2 PGP CERT RR NaMBS. . .. oot e e e e e e e e e 6
4., Performance Considerati ONS. . . ... oottt 6
5. TANA Considerati ONS. . ... ... e e 7
6. Security Considerations............. ... ... 7
Ref erences. . ... e 8
AUt hor s’ Addr €SSES. . . ot i e 9
Ful | Copyright Notice......... ... . 10

East| ake & Gudrnundsson St andards Track [ Page 1]



RFC 2538 Storing Certificates in the DNS March 1999

1.

I nt roducti on

Public keys are frequently published in the formof a certificate and
their authenticity is conmonly denonstrated by certificates and
related certificate revocation lists (CRLs). A certificate is a

bi ndi ng, through a cryptographic digital signature, of a public key,
a validity interval and/or conditions, and identity, authorization,
or other information. A certificate revocation list is a list of
certificates that are revoked, and incidental information, all signed
by the signer (issuer) of the revoked certificates. Exanples are

X. 509 certificates/CRLs in the X. 500 directory system or PGP
certificates/revocations used by PGP software.

Section 2 bel ow specifies a CERT resource record (RR) for the storage
of certificates in the Domain Nane System

Section 3 discusses appropriate owner nanes for CERT RRs.

Sections 4, 5, and 6 bel ow cover performance, | ANA, and security
consi derations, respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The CERT Resource Record

The CERT resource record (RR) has the structure given below. Its RR
type code is 37.

1111111111222222222233

01234567890123456789012345678901
i S S T i S S e e i S S S S

I S i S S S S T o S S S i i S S i S S

| type | key tag |
o e Ao e Ao e e o e e e o e o o o o o o o o o o o o o Ao Ao o - - -
| algorithm | /
o e e emeo o + certificate or CRL /
/ /
|

The type field is the certificate type as define in section 2.1
bel ow.

The algorithmfield has the sane neaning as the algorithmfield in
KEY and SI G RRs [ RFC 2535] except that a zero algorithmfield
indicates the algorithmis unknown to a secure DNS, which may sinply
be the result of the algorithmnot having been standardi zed for
secure DNS.
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The key tag field is the 16 bit value conputed for the key enbedded
in the certificate as specified in the DNSSEC Standard [ RFC 2535].
This field is used as an efficiency measure to pick which CERT RRs
may be applicable to a particular key. The key tag can be cal cul ated
for the key in question and then only CERT RRs with the sane key tag
need be exam ned. However, the key nust always be transfornmed to the
format it would have as the public key portion of a KEY RR before the
key tag is computed. This is only possible if the key is applicable
to an algorithm (and limts such as key size limts) defined for DNS
security. If it is not, the algorithmfield MIST BE zero and the tag
field is meaningl ess and SHOULD BE zero.

2.1 Certificate Type Val ues

The foll owi ng val ues are defined or reserved:

Val ue Menonic Certificate Type

0 reserved
1 PKI X X. 509 as per PKIX
2 SPKI SPKI cert
3 PGP PGP cert
4- 252 avai l abl e for | ANA assi gnnent
253 URI URI private
254 ab O D private
255- 65534 avai l abl e for | ANA assi gnnent
65535 reserved

The PKI X type is reserved to indicate an X 509 certificate conformng
to the profile being defined by the I ETF PKI X worki ng group. The
certificate section will start with a one byte unsigned O D | ength
and then an X. 500 O D indicating the nature of the remainder of the
certificate section (see 2.3 below). (NOTE: X. 509 certificates do
not include their X 500 directory type designating O D as a prefix.)

The SPKI type is reserved to indicate a certificate formated as to be
specified by the | ETF SPKI worKking group

The PGP type indicates a Pretty Good Privacy certificate as described
in RFC 2440 and its extensions and successors.

The URI private type indicates a certificate format defined by an
absolute URI. The certificate portion of the CERT RR MJST begin with
a null termnated URI [ RFC 2396] and the data after the null is the
private format certificate itself. The URI SHOULD be such that a
retrieval fromit will lead to docunmentation on the format of the
certificate. Recognition of private certificate types need not be
based on URI equality but can use various fornms of pattern matching
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so that, for exanple, subtype or version information can al so be
encoded into the URI.

The O D private type indicates a private format certificate specified
by a an 1SO OD prefix. The certificate section will start with a
one byte unsigned A D |length and then a BER encoded O D indicating
the nature of the remai nder of the certificate section. This can be
an X. 509 certificate format or sone other format. X 509 certificates
that conformto the I ETF PKI X profile SHOULD be indicated by the PKIX
type, not the OD private type. Recognition of private certificate
types need not be based on O D equality but can use various forns of
pattern matchi ng such as O D prefix

2.2 Text Representation of CERT RRs

The RDATA portion of a CERT RR has the type field as an unsi gned
integer or as a menonic synbol as listed in section 2.1 above.

The key tag field is represented as an unsigned integer.

The algorithmfield is represented as an unsigned integer or a
menoni ¢ synbol as listed in [RFC 2535].

The certificate / CRL portion is represented in base 64 and nmay be
divided up into any nunber of white space separated substrings, down
to single base 64 digits, which are concatenated to obtain the ful
signature. These substrings can span |lines using the standard

par ent hesi s.

Note that the certificate / CRL portion may have internal sub-fields
but these do not appear in the master file representation. For
exanple, with type 254, there will be an A D size, an AOD, and then
the certificate / CRL proper. But only a single |ogical base 64
string will appear in the text representation

2.3 X. 509 A Ds

O Ds have been defined in connection with the X 500 directory for
user certificates, certification authority certificates, revocations
of certification authority, and revocations of user certificates.
The following table Iists the O Ds, their BER encoding, and their

I ength prefixed hex format for use in CERT RRs:
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id-at-userCertificate
={ joint-iso-ccitt(2) ds(5) at(4) 36 }
== Ox 03 55 04 24
id-at-cACertificate
={ joint-iso-ccitt(2) ds(5) at(4) 37 }
== 0Ox 03 55 04 25
i d-at-authorityRevocati onLi st
={ joint-iso-ccitt(2) ds(5) at(4) 38 }
== Ox 03 55 04 26
id-at-certificateRevocationLi st
={ joint-iso-ccitt(2) ds(5) at(4) 39 }
== 0Ox 03 55 04 27

3. Appropriate Omer Nanmes for CERT RRs

It is recomended that certificate CERT RRs be stored under a domain

nane related to their subject, i.e., the nane of the entity intended
to control the private key corresponding to the public key being
certified. It is reconrended that certificate revocation lIist CERT

RRs be stored under a donmin nane related to their issuer.

Fol | owi ng sone of the guidelines below nmay result in the use in DNS
nanes of characters that require DNS quoting which is to use a
backsl ash foll owed by the octal representation of the ASCI| code for
the character such as \000 for NULL.

3.1 X 509 CERT RR Nanes

Sone X.509 versions pernit multiple nanes to be associated with

subj ects and issuers under "Subject Alternate Nane" and "I ssuer

Al ternate Name". For exanple, x.509v3 has such Alternate Names with
an ASN. 1 specification as foll ows:

General Nane ::= CHO CE {
ot her Nane [ 0] I NSTANCE OF OTHER- NAME,
r f c822Name [1] 1 A5String,
dNSNane [2] 1 A5String,
x400Addr ess [3] EXPLICIT OR ADDRESS. &Type,
di rect or yNane [4] EXPLICIT Nare,
edi Par t yNane [ 5] EDI PartyName,
uni formResourcel dentifier [6] |IA5String,
i PAddr ess [ 7] OCTET STRI NG
regi steredl D [ 8] OBJECT | DENTI FI ER

}

The recomended | ocations of CERT storage are as follows, in priority

order:
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(1) If a domain name is included in the identification in the
certificate or CRL, that should be used.

(2) If a domain name is not included but an IP address is included,
then the translation of that |IP address into the appropriate
i nverse domai n name shoul d be used

(3) If neither of the above it used but a URI containing a domain
name is present, that domain nane shoul d be used.

(4) If none of the above is included but a character string nane is
included, then it should be treated as described for PGP nanes in
3.2 bel ow.

(5) If none of the above apply, then the distinguished nane (DN)
shoul d be mapped into a donmain nane as specified in RFC 2247

Exanpl e 1: Assune that an X 509v3 certificate is issued to /CN=John
Doe/ DC=Doe/ DC=coni DC=xy/ O=Doe | nc/ C=XY/ with Subject Alternative
nanes of (a) string "John (the Man) Doe", (b) domain nane john-
doe.com and (c) uri <https://ww.secure.john-doe.com 8080/>. Then
the storage | ocations recommended, in priority order, would be

(1) john-doe.com

(2) www. secure.john-doe.com and

(3) Doe.com xy.

Exampl e 2: Assume that an X 509v3 certificate is issued to /CN=Janes
Hacker/ L=Basi ngst oke/ O=W dget | nc/ C=GB/ with Subject Alternate nanes
of (a) domai n nanme wi dget.foo.exanple, (b) |IPv4 address
10. 251. 13. 201, and (c) string "James Hacker
<hacker @i | . wi dget . f oo. exanpl e>". Then the storage |ocations
recomended, in priority order, would be

(1) widget.foo.examl e,

(2) 201.13.251.10.in-addr.arpa, and

(3) hacker.mail.w dget.foo.exanpl e.

3.2 PGP CERT RR Nanes
PGP signed keys (certificates) use a general character string User ID

[ RFC 2440]. However, it is recommended by PGP that such names include
the RFC 822 emnil|l address of the party, as in "Leslie Exanple

<Lesl i e@ost.exanple>". |If such a format is used, the CERT should be
under the standard translation of the email address into a donmain
nane, which would be leslie.host.exanple in this case. If no RFC 822

nane can be extracted fromthe string name no specific donain nane is
r ecomrended.

4. Performance Consi derations
Current Domain Nane System (DNS) inplenentations are optinized for

smal | transfers, typically not nore than 512 bytes incl uding
overhead. While larger transfers will performcorrectly and work is
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underway to nake |arger transfers nore efficient, it is stil
advisable at this tinme to make every reasonable effort to mnimze
the size of certificates stored within the DNS. Steps that can be
taken may include using the fewest possible optional or extensions
fields and using short field values for variable length fields that
must be i ncl uded.

5. | ANA Consi derati ons

Certificate types 0x0000 through OxOOFF and OxFFOO through OxFFFF can
only be assigned by an | ETF standards action [ RFC 2434] (and this
docunent assi gns 0x0001 t hrough 0x0003 and OxO0FD and OxOOFE)
Certificate types 0x0100 through OxFEFF are assigned through | ETF
Consensus [ RFC 2434] based on RFC docunentation of the certificate
type. The availability of private types under OxO0OFD and OxOOFE
shoul d satisfy npbst requirenents for proprietary or private types

6. Security Considerations

By definition, certificates contain their own authenticating
signature. Thus it is reasonable to store certificates in non-secure
DNS zones or to retrieve certificates fromDNS with DNS security
checking not inplenented or deferred for efficiency. The results MAY
be trusted if the certificate chain is verified back to a known
trusted key and this confornms with the user’s security policy.

Alternatively, if certificates are retrieved froma secure DNS zone
with DNS security checking enabled and are verified by DNS security,
the key within the retrieved certificate MAY be trusted w t hout
verifying the certificate chain if this conforms with the user’s
security policy.

CERT RRs are not used in connection with securing the DNS security

additions so there are no security considerations related to CERT RRs
and securing the DNS itself.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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