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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
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Abst ract

This meno specifies the frane format for transmission of 1Pv6 [ PV6E]
packets and the method of formng IPv6 |ink-Iocal addresses over |Pv4
domains. It also specifies the content of the Source/Target Link-

| ayer Address option used in the Router Solicitation, Router

Adverti senent, Neighbor Solicitation, and Nei ghbor Advertisenment and
Redi rect nmessages, when those nessages are transmitted on an | Pv4
mul ti cast network.

The notivation for this nethod is to allow isolated | Pv6 hosts,

| ocated on a physical link which has no directly connected | Pv6
router, to becone fully functional |1Pv6 hosts by using an | Pv4 domain
that supports IPv4 nulticast as their virtual local link. It uses

IPv4 nmulticast as a "virtual Ethernet".
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1. Introduction

This meno specifies the frane format for transm ssion of 1Pv6 [ PV6E]
packets and the nethod of formng IPv6 |ink-Iocal addresses over |Pv4
mul ti cast "dommins". For the purposes of this docunent, an |Pv4
domain is a fully interconnected set of |Pv4 subnets, within the sane
I ocal multicast scope, on which there are at |least two | Pv6 nodes
conformng to this specification. This |IPv4 domain could form part
of the globally-unique | Pv4d address space, or could formpart of a
private | Pv4 network [RFC 1918].

This meno al so specifies the content of the Source/ Target Link-Iayer
Address option used in the Router Solicitation, Router Advertisenent,
Nei ghbor Solicitation, Neighbor Advertisement and Redirect nmessages
described in [DI SC], when those nessages are transmitted on an | Pv4
mul ti cast domai n.

The motivation for this nmethod is to allow isolated | Pv6 hosts,

| ocated on a physical link which has no directly connected | Pv6
router, to becone fully functional |Pv6 hosts by using an | Pv4
mul ticast domain as their virtual local link. Thus, at |east one

I Pv6 router using the same nethod nust be connected to the sane |Pv4
domain if IPv6 routing to other links is required.

| Pv6 hosts connected using this method do not require |Pv4-conpatible
addresses or configured tunnels. |In this way |Pv6 gains considerable
i ndependence of the underlying |inks and can step over many hops of

| Pv4 subnets. The nechanismis known fornmally as "I1Pv6 over |Pv4" or
"6over4" and colloquially as "virtual Ethernet".

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Maxi mum Transmi ssion Unit
The default MrU size for | Pv6 packets on an | Pv4 domain is 1480
octets. This size may be varied by a Router Advertisement [ Dl SC

contai ning an MIU option which specifies a different MU, or by
manual configuration of each node.
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Note that if by chance the | Pv6 MIU size proves to be too large for
some intermedi ate | Pv4 subnet, 1Pv4 fragnentation will ensue. Wile
undesirable, this is not disastrous. However, the |IPv4 "do not
fragnment” bit MJST NOT be set in the encapsul ating | Pv4d header.

3. Frane Format

| Pv6 packets are transmitted in | Pv4d packets [RFC 791] with an | Pv4
protocol type of 41, the same as has been assigned in [RFC 1933] for
| Pv6 packets that are tunneled inside of IPv4 franes. The |Pv4
header contains the Destination and Source |Pv4 addresses. The |Pv4
packet body contains the | Pv6 header followed inmediately by the
payl oad.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Version| IHL | Type of Service| Total Length |
i e e T i T S e ok ok T S TR R R A
I dentification | Fl ags| Fragment O f set |
B S S e i S S T A S S S S S S i S S
Tinme to Live | Protocol 41 | Header Checksum |
B S i i i S e L E sk i N S
Sour ce Address |
B s o T o i R R S i ik i Sh SRR N S
Desti nati on Address |
B S S e i S S T A S S S S S S i S S
Opt i ons Paddi ng |
B S i i e T S e e S N S
| Pv6 header and payl oad ... /

+—+— +— +— +— +—

If there are |1 Pv4 options, then padding SHOULD be added to the |Pv4
header such that the I Pv6 header starts on a boundary that is a 32-
bit offset fromthe end of the datalink header.

The Tinme to Live field SHOULD be set to a |l ow value, to prevent such
packets accidentally | eaking fromthe | Pv4 domain. This MJST be a
configurable paraneter, with a reconmended default of 8.

4. Statel ess Autoconfiguration and Link-Local Addresses

The Interface Identifier [AARCH of an IPv4 interface is the 32-bit
| Pv4 address of that interface, with the octets in the sane order in
whi ch they woul d appear in the header of an |Pv4 packet, padded at
the left with zeros to a total of 64 bits. Note that the "Universal/
Local" bit is zero, indicating that the Interface lIdentifer is not
gl obal Iy uni que. When the host has nore than one | Pv4 address in use
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on the physical interface concerned, an adm nistrative choice of one
of these | Pv4 addresses is nade.

An | Pv6 address prefix used for statel ess autoconfiguration [ CONF] of
an | Pv4 interface MJST have a length of 64 bits except for a special
case nmentioned in Section 7.

The 1 Pv6 Link-1ocal address [AARCH for an IPv4 virtual interface is
formed by appending the Interface Identifier, as defined above, to
the prefix FE80::/64.

R R R R R R R R +
| FE 80 00 00 00 00 00 00 |
. O O O O O N N +
| 00 00 | 00 | 00 | | Pv4 Address |
S S S S S S ST ST +

5. Address Mapping -- Unicast

The procedure for mapping | Pv6 addresses into IPv4 virtual |ink-Ilayer
addresses is described in [DISC]. The Source/ Target Link-Iayer
Address option has the following formwhen the link layer is |Pv4.
Since the length field is in units of 8 bytes, the value belowis 1.

e e e e e e e e +
| Type |Length | nust be zero | | Pv4 Address |
R, R, R, R, R, R, R, R, +

Type:

1 for Source Link-layer address.
2 for Target Link-Iayer address.

Lengt h:
1 (in units of 8 octets).

| Pv4 Address:

The 32 bit IPv4 address, in network byte order. This is the address
the interface currently responds to, and may be different fromthe
Interface Identifier for statel ess autoconfiguration

6. Address Mapping -- Milticast
I Pv4 nulticast MJUST be avail able. An I Pv6 packet with a mnulticast
destination address DST MJUST be transnmitted to the I Pv4 nmulticast

address of Organization-Local Scope using the nmapping bel ow. These
I Pv4 nulticast addresses SHOULD be taken fromthe bl ock
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239.192.0.0/16, a sub-block of the Organization-Local Scope address
bl ock, or, if all of those are not available, fromthe expansion

bl ocks defined in [ADMN]. Note that when they are formed using the
expansi on bl ocks, they use only a /16 sized bl ock.

Fomm o - Fomm o - Fomm o - Fomm o - +
| 239 | O.S | DST14 | DST15

N N N N +

DST14, DST15 | ast two bytes of IPv6 nulticast address.
as fromthe configured Organi zation-Loca

Scope address block. SHOULD be 192,
see [ADM N] for details.

No new | ANA regi stration procedures are required for the above. See
appendix A for a list of all the multicast groups that nust be
joined to support Nei ghbor Di scovery.

7. Scaling and Transition |ssues

The nul ticast nechani sm described in Section 6 above appears to have
essentially the sane scaling properties as native |Pv6 over nost
medi a, except for the slight reduction in MIU size which wll
slightly reduce bul k throughput. On an ATM network, where |Pv4
multicast relies on relatively conpl ex mechanisnms, it is to be
expected that | Pv6 over IPv4 over ATMw || performless well than
native | Pv6 over ATM

The "1 Pv6 over |Pv4" nmechanismis intended to take its place in the
range of options available for transition fromlIPv4d to IPv6. In
particular it allows a site to run both IPv4 and |1 Pv6 in coexistence,
wi t hout having to configure IPv6 hosts either with | Pv4-conpatible
addresses or with tunnels. Interfaces of the I Pv6 router and hosts
will of course need to be enabled in "6over4" node.

A site may choose to start its IPv6 transition by configuring one

| Pv6 router to support "6over4" on an interface connected to the
site’s I Pv4 domain, and another IPv6 format on an interface connected
to the IPv6 Internet. Any enabled "6over4" hosts in the | Pv4 domain
will then be able to comunicate both with the router and with the

I Pv6 Internet, wi thout nmanual configuration of a tunnel and wi thout
the need for an | Pv4-conpatible |IPv6 address, either statel ess or
stateful address configuration providing the | Pv6 address to the |Pv6
host .
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During transition, routers may need to advertise at |east two | Pv6
prefixes, one for the native LAN (e.g. Ethernet) and one for
"6over4". As with any I Pv6 prefix assigned to an | Pv6 subnet, the
|atter MUST be unique within its scope, whether site-local or gl oba
addressing i s used.

Al so note that when a router is handling both native LAN and "6over4"
on the sane physical interface, during stateless autoconfiguration,
there is a period when I Pv6 |ink-1ocal addresses are used, in both
cases with the prefix FE80::/64. Note that the prefix-length for
these |ink-local adddress MJST then be 128 so that the two cases can
be di stingui shed.

As the site installs additional |1Pv6 routers, "6over4" hosts which
becone physically adjacent to | Pv6 routers can be changed to run as
native | Pv6 hosts, with the the only inpact on | Pv6 applications
being a slight increase in MIU size. At sone stage during transition,
it might be convenient to dual hone hosts in both native LAN and
"6over4" node, but this is not required.

8. | ANA Consi derations
No assignnments by the | ANA are required beyond those in [ADMN].
9. Security Considerations

I mpl enentors should be aware that, in addition to posssible attacks
agai nst | Pv6, security attacks against |Pv4 nust al so be considered.
Use of IP security at both IPv4 and | Pv6 | evels shoul d neverthel ess
be avoided, for efficiency reasons. For example, if IPv6 is running
encrypted, encryption of |IPv4 would be redundant except if traffic
analysis is felt to be a threat. |If IPv6 is running authenticated,
then authentication of IPv4 will add little. Conversely, |Pv4
security will not protect IPv6 traffic once it |eaves the | Pv6-over-
| Pv4 domain. Therefore, inplenenting |Pv6 security is required even
if IPvd security is avail able.

There is a possible spoofing attack in which spurious 6over4 packets
are injected into a 6over4 domain from outside. Thus, boundary
routers MJST discard nulticast |Pv4 packets with source or
destination nulticast addresses of organisation |ocal scope as
defined in section 6 above, if they arrive on physical interfaces
out side that scope. To defend agai nst spurious unicast 6over4
packets, boundary routers MJST discard incom ng | Pv4 packets with
protocol type 41 from unknown sources, i.e. [|Pv6-in-1Pv4 tunnels
must only be accepted fromtrusted sources. Unless |PSEC
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aut hentication is available, the RECOWENDED technique for this is to
configure the boundary router only to accept protocol type 41 packets
fromsource addresses within a trusted range or ranges.
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APPENDI X A: | Pv4 Milticast Addresses for Nei ghbor Discovery

The following IPv4 nulticast groups are used to support Nei ghbor

Di scovery with this specification. The | Pv4 addresses listed in this
section were obtained by Iooking at the I Pv6 nulticast addresses that
Nei gbour Di scovery uses, and deriving the resulting |IPv4 "virtua
link-layer" addresses that are generated fromthemusing the

al gorithmgiven in Section 6

al | -nodes nulticast address
- the administratively-scoped I Pv4 nulticast address used to
reach all nodes in the local |Pv4 domain supporting this
specification. 239.0.S.0.1

all-routers nmulticast address
- the administrativel y-scoped IPv4 nulticast address to reach
all routers in the local |Pv4 donmain supporting this
specification. 239.0.S.0.2

solicited-node rmulticast address

- an admnistratively scoped nmulticast address that is computed
as a function of the solicited target’s address by taking the
| ow-order 24 bits of the | Pv4 address used to formthe | Pv6
address, and prepending the prefix FF02:0:0:0:0: 1: FF0O0: : /104
[AARCH]. This is then mapped to the I Pv4 nmulticast address by
the met hod described in this docunment. For exanple, if the
| Pv4 address used to formthe IPv6 address is WX Y. Z, then
the IPv6 solicited node nulticast address is
FF02::1:255. X.Y.Z and the corresponding | Pv4d multicast
address is 239.0.S.Y.Z
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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