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Abst ract

The I P Version 6 addressing architecture defines an "anycast" address
as an | Pv6 address that is assigned to one or nore network interfaces
(typically belonging to different nodes), with the property that a
packet sent to an anycast address is routed to the "nearest”

i nterface having that address, according to the routing protocols’
measure of distance. This docunent defines a set of reserved anycast
addresses within each subnet prefix, and lists the initial allocation
of these reserved subnet anycast addresses.

1. Introduction

I P Version 6 (IPv6) defines a new type of address, known as an
"anycast" address, that allows a packet to be routed to one of a
nunber of different nodes all responding to the sanme address [2, 3].
The anycast address may be assigned to one or nore network interfaces
(typically on different nodes), with the network delivering each
packet addressed to this address to the "nearest” interface based on
the notion of "distance" determ ned by the routing protocols in use.

The uses of anycast addresses are still evolving, but such addresses
offer the potential for a nunber of inportant services [5, 6]. For
exanpl e, an anycast address may be used to allow nodes to access one
of a collection of servers providing a well-known service, w thout
manual configuration in each node of the |list of servers; or an
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anycast address may be used in a source route to force routing
through a specific internet service provider, without limting
routing to a single specific router providing access to that ISP

| Pv6 defines a required Subnet-Router anycast address [3] for al
routers within a subnet prefix, and allows additional anycast
addresses to be taken fromthe uni cast address space. This docunent
defines an additional set of reserved anycast addresses within each
subnet prefix, and lists the initial allocation of these reserved
subnet anycast addresses.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Format of Reserved Subnet Anycast Addresses

Wthin each subnet, the highest 128 interface identifier values are
reserved for assignment as subnet anycast addresses.

The construction of a reserved subnet anycast address depends on the
type of I Pv6 addresses used within the subnet, as indicated by the
format prefix in the addresses. |n particular, for |Pv6 address
types required to have 64-bit interface identifiers in EU-64 fornmat,
the universal/local bit MJST be set to 0 (local) in all reserved
subnet anycast addresses, to indicate that the interface identifier
in the address is not globally unique. |Pv6 addresses of this type
are currently specified to be those having format prefixes 001
through 111, except for Milticast Addresses (1111 1111) [3].

Specifically, for I Pv6 address types required to have to have 64-bit
interface identifiers in EU-64 format, these reserved subnet anycast
addresses are constructed as foll ows:

| interface identifier field

For other I Pv6 address types (that is, with fornmat prefixes other
than those |isted above), the interface identifier is not in EU -64
format and may be other than 64 bits in length; these reserved subnet
anycast addresses for such address types are constructed as foll ows:
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| n bits | 121-n bits | 7 bits |

| interface identifier field

The subnet prefix here consists of all fields of the | Pv6 address
except the interface identifier field. The interface identifier
field in these reserved subnet anycast addresses is forned froma
7-bit anycast identifier ("anycast ID'), with the remaining (highest
order) bits filled with all one's; however, for interface identifiers
in EU-64 format, the universal/local bit in the interface identifier
MUST be set to 0. The anycast identifier identifies a particular
reserved anycast address within the subnet prefix, fromthe set of
reserved subnet anycast addresses.

The notivation for reserving the highest addresses from each subnet
rather than the | owest addresses, is to avoid conflicting with sone
existing official and unofficial uses of the | ow nunbered addresses
in a subnet. For example, these | ow nunbered addresses are often
used for the ends of a point-to-point |link, for tunnel endpoints, for
manual | y confi gured uni cast addresses when a hardware token is not
avail abl e for the network interface, and even for manual |y configured
static addresses for the routers on a link. Reserving only 128

val ues for anycast identifiers (rather than perhaps 256) neans that
the m ni num possible size of interface identifiers in an | Pv6 address
is 8 bits (including roomin the subnet for unicast addresses as well
as reserved subnet anycast addresses), allow ng the division between
subnet prefix and interface identifier in this case to be

byt e-al i gned.

As with all 1Pv6 anycast addresses [3], these reserved subnet anycast
addresses are allocated fromthe |IPv6 unicast address space. Al
reserved subnet anycast addresses as defined in this docunent are
reserved on all links, with all subnet prefixes. They MJST NOT be
used for unicast addresses assigned to any interface.

3. List of Reserved Subnet Anycast Addresses

Currently, the followi ng anycast identifiers for these reserved
subnet anycast addresses are defi ned:

Deci mal Hexadeci nal Descri ption

127 7F Reserved

126 7E Mobil e | Pv6 Hone- Agents anycast [ 4]
0- 125 00-7D Reserved
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Addi tional anycast identifiers are expected to be defined in the
future

4. Exanpl es

To illustrate the construction of reserved subnet anycast addresses,
this section details the construction of the reserved Mbile |IPv6
Hone- Agents subnet anycast address [4]. As noted in Section 3, the
7-bit anycast identifier for the Mbile | Pv6 Home- Agents anycast
address is 126 (decimal) or 7E (hexadeci mal).

For | Pv6 addresses containing a format prefix indicating that
interface identifiers are required to be 64 bits in length and are
required to be in EU -64 format (currently format prefixes 001
through 111, except for 1111 1111 [3]), the reserved Mbile | Pv6
Honme- Agents subnet anycast address consists of the 64-bit subnet
prefix followed by the 64-bit interface identifier shown bel ow

|0 11 3|3 4| 4 6|
| 0 I 1 I 3
o e o e o e o e +
|1111210111112222]1112222111122221]11222221111222211}12222111111221110]
o a o o a o o a o o a o +
N NNNNNNN
+--- wuniversal/local bit anycast identifier ---+----- +

For other IPv6 address types, the interface identifier may be other
than 64 bits in length and is not in EU-64 format. In this exanple,
assune that the length of the interface identifier is 64 bits, to
all ow cl ear conparison with the exanple given above (although
interface identifiers of lengths other than 64 bits follow the same
general construction of the interface identifier show here). In
this case, the reserved Mbile | Pv6 Home- Agents subnet anycast
address consists of the 64-bit subnet prefix followed by the 64-bit
interface identifier shown bel ow

|0 11 3|3 4| 4 6|
| 0 I 1 I 3
o e o e o e o e +
[11112222111112222]1112222111122221]11222221111222211}12222111111221110]
o a o o a o o a o o a o +
NNNNNNN

anycast identifier ---+----- +
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5

| ANA Consi der ati ons

Thi s docunent defines a set of reserved subnet anycast addresses,
based on a set of anycast identifiers within each subnet prefix in
the 1 Pv6 unicast address space. As future needs arise, new anycast
identifiers may be defined. Such anycast identifiers MJST be
reserved within all subnet prefixes, and so the assignnent of these
anycast identifiers requires centralized adnmi nistration. New val ues
SHOULD be assigned in descending nunerical order and are expected to
be assigned only with | ESG approval

Security Considerations

The use of any type of reserved anycast addresses poses a security
concern only in allowing potential attackers a well-known address to
attack. By designating certain services to be located at specific
reserved anycast addresses, an attacker may nore profitably focus an
attack agai nst such a specific service. Any such attack, however, is
best dealt with in each service that uses a reserved anycast address.

RFC 1546, which originally proposed the idea of anycasting in IP
al so points out a nunber of security considerations with the use of
anycasting in general [6].
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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