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1. Introduction

This nmeno catal ogs a nunber of known TCP i npl enentati on probl ens.
The goal in doing so is to inprove conditions in the existing
Internet by enhancing the quality of current TCP/IP inplenentations.
It is hoped that both performance and correctness issues can be
resol ved by nmaking inplenmentors aware of the problens and their
solutions. 1In the long term it is hoped that this will provide a
reduction in unnecessary traffic on the network, the rate of
connection failures due to protocol errors, and | oad on network
servers due to tine spent processing both unsuccessful connections
and retransmtted data. This will help to ensure the stability of
the gl obal Internet.

Each problemis defined as follows:

Nanme of Probl em
The nane associated with the problem |In this meno, the nane is
gi ven as a subsection headi ng.

Classification
One or nore problemcategories for which the problemis
classified: "congestion control", "performance", "reliability",
"resource managenent"

Descri ption
A definition of the problem succinct but including necessary
background materi al

Si gni ficance

A brief summary of the sorts of environments for which the probl em
is significant.
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I mpli cations
Why the problemis viewed as a problem

Rel evant RFCs
The RFCs defining the TCP specification with which the problem
conflicts. These RFCs often qualify behavior using terns such as
MUST, SHOULD, MAY, and others witten capitalized. See RFC 2119
for the exact interpretation of these terns.

Trace file denonstrating the problem
One or nore ASCI| trace files denonstrating the problem if
appl i cabl e.

Trace file denonstrating correct behavior
One or nore exanpl es of how correct behavior appears in a trace,
i f applicable.

Ref er ences
Ref erences that further discuss the problem

How to det ect
How to test an inplenentation to see if it exhibits the problem
Thi s discussion may include difficulties and subtleties associated
with causing the problemto manifest itself, and with interpreting
traces to detect the presence of the problem (if applicable).

How to fix
For known causes of the problem howto correct the
i mpl ement ati on.

2. Known inpl ementati on probl ens
2. 1.

Narme of Problem
No initial slow start

Classification
Congestion control

Description
When a TCP begins transmitting data, it is required by RFC 1122,
4.2.2.15, to engage in a "slow start" by initializing its
congesti on wi ndow, cwnd, to one packet (one segment of the maxi num
size). (Note that an experimental change to TCP, documented in
[ RFC2414], allows an initial value sonmewhat |arger than one
packet.) It subsequently increases cwnd by one packet for each
ACK it receives for new data. The mininmum of cwnd and the
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receiver’'s adverti sed wi ndow bounds the hi ghest sequence nunber
the TCP can transmt. A TCP that fails to initialize and
increment cwnd in this fashion exhibits "No initial slow start".

Si gni ficance

In congested environnents, detrinental to the perfornmance of other
connections, and possibly to the connection itself.

I mplications

Re

A TCP failing to slow start when beginning a connection results in
traffic bursts that can stress the network, |eading to excessive
queuei ng del ays and packet | oss.

I mpl enent ati ons exhibiting this problem m ght do so because they
suffer fromthe general problemof not including the required
congestion wi ndow. These inplenentations will also suffer from
"No slow start after retransmi ssion tineout".

There are different shades of "No initial slow start”. Fromthe
perspective of stressing the network, the worst is a connection

that sinply al ways sends based on the receiver’s advertised

wi ndow, with no notion of a separate congestion wi ndow. Anot her
formis described in "Uninitialized CAND' bel ow.

evant RFCs
RFC 1122 requires use of slow start. RFC 2001 gives the specifics
of slow start.

Trace file denonstrating it

10:

10:

10:
10:
10:
10:
10:
10:

10:
10:
10:

Made using tcpdunp [Jacobson89] recording at the connection
responder. No |osses reported by the packet filter

40: 42. 244503 B > A. S 1168512000: 1168512000(0) wi n 32768
<mss 1460, nop, wscal e 0> (DF) [tos 0x8]
40: 42. 259908 A > B: S 3688169472: 3688169472(0)
ack 1168512001 win 32768 <mss 1460>
40:42.389992 B > A: . ack 1 win 33580 (DF) [tos 0x8]
40: 42. 664975 A > B: P 1:513(512) ack 1 win 32768
40: 42. 700185 A > B: 513:1973(1460) ack 1 win 32768
40: 42. 718017 A > B: 1973: 3433(1460) ack 1 win 32768
40: 42. 762945 A > B: 3433:4893(1460) ack 1 win 32768
40: 42. 811273 A > B: 4893: 6353(1460) ack 1 win 32768
40: 42. 829149 A > B: 6353: 7813(1460) ack 1 win 32768
40: 42. 853687 B > A ack 1973 win 33580 (DF) [tos 0x8]
40: 42. 864031 B > A ack 3433 win 33580 (DF) [tos 0x8]
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After the third packet,
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connecti on responder,
initiator.
even though the SYN exchange agreed upon an MSS of 1460 bytes

congesti on wi ndow of 1 segnent corresponds to

(inplying an initia

1460 bytes),

begins transmtting to B
Host A quickly sends 6 packets conprising 7812 bytes,

March 1999

the connection is established. A, the

t he connection

and so A should have sent at npst 1460 bytes.

The ACKs sent by Bto Ain the last two lines indicate that this

trace is not a nmeasurement error (slow start

really occurring but

the correspondi ng ACKs havi ng been dropped by the packet filter).

A second trace confirned that the problemis repeatable.

Trace file denonstrating correct behavior
Made using tcpdunp recording at the connection originator. No
| osses reported by the packet filter

12:

12:

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

35:

35:

35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:
35:

31.

32.

32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.

914050

068819

069341
075213
286073
287032
287506
432712
433690
434481
435032
594526
595465
595947
596414
596888
733453

Ref er ences

This problemis documented in [Paxson97].

How t o det ect

For inmplementations al ways mani festing this problem
imediately in a packet trace or a sequence plot,
above.

Paxson,

et.

al .

C > D S 1448571845: 1448571845( 0)

D
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>

C

S

-

win 4380 <nss 1460>

1755712000: 1755712000( 0)
ack 1448571846 wi n 4096

ack 1 win 4608

1:513(512) ack 1 win 4608

ack 513 win 4096

513:1025(512) ack 1 win 4608

1025: 1537(512) ack
ack 1537 win 4096
1537:2049(512) ack
2049: 2561(512) ack
2561: 3073(512) ack
ack 3073 win 4096
3073: 3585(512) ack
3585:4097(512) ack
4097: 4609(512) ack
4609: 5121(512) ack
ack 4097 win 4096

I nf or mat i onal

1 win

n
n

el
£ 2=
S35 S

[ N
£ 222

4608

4608
4608
4608

4608
4608
4608
4608

it shows up

as illustrated

[ Page 5]



RFC 2525 TCP | npl enent ati on Probl ens March 1999

2.

How to fix
If the root problemis that the inplenmentation | acks a notion of a
congesti on wi ndow, then unfortunately this requires significant
work to fix. However, doing so is inmportant, as such
i mpl ementations al so exhibit "No slow start after retransni ssion
timeout".

2.

Name of Problem
No slow start after retransm ssion tineout

Cl assification
Congestion control

Description
When a TCP experiences a retransnission tineout, it is required by
RFC 1122, 4.2.2.15, to engage in "slow start" by initializing its
congesti on wi ndow, cwnd, to one packet (one segment of the maxi num
size). It subsequently increases cwnd by one packet for each ACK
it receives for new data until it reaches the "congestion
avoi dance" threshold, ssthresh, at which point the congestion
avoi dance al gorithm for updating the wi ndow takes over. A TCP
that fails to enter slow start upon a tineout exhibits "No slow
start after retransm ssion tineout".

Si gni ficance
I n congested environnents, severely detrinental to the performance
of other connections, and al so the connection itself.

I mpli cations
Entering slow start upon timeout forns one of the cornerstones of
Internet congestion stability, as outlined in [Jacobson88]. If
TCPs fail to do so, the network beconmes at risk of suffering
"congestion col |l apse" [ RFC896].

Rel evant RFCs
RFC 1122 requires use of slow start after loss. RFC 2001 gives
the specifics of howto inplenent slow start. RFC 896 descri bes
congestion col | apse.

The retransnm ssion tineout discussed here should not be confused
with the separate "fast recovery" retransm ssion mechani sm
di scussed in RFC 2001.

Trace file denonstrating it
Made using tcpdunp recording at the sending TCP (A). No | osses
reported by the packet filter.
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10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

40:
40:
40:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:

The first packet

59.
59.
59.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.

TCP | npl enent ati on Probl ens

090612
222025
868871
016641
036709
045231
053785
062426
071074
079794
089304
097738
106409
115024
123576
132016
141635
150094
158552
167053
175518
210835
226108
241524

P S N S S SN P
vVVvVyvVvVyvVvVvVyVvVvyyvvvyyvyvyyvyvyyvyvyyvyyvyvyyvyvyyyvyyvyvyyyvy
g elvelvlvNoilecleclvelivalvsoolecleclvelvalesoele Rl N Re
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ack 357125 win 33580 (DF) [tos 0x8]
357125: 358585(1460) ack 1
357125: 358585(1460) ack 1
ack 364425 win 33580 (DF)

364425:
365885:
367345:
368805:
370265:
371725:
373185:
374645:
376105:
377565:
379025:
380485:
381945:
383405:
384865:
386325:
387785:
389245:
390705:
ack 389245 win 8760 (DF) [

365885( 1460)
367345( 1460)
368805( 1460)
370265( 1460)
371725( 1460)
373185( 1460)
374645(1460)
376105( 1460)
377565( 1460)
379025( 1460)
380485( 1460)
381945( 1460)
383405( 1460)
384865( 1460)
386325( 1460)
387785( 1460)
389245( 1460)
390705( 1460)
392165( 1460)

i ndi cates the ack point

win 32768
win 32768
[tos 0x8]
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
ack 1 win 32768
tos 0x8]
is 357125. 130 nsec

after receiving the ACK, Atransmts the packet after the ACK
640 nsec after this transm ssion, it
retransm ssion tineout.

poi nt,

357125: 358585.
retransmts 357125: 358585,
At this point,

enters slow start.

Breplies with an ACK of 364425,
At this point,
since in slow start

sequence hol e.
byt es,
However ,

in an apparent
A's cwnd should be one MSS, or
The trace is consistent with this possibility.

1460 bytes,

A's cwnd shoul d be 1460*2 =
recei ving an ACK advances cwnd by MSS.
A then launches 19 consecutive packets,
i nconsistent with slow start.

as A

indicating that A has filled a

2920

which is

A second trace confirned that the problemis repeatable.

Trace file denonstrating correct behavior

12: 35: 48.
12: 35: 48.
12: 35: 48.
12: 35: 49.

Made using tcpdunp recording at the sending TCP (C).

reported by the packet filter.

Paxson,

et.

No | osses

442538 C > D. P 465409: 465921(512) ack 1 win 4608

544483 D > C
703496 D > C
044613 C > D

al .

ack 461825 wi n 4096
ack 461825 win 4096

461825: 462337(512) ack 1 win 4608

I nf or mat i onal
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12:
12:
12:
12:
12:
12:
12:
12:
12:

35:49.192282 D > C ack 465921 win 2048
35:49.192538 D > C . ack 465921 win 4096
35:49.193392 C > D: P 465921: 466433(512) ack 1 win 4608
35:49.194726 C > D: P 466433: 466945(512) ack 1 win 4608
35:49. 350665 D > C ack 466945 win 4096
35:49.351694 C > D 466945: 467457(512) ack 1 win 4608
35:49. 352168 C > D 467457: 467969(512) ack 1 win 4608
35:49.352643 C > D 467969: 468481(512) ack 1 win 4608
35:49.506000 D > C ack 467969 win 3584

After Ctransmits the first packet shown to D, it takes no action
in response to Ds ACKs for 461825, because the first packet

al ready reached the advertised window linit of 4096 bytes above
461825. 600 nsec after transmitting the first packet, C
retransmts 461825: 462337, presumably due to a tineout. |Its
congesti on wi ndow is now MSS (512 bytes)

D acks 465921, indicating that Cs retransnission filled a
sequence hole. This ACK advances Cs cwnd from512 to 1024. \Very
shortly after, D acks 465921 again in order to update the offered
wi ndow from 2048 to 4096. This ACK does not advance cwnd since it
is not for new data. Very shortly after, C responds to the newy
enl arged wi ndow by transmitting two packets. D acks both,
advancing cwnd from 1024 to 1536. Cin turn transnmits three
packets.

Ref er ences

This problemis docunmented in [Paxson97].

How t o det ect

Packet |oss is common enough in the Internet that generally it is
not difficult to find an Internet path that will force
retransm ssion due to packet |oss.

If the effective window prior to loss is |arge enough, however,
then the TCP may retransnit using the "fast recovery" mechani sm
described in RFC 2001. In a packet trace, the signature of fast
recovery is that the packet retransm ssion occurs in response to
the receipt of three duplicate ACKs, and subsequent duplicate ACKs
may | ead to the transm ssion of new data, above both the ack point
and t he highest sequence transnitted so far. An absence of three
duplicate ACKs prior to retransmission suffices to distinguish

bet ween tinmeout and fast recovery retransnissions. |In the face of
only observing fast recovery retransm ssions, generally it is not
difficult to repeat the data transfer until observing a tineout
retransm ssion.
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Once arned with a trace exhibiting a timeout retransmn ssion
determ ni ng whether the TCP follows slow start is done by
computing the correct progression of cwnd and conparing it to the
anmount of data transmtted by the TCP subsequent to the tineout
retransm ssion.

How to fix
If the root problemis that the inplenmentation | acks a notion of a
congesti on wi ndow, then unfortunately this requires significant
work to fix. However, doing so is critical, for reasons outlined
above.

2. 3.

Nane of Problem
Uninitialized CAWAD

Classification
Congestion control

Descri ption
As described above for "No initial slow start", when a TCP
connection begins cwnd is initialized to one segnent (or perhaps a
few segnents, if experinmenting with [RFC2414]). One particul ar
formof "No initial slow start”, worth separate nention as the bug
is fairly widely deployed, is "Uninitialized CAND'. That is,
while the TCP inpl enents the proper slow start mechanism it fails
toinitialize cwnd properly, so slow start in fact fails to occur

One way the bug can occur is if, during the connection

est abl i shnent handshake, the SYN ACK packet arrives w thout an MSS
option. The faulty inplenentation uses receipt of the MSS option
toinitialize cwnd to one segnent; if the option fails to arrive,
then cwnd is instead initialized to a very |arge val ue.

Si gni fi cance
In congested environnents, detrinental to the performance of other
connections, and likely to the connection itself. The burst can
be so large (see below) that it has deleterious effects even in
uncongest ed envi ronnents.

I mpli cations
A TCP exhibiting this behavior is stressing the network with a
| arge burst of packets, which can cause |loss in the network.

Rel evant RFCs

RFC 1122 requires use of slow start. RFC 2001 gives the specifics
of slow start.
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Trace file denonstrating it
This trace was made using tcpdunmp running on host A, Host Ais
the sender and host B is the receiver. The advertised w ndow and
ti mestanp options have been omtted for clarity, except for the
first segment sent by host A. Note that A sends an MSS option in
its initial SYN but B does not include one inits reply.

16: 56: 02. 226937 A > B: S 237585307:237585307(0) wi n 8192
<mss 536, nop, wscal e 0, nop, nop, ti mestanp[|tcp]>

16: 56: 02. 557135 B > A° S 1617216000: 1617216000( 0)
ack 237585308 win 16384

16:56:02.557788 A > B: . ack 1 win 8192

16: 56: 02. 566014 A > B: 1:537(536) ack 1

16: 56: 02. 566557 A > B: 537:1073(536) ack 1
16:56: 02.567120 A > B: . 1073:1609(536) ack 1
16: 56: 02. 567662 A > B: P 1609: 2049(440) ack 1
16: 56: 02. 568349 A > B: 2049: 2585(536) ack 1
16: 56: 02. 568909 A > B: 2585:3121(536) ack 1

[54 additional burst segnments deleted for brevity]

16: 56: 02. 936638 A > B: . 32065:32601(536) ack 1
16: 56:03.018685 B > A: . ack 1

After the three-way handshake, host A bursts 61 segnents into the
net wor k, before duplicate ACKs on the first segment cause a
retransm ssion to occur. Since host A did not wait for the ACK on
the first segnent before sending additional segnents, it is
exhibiting "Uninitialized CAND

Trace file denonstrating correct behavior
See the exanple for "No initial slow start”.

Ref er ences
This problemis docunmented in [Paxson97].

How to det ect
Thi s probl em can be detected by exam ning a packet trace recorded
at either the sender or the receiver. However, the bug can be
difficult to induce because it requires finding a renote TCP peer
that does not send an MSS option in its SYN ACK

How to fix
This problemcan be fixed by ensuring that cwnd is initialized
upon recei pt of a SYN ACK, even if the SYN ACK does not contain an
MBS opti on.
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2. 4.

Nane of Problem
I nconsi stent retransm ssi on

Cl assification
Reliability

Descri ption
If, for a given sequence nunber, a sending TCP retransnits
different data than previously sent for that sequence nunber, then
a strong possibility arises that the receiving TCP will
reconstruct a different byte streamthan that sent by the sending
appl i cation, depending on which instance of the sequence nunber it
accepts.

Such a sending TCP exhibits "l nconsistent retransnission”

Si gni fi cance
Critical for all environnments.

I mplications
Rel i abl e delivery of data is a fundanental property of TCP

Rel evant RFCs
RFC 793, section 1.5, discusses the central role of reliability in
TCP operation

Trace file denonstrating it
Made using tcpdunp recording at the receiving TCP (B). No |osses
reported by the packet filter

12: 35:53. 145503 A > B: FP 90048435: 90048461( 26)
ack 393464682 win 4096
4500 0042 9644 0000
3006 e4c2 86b1 0401 83f3 010a b2a4 0015
055e 07b3 1773 chb6a 5019 1000 68a9 0000
data starts here>504f 5254 2031 3334 2c31 3737*2c34 2c31
2c31 3738 2c¢31 3635 0dOa
12:35:53.146479 B > A: R 393464682: 393464682(0) w n 8192
12:35:53.851714 A > B: FP 90048429: 90048463( 34)
ack 393464682 wi n 4096
4500 004a 965b 0000
3006 ed4a3 86b1l 0401 83f3 010a b2a4d4 0015
055e 07ad 1773 cb6a 5019 1000 8bd3 0000
data starts here>5041 5356 0dOa 504f 5254 2031 3334 2c31
3737*2c31 3035 2c¢31 3431 2c¢34 2c¢c31 3539
0dOa
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The sequence numbers shown in this trace are absol ute and not
adjusted to reflect the ISN. The 4-digit hex values show a dump
of the packet’s IP and TCP headers, as well as payload. A first
sends to B data for 90048435:90048461. The correspondi ng data
begi ns with hex words 504f, 5254, etc.

B responds with a RST. Since the recording location was local to
B, it is unknown whether A received the RST.

A then sends 90048429: 90048463, which includes six sequence
positions below the earlier transm ssion, all 26 positions of the
earlier transm ssion, and two additional sequence positions.

The retransm ssi on di sagrees starting just after sequence
90048447, annotated above with a leading "*’. These two bytes
were originally transmtted as hex 2c34 but retransmtted as hex
2c31. Subsequent positions disagree as well.

Thi s behavi or has been observed in other traces involving
different hosts. It is unknown how to repeat it.

In this instance, no corruption would occur, since B has already
indicated it will not accept further packets fromA.

A second exanple illustrates a slightly different instance of the
problem The tracing again was made with tcpdunp at the receiving
TCP (D).

22:23:58.645829 C > D. P 185:212(27) ack 565 win 4096
4500 0043 90a3 0000
3306 0734 cbf1l 9eef 83f3 010a 0525 0015
a3a2 faba 578c 70a4 5018 1000 9a53 0000
data starts here>504f 5254 2032 3033 2c¢32 3431 2c¢31 3538
2c32 3339 2c¢35 2c¢34 330d Oa
22:23:58.646805 D> C. . ack 184 win 8192
4500 0028 beeb 0000
3e06 ce06 83f3 010a chf1l 9eef 0015 0525
578c 70a4 a3a2 fab9 5010 2000 342f 0000
22:31:36.532244 C > D. FP 186:213(27) ack 565 win 4096
4500 0043 9435 0000
3306 03a2 cbf1l 9eef 83f3 010a 0525 0015
a3a2 fabb 578c 70a4 5019 1000 9a51 0000
data starts here>504f 5254 2032 3033 2c¢32 3431 2c¢31 3538
2c32 3339 2c¢35 2c¢34 330d Oa
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2

5

In this trace, sequence nunbers are relative. C sends 185:212,
but D only sends an ACK for 184 (so sequence number 184 is

m ssing). C then sends 186:213. The packet payload is identica
to the previous payload, but the base sequence nunber is one

hi gher, resulting in an inconsistent retransmn ssion

Nei t her trace exhibits checksumerrors

Trace file denonstrating correct behavior

(Omitted, as presumably correct behavior is obvious.)

Ref er ences

None known.

How t o det ect

This problemunfortunately can be very difficult to detect, since
avai | abl e experience indicates it is quite rare that it is

mani fested. No "trigger" has been identified that can be used to
reproduce the probl em

How to fix

In the absence of a known "trigger", we cannot always assess how
to fix the problem

In one inplenmentation (not the one illustrated above), the probl em
mani fested itself when (1) the sender received a zero w ndow and
stalled; (2) eventually an ACK arrived that offered a w ndow
|larger than that in effect at the tine of the stall; (3) the
sender transnitted out of the buffer of data it held at the tine
of the stall, but (4) failed to limt this transfer to the buffer

I ength, instead using the newly advertised (and |l arger) offered

wi ndow. Consequently, in addition to the valid buffer contents,

it sent whatever garbage values followed the end of the buffer

If it then retransmtted the correspondi ng sequence nunbers, at
that point it sent the correct data, resulting in an inconsistent
retransm ssion. Note that this instance of the problemreflects a
nmore general problem that of initially transmitting incorrect

dat a.

Nane of Problem

Failure to retain above-sequence data

Cl assification

Congestion control, performance
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Descri ption
VWhen a TCP receives an "above sequence" segment, meaning one with
a sequence nunber exceedi ng RCV. NXT but bel ow RCV. NXT+RCV. WAD, it
SHOULD queue the segnent for later delivery (RFC 1122, 4.2.2.20).
(See RFC 793 for the definition of RCV.NXT and RCV.WND.) A TCP
that fails to do so is said to exhibit "Failure to retain above-
sequence data".

It may sometines be appropriate for a TCP to di scard above-
sequence data to reclaimnenory. |If they do so only rarely, then
we woul d not consider themto exhibit this problem Instead, the
particular concern is with TCPs that al ways di scard above-sequence
dat a.

Si gni ficance
In environnents prone to packet |oss, detrinental to the
performance of both other connections and the connection itself.

I mpli cations
In tines of congestion, a failure to retain above-sequence data
will lead to numerous otherw se-unnecessary retransm ssions,
aggravating the congestion and potentially reducing performance by
a large factor.

Rel evant RFCs
RFC 1122 revises RFC 793 by upgrading the latter’s MAY to a SHOULD
on this issue.

Trace file denonstrating it
Made using tcpdunp recording at the receiving TCP. No | osses
reported by the packet filter

Bis the TCP sender, A the receiver. A exhibits failure to retain
above sequence-dat a:

10: 38: 10. 164860 B > A: . 221078:221614(536) ack 1 win 33232 [tos Ox8]
10: 38:10. 170809 B > A: . 221614:222150(536) ack 1 win 33232 [tos Ox8]
10: 38:10. 177183 B > A . 222150: 222686(536) ack 1 win 33232 [tos 0x8]
10: 38: 10. 225039 A > B: . ack 222686 win 25800

Here B has sent up to (relative) sequence 222686 in-sequence, and
A accordi ngly acknow edges.

10: 38: 10. 268131 B > A 223222:223758(536) ack 1 win 33232 [tos 0x8]
10: 38: 10. 337995 B > A 223758: 224294(536) ack 1 win 33232 [tos 0x8]
10: 38: 10. 344065 B > A 224294: 224830(536) ack 1 win 33232 [tos 0x8]
10: 38:10. 350169 B > A 224830: 225366(536) ack 1 win 33232 [tos 0x8]
10: 38:10. 356362 B > A 225366: 225902(536) ack 1 win 33232 [tos 0x8]
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10:
10:
10:
10:
10:
10:
10:
10:

10:
10:

10:
10:
10:

38:10. 362445 B > A 225902: 226438(536) ack 1 win 33232 [tos 0x8]
38:10. 368579 B > A 226438: 226974(536) ack 1 win 33232 [tos 0x8]
38:10.374732 B > A 226974:227510(536) ack 1 win 33232 [tos 0x8]
38:10. 380825 B > A 227510: 228046(536) ack 1 win 33232 [tos 0x8]
38:10. 387027 B > A 228046: 228582(536) ack 1 win 33232 [tos 0x8]
38:10. 393053 B > A 228582: 229118(536) ack 1 win 33232 [tos 0x8]
38:10. 399193 B > A 229118: 229654(536) ack 1 win 33232 [tos 0x8]
38:10. 405356 B > A 229654: 230190(536) ack 1 win 33232 [tos 0x8]

A now receives 13 additional packets fromB. These are above-
sequence because 222686: 223222 was dropped. The packets do
however fit within the offered wi ndow of 25800. A does not
generate any duplicate ACKs for them

The trace contributor (V. Paxson) verified that these 13 packets
had valid I P and TCP checksuns.

38:11.917728 B > A: . 222686:223222(536) ack 1 win 33232 [tos 0x8]
38:11.930925 A > B: . ack 223222 win 32232

B times out for 222686:223222 and retransmts it. Upon receiving
it, Aonly acknow edges 223222. Had it retained the valid above-
sequence packets, it would instead have ack’d 230190.

38:12.048438 B > A . 223222:223758(536) ack 1 win 33232 [tos 0x8]
38:12.054397 B > A1 . 223758:224294(536) ack 1 win 33232 [tos 0x8]
38:12. 068029 A > B: ack 224294 win 31696

B retransnmits two nore packets, and A only acknow edges them
This pattern continues as B retransmits the entire set of
previ ousl y-recei ved packets.

A second trace confirned that the problemis repeatable.

Trace file denonstrating correct behavior

09:

09:
09:

09:

Made using tcpdunp recording at the receiving TCP (C. No |osses
reported by the packet filter

11: 25. 790417 D > C 33793: 34305(512) ack 1 win 61440

©11:25.791393 D > C 34305: 34817(512) ack 1 win 61440
11:25. 792369 D > C 34817:35329(512) ack 1 win 61440
11:25. 792369 D > C 35329: 35841(512) ack 1 win 61440
:11:25.793345 D > C 36353: 36865(512) ack 1 win 61440
11: 25.794321 C > Dt ack 35841 wi n 59904

A sequence hol e occurs because 35841: 36353 has been dropped.
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09: 11: 25. 794321 D > C 36865: 37377(512) ack 1 win 61440
09: 11: 25. 794321 C > D ack 35841 wi n 59904

09: 11: 25. 795297 D > C. . 37377:37889(512) ack 1 win 61440
09: 11: 25.795297 C > D. . ack 35841 wi n 59904
09:11:25.796273 C > D: . ack 35841 win 61440
09:11:25.798225 D > C. . 37889:38401(512) ack 1 win 61440
09:11:25.799201 C > D. . ack 35841 win 61440

09: 11: 25.807009 D > C. . 38401:38913(512) ack 1 win 61440
09: 11: 25. 807009 C > D . ack 35841 win 61440

(many additional lines onmtted)

09:11:25.884113 D > C. . 52737:53249(512) ack 1 win 61440

09:

11:25.884113 C > D. . ack 35841 win 61440

Each additional, above-sequence packet C receives fromDelicits a
duplicate ACK for 35841.

09:11:25.887041 D > C. . 35841:36353(512) ack 1 win 61440
09:11:25.887041 C > D. . ack 53249 win 44032

D retransmts 35841: 36353 and C acknow edges receipt of data al
the way up to 53249

Ref er ences

This problemis docunmented in [Paxson97].

How t o det ect

Packet | oss is common enough in the Internet that generally it is
not difficult to find an Internet path that will result in sone
above- sequence packets arriving. A TCP that exhibits "Failure to
retain ..." may not generate duplicate ACKs for these packets.
However, some TCPs that do retain above-sequence data al so do not
generate duplicate ACKs, so failure to do so does not definitively
identify the problem |Instead, the key observation is whether
upon retransm ssi on of the dropped packet, data that was

previ ously above-sequence i s acknow edged.

Two considerations in detecting this problemusing a packet trace
are that it is easiest to do so with a trace made at the TCP
receiver, in order to unanbi guously determ ne which packets
arrived successfully, and that such packets may still be correctly
discarded if they arrive with checksumerrors. The latter can be
tested by capturing the entire packet contents and perform ng the
I P and TCP checksum algorithms to verify their integrity; or by
confirmng that the packets arrive with the same checksum and
contents as that with which they were sent, with a presunption
that the sending TCP correctly cal cul ates checksunms for the
packets it transmts.
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It is considerably easier to verify that an inplenentation does
NOT exhibit this problem This can be done by recording a trace
at the data sender, and observing that sometines after a
retransm ssion the receiver acknow edges a hi gher sequence nunber
than just that which was retransnitted.

How to fix
If the root problemis that the inplementation |acks buffer, then
then unfortunately this requires significant work to fix.
However, doing so is inportant, for reasons outlined above.

2. 6.

Nanme of Problem
Extra additive constant in congestion avoi dance

Classification
Congestion control / perfornmance

Descri ption
RFC 1122 section 4.2.2.15 states that TCP MJST i npl enent
Jacobson’ s "congestion avoi dance" al gorithm [Jacobson88], which
calls for increasing the congestion w ndow, cwnd, by:

MBS * MSS / cwnd
for each ACK received for new data [ RFC2001]. This has the effect
of increasing cwnd by approxi mately one segnent in each round trip
time.
Some TCP inpl ementati ons add an additional fraction of a segment
(typically M5S/8) to cwnd for each ACK received for new data
[ Stevens94, Wi ght 95]:

(MSS * MSS / cwnd) + MSS/8

These inpl enentations exhibit "Extra additive constant in
congesti on avoi dance".

Si gni ficance
May be detrinmental to perfornmance even in conpletely uncongested
environnments (see Inplications).

In congested environments, may al so be detrinental to the
performance of other connecti ons.
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I mpli cations

Re

The extra additive termallows a TCP to nore aggressively open its
congestion wi ndow (quadratic rather than |linear increase). For
congested networks, this can increase the |oss rate experienced by
all connections sharing a bottleneck with the aggressive TCP

However, even for conpletely uncongested networks, the extra
additive termcan lead to dimnished perfornmance, as follows. In
congesti on avoi dance, a TCP sender probes the network path to
determne its avail able capacity, which often equates to the
number of buffers available at a bottleneck Iink. Wth |inear
congesti on avoi dance, the TCP only probes for sufficient capacity
(buffer) to hold one extra packet per RTT.

Thus, when it exceeds the avail abl e capacity, generally only one
packet will be lost (since on the previous RIT it already found
that the path could sustain a window with one | ess packet in
flight). |If the congestion windowis sufficiently large, then the
TCP will recover fromthis single loss using fast retransm ssion
and avoi d an expensive (in terns of performance) retransn ssion

ti meout .

However, when the additional additive termis used, then cwnd can

i ncrease by nore than one packet per RTT, in which case the TCP
probes nore aggressively. |If in the previous RTT it had reached
the avail abl e capacity of the path, then the excess due to the
extra increase will again be lost, but nowthis will result in
multiple losses fromthe flight instead of a single loss. TCPs
that do not utilize SACK [ RFC2018] generally will not recover from
mul tiple | osses without incurring a retransnmi ssion timeout

[ Fal | 96, Hoe96], significantly dim nishing perfornmance.

evant RFCs

RFC 1122 requires use of the "congestion avoi dance" al gorithm
RFC 2001 outlines the fast retransnmit/fast recovery al gorithns.
RFC 2018 di scusses the SACK option.

Trace file denonstrating it

Recorded using tcpdunp running on the same FDDI LAN as host A

Host A is the sender and host B is the receiver. The connection
establ i shnent specified an MsSS of 4,312 bytes and a w ndow scal e
factor of 4. W onmit the establishnment and the first 2.5 MB of
data transfer, as the problemis best denonstrated when the w ndow
has grown to a large value. At the beginning of the trace
excerpt, the congestion wi ndowis 31 packets. The connection is
never receiver-window limted, so we omt w ndow advertisenents
fromthe trace for clarity.
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07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
. 708051
07.
07.
07.
07.

07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
. 716328
07.
07.
07.
07.
07.
07.

07.
07.
07.
07.
07.

697951
699388
699962
700012
701081
701656
701739
702685
703257
703295
704414
704989
705040
705935
706506
706544
707480

708088
709030
709604
710175

710215
710799
711368
711405
712323
712898
712938
713926
714501
714547
715747
716287

717146
717717
717762
718754
719331
719906

719958
720500
721080
721739
722348

al .

>r>O>>E>P>PE>>O>>E>>O>I>T

>W>>W >P>>WD>W>I>EU>>T>>E>D>T

VVVVVVVVVVVVVVVVVVYVYVYVYV

VVVVVVVVVVVVVVVYVYVYVYV

VVVVYV
T>mm >

TCP | npl enent ati on Probl ens

PHX>IEZ>HI>TR>II>RE> DX >HE>OH>TE >0 >

ack 2383006
2508054: 2512366(4312)
2512366: 2516678(4312)
ack 2391630
2516678: 2520990(4312)
2520990: 2525302(4312)
ack 2400254
2525302: 2529614(4312)
2529614: 2533926(4312)
ack 2408878
2533926: 2538238(4312)
2538238: 2542550(4312)
ack 2417502
2542550: 2546862(4312)
2546862: 2551174(4312)
ack 2426126
2551174: 2555486(4312)
2555486: 2559798(4312)
ack 2434750
2559798: 2564110(4312)
2564110: 2568422(4312)
2568422: 2572734(4312)

ack 2443374
2572734: 2577046(4312)
2577046: 2581358(4312)
ack 2451998
2581358: 2585670(4312)
2585670: 2589982(4312)
ack 2460622
2589982: 2594294(4312)
2594294: 2598606(4312)
ack 2469246
2598606: 2602918(4312)
2602918: 2607230(4312)
ack 2477870
2607230: 2611542(4312)
2611542: 2615854(4312)
ack 2486494
2615854: 2620166(4312)
2620166: 2624478(4312)
2624478: 2628790(4312)

ack 2495118
2628790: 2633102(4312)
2633102: 2637414(4312)
ack 2503742
2637414: 2641726(4312)
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11:
11:

42:07.722918 A > B: . 2641726: 2646038(4312)
42:07.769248 B > A . ack 2512366

The receiver’'s acknow edgnent policy is one ACK per two packets
received. Thus, for each ACK arriving at host A, two new packets
are sent, except when cwnd increases due to congestion avoi dance,
in which case three new packets are sent.

Wth an ack-every-two-packets policy, cwnd should only increase
one MSS per 2 RTT. However, at the point marked "*" the w ndow
increases after 7 ACKs have arrived, and then again at "**" after
6 nore ACKSs.

Wil e we do not have space to show the effect, this trace suffered
fromrepeated tineout retransm ssions due to nultiple packet
| osses during a single RTT.

Trace file denonstrating correct behavior

14.
14.
14:
14:
14:
14:
14.

14:
14:
14:
14:
14.
14.
14:
14:
14:
14:
14.
14.

Made using the same host and traci ng setup as above, except now
A's TCP has been nmodified to remove the MSS/ 8 additive constant.
Tcpdunp reported 77 packet drops; the excerpt belowis fully
self-consistent so it is unlikely that any of these occurred
during the excerpt.

We again begin when cwnd is 31 packets (this occurs significantly
later in the trace, because the congestion avoidance is now | ess
aggressive with opening the w ndow).

22:21. 236757 B > A ack 5194679
22:21.238192 A > B: 5319727: 5324039(4312)
22:21.238770 A > B: 5324039: 5328351(4312)
22:21.238821 B > A ack 5203303
22:21. 240158 A > B: 5328351: 5332663(4312)
22:21. 240738 A > B: 5332663: 5336975(4312)
22:21.270422 B > A ack 5211927
122:21.271883 A > B: 5336975: 5341287(4312)
22:21. 272458 A > B: 5341287: 5345599(4312)
22:21.279099 B > A ack 5220551
22:21.280539 A > B: 5345599: 5349911(4312)
22:21.281118 A > B: 5349911: 5354223(4312)
22:21.281183 B > A ack 5229175
22:21.282348 A > B: 5354223: 5358535(4312)
22:21.283029 A > B: 5358535: 5362847(4312)
22:21.283089 B > A ack 5237799
22:21.284213 A > B: 5362847:5367159(4312)
22:21. 284779 A > B: 5367159: 5371471(4312)
22:21.285976 B > A ack 5246423
22:21. 287465 A > B: 5371471:5375783(4312)
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22:
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21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
. 297716
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.

21.
21.
21.
21.
21.
. 350304
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.

288036
288073
289155
289725
289762
291090
291662
291701
292870
293441
293481
294476
295053
295106
296306
296878
296917

298285
298324
299413
299986
303696
305177
305755
308032
309525
310101
310144

311615
312198
341876
343451
343985

351852
352430
352484
353574
354149
354205
355467
356039
357361
358855
359424
359465

al .

W>r>W>>O>>W>>O>>O>>r WIPP>O>ITPEO>>EOI>>O>>O>>EUO>I>O>>EI>I>TD>

VVVVVVVVVVVVVVVVVVVVVVVVVYVYVYVYV

VVVVVVVVVVVVVVVVVYV
>HT>II>TI>HR>TI>O0E0 >0 >0R>0>0>00>00>00>00>002>0

TCP | npl enent ati on Probl ens

5375783: 5380095(4312)
ack 5255047
5380095: 5384407(4312)
5384407: 5388719(4312)
ack 5263671
5388719: 5393031(4312)
5393031: 5397343(4312)
ack 5272295
5397343: 5401655(4312)
5401655: 5405967(4312)
ack 5280919
5405967: 5410279(4312)
5410279: 5414591(4312)
ack 5289543
5414591: 5418903(4312)
5418903: 5423215(4312)
ack 5298167
5423215: 5427527(4312)
5427527:5431839(4312)
ack 5306791
5431839: 5436151(4312)
5436151: 5440463(4312)
ack 5315415
5440463: 5444775(4312)
5444775: 5449087(4312)
ack 5324039
5449087: 5453399(4312)
5453399: 5457711(4312)
ack 5332663

5457711: 5462023(4312)
5462023: 5466335(4312)
ack 5341287
5466335: 5470647(4312)
5470647: 5474959(4312)
ack 5349911
5474959: 5479271(4312)
5479271: 5483583(4312)
ack 5358535
5483583: 5487895(4312)
5487895: 5492207(4312)
ack 5367159
5492207: 5496519(4312)
5496519: 5500831(4312)
ack 5375783
5500831: 5505143(4312)
5505143: 5509455(4312)
ack 5384407
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14:
14:
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14.
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22:
22:
22:
22:
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21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.

360605
361181
361225
362485
363057
363096
364236
364810
364867
365819
366386
366427
367586
368158
368199
369189
369758
369803
370814
371398
375159
376658
377235
379303
380802
381377
381947

>PLPWP>PES>PTP>ES>T>>ESBTB> > 0> >
VVVvVyVvVyVvyvyyvyvyyvyyvyvyvyvyyvyyvyvyvyyvyvyyvyvyyvyyvyvyyyvyyvyvyvyyyvy
POTETIE>IOE>TT>IOE>TDT>DEOS T D> O

Wk ki

not
packets).
round trip,

mar ks the end of

Only at

This trace did not suf

(LI T}
’

TCP | npl enent ati on Probl ens

5509455: 5513767(4312)
5513767: 5518079(4312)
ack 5393031

5518079: 5522391(4312)
5522391: 5526703(4312)
ack 5401655

5526703: 5531015(4312)
5531015: 5535327(4312)
ack 5410279

5535327: 5539639(4312)
5539639: 5543951(4312)
ack 5418903

5543951: 5548263(4312)
5548263: 5552575(4312)
ack 5427527

5552575: 5556887(4312)
5556887: 5561199(4312)
ack 5436151

5561199: 5565511(4312)
5565511: 5569823(4312)
ack 5444775

5569823: 5574135(4312)
5574135: 5578447(4312)
ack 5453399

5578447: 5582759(4312)
5582759: 5587071(4312)
5587071: 5591383(4312)

the first

fer any tineout

round trip.
i ncrease (as evidenced by each ACK eliciting two new data

whi ch conmes near the end of the second
does cwnd increase by one packet.

* Kk k%

March 1999

Note that cwnd did

retransm ssions. It

transferred the sane anount of data as the first trace in about

hal f as nuch tine.
and B.

Ref er ences
[ Stevens94] and [Wi ght95] discuss this problem
Reno TCP failing to recover frommultiple | osses except via a
is discussed in [Fall 96, Hoe96] .

Paxson,

retransm ssion tinmeout

et. al.

I nf or mat i onal

This difference is repeatabl e between hosts A

The probl em of
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How t o det ect
If source code is available, that is generally the easiest way to
detect this problem Search for each nodification to the cwnd
variable; (at least) one of these will be for congestion
avoi dance, and inspection of the related code should i mredi ately
identify the problemif present.

The problem can al so be detected by cl osely exam ni ng packet
traces taken near the sender. During congestion avoi dance, cwnd
will increase by an additional segnent upon the receipt of
(typically) eight acknow edgenents without a loss. This increase
is in addition to the one segnment increase per round trip time (or
two round trip tines if the receiver is using del ayed ACKS).

Furt hernore, graphs of the sequence nunber vs. tinme, taken from
packet traces, are normally |inear during congestion avoi dance.
When vi ewi ng packet traces of transfers from senders exhibiting
this problem the graphs appear quadratic instead of I|inear

Finally, the traces will show that, with sufficiently |arge
wi ndows, nearly every loss event results in a tineout.

How to fix
Thi s problem may be corrected by renoving the "+ MSS/ 8" term from
the congestion avoi dance code that increases cwnd each tinme an ACK
of new data is received

2.7.

Nane of Problem
Initial RTO too | ow

Cl assification
Per f or mance

Descri ption
When a TCP first begins transmtting data, it |lacks the RTT
measur enent s necessary to have conputed an adaptive retransni ssion
timeout (RTOQ. RFC 1122, 4.2.3.1, states that a TCP SHOULD
initialize RTOto 3 seconds. A TCP that uses a |ower val ue
exhibits "Initial RTO too | ow

Si gni fi cance
In environnents with large RTTs (where "l arge" neans any val ue
larger than the initial RTO, TCPs will experience very poor
per f or mance.
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I mpli cations

Re

VWhenever RTO < RTT, very poor performance can result as packets
are unnecessarily retransnmtted (because RTOw Il expire before an
ACK for the packet can arrive) and the connection enters slow
start and congestion avoi dance. Generally, the algorithns for
conmputing RTO avoid this problemby adding a positive termto the
estimated RTT. However, when a connection first begins it nust
use sonme estimate for RTO, and if it picks a value |less than RTT,
the above problens will arise.

Furthernore, when the initial RTO< RTT, it can take a long tine
for the TCP to correct the problemby adapting the RTT estinate,
because the use of Karn's algorithm (mandated by RFC 1122,
4.2.3.1) will discard nany of the candidate RTT neasurenments nade
after the first timeout, since they will be measurenents of
retransmtted segnents.

evant RFCs
RFC 1122 states that TCPs SHOULD initialize RTOto 3 seconds and
MUST i mpl enent Karn’s al gorithm

Trace file denonstrating it

07:
07:
07:
07:
07:
07:
07:
07:
07:

07:
07:
07:
07:
07:
07:
07:
07:
07:

The following trace file was taken using tcpdunp at host A, the
data sender. The advertised wi ndow and SYN options have been
omitted for clarity.

52:39.870301 A > B: S 2786333696: 2786333696( 0)
52:40.548170 B > A: S 130240000: 130240000(0) ack 2786333697
52:40.561287 A > B: P 1:513(512) ack 1

52:40. 753466 A > B: 1:513(512) ack 1
52:41.133687 A > B: 1:513(512) ack 1

52:41. 458529 B > A ack 513

52:41. 458686 A > B: . 513:1025(512) ack 1
52:41. 458797 A > B: P 1025: 1537(512) ack 1
52:41.541633 B > A ack 513

:52:41.703732 A > B: 513:1025(512) ack 1
52:42. 044875 B > A ack 513

52:42.173728 A > B: 513:1025(512) ack 1
52:42.330861 B > A ack 1537

52:42.331129 A > B: . 1537:2049(512) ack 1
52:42.331262 A > B: P 2049:2561(512) ack 1
52:42. 623673 A > B: . 1537:2049(512) ack 1
52:42.683203 B > A ack 1537

52:43. 044029 B > A ack 1537

52:43.193812 A > B: 1537:2049(512) ack 1
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Note fromthe SYN SYN-ACK exchange, the RTT is over 600 nsec.
However, fromthe el apsed tine between the third and fourth |ines
(the first packet being sent and then retransmtted), it is
apparent the RTOwas initialized to under 200 nsec. The next |ine
shows that this value has doubled to 400 nsec (correct exponenti al
backoff of RTO, but that still does not suffice to avoid an
unnecessary retransm ssion

Finally, an ACK fromB arrives for the first segment. Later two
nmore duplicate ACKs for 513 arrive, indicating that both the
original and the two retransm ssions arrived at B. (Indeed, a
concurrent trace at B showed that no packets were | ost during the
entire connection). This ACK opens the congestion wi ndow to two
packets, which are sent back-to-back, but at 07:52:41. 703732 RTO
again expires after a little over 200 nsec, |leading to an
unnecessary retransm ssion, and the pattern repeats. By the end
of the trace excerpt above, 1536 bytes have been successfully
transmtted fromA to B, over an interval of nore than 2 seconds,
reflecting terrible performance.

Trace file denonstrating correct behavior

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:

The following trace file was taken using tcpdunp at host C, the
data sender. The advertised wi ndow and SYN options have been
omitted for clarity.

30:32.090299 C > D S 2031744000: 2031744000( 0)
30:32.900325 D > C S 262737964: 262737964(0) ack 2031744001
30:32.900326 C > D ack 1

30:32.910326 C > Dt 1:513(512) ack 1
30:34.150355 D > C ack 513

30: 34. 150356 C > Dt 513:1025(512) ack 1

30: 34. 150357 C > D 1025: 1537(512) ack 1
30:35.170384 D > C ack 1025

30:35.170385 C > D 1537:2049(512) ack 1
30:35.170386 C > Dt 2049: 2561(512) ack 1
:30:35.320385 D > C ack 1537

30: 35.320386 C > Dt 2561: 3073(512) ack 1
30:35.320387 C > D 3073:3585(512) ack 1
30:35.730384 D > C ack 2049

The initial SYN SYN-ACK exchange shows that RTT is nore than 800
msec, and for sone subsequent packets it rises above 1 second, but
Cs retransmt tinmer does not ever expire.

Ref er ences

This problemis docunmented in [Paxson97].
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How t o det ect
This problemis readily detected by inspecting a packet trace of
the startup of a TCP connection nade over a |long-delay path. It
can be di agnosed fromeither a sender-side or receiver-side trace
Long-del ay paths can often be found by |ocating renote sites on
ot her continents.

How to fix
As this problemarises froma faulty initialization, one hopes
fixing it requires a one-line change to the TCP source code.

2. 8.

Nanme of Problem
Fail ure of wi ndow deflation after |oss recovery

Classification
Congestion control / perfornmance

Descri ption
The fast recovery algorithmallows TCP senders to continue to
transmt new segnents during | oss recovery. First, fast
retransm ssion is initiated after a TCP sender receives three
duplicate ACKs. At this point, a retransm ssion is sent and cwnd
is halved. The fast recovery algorithmthen all ows additiona
segnments to be sent when sufficient additional duplicate ACKs
arrive. Sone inplenentations of fast recovery conpute when to
send additional segnents by artificially increnenting cwnd, first
by three segnents to account for the three duplicate ACKs that
triggered fast retransm ssion, and subsequently by 1 MSS for each
new duplicate ACK that arrives. Wen cwnd allows, the sender
transmts new data segments.

When an ACK arrives that covers new data, cwnd is to be reduced by
the anmobunt by which it was artificially increased. However, sone
TCP inplenmentations fail to "deflate" the w ndow, causing an

i nappropriate anount of data to be sent into the network after
recovery. One cause of this problemis the "header prediction"
code, which is used to handl e incom ng segnents that require
little work. [In sonme inplenentations of TCP, the header

predi ction code does not check to nmake sure cwnd has not been
artificially inflated, and therefore does not reduce the
artificially increased cwnd when appropri ate.

Si gni ficance
TCP senders that exhibit this problemw || transmt a burst of
data immedi ately after recovery, which can degrade perfornmance, as
well as network stability. Effectively, the sender does not
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reduce the size of cwnd as nuch as it should (to half its value
when | oss was detected), if at all. This can harmthe performance
of the TCP connection itself, as well as conpeting TCP fl ows.

I mplications
A TCP sender exhibiting this problem does not reduce cwnd
appropriately in tines of congestion, and therefore may contribute
to congestive coll apse.

Rel evant RFCs
RFC 2001 outlines the fast retransnmit/fast recovery al gorithns.
[ Braknp95] outlines this inplenentation problemand offers a fix.

Trace file denonstrating it
The following trace file was taken using tcpdunp at host A the
data sender. The advertised wi ndow (whi ch never changed) has been
omtted for clarity, except for the first packet sent by each
host .

08: 22: 56. 825635
08: 22: 57. 038794
08: 22: 57.039279
08: 22:57. 321876
08: 22: 57. 322356
08: 22: 57. 347128
08: 22: 57. 347572
08: 22: 57. 347782
08: 22: 57. 936393
08: 22: 57. 936864
08: 22: 57. 950802
08: 22: 57. 951246
08: 22: 58. 169422
08: 22: 58. 638222
08: 22: 58. 643312
08: 22: 58. 643669
08: 22: 58. 936436
08: 22: 59. 002614
08: 22: 59. 003026
08: 22: 59. 682902
08: 22: 59. 683391
08: 22: 59. 683748
08: 22: 59. 684043
08: 22: 59. 684266
08: 22: 59. 684567
08: 22: 59. 684810
08: 22: 59. 685094

7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505
7505

7505: . 29697:30209(512) ack 1 win 4608
7505: . ack 27649 win 4096

7505: . 30209:30721(512) ack 1

7505: . ack 28161

7505: . 30721:31233(512) ack 1

7505: . ack 28673

7505: . 31233:31745(512) ack
7505: . 31745:32257(512) ack
7505: . ack 29185

7505: . 32257:32769(512) ack 1
7505: . ack 29697 win 4096
7505: . 32769:33281(512) ack 1
7505: . ack 29697

7505: . ack 29697

7505: . ack 29697

7505: . 29697:30209(512) ack 1
7505: . ack 29697

7505: . ack 29697

7505: . 33281:33793(512) ack 1
7505: . ack 33281

7505: 33793: 34305(512) ack
7505: 34305: 34817(512) ack
7505: 34817: 35329(512) ack
7505: 35329: 35841(512) ack
7505: 35841: 36353(512) ack
7505: 36353: 36865(512) ack
7505: 36865: 37377(512) ack

e N

* k%
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2

9

The first 12 lines of the trace show i ncom ng ACKs cl ocking out a
wi ndow of data segments. At this point in the transfer, cwnd is 7
segnents. The next 4 lines of the trace show 3 duplicate ACKs
arriving fromthe receiver, followed by a retransm ssion fromthe
sender. At this point, cwnd is halved (to 3 segnents) and
artificially incremented by the three duplicate ACKs that have
arrived, naking cwnd 6 segnents. The next two |lines show 2 nore
duplicate ACKs arriving, each of which increases cwnd by 1
segnent. So, after these two duplicate ACKs arrive the cwnd is 8
segnents and the sender has permi ssion to send 1 new segnent
(since there are 7 segnents outstanding). The next line in the
trace shows this new segnent being transnmitted. The next packet
shown in the trace is an ACK from host B that covers the first 7
out st andi ng segments (all but the new segment sent during
recovery). This should cause cwnd to be reduced to 3 segments and
2 segnments to be transmitted (since there is already 1 outstanding
segnent in the network). However, as shown by the last 7 lines of
the trace, cwnd is not reduced, causing a line-rate burst of 7 new
segment s.

Trace file denonstrating correct behavior

The trace woul d appear identical to the one above, only it would
stop after the line marked "***"  because at this point host A
woul d correctly reduce cwnd after recovery, allowing only 2
segnents to be transmitted, rather than producing a burst of 7
segment s.

Ref er ences

This problemis docunented and the performance inplications
anal yzed in [Brakm95].

How t o det ect

Fai l ure of wi ndow deflation after |oss recovery can be found by
exam ni ng sender-si de packet traces recorded during periods of
noderate | oss (so cwnd can grow | arge enough to allow for fast
recovery when | 0ss occurs).

How to fix

VWhen this bug is caused by incorrect header prediction, the fix is
to add a predicate to the header prediction test that checks to
see whether cwnd is inflated; if so, the header prediction test
fails and the usual ACK processing occurs, which (in this case)
takes care to deflate the window. See [Brakmp95] for details.

Narme of Problem

Excessively short keepalive connection tineout
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Cl assification

Reliability

Descri ption
Keep-alive is a mechani smfor checking whether an idle connection
is still alive. According to RFC 1122, keepalive should only be

i nvoked in server applications that m ght otherw se hang
indefinitely and consune resources unnecessarily if a client
crashes or aborts a connection during a network failure.

RFC 1122 al so specifies that if a keep-alive nechanismis
inmplemented it MJUST NOT interpret failure to respond to any
specific probe as a dead connection. The RFC does not specify a
particul ar mechanismfor timng out a connection when no response
is received for keepalive probes. However, if the nechani sm does
not allow anple time for recovery from network congestion or

del ay, connections may be tinmed out unnecessarily.

Si gni fi cance
I n congested networks, can lead to unwarranted termni nation of
connecti ons.

I mplications
It is possible for the network connecti on between two peer
machi nes to become congested or to exhibit packet loss at the tine
that a keep-alive probe is sent on a connection. |If the keep-
al i ve nechani sm does not allow sufficient time before dropping
connections in the face of unacknow edged probes, connections may
be dropped even when both peers of a connection are still alive.

Rel evant RFCs
RFC 1122 specifies that the keep-alive nechani smmay be provi ded.
It does not specify a mechanismfor determ ning dead connections
when keepal i ve probes are not acknow edged.

Trace file denonstrating it
Made using the Orchestra tool at the peer of the machi ne using
keep-alive. After connection establishment, inconi ng keep-alives
were dropped by Orchestra to sinmulate a dead connection

22:11:12. 040000 A > B: 22666019:0 wi n 8192 datasz 4 SYN

22:11:12. 060000 B > A1 2496001: 22666020 wi n 4096 datasz 4 SYN ACK
22:11:12.130000 A > B: 22666020: 2496002 wi n 8760 datasz 0 ACK
(rmore than two hours el apse)

00: 23: 00. 680000 A > B: 22666019: 2496002 wi n 8760 datasz 1 ACK

00: 23: 01. 770000 A > B: 22666019: 2496002 wi n 8760 datasz 1 ACK

00: 23: 02. 870000 A > B: 22666019: 2496002 wi n 8760 datasz 1 ACK

00: 23. 03. 970000 A > B: 22666019: 2496002 wi n 8760 datasz 1 ACK
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00:

23. 05. 070000 A > B: 22666019: 2496002 wi n 8760 datasz 1 ACK

The initial three packets are the SYN exchange for connection
setup. About two hours later, the keepalive timer fires because
the connection has been idle. Keepalive probes are transmtted a
total of 5 tines, with a 1 second spaci ng between probes, after
whi ch the connection is dropped. This is problematic because a 5
second network outage at the time of the first probe results in
the connection being kill ed.

Trace file denonstrating correct behavior

Made using the Orchestra tool at the peer of the machi ne using
keep-alive. After connection establishment, inconing keep-alives
were dropped by Orchestra to sinmulate a dead connecti on.

16: 01: 52. 130000 A > B: 1804412929:0 win 4096 datasz 4 SYN

16: 01: 52. 360000 B > A: 16512001: 1804412930 wi n 4096 datasz 4 SYN ACK
16: 01: 52. 410000 A > B: 1804412930: 16512002 wi n 4096 datasz 0 ACK
(two hours el apse)

18: 01: 57.170000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 03: 12. 220000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 04: 27. 270000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 05: 42. 320000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 06: 57. 370000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 08: 12. 420000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK

18: 09: 27. 480000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK
18:10: 43. 290000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK
18:11: 57. 580000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 ACK
18:13:12. 630000 A > B: 1804412929: 16512002 wi n 4096 datasz 0 RST ACK

In this trace, when the keep-alive tinmer expires, 9 keepalive
probes are sent at 75 second intervals. 75 seconds after the |ast
probe is sent, a final RST segnent is sent indicating that the
connection has been closed. This inplenentation waits about 11

m nutes before timng out the connection, while the first

i npl ement ati on shown allows only 5 seconds.

Ref er ences

This problemis docunmented in [Dawson97].

How t o det ect

For inplenentations manifesting this problem it shows up on a
packet trace after the keepalive tinmer fires if the peer nmachine
recei ving the keepalive does not respond. Usually the keepalive
timer will fire at least two hours after keepalive is turned on,
but it nay be sooner if the tinmer value has been configured | ower,
or if the keepalive mechani smviolates the specification (see
Insufficient interval between keepalives problen). In this
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exanpl e, suppressing the response of the peer to keepalive probes
was acconplished using the O chestra toolkit, which can be
configured to drop packets. It could al so have been done by
creating a connection, turning on keepalive, and di sconnecting the
network connection at the receiver nachine.

How to fix

10.

This problem can be fixed by using a different method for timng
out keepalives that allows a |longer period of tine to el apse

bef ore dropping the connection. For exanple, the algorithmfor
timng out on dropped data could be used. Another possibility is
an al gorithm such as the one shown in the trace above, which sends
9 probes at 75 second intervals and then waits an additional 75
seconds for a response before closing the connection

Nane of Problem

Failure to back off retransm ssion tinmeout

Cl assification

Congestion control / reliability

Descri ption

The retransm ssion timeout is used to determ ne when a packet has
been dropped in the network. Wen this timeout has expired

wi thout the arrival of an ACK, the segment is retransmitted. Each
time a segnent is retransnmitted, the tineout is adjusted according
to an exponential backoff algorithm doubling each tine. If a TCP
fails to receive an ACK after numerous attenpts at retransmitting
the sane segnment, it term nates the connection. A TCP that fails
to double its retransm ssion tinmeout upon repeated tineouts is
said to exhibit "Failure to back off retransm ssion timeout".

Si gni ficance

Backing off the retransmission timer is a cornerstone of network
stability in the presence of congestion. Consequently, this bug
can have severe adverse affects in congested networks. It also
affects TCP reliability in congested networks, as discussed in the
next section.

I mpli cations

It is possible for the network connection between two TCP peers to
becone congested or to exhibit packet loss at the tinme that a
retransm ssion is sent on a connection. |If the retransm ssion
mechani sm does not all ow sufficient tine before dropping
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Rel

connections in the face of unacknow edged segnents, connections
may be dropped even when, by waiting | onger, the connection could
have conti nued.

evant RFCs

RFC 1122 specifies mandatory exponential backoff of the
retransm ssion tinmeout, and the term nation of connections after
some period of tine (at |east 100 seconds).

Trace file denonstrating it

16:
16:

16:
16:
16:

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

Made using tcpdunp on an internedi ate host:

51:12. 671727 A > B: S 510878852:510878852(0) win 16384
51:12.672479 B > A S 2392143687:2392143687(0)
ack 510878853 win 16384
51:12. 672581 A > B: ack 1 win 16384
51:15.244171 A > B: P 1:3(2) ack 1 win 16384
51:15. 244933 B > A ack 3 win 17518 (DF)

<recei vi ng host di sconnected>
51:19.381176 A > B: P 3:5(2) ack 1 win 16384
51:20.162016 A > B: P 3:5(2) ack 1 win 16384
51:21.161936 A > B: P 3:5(2) ack 1 win 16384
51:22.161914 A > B: P 3:5(2) ack 1 win 16384
51:23.161914 A > B: P 3:5(2) ack 1 win 16384
51:24.161879 A > B: P 3:5(2) ack 1 win 16384
51:25.161857 A > B: P 3:5(2) ack 1 win 16384
51:26.161836 A > B: P 3:5(2) ack 1 win 16384
51:27.161814 A > B: P 3:5(2) ack 1 win 16384
51:28.161791 A > B: P 3:5(2) ack 1 win 16384
51:29.161769 A > B: P 3:5(2) ack 1 win 16384
51:30.161750 A > B: P 3:5(2) ack 1 win 16384
51:31.161727 A > B: P 3:5(2) ack 1 win 16384
51:32.161701 A > B: R 5:5(0) ack 1 win 16384

16:

The initial three packets are the SYN exchange for connection
setup, then a single data packet, to verify that data can be
transferred. Then the connection to the destination host was

di sconnected, and nore data sent. Retransm ssions occur every
second for 12 seconds, and then the connection is termnated with
a RST. This is problematic because a 12 second pause in
connectivity could result in the term nation of a connection

Trace file denonstrating correct behavior

Again, a tcpdunp taken froma third host:
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16:
16:

16:
16:
16:

16:
16:
16:
16:
16:
16:
17:
17:
17:
17:
17:
17:
17:

59: 05.398301 A > B: S 2503324757:2503324757(0) win 16384
59: 05.399673 B > A S 2492674648: 2492674648(0)

ack 2503324758 win 16384
59:05.399866 A > B: . ack 1 win 17520
59: 06.538107 A > B: P 1:3(2) ack 1 win 17520
59: 06. 540977 B > A ack 3 win 17518 (DF)

<recei ving host di sconnect ed>
59:13.121542 A > B: P 3:5(2) ack 1 win 17520
59:14.010928 A > B: P 3:5(2) ack 1 win 17520
59:16. 010979 A > B: P 3:5(2) ack 1 win 17520
59:20.011229 A > B: P 3:5(2) ack 1 win 17520
59:28.011896 A > B: P 3:5(2) ack 1 win 17520
59:44. 013200 A > B: P 3:5(2) ack 1 win 17520
00: 16. 015766 A > B: P 3:5(2) ack 1 win 17520
01:20.021308 A > B: P 3:5(2) ack 1 win 17520
02:24.027752 A > B: P 3:5(2) ack 1 win 17520
03:28.034569 A > B: P 3:5(2) ack 1 win 17520
04:32.041567 A > B: P 3:5(2) ack 1 win 17520
05:36.048264 A > B: P 3:5(2) ack 1 win 17520
06: 40. 054900 A > B: P 3:5(2) ack 1 win 17520
07:44.061306 A > B: R5:5(0) ack 1 win 17520

17:

In this trace, when the retransm ssion timer expires, 12

retransm ssions are sent at exponentially-increasing intervals,
until the interval value reaches 64 seconds, at which tine the
interval stops growing. 64 seconds after the |ast retransni ssion,
a final RST segnment is sent indicating that the connection has
been closed. This inplenentation waits about 9 m nutes before
timng out the connection, while the first inplementati on shown
all ows only 12 seconds.

Ref er ences

None known.

How t o det ect

A simple transfer can be easily interrupted by di sconnecting the
receiving host fromthe network. tcpdunp or another appropriate
tool should show the retransm ssions being sent. Several trials
inalowrtt environnent may be required to denonstrate the bug.

How to fix

For one of the inplenmentations studied, this problem seemed to be
the result of an error introduced with the addition of the

Br akno- Pet erson RTO al gorithm [ Brakno95], which can return a val ue
of zero where the ol der Jacobson al gorithm always returns a
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positive value. Brakmp and Peterson specified an additional step
of min(rtt + 2, RTO to avoid problems with this. Unfortunately,
in the inplenentation this step was omtted when cal cul ating the
exponential backoff for the RTO This results in an RTO of O
seconds being multiplied by the backoff, yielding again zero, and
then being subjected to a |later MAX operation that increases it to
1 second, regardless of the backoff factor

A simlar TCP persist failure has the same cause.
2.11.

Nanme of Problem
Insufficient interval between keepalives

Cl assification

Reliability

Descri ption
Keep-alive is a nmechani smfor checking whether an idle connection
is still alive. According to RFC 1122, keep-alive may be incl uded
in an inplenentation. If it is included, the interval between

keep-alive packets MJUST be configurable, and MJST default to no
| ess than two hours.

Si gni ficance
In congested networks, can lead to unwarranted termn nation of
connecti ons.

I mpli cations
According to RFC 1122, keep-alive is not required of
i mpl ement ati ons because it could: (1) cause perfectly good
connections to break during transient Internet failures; (2)
consune unnecessary bandwidth ("if no one is using the connection,
who cares if it is still good?"); and (3) cost nobney for an
Internet path that charges for packets. Regarding this |ast
point, we note that in addition the presence of dial-on-demand
links in the route can greatly magnify the cost penalty of excess
keepal ives, potentially forcing a full-tine connection on a link
that woul d otherwi se only be connected a few m nutes a day.

If keepalive is provided the RFC states that the required inter-
keepal i ve di stance MJUST default to no |l ess than two hours. If it
does not, the probability of connections breaking increases, the
bandwi dt h used due to keepalives increases, and cost increases
over paths which charge per packet.
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Rel evant RFCs

RFC 1122 specifies that the keep-alive nechani smnmay be provided.
It also specifies the two hour m ninmum for the default interva
bet ween keepal i ve probes.

Trace file denonstrating it

11:
11:
11:

11:
11:

12:
12:

12:
12:

12:
12:

12:
12:

Made using the Orchestra tool at the peer of the machi ne using
keep-alive. Machine A was configured to use default settings for
the keepalive tiner

36:32. 910000 > B: 3288354305:0 win 28672 datasz 4 SYN
36: 32. 930000 > A 896001: 3288354306 wi n 4096 datasz 4 SYN ACK
36: 32. 950000 > B: 3288354306: 896002 wi n 28672 datasz 0 ACK
50: 01. 190000 > B: 3288354305: 896002 wi n 28672 datasz 0 ACK
50: 01. 210000 > A 896002: 3288354306 wi n 4096 datasz 0 ACK
03: 29. 410000 > 3288354305: 896002 wi n 28672 datasz 0 ACK
03: 29. 430000 896002: 3288354306 wi n 4096 datasz 0 ACK

v
>m >w

16: 57. 630000 3288354305: 896002 wi n 28672 datasz 0 ACK
16: 57. 650000 > 896002: 3288354306 wi n 4096 datasz 0 ACK
30: 25. 850000 > 3288354305: 896002 wi n 28672 datasz 0 ACK
30: 25. 870000 > 896002: 3288354306 wi n 4096 datasz 0 ACK

>
>

43:54. 070000
43:54. 090000

3288354305: 896002 wi n 28672 datasz 0 ACK
896002: 3288354306 wi n 4096 datasz 0 ACK

o> W>r Wr WP wWr>r >wW>r
\Y

>m >w

The initial three packets are the SYN exchange for connection
setup. About 13 nminutes later, the keepalive tiner fires because
the connection is idle. The keepalive is acknow edged, and the
timer fires again in about 13 nmore mnutes. This behavior
continues indefinitely until the connection is closed, and is a
viol ation of the specification

Trace file denonstrating correct behavior

17:
17:
17:

19:
19:

Made using the Orchestra tool at the peer of the machi ne using
keep-alive. Machine A was configured to use default settings for
the keepalive tiner.

34155521: 0 wi n 4096 datasz 4 SYN
6272001: 34155522 wi n 4096 datasz 4 SYN ACK
34155522: 6272002 wi n 4096 datasz 0 ACK

37:20. 500000 A
37:20. 520000 B
37:20. 540000 A

V VvV
>W WPrwW

34155521: 6272002 wi n 4096 datasz 0 ACK
6272002: 34155522 win 4096 datasz 0 ACK

37:25. 430000 A
37:25. 450000 B

VvV Vv

Paxson, et. al. I nf or mat i onal [ Page 35]



RFC 2525 TCP | npl enent ati on Probl ens March 1999

21:
21:

23:
23:

01:
01:

03:
03:

37:30. 560000
37:30. 570000

34155521: 6272002
6272002: 34155522

win 4096 datasz 0 ACK
wi n 4096 datasz 0 ACK

37: 35. 580000
37:35. 600000

34155521: 6272002
6272002: 34155522

win 4096 datasz 0 ACK
win 4096 datasz 0 ACK

37:40. 620000
37:40. 640000

34155521: 6272002
6272002: 34155522

win 4096 datasz 0 ACK
wi n 4096 datasz 0 ACK

37:45. 590000
37:45. 610000

>
>

34155521: 6272002
6272002: 34155522

win 4096 datasz 0 ACK
win 4096 datasz 0 ACK

™ Wr wWr» wWr
>® 20 >0 >0

The initial three packets are the SYN exchange for connection
setup. Just over two hours later, the keepalive tinmer fires
because the connection is idle. The keepalive is acknow edged,
and the tinmer fires again just over two hours later. This
behavi or continues indefinitely until the connection is closed.

Ref er ences

This problemis documented in [ Dawson97].

How t o det ect

2.12.

For inplenentations manifesting this problem it shows up on a
packet trace. |If the connection is left idle, the keepalive
probes will arrive closer together than the two hour mini nrum

Narme of Problem

W ndow probe deadl ock

Cl assification

Reliability

Description

When an application reads a single byte froma full w ndow, the
wi ndow shoul d not be updated, in order to avoid Silly Wndow
Syndrome (SW5;, see [RFCB13]). |If the renote peer uses a single
byte of data to probe the wi ndow, that byte can be accepted into
the buffer. In sone inplenentations, at this point a negative
argunent to a signed conparison causes all further new data to be
consi dered outside the wi ndow, consequently, it is discarded
(after sending an ACK to resynchronize). These discards include
the ACKs for the data packets sent by the |ocal TCP, so the TCP
wi || consider the data unacknow edged.
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Consequently, the application my be unable to conpl ete sending
new data to the renote peer, because it has exhausted the transmt
buffer available to its local TCP, and buffer space is never being
freed because incom ng ACKs that would do so are bei ng di scarded
If the application does not read any nore data, which nmay happen
due to its failure to conplete such sends, then deadl ock results.

Si gni ficance
It’s relatively rare for applications to use TCP in a manner that
can exercise this problem Mst applications only transmt bul k
data if they know the other end is prepared to receive the data.
However, if a client fails to consune data, putting the server in
persi st nmode, and then consunes a small anpbunt of data, it can
m st akenly compute a negative window. At this point the client
will discard all further packets fromthe server, including ACKs
of the client’s own data, since they are not inside the
(i npossi bl y-sized) window. |If subsequently the client consunes
enough data to then send a wi ndow update to the server, the
situation will be rectified. That is, this situation can only
happen if the client consunmes 1 < N < MSS bytes, so as not to
cause a wi ndow update, and then starts its own transm ssion
towards the server of nmore than a window s worth of data.

I mpli cations
TCP connections will hang and eventually tinme out.

Rel evant RFCs
RFC 793 describes zero wi ndow probing. RFC 813 describes Silly
W ndow Syndr one.

Trace file denonstrating it
Trace nmade froma version of tcpdunp nodified to print out the
sequence nunber attached to an ACK even if it’s dataless. An
unnodi fied tcpdunp would not print seq:seq(0); however, for this
bug, the sequence nunber in the ACK is inportant for unanbi guously
determ ning how the TCP i s behavi ng.

[ Normal connection startup and data transnission fromB to A
Options, including MSS of 16344 in both directions, omtted
for clarity. ]

16: 07: 32. 327616 A > B: S 65360807: 65360807(0) wi n 8192

16: 07: 32.327304 B > A S 65488807: 65488807(0) ack 65360808 wi n 57344
16:07:32.327425 A > B: . 1:1(0) ack 1 win 57344

16: 07: 32. 345732 B > A: P 1:2049(2048) ack 1 win 57344

16: 07: 32. 347013 B > A: P 2049:16385(14336) ack 1 win 57344

16: 07: 32. 347550 B > A: P 16385:30721(14336) ack 1 win 57344

16:07: 32.348683 B > A: P 30721:45057(14336) ack 1 win 57344

16: 07: 32. 467286 A > B: 1:1(0) ack 45057 win 12288
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16:07: 32. 467854 B > A P 45057:57345(12288) ack 1 win 57344

[ Bfills up A's offered w ndow ]
16:07: 32. 667276 A > B: . 1:1(0) ack 57345 win O

[ B probes A's window with a single byte ]
16:07: 37.467438 B > A . 57345:57346(1) ack 1 win 57344

[ A resynchronizes without accepting the byte ]
16:07: 37.467678 A > B: . 1:1(0) ack 57345 win O

[ B probes A's wi ndow again ]
16:07: 45. 467438 B > A . 57345:57346(1) ack 1 win 57344

[ A resynchronizes and accepts the byte (per the ack field) ]
16: 07: 45.667250 A > B: . 1:1(0) ack 57346 win O

[ The application on A has started generating data. The first
packet A sends is small due to a nmenory allocation bug. ]
16: 07: 51. 358459 A > B: P 1:2049(2048) ack 57346 win O

[ Backs A's first packet ]
16:07:51. 467239 B > A: . 57346:57346(0) ack 2049 win 57344

[ This looks as though A accepted B's ACK and is sending
anot her packet in response to it. In fact, Ais trying
to resynchronize with B, and happens to have data to send
and can send it because the first snall packet didn't use
up cwnd.

16:07:51. 467698 A > B: . 2049:14337(12288) ack 57346 win O

[ B acks all of the data that A has sent
16:07:51. 667283 B > A . 57346:57346(0) ack 14337 win 57344

[ Atries to resynchronize. Notice that by the packets
seen on the network, A and B *are* in fact synchronized;
A only thinks that they aren t. ]

16:07:51. 667477 A > B: . 14337:14337(0) ack 57346 win 0O

[ A s retransnit tinmer fires, and B acks all of the data.

A once again tries to resynchronize. ]
16: 07:52. 467682 A > B: . 1:14337(14336) ack 57346 win O
16:07: 52. 468166 B > A: . 57346:57346(0) ack 14337 win 57344
16: 07:52. 468248 A > B: . 14337:14337(0) ack 57346 win 0O

[ A s retransmit timer fires again, and B acks all of the data.

A once again tries to resynchroni ze.
16: 07:55.467684 A > B: . 1:14337(14336) ack 57346 win O
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16: 07:55. 468172 B > A
16: 07: 55. 468254 A > B

525

TCP | npl enent ati on Probl ens

57346: 57346(0) ack 14337 win 57344
14337:14337(0) ack 57346 win O

Trace file denonstrating correct behavior
Made between the sanme two hosts after applying the bug fix
ment i oned bel ow (and using the sane nodified tcpdunp).

17:
17:

17:
17:
17:
17:
17:
17:
17:

Connection starts up with data transnmission fromB to A
Note that due to a separate bug (the fact that A and B

are conmmuni cati ng
skips slow start.

38

38:

38:
38:
38:
38:
38:
38:
38:

. 09.
09.

09.
09.
09.
09.
09.
09.
09.

510854
510926

510953
512956
513222
513428
513638
519531
519638

Wr>WWWw> wWr
VVVVVVYV

>

\%

over a | oopback driver), B erroneously

SR>l >

S
S

TU°" TTUVTTUVTTU"

[ Bfills up A's offered

17:38:09. 719526 A > B:

3110066585: 3110066585(0) wi n 16384
3110174850: 3110174850( 0)

ack 3110066586 wi n 57344

1:1(0) ack 1 win 57344
1:2049(2048) ack 1 win 57344

2049: 16385(14336) ack 1 win 57344
16385: 30721(14336) ack 1 win 57344
30721: 45057(14336) ack 1 win 57344
1:1(0) ack 45057 win 12288

45057: 57345(12288) ack 1 win 57344

wi ndow ]
1:1(0) ack 57345 win O

[ B probes A's window with a single byte. A resynchronizes

wi t hout accepting the byte ]
17:38:14. 499661 B > A
17:38:14.499724 A > B:

57345:57346(1) ack 1 win 57344
1:1(0) ack 57345 win O

[ B probes A's window again. A resynchronizes and accepts

the byte,

as indicated by the ack field ]
17:38:19.499764 B > A
17:38:19.519731 A > B:

57345: 57346(1) ack 1 win 57344
1:1(0) ack 57346 win 0

[ B probes A's window with a single byte. A resynchronizes

wi t hout accepting the byte ]
17:38:24. 499865 B > A
17:38:24. 499934 A > B:

57346: 57347(1) ack 1 win 57344
1:1(0) ack 57346 win 0

[ The application on A has started generating data.

B acks A's data and A accepts the ACKs and the
data transfer continues ]

530265 A > B: P 1:2049(2048) ack 57346 win 0

17:38: 28.
17:38: 28.

17: 38: 28.
17: 38: 28.

Paxso

n,

et.

719914 B > A

720023 A > B:
720089 A > B:

al .

57346:57346(0) ack 2049 win 57344

2049: 16385(14336) ack 57346 win 0
16385: 30721(14336) ack 57346 win 0

I nf or mat i onal
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17:

17:
17:
17:
17:

17:
17:

17:
17:

38:28.720370 B > A 57346: 57346(0) ack 30721 win 57344
38:28. 720462 A > B: . 30721:45057(14336) ack 57346 win O
38:28. 720526 A > B: P 45057:59393(14336) ack 57346 win O
38:28.720824 A > B: P 59393:73729(14336) ack 57346 win O
38:28.721124 B > A: . 57346:57346(0) ack 73729 win 47104
38:28.721198 A > B: P 73729:88065(14336) ack 57346 win O
38:28.721379 A > B: P 88065:102401(14336) ack 57346 win O
38:28. 721557 A > B: P 102401: 116737(14336) ack 57346 win O
38:28.721863 B > A 57346: 57346(0) ack 116737 win 36864

Ref er ences

None known.

How t o det ect

Initiate a connection froma client to a server. Have the server
continuously send data until its buffers have been full for |ong

enough to exhaust the wi ndow. Next, have the client read 1 byte

and then delay for |ong enough that the server TCP sends a w ndow
probe. Now have the client start sending data. At this point, if
it ignores the server’'s ACKs, then the client’s TCP suffers from

the problem

How to fix

2.13.

In one inplenmentation known to exhibit the problem (derived from
4. 3-Reno), the problemwas introduced when the macro MAX() was
repl aced by the function call max() for conputing the amount of
space in the receive w ndow

tp->rcv_wnd = max(win, (int)(tp->rcv_adv - tp->rcv_nxt));

When data has been received into a wi ndow beyond what has been
advertised to the other side, rcv_nxt > rcv_adv, naking this
negative. It's clear fromthe (int) cast that this is intended,
but the unsigned max() function sign-extends so the negative
nunber is "larger”. The fix is to change max() to imax():

tp->rcv_wnd = imax(win, (int)(tp->rcv_adv - tp->rcv_nxt));

4. 3- Tahoe and before did not have this bug, since it used the
macro MAX() for this cal cul ation.

Narme of Problem

Stretch ACK viol ation
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Cl assification
Congestion Control/Perfornmance

Descri ption
To inprove efficiency (both conputer and network) a data receiver
may refrain fromsending an ACK for each incom ng segment,
according to [ RFC1122]. However, an ACK shoul d not be del ayed an
i nordi nate anount of tinme. Specifically, ACKs SHOULD be sent for
every second full-sized segnent that arrives. |If a second full-
si zed segnent does not arrive within a given tinmeout (of no nore
than 0.5 seconds), an ACK should be transnmitted, according to
[ RFC1122]. A TCP receiver which does not generate an ACK for
every second full-sized segnent exhibits a "Stretch ACK
Vi ol ation".

Si gni ficance
TCP receivers exhibiting this behavior will cause TCP senders to
generate burstier traffic, which can degrade performance in
congested environments. In addition, generating fewer ACKs
i ncreases the anpunt of tinme needed by the slow start algorithmto
open the congestion wi ndow to an appropriate point, which
di m ni shes perfornance in environnents with | arge bandw dt h-del ay
products. Finally, generating fewer ACKs nay cause needl ess
retransm ssion tineouts in |lossy environments, as it increases the
possibility that an entire wi ndow of ACKs is lost, forcing a
retransm ssion tinmeout.

I mplications
When not in | oss recovery, every ACK received by a TCP sender
triggers the transm ssion of new data segnents. The burst size is
determ ned by the nunmber of previously unacknow edged segments
each ACK covers. Therefore, a TCP receiver ack’ing nore than 2
segnents at a time causes the sending TCP to generate a | arger
burst of traffic upon receipt of the ACK. This large burst of
traffic can overwhel man intervening gateway, |eading to higher
drop rates for both the connection and other connections passing
through the congested gat eway.

In addition, the TCP slow start algorithmincreases the congestion
wi ndow by 1 segnment for each ACK received. Therefore, increasing
the ACK interval (thus decreasing the rate at which ACKs are
transmtted) increases the amount of tine it takes slow start to

i ncrease the congestion wi ndow to an appropriate operating point,
and t he connection consequently suffers fromreduced perfornmance.
This is especially true for connections using | arge w ndows.

Re

evant RFCs
RFC 1122 outlines del ayed ACKs as a recomrended nmechani sm
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Trace file denonstrating it

12:

12:
12:
12:
12:
12:
12:
12:
12:
12:

12:

Trace file taken using tcpdunp at host B, the data receiver (and
ACK originator). The advertised w ndow (whi ch never changed) and
ti mestanp options have been omtted for clarity, except for the
first packet sent by A

09: 24. 820187 A. 1174 > B. 3999: . 2049:3497(1448) ack 1
wi n 33580 <nop, nop, tlnestanp 2249877 2249914> [tos 0x8]

09: 24. 824147 A. 1174 B. 3999: 3497: 4945(1448) ack 1
09: 24. 832034 A. 1174 > B.3999: . 4945:6393(1448) ack 1
09: 24. 832222 B. 3999 > A 1174: . ack 6393

09: 24. 934837 A. 1174 > B.3999: . 6393:7841(1448) ack 1
09: 24. 942721 A 1174 > B.3999: . 7841:9289(1448) ack 1
09: 24. 950605 A. 1174 > B.3999: . 9289:10737(1448) ack 1
09: 24. 950797 B. 3999 > A 1174: . ack 10737

09: 24. 958488 A. 1174 > B.3999: . 10737:12185(1448) ack 1
09: 25. 052330 A. 1174 > B.3999: . 12185:13633(1448) ack 1
:09: 25. 060216 A. 1174 > B.3999: . 13633:15081(1448) ack 1
09: 25. 060405 B. 3999 > A . 1174: . ack 15081

This portion of the trace clearly shows that the receiver (host B)
sends an ACK for every third full sized packet received. Further
investigation of this inplenmentation found that the cause of the
increased ACK interval was the TCP options being used. The

i npl ementation sent an ACK after it was hol ding 2*MSS worth of
unacknowl edged data. In the above case, the MSS is 1460 bytes so
the receiver transmts an ACK after it is holding at |east 2920
byt es of unacknow edged data. However, the length of the TCP
options being used [ RFC1323] took 12 bytes away fromthe data
portion of each packet. This produced packets containing 1448
bytes of data. But the additional bytes used by the options in
the header were not taken into account when determnining when to
trigger an ACK. Therefore, it took 3 data segments before the
data receiver was hol di ng enough unacknow edged data (>= 2*MSS, or
2920 bytes in the above exanple) to transnit an ACK

Trace file denonstrating correct behavior

12:

12:
12:
12:
12:
12:

Paxson,

Trace file taken using tcpdunp at host B, the data receiver (and
ACK originator), again with w ndow and tinmestanp information
omtted except for the first packet:

06: 53.627320 A. 1172 > B. 3999: . 1449:2897(1448) ack 1
wi n 33580 <nop, nop, tlnestanp 2249575 2249612> [tos 0x8]
06: 53. 634773 A 1172 B. 3999: 2897: 4345(1448) ack 1
06: 53. 634961 B. 3999 > A 1172: . ack 4345

06: 53. 737326 A. 1172 B. 3999: . 4345:5793(1448) ack 1
06: 53. 744401 A 1172 B. 3999: . 5793:7241(1448) ack 1
06: 53. 744592 B. 3999 > A 1172: . ack 7241

V

V V VYV
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2

12: 06: 53. 752287 A. 1172 > B.3999: . 7241:8689(1448) ack 1
12: 06: 53. 847332 A. 1172 > B.3999: . 8689:10137(1448) ack 1
12: 06: 53. 847525 B. 3999 > A 1172: . ack 10137

This trace shows the TCP receiver (host B) ack’ing every second
full-sized packet, according to [RFC1122]. This is the same

i mpl ement ati on shown above, with slight nodifications that allow
the receiver to take the length of the options into account when
deciding when to transmt an ACK

Ref er ences

This problemis docunmented in [A |l man97] and [ Paxson97].

How t o det ect

14.

Stretch ACK violations show up i mediately in receiver-side packet
traces of bulk transfers, as shown above. However, packet traces
made on the sender side of the TCP connection nmay lead to

anbi guiti es when di agnosing this problemdue to the possibility of
| ost ACKs.

Narme of Problem

Ret ransm ssi on sends nul tiple packets

Cl assification

Congestion contro

Description

When a TCP retransmits a segnent due to a timeout expiration or
begi nning a fast retransm ssion sequence, it should only transmit
a single segnent. A TCP that transmits nore than one segnent
exhi bits "Retransni ssion Sends Miltiple Packets".

I nstances of this problem have been known to occur due to

m sconput ations invol ving the use of TCP options. TCP options

i ncrease the TCP header beyond its usual size of 20 bytes. The
total size of header nust be taken into account when
retransmtting a packet. |If a TCP sender does not account for the
| ength of the TCP options when determ ning how nuch data to
retransmt, it will send too nuch data to fit into a single
packet. In this case, the correct retransmission will be foll owed
by a short segment (tinygram containing data that may not need to
be retransnitted.

A specific case is a TCP using the RFC 1323 tinestanp option,
whi ch adds 12 bytes to the standard 20-byte TCP header. On
retransm ssion of a packet, the 12 byte option is incorrectly
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interpreted as part of the data portion of the segnment. A
standard TCP header and a new 12-byte option is added to the data,
which yields a transm ssion of 12 bytes nore data than contai ned
in the original segnent. This overflow causes a snaller packet,
with 12 data bytes, to be transmitted.

Si gni fi cance
This problemis somewhat serious for congested environments
because the TCP inplementation injects nore packets into the
network than is appropriate. However, since a tinygramis only
sent in response to a fast retransmt or a tineout, it does not
ef fect the sustained sending rate.

I mplications
A TCP exhibiting this behavior is stressing the network with nore
traffic than appropriate, and stressing routers by increasing the
nunber of packets they nust process. The redundant tinygram will
also elicit a duplicate ACK fromthe receiver, resulting in yet
anot her unnecessary transni ssion.

Rel evant RFCs
RFC 1122 requires use of slow start after |oss; RFC 2001
explicates slow start; RFC 1323 describes the tinestanp option
that has been observed to |l ead to sonme inplenmentations exhibiting
this probl em

Trace file denonstrating it
Made using tcpdunp recording at a nmachi ne on the sane subnet as
Host A. Host Ais the sender and Host B is the receiver. The
adverti sed wi ndow and tinmestanp options have been onitted for
clarity, except for the first segnment sent by host A In
addition, portions of the trace file not pertaining to the packet
in question have been renoved (m ssing packets are denoted by
"[...]" in the trace)

11:55:22.701668 A > B: . 7361:7821(460) ack 1
wi n 49324 <nop, nop, ti nestanp 3485348 3485113>
11:55:22.702109 A > B: . 7821:8281(460) ack 1

[...]

11:55:23.112405 B > A ack 7821
11:55:23.113069 A > B: 12421:12881(460) ack 1
11:55:23. 113511 A > B: 12881:13341(460) ack 1
11:55: 23. 333077 B > A ack 7821
11:55: 23. 336860 B > A ack 7821
11:55: 23. 340638 B > A ack 7821

11:55:23. 341290 A > B: 7821:8281(460) ack 1
11:55: 23. 341317 A > B: 8281:8293(12) ack 1
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11:55:23.498242 B > A . ack 7821
11:55:23.506850 B > A: . ack 7821
11:55:23.510630 B > A ack 7821

[...]
11:55:23.746649 B > A: . ack 10581
The second line of the above trace shows the original transm ssion

of a segment which is |ater dropped. After 3 duplicate ACKs, |ine
9 of the trace shows the dropped packet (7821:8281), with a 460-

byt e payl oad, being retransmitted. Imediately following this
retransm ssion, a packet with a 12-byte payload is unnecessarily
sent.

Trace file denonstrating correct behavior
The trace file would be identical to the one above, with a single
I'i ne:

11:55:23.341317 A > B: . 8281:8293(12) ack 1
omtted.

Ref er ences
[ Braknp95]

How to det ect
Thi s problem can be detected by exam ning a packet trace of the
TCP connections of a machine using TCP options, during which a
packet is retransmtted.

2.15.

Name of Problem
Failure to send FIN notification pronptly

Cl assification
Per f or mance

Descri ption
When an application closes a connection, the correspondi ng TCP
shoul d send the FIN notification pronptly to its peer (unless
prevented by the congestion window). |If a TCP inplenmentation
del ays in sending the FIN notification, for exanple due to waiting
until unacknow edged data has been acknow edged, then it is said
to exhibit "Failure to send FIN notification pronptly".
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Al so, while not strictly required, FIN segnents should include the
PSH flag to ensure expedited delivery of any pending data at the
receiver.

Si gni ficance

The greatest inpact occurs for short-lived connections, since for
these the additional time required to close the connection
i ntroduces the greatest relative del ay.

The additional tine can be significant in the commopbn case of the
sender waiting for an ACK that is del ayed by the receiver.

I mpli cations

Can dimnish total throughput as seen at the application |ayer,
because connection term nation takes |onger to conplete.

Rel evant RFCs

RFC 793 indicates that a receiver should treat an inconing FIN
flag as implying the push function.

Trace file denonstrating it

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

Made using tcpdunp (no | osses reported by the packet filter).

04:38.68 A > B: S 1031850376: 1031850376(0) wi n 4096
<mss 1460, wscal e 0, eol > (DF)

04:38.71 B > A S 596916473:596916473(0) ack 1031850377
win 8760 <nss 1460> (DF)

04:38.73 A > B: . ack 1 win 4096 (DF)

04:41.98 A > B: P 1:4(3) ack 1 win 4096 (DF)
04:42.15 B > A . ack 4 win 8757 (DF)

04:42.23 A > B: P 4:7(3) ack 1 win 4096 (DF)
04:42.25 B> A P 1:11(10) ack 7 win 8754 (DF)
04:42.32 A > B: . ack 11 win 4096 (DF)
04:42.33 B > A P 11:51(40) ack 7 win 8754 (DF)
04:42.51 A > B: . ack 51 win 4096 (DF)
04:42.53 B > A F 51:51(0) ack 7 win 8754 (DF)
04:42.56 A > B: FP 7:7(0) ack 52 win 4096 (DF)
04:42.58 B > A ack 8 win 8754 (DF)

Machine B in the trace above does not send out a FIN notification
pronptly if there is any data outstanding. It instead waits for
al | unacknow edged data to be acknow edged before sending the FIN
segnent. The connection was closed at 10:04.42.33 after
requesting 40 bytes to be sent. However, the FIN notification
isn't sent until 10:04.42.51, after the (del ayed) acknow edgenent
of the 40 bytes of data.
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Trace file denonstrating correct behavior
Made using tcpdunp (no | osses reported by the packet filter).

10:27:53.85 C > D S 419744533: 419744533(0) wi n 4096
<mss 1460, wscal e 0, eol > (DF)

10: 27:53.92 D > C. S 10082297:10082297(0) ack 419744534
win 8760 <mss 1460> (DF)
10: 27:53.95 C > D . ack 1 win 4096 (DF)
10:27:54.42 C > D. P 1:4(3) ack 1 win 4096 (DF)
10: 27:54.62 D > C. . ack 4 win 8757 (DF)
10:27:54.76 C > D. P 4:7(3) ack 1 win 4096 (DF)
10:27:54.89 D> C. P 1:11(10) ack 7 win 8754 (DF)
10: 27:54.90 D > C. FP 11:51(40) ack7 win 8754 (DF)
10:27:54.92 C > D. . ack 52 win 4096 (DF)
10:27:55.01 C > D. FP 7:7(0) ack 52 win 4096 (DF)
10:27:55.09 D > C ack 8 win 8754 (DF)

Here, Machine D sends a FIN with 40 bytes of data even before the
original 10 octets have been acknow edged. This is correct
behavior as it provides for the highest perfornmance.

Ref er ences
This problemis docunented in [Dawson97].

How t o det ect
For inplenmentations manifesting this problem it shows up on a
packet trace.
2. 16.

Nanme of Probl em
Failure to send a RST after Half Dupl ex C ose

Cl assification
Resour ce managenent

Descri ption
RFC 1122 4.2.2.13 states that a TCP SHOULD send a RST if data is
received after "half duplex close", i.e. if it cannot be delivered

to the application. A TCP that fails to do so is said to exhibit
"Failure to send a RST after Half Duplex C ose".

Si gni fi cance
Potentially serious for TCP endpoints that manage | arge numbers of
connections, due to exhaustion of menmory and/or process slots
avai | abl e for nanagi ng connection state.
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Failure to send the RST can lead to pernmanently hung TCP

connecti ons.
abort connections,
the current page has finished downl oadi ng.

Thi s probl em has been denonstrated when HITP clients

common when users nove on to a new page before

The HTTP client cl oses

by transmitting a FIN while the server is transnmitting inages,
The server TCP receives the FIN,
does not cl ose the connection until

t ext

transm ssi on.

connecti on:

wi ndow. As mandated in RFCl1122 4.2.2.17,
Server connection state remains in

, etc.

t he wi ndow decreases to zero,
pass the data to the application,
segment s.

Since the server wll

but

its application

all data has been queued for

not transmt a FIN until all
the precedi ng data has been transmtted, deadlock results if the
client TCP does not consune the pending data or tear down the

since the client cannot
and the server sends probe

The client acknow edges the probe segnments with a zero

transmtted forever.
CLCSE WAIT, and eventual ly server processes are exhausted.

Note that there are two bugs.
ignored if the wi ndow can never subsequently increase.

RST shoul d be sent when data is received after
but not the second,

Fi xi ng the first bug,

segnents eventually timng out the connection,

Re

evant RFCs

First,

RFC 1122 sections 4.2.2.13 and 4. 2.2.17.

Trace file denonstrating it

Made using an unknown network anal yzer.

avai | abl e.

client.
server.
client.
client.
server.
server.
server.
server.
client.
server.
server.
server.
server.
client.
server.
server.

Paxson, et.

1391
8080
1391
1391
8080
8080
8080
8080
1391
8080
8080
8080
8080
1391
8080
8080

al .

VVVVVVVVVVVVVYVYVYV

server.
client.
server.
server.
client.
client.
client.
client.
server.
client.
client.
client.
client.
server.
client.
client.

8080:
1391:
8080:
8080:
1391:
1391:
1391:
1391:
8080:
1391:
1391:
1391:
1391:
8080:
1391:
1391:

S 0:1(0) ack: 0 wn:
SA 8c¢01:8c02(0) ack:

PA
PA 1:
[ DF]
[ DF]
[ DF]
[ OF]
PA

[ DF]
[ DF]
[ DF]
[ DF]
PA

[ DF]
[ OF]

I nf or mat i onal

1c2(1cl1) ack: 8c02 win: 2000
ack: i

PA 8c02: 8cde(dc)

>>» >»r>rr >r>

8cde:
9292:
9846:

adf a:
a3ae:
a962:
af 16:

b4ca:
b4ca:

9292( 5b4)
9846( 5b4)
9df a( 5b4)

a3ae(5b4)
a962( 5b4)
af 16(5b4)
b4ca(5b4)

ba7e(5b4)
ba7e(5b4)

the probe segnents are

probe segnments shoul d be

Second, a
hal f dupl ex cl ose.

results in the probe

but the server
remains in CLOSE_ WAIT for a significant and unnecessary peri od.

ack:
ack:
ack:

ack:
ack:
ack:
ack:

ack:
ack:

2000 <nsSs:
1 win:

1c2
1c2
1c2
1c2

1c2
1c2
1c2
1c2

1c2
1c2

No drop infornmation

5b4>
8000 <nss: 100>

£ 222

£s=z=
2233

=33

8000
8000
8000
8000

5 35 35 5

8000
8000
8000
8000

8000
n: 8000

=
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client.
server.
client.
server.
client.

[ HITP

1391
8080
1391
8080
1391

VVVYVYV

client

client. 1391 >

[ server ACKs

server. 8080 > client. 1391:

TCP | npl enent ati on Probl ens

server.
client.
server.
client.
server.

aborts

server.

8080:
1391:
8080:
1391:
8080:

PA

[ DF] A ba7e: bdfa(37c) ack:

PA

[DF] A bdfa:bdfb(1) ack:

PA

and enters FINWAIT_1 ]

8080:

FPA

the FIN and enters CLOSE WAI T ]

[ DF]

[ client enters FIN.VAIT_2 ]

server. 8080 > client.1391: [ DF]
[ server continues to try to sen
client.1391 > server.8080: PA <
server. 8080 > client.1391: [ DF]
client.1391 > server.8080: PA <
server. 8080 > client.1391: [DF]
client.1391 > server.8080: PA <
server. 8080 > client.1391: [ DF]
client.1391 > server.8080: PA <
server. 8080 > client.1391: [ DF]
client.1391 > server.8080: PA <
[ ... repeat ad exhaustium... ]

A

A bdfa: bdfb(1) ack:

dits data ]

wi ndow = 0 >

A bdf a: bdf b(1) ack:

wi ndow = 0 >

A bdfa: bdf b(1) ack:

wi ndow = 0 >

A bdf a: bdf b(1) ack:

wi ndow = 0 >

A bdf a: bdf b(1) ack:

wi ndow = 0 >

Trace file denonstrating correct behavior

Made using an unknown network anal yzer.

avai |l abl e.

client > server

server

client > server

[ ... nornal

client
server

[ client

client

Paxson, et.

> server

> server

al .

D=80 S=59500
> client D=59500 S=80
D=80 S=59500
data omtted ...

D=80 S=59500
> client D=59500 S=80

D=80 S=59500

]

cl oses connection ]

I nf or mat i onal

March 1999

1c2 win: 8000

1c2 wi n: 8000

1c3

1c3

1c3

1c3

1c3

Syn Seq=337 Len=0 W n=8760
Syn Ack=338 Seq=80153 Len=0 W n=8760
Ack=80154 Seq=338 Len=0 W n=8760

Fin Seq=596 Len=0 W n=8760

8000

8000

8000

8000

8000

No drop infornmation

Ack=14559 Seq=596 Len=0 W n=8760
Ack=596 Seq=114559 Len=1460 W n=8760
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server > client D=59500 S=80 Ack=597 Seq=116019 Len=1460 W n=8760
[ client sends RST (RFC1122 4.2.2.13) ]
client > server D=80 S=59500 Rst Seq=597 Len=0 W n=0
server > client D=59500 S=80 Ack=597 Seq=117479 Len=1460 W n=8760
client > server D=80 S=59500 Rst Seq=597 Len=0 W n=0
server > client D=59500 S=80 Ack=597 Seq=118939 Len=1460 W n=8760
client > server D=80 S=59500 Rst Seq=597 Len=0 W n=0
server > client D=59500 S=80 Ack=597 Seq=120399 Len=892 W n=8760
client > server D=80 S=59500 Rst Seq=597 Len=0 W n=0
server > client D=59500 S=80 Ack=597 Seq=121291 Len=1460 W n=8760
client > server D=80 S=59500 Rst Seq=597 Len=0 W n=0

"client" sends a nunber of RSTs, one in response to each incom ng

packet from "server".

One m ght wonder why "server" keeps sending

data packets after it has received a RST from"client"; the

expl anation is that

"server" had already transnmitted all five of

the data packets before receiving the first RST from"client", so
it is too late to avoid transmtting them

How t o

det ect

The problem can be detected by inspecting packet traces of a

| ar ge,

2.17.

Name of Problem

interrupted bul k transfer.

Failure to RST on close with data pending

Cl assification
Resour ce managemnent

Descri ption
When an application closes a connection in such a way that it can
no |l onger read any received data, the TCP SHOULD, per section

4.2.2.13 of RFC 1122,
dat a,

send a RST if there is any unread received
or if any new data is received. A TCP that fails to do so

exhibits "Failure to RST on close with data pendi ng".

Note that, for some TCPs, this situation can be caused by an
application "crashing" while a peer is sending data.

We have observed a nunber of TCPs that exhibit this problem The
problemis less serious if any subsequent data sent to the now
cl osed connection endpoint elicits a RST (see illustration bel ow).

Paxson, et. al. I nf or mat i onal [ Page 50]



RFC 2525 TCP | npl enent ati on Probl ens March 1999

Si gni fi cance
This problemis nost significant for endpoints that engage in
| arge numbers of connections, as their ability to do so will be
curtailed as they | eak away resources.

I mpli cations
Failure to reset the connection can |ead to permanently hung
connections, in which the renmote endpoint takes no further action
to tear down the connection because it is waiting on the |local TCP
to first take sone action. This is particularly the case if the
| ocal TCP also allows the advertised windowto go to zero, and
fails to tear down the connection when the renpte TCP engages in
"persist" probes (see exanpl e bel ow).

Rel evant RFCs
RFC 1122 section 4.2.2.13. Also, 4.2.2.17 for the zero-w ndow
probi ng di scussi on bel ow.

Trace file denonstrating it
Made using tcpdunp. No drop information avail abl e.

13:11:46.04 A > B: S 458659166: 458659166(0) wi n 4096
<mss 1460, wscal e 0, eol > (DF)

13:11:46.04 B > A. S 792320000: 792320000(0) ack 458659167
win 4096

13:11:46.04 A > B: ack 1 win 4096 (DF)
13:11.55.80 A > B: 1:513(512) ack 1 win 4096 (DF)
13:11.55.80 A > B: 513:1025(512) ack 1 win 4096 (DF)
13:11:55.83 B > A ack 1025 win 3072
13:11.55.84 A > B: 1025: 1537(512) ack 1 win 4096 (DF)
13:11.55.84 A > B: 1537:2049(512) ack 1 win 4096 (DF)
13:11.55.85 A > B: 2049: 2561(512) ack 1 win 4096 (DF)
13:11:56.03 B > A ack 2561 win 1536
13:11.56.05 A > B: 2561: 3073(512) ack 1 win 4096 (DF)
13:11.56.06 A > B: 3073: 3585(512) ack 1 win 4096 (DF)
13:11.56.06 A > B: 3585:4097(512) ack 1 win 4096 (DF)
13:11:56.23 B > A ack 4097 win O
13:11:58.16 A > B: 4096: 4097(1) ack 1 win 4096 (DF)
13:11:58.16 B > A ack 4097 win O
13:12:00.16 A > B: 4096: 4097(1) ack 1 win 4096 (DF)
13:12:00.16 B > A ack 4097 win O
13:12:02.16 A > B: 4096: 4097(1) ack 1 win 4096 (DF)
13:12:02.16 B > A ack 4097 win O
13:12:05.37 A > B: 4096: 4097(1) ack 1 win 4096 (DF)
13:12:05.37 B > A . ack 4097 win O
13:12:06.36 B > A F 1:1(0) ack 4097 win O
13:12: 06.37 A > B: ack 2 win 4096 (DF)

A > B:

13:12:11.78 4096: 4097(1) ack 2 win 4096 (DF)

Paxson, et. al. I nf or mat i onal [ Page 51]



RFC 2525 TCP | npl enent ati on Probl ens March 1999

13:
13:
13:
13:
13:

12:11.78 B > A: ack 4097 win O
12:24.59 A > B: 4096: 4097(1) ack 2 win 4096 (DF)
12:24.60 B > A ack 4097 win O
12:50.22 A > B: 4096: 4097(1) ack 2 win 4096 (DF)
12:50.22 B > A ack 4097 win O

Machine B in the trace above does not drop received data when the
socket is "closed" by the application (in this case, the
application process was term nated). This occurred at

approxi mately 13:12:06.36 and resulted in the FIN being sent in
response to the close. However, because there is no | onger an
application to deliver the data to, the TCP shoul d have i nstead
sent a RST.

Not e: Machine A's zero-wi ndow probing is also broken. It is
resending old data, rather than new data. Section 3.7 in RFC 793
and Section 4.2.2.17 in RFC 1122 di scuss zero-w ndow pr obi ng.

Trace file denonstrating better behavior

13:

13:

13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:

Made using tcpdunp. No drop information avail abl e.

Better, but still not fully correct, behavior, per the discussion
bel ow. W show this behavi or because it has been observed for a
number of different TCP inplenentations.

48:29.24 C > D. S 73445554: 73445554(0) wi n 4096
<mss 1460, wscal e 0, eol > (DF)
48:29.24 D > C. S 36050296: 36050296(0) ack 73445555
Wi n 4096 <mss 1460, wscal e 0, eol > (DF)
48:29.25 C > D . ack 1 win 4096 (DF)
48:30.78 C > Dt 1:1461(1460) ack 1 win 4096 (DF)
48:30.79 C > D 1461: 2921(1460) ack 1 win 4096 (DF)
48:30.80 D > C ack 2921 win 1176 (DF)
48:32.75 C > D 2921:4097(1176) ack 1 win 4096 (DF)
48:32.82 D > C ack 4097 win 0 (DF)
:48:34.76 C > D 4096: 4097(1) ack 1 win 4096 (DF)
48:34.84 D > C. . ack 4097 win O (DF)
48:36.34 D> C FP 1:1(0) ack 4097 win 4096 (DF)
48:36.34 C > D. . 4097:5557(1460) ack 2 win 4096 (DF)
48:36.34 D > C R 36050298: 36050298(0) wi n 24576
48:36.34 C > D: . 5557:7017(1460) ack 2 win 4096 (DF)
48:36.34 D > C R 36050298: 36050298(0) wi n 24576

In this trace, the application process is term nated on Machine D
at approximately 13:48:36.34. |Its TCP sends the FINwith the

wi ndow opened again (since it discarded the previously received
data). Machine C pronptly sends nore data, causing Machine Dto
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reset the connection since it cannot deliver the data to the
application. ldeally, Machine D SHOULD send a RST instead of
dropping the data and re-opening the receive w ndow.

Not e: Machine C s zero-wi ndow probing is broken, the sane as in
t he exanpl e above.

Trace file denonstrating correct behavior

14.
14.

14:
14:
14:
14.
14.
14:
14:
14:
14:
14.
14.
14:
14:
14:
14:
14.
14.
14:

Made using tcpdunp. No | osses reported by the packet filter

12:02.19 E > F: S 1143360000: 1143360000(0) wi n 4096
12:02.19 F > E: S 1002988443: 1002988443(0) ack 1143360001
win 4096 <nss 1460> (DF)

12:02.19 E > F ack 1 win 4096

12:10.43 E > F 1:513(512) ack 1 win 4096
12:10.61 F > E ack 513 win 3584 (DF)
12:10.61 E > F 513:1025(512) ack 1 win 4096
12:10.61 E > F 1025: 1537(512) ack 1 win 4096
12:10.81 F > E ack 1537 win 2560 (DF)
12:10.81 E > F 1537:2049(512) ack 1 win 4096
12:10.81 E > F 2049: 2561(512) ack 1 win 4096
12:10.81 E > F: . 2561:3073(512) ack 1 win 4096
12:11.01 F > E . ack 3073 win 1024 (DF)
12:11.01 E > F: 3073: 3585(512) ack 1 win 4096
12:11.01 E > F 3585:4097(512) ack 1 win 4096
12:11.21 F > E ack 4097 win 0 (DF)

12:15.88 E > F 4097:4098(1) ack 1 win 4096
12:16.06 F > E ack 4097 win 0 (DF)

12:20.88 E > F 4097: 4098(1) ack 1 win 4096
12:20.91 F > E: . ack 4097 win 0 (DF)

12:21.94 F > E R 1002988444:1002988444(0) wi n 4096

VWhen the application term nates at 14:12:21.94, F imredi ately
sends a RST.

Not e: Machine E' s zero-wi ndow probing is (finally) correct.

How t o det ect

The problem can often be detected by inspecting packet traces of a
transfer in which the receiving application term nates abnornmally.
When doing so, there can be an anbiguity (if only |ooking at the
trace) as to whether the receiving TCP did i ndeed have unread data
that it could now no |onger deliver. To provoke this to happen,

it may help to suspend the receiving application so that it fails
to consune any data, eventually exhausting the advertised w ndow.
At this point, since the advertised window is zero, we know that
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2.18.

the receiving TCP has undelivered data buffered up. Term nating
the application process then should suffice to test the
correctness of the TCP' s behavi or.

Nane of Problem

Options mssing from TCP MSS cal cul ation

Cl assification

Reliability / performance

Descri ption

VWhen a TCP determ nes how nmuch data to send per packet, it
cal cul ates a segnment size based on the MIU of the path. It nust
then subtract fromthat MIU the size of the IP and TCP headers in
the packet. |If IP options and TCP options are not taken into
account correctly in this calculation, the resulting segnent size
may be too large. TCPs that do so are said to exhibit "Options

m ssing from TCP MsSS cal cul ation".

Si gni ficance

In sone inplenentations, this causes the transm ssion of strangely
fragmented packets. In sone inplenentations with Path MIU ( PMIu)
di scovery [RFC1191], this problemcan actually result in a tota
failure to transmt any data at all, regardl ess of the environnment
(see bel ow).

Arguably, especially since the wi de deploynent of firewalls, IP
options appear only rarely in normal operations.

I mplications

Re

In inplenentations using PMIU di scovery, this problemcan result
in packets that are too large for the output interface, and that
have the DF (don't fragnent) bit set in the |IP header. Thus, the
I P layer on the local machine is not allowed to fragnent the
packet to send it out the interface. It instead inforns the TCP

| ayer of the correct MIU size of the interface; the TCP | ayer
again m sconputes the MsSS by failing to take into account the size
of IP options; and the problemrepeats, with no data fl ow ng.

evant RFCs
RFC 1122 describes the calcul ation of the effective send MSS. RFC
1191 describes Path MIU di scovery.
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Trace file denonstrating it
Trace file taking using tcpdump on host C. The first trace
demonstrates the fragnmentation that occurs w thout path MIuU
di scovery:

13: 55: 25. 488728 A. 65528 > C. di scard:
P 567833:569273(1440) ack 1 win 17520
<nop, nop, ti mestanp 3839 1026342>
(frag 20828: 1472@+)
(ttl 62, optlen=8 LSRR{B#} NOP)

13:55:25.488943 A > C
(frag 20828: 8@472)
(ttl 62, optlen=8 LSRR{B#} NOP)

13: 55: 25. 489052 C. discard > A 65528:
ack 566385 win 60816
<nop, nop, ti mestanp 1026345 3839> ( DF)
(ttl 60, id 41266)

Host A repeatedly sends 1440-octet data segnments, but these hare
fragnmented into two packets, one with 1432 octets of data, and
another with 8 octets of data.

The second trace denonstrates the failure to send any data
segnments, sonetimes seen with hosts doing path MIU di scovery:

13: 55: 44. 332219 A 65527 > C. discard:
S 1018235390: 1018235390(0) wi n 16384
<mss 1460, nop, wscal e 0, nop, nop, ti nestanp 3876 0> (DF)
(ttl 62, id 20912, optlen=8 LSRR{B#} NOP)

13: 55: 44. 333015 C. discard > A 65527
S 1271629000: 1271629000(0) ack 1018235391 wi n 60816
<mss 1460, nop, wscal e 0, nop, nop, ti nestanp 1026383 3876> (DF)
(ttl 60, id 41427)

13: 55:44. 333206 C. discard > A 65527
S 1271629000: 1271629000(0) ack 1018235391 wi n 60816
<mss 1460, nop, wscal e 0, nop, nop, ti nestanp 1026383 3876> (DF)
(ttl 60, id 41427)

This is all of the activity seen on this connection. Eventually
host Cwill time out attenpting to establish the connection.

How t o det ect

The "netcat" utility [Hobbit96] is useful for generating source
rout ed packets:
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1% nc C discard

(interactive typing)

~C

2% nc C discard < /dev/zero

~C

3% nc -g B C discard
(interactive typing)

~C

4%nc -g B C discard < /dev/zero
nC

Lines 1 through 3 should generate appropriate packets, which can
be verified using tcpdunp. |If the problemis present, line 4
shoul d generate one of the two kinds of packet traces shown.

How to fix
The i npl enentati on shoul d ensure that the effective send MSS
calculation includes a termfor the IP and TCP options, as
mandat ed by RFC 1122.

3. Security Considerations

This nmeno does not discuss any specific security-related TCP

i npl ementation problens, as the working group decided to pursue
docunenting those in a separate docunment. Sone of the inplenmentation
probl enms di scussed here, however, can be used for denial -of-service
attacks. Those classified as congestion control present
opportunities to subvert TCPs used for legitimte data transfer into
excessively |l oading network el enments. Those classified as
"performance", "reliability" and "resource nanagenent" nay be
expl oi table for launching surreptitious denial -of-service attacks
agai nst the user of the TCP. Both of these types of attacks can be
extrenmely difficult to detect because in npbst respects they | ook
identical to legitimate network traffic.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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