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Abstr act
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1.

1.

I nt roducti on

Photuris [Firefly] establishes short-lived session-keys between two
parties, wi thout passing the session-keys across the Internet. These
session-keys directly replace the long-lived secret-keys (such as
passwords and passphrases) that have been historically configured for
security purposes.

The basic Photuris protocol utilizes these existing previously
configured secret-keys for identification of the parties. This is

i ntended to speed depl oynent and reduce admninistrative configuration
changes.

This docunent is primarily intended for inplementing the Photuris
protocol. It does not detail service and application interface
definitions, although it does nention sone basic policy areas
required for the proper inplenentation and operation of the protoco
mechani sns.

Since the basic Photuris protocol is extensible, new data types and
prot ocol behavi our should be expected. The inplenentor is especially
cautioned not to depend on val ues that appear in exanples to be
current or conplete, since their purpose is prinmarily pedagogi cal

1. Term nol ogy

In this docurment, the key words "MAY", "MJST, "MJST NOI*, "optional",
"recomended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [ RFC 2119].

byt e An 8-bit quantity; also known as "octet" in
st andar dese.

exchange- val ue The publically distributable value used to calcul ate
a shared-secret. As used in this docunent, refers
to a Diffie-Hellman exchange, not the public part of
a public/private key-pair.

privat e-key A value that is kept secret, and is part of an
asymetric public/private key-pair.

publi c- key A publically distributable value that is part of an
asymetric public/private key-pair.

secret - key A symmetric key that is not publically
distributable. As used in this docunment, this is
di stinguished froman asynmetric public/private

Karn & Sinpson Experi ment al [ Page 1]



RFC 2522

Phot uri s Prot ocol March 1999

key-pair. An exanple is a user password.

Security Association (SA)

A collection of paraneters describing the security
rel ati onshi p between two nodes. These paraneters
include the identities of the parties, the transform
(including algorithmand al gorithm node), the key(s)
(such as a session-key, secret-key, or appropriate
public/private key-pair), and possibly other

i nformati on such as sensitivity |abelling.

Security Paranmeters |Index (SPl)

sessi on- key

shar ed- secr et

SPI Omnner

SPlI User

transform

Karn & Sinpson

A nunber that indicates a particular set of uni-
directional attributes used under a Security

Associ ation, such as transforn(s) and session-
key(s). The nunber is relative to the IP
Destination, which is the SPI Oaer, and is unique
per | P (Next Header) Protocol. That is, the sane
val ue MAY be used by nultiple protocols to
concurrently indicate different Security Association
par anet ers

A key that is independently derived froma shared-
secret by the parties, and used for keying one
direction of traffic. This key is changed
frequently.

As used in this docunent, the cal cul ated result of
the Photuris exchange.

The party that corresponds to the | P Destination;
the intended recipient of a protected datagram

The party that corresponds to the | P Source; the
sender of a protected datagram

A cryptographi c mani pul ati on of a particular set of
data. As used in this docunent, refers to certain
wel | - speci fied nmethods (defined el sewhere). For
exanpl e, AH MD5 [ RFC-1828] transforns an | P datagram
into a cryptographi ¢c hash, and ESP-DES- CBC [ RFC-
1829] transforns plaintext to ciphertext and back
agai n.
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Many of these terms are hierarchically rel ated:

Security Association (bi-directional)

- one or nore lists of Security Paraneters (uni-directional)
-- one or nore Attributes
--- may have a key
--- may indicate a transform

I mpl enentors will find details of cryptographic hashing (such as
MD5), encryption algorithms and nodes (such as DES), digita
signatures (such as DSS), and other algorithnms in [Schneier95].

1.2

Pr ot ocol Overvi ew

The Photuris protocol consists of several sinple phases:

1.

A "Cooki e" Exchange guards agai nst sinple flooding attacks sent
wi th bogus | P Sources or UDP Ports. Each party passes a "cookie"
to the other.

In return, a list of supported Exchange-Schenes are offered by the
Responder for calcul ating a shared-secret.

A Val ue Exchange establishes a shared-secret between the parties.
Each party passes an Exchange-Value to the other. These val ues
are used to calculate a shared-secret. The Responder remains
stateless until a shared-secret has been created.

In addition, supported attributes are offered by each party for
use in establishing new Security Paraneters

An Identification Exchange identifies the parties to each other
and verifies the integrity of values sent in phases 1 and 2.

In addition, the shared-secret provides a basis to generate
separate session-keys in each direction, which are in turn used
for conventional authentication or encryption. Additiona
security attributes are al so exchanged as needed.

Thi s exchange is nasked for party privacy protection using a
nmessage privacy-key based on the shared-secret. This protects the
identities of the parties, hides the Security Parameter attribute
val ues, and inproves security for the exchange protocol and
security transforns.

Addi tional nessages may be exchanged to periodically change the
sessi on-keys, and to establish new or revised Security Paraneters.
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These exchanges are al so masked for party privacy protection in
the sane fashion as above.

The sequence of nessage types and their purposes are summarized in
the diagram below. The first three phases (cookie, exchange, and
identification) nust be carried out in their entirety before any
Security Association can be used

Initiator Responder

Cooki e_Request ->
<- Cooki e_Response
of fer schenes
Val ue_Request ->
pi ck schene
of fer val ue
of fer attributes
<- Val ue_Response
of fer val ue
offer attributes

[ generate shared-secret from exchanged val ues]

Identity_ Request ->

make SPI

pick SPI attribute(s)

identify self

aut henti cate

make privacy key(s)

mask/ encrypt message

<- ldentity_ Response

make SPI
pick SPI attribute(s)
identify self
aut henti cate
make privacy key(s)
mask/ encrypt message

[ make SPI session-keys in each direction]
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SPI _Needed ->
list SPI attribute(s)
make validity key
aut henti cate
make privacy key(s)
mask/ encrypt message

<- SPI _Updat e
make SPI
pick SPI attribute(s)
make SPI sessi on-key(s)
make validity key
aut henticate
make privacy key(s)
mask/ encrypt nessage

Either party may initiate an exchange at any tine. For exanple, the
Initiator need not be a "caller"” in a tel ephony |ink

The Initiator is responsible for recovering fromall nessage | osses
by retransni ssion.

1.3. Security Parameters

A Photuris exchange between two parties results in a pair of SP
val ues (one in each direction). Each SPlI is used in creating
separate session-key(s) in each direction

The SPI is assigned by the entity controlling the I P Destination: the
SPI Omner (receiver). The parties use the conbination of IP
Destination, |IP (Next Header) Protocol, and SPI to distinguish the
correct Security Association.

When both parties initiate Photuris exchanges concurrently, or one
party initiates nore than one Photuris exchange, the Initiator
Cooki es (and UDP Ports) keep the exchanges separate. This results in
more than one initial SPI for each Destination

To create multiple SPIs with different paraneters, the parties may
al so send SPI _Updat es.

There is no requirenent that all such outstanding SPIs be used. The
SPI User (sender) selects an appropriate SPI for each datagram
transm ssi on.
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I mpl ement ati on Not es:

The nethod used for SPI assignnent is inplenentation dependent.
The only requirenent is that the SPI be unique for the IP
Destination and I P (Next Header) Protocol

However, selection of a cryptographically random SPI val ue can
hel p prevent attacks that depend on a predicatabl e sequence of
val ues. The inplenmentor MJUST NOT expect SPI values to have a
particul ar order or range.

1. 4. Li f eTi nmes

The Photuris exchange results in two kinds of state, each with
separate LifeTines.

1) The Exchange LifeTinme of the small anpunt of state associated with
the Photuris exchange itself. This state nay be viewed as between
I nternet nodes.

2) The SPI LifeTinmes of the individual SPls that are established.
This state may be viewed as between users and nodes.

The SPI LifeTines may be shorter or |onger than the Exchange
LifeTime. These LifeTines are not required to be related to each
ot her.

When an Exchange-Val ue expires (or is replaced by a newer value), any
unexpired derived SPIs are not affected. This is inportant to allow
traffic to continue without interruption during new Photuris
exchanges.

1.4.1. Exchange LifeTines

Al'l retained exchange state of both parties has an associ ated
Exchange LifeTine (ELT), and is subject to periodic expiration. This
depends on the physical and |ogistical security of the machine, and
is typically in the range of 10 minutes to one day (default 30

m nut es) .

In addition, during a Photuris exchange, an Exchange Ti neQut (ETO
limts the wait for the exchange to conplete. This tineout includes
the packet round trips, and the tinme for conpleting the
Identification Exchange cal culations. The tinme is bounded by both

t he maxi mum anount of cal cul ati on del ay expected for the processing
power of an unknown peer, and the mininum user expectation for
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results (default 30 seconds).

These Exchange LifeTinmes and TimeQuts are inplenmentati on dependent
and are not disclosed in any Photuris nessage. The paranoid operator
will have a fairly short Exchange LifeTinme, but it MJST NOT be |ess
than twice the ETO

To prevent synchronizati on between Photuris exchanges, the

i mpl ement ati on SHOULD random y vary each Exchange LifeTinme within
twice the range of seconds that are required to calculate a new
Exchange-Val ue. For exanpl e, when the Responder uses a base ELT of
30 minutes, and takes 10 seconds to cal cul ate the new Exchange- Val ue,
the equation mght be (in mlliseconds):

1790000 + ur andon( 20000)

The Exchange- Schene, Exchange- Val ues, and resulting shared-secret NMAY
be cached in short-termstorage for the Exchange LifeTine. Wen
repetitive Photuris exchanges occur between the sanme parties, and the
Exchange- Val ues are discovered to be unchanged, the previously
cal cul ated shared-secret can be used to rapidly generate new
sessi on- keys.

1.4.2. SPI LifeTines

Each SPI has an associated LifeTinme, specified by the SPI owner
(receiver). This SPI LifeTine (SPILT) is usually related to the
speed of the link (typically 2 to 30 minutes), but it MJST NOT be
| ess than thrice the ETO

The SPI can al so be deleted by the SPI Oaner using the SPI_Update.
Once the SPI has expired or been deleted, the parties cease using the
SPI .

To prevent synchronizati on between nultiple Photuris exchanges, the

i mpl ement ati on SHOULD randomy vary each SPI LifeTine. For exanple,
when t he Responder uses a base SPILT of 5 m nutes, and 30 seconds for
the ETO the equation mght be (in mlliseconds):

285000 + urandon{30000)
There is no requirement that a |long LifeTine be accepted by the SP
User. The SPI User m ght never use an established SPI, or cease

using the SPI at any tine.

When nore than one unexpired SPI is available to the SPI User for the
same function, a comon inplenmentation technique is to select the SP
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with the greatest remmining LifeTine. However, selecting randomy
anong a | arge number of SPIs m ght provide sone defense against
traffic anal ysis.

To prevent resurrection of deleted or expired SPls, SPI Omers SHOULD
renenber those SPIs, but mark them as unusable until the Photuris
exchange shared-secret used to create them al so expires and purges
the associ ated state.

When the SPI Omner detects an incoming SPI that has recently expired,
but the associ ated exchange state has not yet been purged, the

i npl ementati on MAY accept the SPI. The length of time allowed is

hi ghly dependent on clock drift and variable packet round trip tinme,
and is therefore inplenentati on dependent.

1.5. Random Nunber GCeneration

The security of Photuris critically depends on the quality of the
secret random nunmbers generated by each party. A poor random nunber
generator at either party will conmprom se the shared-secret produced
by the al gorithm

Generating cryptographic quality random nunbers on a general purpose
conputer without hardware assistance is a very tricky problem In
general, this requires using a cryptographi c hashing function to
"distill" the entropy froma |arge nunmber of sem -random externa
events, such as the tinm ng of key strokes. An excellent discussion
can be found in [ RFC 1750].
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2.

Protocol Details
The Initiator begins a Photuris exchange under several circunstances:

- The Initiator has a datagramthat it wi shes to send with
confidentiality, and has no current Photuris exchange state with
the I P Destination. This datagramis discarded, and a
Cooki e_Request is sent instead.

- The Initiator has received the | CMP nessage [ RFC-1812] Desti nation
Unr eachabl e: Communi cation Adnministratively Prohibited (Type 3,
Code 13), and has no current Photuris exchange state with the | CWP
Sour ce.

- The Initiator has received the | CMP nmessage [ RFC 2521] Security
Failures: Bad SPI (Type 40, Code 0), that matches current Photuris
exchange state with the | CMP Source.

- The Initiator has received the | CMP nessage [ RFC-2521] Security
Fail ures: Need Authentication (Type 40, Code 4), and has no
current Photuris exchange state with the | CVP Sour ce.

- The Initiator has received the | CMP nessage [ RFC-2521] Security
Fail ures: Need Authorization (Type 40, Code 5), that matches
current Photuris exchange state with the | CVP Sour ce.

VWhen the event is an | CMP nessage, special care MJIST be taken that
the | CVP nessage actually includes information that matches a
previously sent | P datagram O herwi se, this could provide an
opportunity for a clogging attack, by stimulating a new Photuris
Exchange.

1. ubP

Al'l Photuris nessages use the User Datagram Protocol header [RFC
768]. The Initiator sends to UDP Destination Port 468.

When replying to the Initiator, the Responder swaps the I P Source and
Destination, and the UDP Source and Destination Ports.

The UDP checksum MUST be correctly cal cul ated when sent. Wen a
message is received with an incorrect UDP checksum it is silently
di scar ded.
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2.

2.

I mpl ement ati on Not es:

It is expected that installation of Photuris will ensure that UDP
checksum cal cul ati ons are enabl ed for the conputer operating
system and | ater disabling by operators is prevented.

Internet Protocol version 4 [RFC-791] restricts the nmaxi mum
reassenbl ed datagramto 576 bytes.

When processi ng datagrans containing variable size values, the
| ength nust be checked agai nst the overall datagramlength. An
invalid size (too long or short) that causes a poorly coded
receiver to abort could be used as a denial of service attack

Header For mat

Al of the nessages have a format similar to the follow ng, as
transmitted left to right in network order (nost significant to |east
significant):

i T S S S T i T i I S I S S

Initiator-Cookie L
B T S I T i in T (T I S S T S S +-|+
Responder - Cooki e L
e i T e e e S i i T i S S e e S i i s e +-|+

Message |
i o St B

Initiator-Cookie 16 bytes.
Responder - Cooki e 16 bytes.

Message 1 byte. Each message type has a uni que val ue

Initial values are assigned as foll ows:
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Cooki e_Request

Cooki e_Response

Val ue_Request

Val ue_Response

Identity Request

Secr et _Response (optional)
Secret _Request (optional)
ldentity_ Response

SPI _Needed

SPI _Updat e

10 Bad_Cooki e

11 Resource Limt

12 Verification Failure

13 Message_Rej ect

OCO~NOOUTA~WNEO

Further details and differences are el aborated in the individua

nmessages.

2.3. Variable Precision Integers

T T S S e T o S U S SUp S SEp S SR S i

Size | Val ue ..

T S i T o e S T i e e

Si ze

Karn & Sinpson

2, 4, or 8 bytes. The nunber of significant bits
used in the Value field. Always transmtted nost
significant byte first.

VWhen the Size is zero, no Value field is present;
there are no significant bits. This neans "m ssing"
or "null". It should not be confused with the val ue
zero, which includes an indication of the nunber of
significant bits.

When the nmost significant byte is in the range 0
through 254 (Oxfe), the field is 2 bytes. Both

bytes are used to indicate the size of the Val ue
field, which ranges from1l to 65,279 significant
bits (in 1 to 8,160 bytes).

VWhen the nost significant byte is 255 (Oxff), the
field is 4 bytes. The renmaining 3 bytes are added
to 65,280 to indicate the size of the Value field,
which is linmted to 16,776,959 significant bits (in
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2,097,120 bytes).

VWhen the nmost significant 2 bytes are 65, 535
(Oxffff), the field is 8 bytes. The remmining 6
bytes are added to 16,776,960 to indicate the size
of the Value field.

0 or nore bytes. Al ways transnitted nost
significant byte first.

The bits used are right justified within byte
boundaries; that is, any unused bits are in the nost
significant byte. Wen there are no unused bits, or
unused bits are zero filled, the value is assuned to
be an unsigned positive integer

When the | eadi ng unused bits are ones filled, the
nunber is assunmed to be a two' s-conpl enent negative
integer. A negative integer will always have at

| east one unused | eading sign bit in the nost
significant byte.

SHOULD NOT be used when the Val ue includes a nunber
significant bits. The Size SHOULD indicate the

correct number of significant bits.

I mpl enent ati on Not es:

Negative integers are not required to be supported, but are

i ncl uded for
No nore than

O her ranges
i ncluded for

Karn & Sinpson

conpl et eness.
65, 279 significant bits are required to be support ed.

are vastly too long for these UDP nessages, but are
conpl et eness.
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2.

2.

4. Exchange- Schenes

i S S T i S S e e i S S S S

| Scheme Si ze
i i i T i I S i e s o o i i
| Val ue ..

T T S o

Schene 2 bytes. A unique value indicating the Exchange-
Schene. See the "Basi c Exchange- Schenes" for
detail s.

Size 2 bytes, ranging fromO to 65,279. See "Variable

Preci sion Integer".

Val ue 0 or nore bytes. See "Variable Precision Integer".
The Size MJUST NOT be assuned to be constant for a particular Schere.
Mul tiple kinds of the same Schene with varying Sizes MAY be present
in any list of schenes.

However, only one of each Schene and Size conbination will be present
in any list of schenes.
5. Attributes

R e s T o e T e I e i o T i NI S e R S

| Attribute | Length | Val ue(s)
s T e e S i ot ST S R S S S S e i ot ST NI S R

Attribute 1 byte. A unique value indicating the kind of
attribute. See the "Basic Attributes” for details.

When the value is zero (padding), no Length field is
present (always zero).

Length 1 byte. The size of the Value(s) field in bytes.
When the Length is zero, no Value(s) field is
present.

Val ue( s) 0 or nore bytes. See the "Basic Attributes” for
detail s.

The Length MJST NOT be assumed to be constant for a particul ar
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3.

0.

Attribute. Miltiple kinds of the same Attribute with varying Lengths
MAY be present in any list of attributes.

Cooki e Exchange

Initiator Responder

Cooki e_Request ->

1.

<- Cooki e_Response
of fer schenes

Send Cooki e_Request

The Initiator initializes local state, and generates a uni que
"cookie". The Initiator-Cookie MIST be different in each new

Cooki e_Request between the sanme parties. See "Cookie Generation" for
details.

I f any previous exchange between the peer |IP nodes has not expired
in which this party was the Initiator, this Responder-Cookie is
set to the nost recent Responder-Cookie, and this Counter is set
to the correspondi ng Counter.

For exanple, a new Virtual Private Network (VPN) tunnel is about
to be established to an existing partner. The Counter is the sane
val ue received in the prior Cookie_ Response, the Responder- Cookie
remai ns the sane, and a new I nitiator-Cookie is generated.

If the new Cooki e _Request is in response to a nmessage of a

previ ous exchange in which this party was the Responder, this
Responder-Cookie is set to the previous Initiator-Cookie, and this
Counter is set to zero

For exanpl e, a Bad_Cookie nessage was received fromthe previous
Initiator in response to SPI_Needed. The Responder-Cookie is
replaced with the Initiator-Cookie, and a new Initiator-Cookie is
generated. This provides bookkeeping to detect bogus Bad Cookie
messages.

Al so, can be used for bi-directional User, Transport, and Process
oriented keying. Such mechanisnms are outside the scope of this
docunent .

O herwi se, this Responder-Cookie and Counter are both set to zero
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By default, the Initiator operates in the sane nmanner as when all
of its previous exchange state has expired. The Responder will
send a Resource_Limt when its own exchange state has not expired.

The Initiator also starts a retransnmssion tinmer. |f no valid

Cooki e_Response arrives within the tinme linit, the sane

Cooki e_Request is retransmtted for the remnaining nunber of

Retransm ssions. The Initiator-Cookie value MJST be the same i n each
such retransm ssion to the same | P Destination and UDP Port.

When Retransni ssions have been exceeded, if a Resource Limt nessage

has been received during the exchange, the Initiator SHOULD begin the
Photuri s exchange agai n by sending a new Cooki e_Request w th updated

val ues.

3.0.2. Receive Cookie_ Request

On receipt of a Cookie Request, the Responder determ nes whether
there are sufficient resources to begin another Photuris exchange.

- \When too many SPI values are already in use for this particul ar
peer, or too many concurrent exchanges are in progress, or sone
other resource lint is reached, a Resource Linit nessage is sent.

- \When any previous exchange initiated by this particul ar peer has
not exceeded the Exchange Ti neQut, and the Responder- Cooki e does
not specify one of these previous exchanges, a Resource Limt
message i s sent.

O herw se, the Responder returns a Cooki e_Response.

Note that the Responder creates no additional state at this tine.

3.0.3. Send Cooki e Response

The I P Source for the Initiator is exanm ned. |f any previous
exchange between the peer |P nodes has not expired, the response
Counter is set to the nobst recent exchange Counter plus one (allow ng
for out of order retransmissions). Qherw se, the response Counter
is set to the request Counter plus one.

If (through rollover of the Counter) the new Counter value is zero
(rmodul o 256), the value is set to one.

If this new Counter value nmatches sone previous exchange initiated by
this particular peer that has not yet exceeded the Exchange Ti neQut,

Karn & Sinpson Experi ment al [ Page 15]



RFC 2522 Phot uri s Prot ocol March 1999

the Counter is incremented again, until a unique Counter value is
r eached.

Not a Bene:
No nore than 254 concurrent exchanges between the sane two peers
are support ed.

The Responder generates a uni que cookie. The Responder- Cookie val ue
in each successive response SHOULD be different. See "Cookie
Generation" for details.

The Exchange- Schenes avail abl e between the peers are listed in the
O f er ed- Schenes.

3.0.4. Receive Cooki e Response

The Initiator validates the Initiator-Cookie, and the Ofered-
Schenes.

- \When an invalid/expired Initiator-Cookie is detected, the nessage
is silently discarded.

- \When the variable length Ofered-Schenes do not nmatch the UDP
Length, or all O fered-Schenes are obviously defective and/or
insufficient for the purposes intended, the nessage is silently
di scarded; the inplenmentati on SHOULD | og the occurance, and notify
an operator as appropriate.

- Once a valid nessage has been received, |ater Cooki e Responses
with matching Initiator-Cookies are also silently discarded, until
a new Cooki e_Request is sent.

When the nmessage is valid, an Exchange-Schene is chosen fromthe |ist
of O f ered-Schenes.

Thi s Schene- Choi ce may affect the next Photuris nessage sent. By
default, the next Photuris nessage is a Val ue_Request.

I mpl enent ati on Not es:
Only the Initiator-Cookie is used to identify the exchange. The
Count er and Responder-Cookie will both be different fromthe
Cooki e_Request .
Various proposals for extensions utilize the Schene-Choice to

indicate a different nmessage sequence. Such nechani sns are
out si de the scope of this docunent.
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3.1. Cookie_Request

+-
I

I
+-
I

I
+-
| Message |
+-

Initiator-Cookie

Responder - Cooki e

Message

Count er
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I i S T i S S e e I A ST S A S S

I
Initiator-Cookie
I
I
I

+
Responder - Cooki e ~
+

T T S

Count er |

R T S T e

16 bytes. A random zed value that identifies the
exchange. The value MJUST NOT be zero. See "Cookie
Generation" for details.

16 bytes. ldentifies a specific previous exchange.
Copi ed froma previ ous Cooki e_Response.

When zero, no previous exchange is specified.

When non-zero, and the Counter is zero, contains the
Initiator-Cookie of a previous exchange. The
specified party is requested to be the Responder in
this exchange, to retain previous party pairings.

When non-zero, and the Counter is also non-zero,
contai ns the Responder-Cookie of a previous
exchange. The specified party is requested to be
the Responder in this exchange, to retain previous
party pairings.

0

1 byte. Indicates the number of previous exchanges.
When zero, the Responder-Cookie indicates the
Initiator of a previous exchange, or no previous
exchange is specified.

When non-zero, the Responder-Cookie indicates the
Responder to a previous exchange. This value is set

to the Counter fromthe correspondi ng
Cooki e_Response or froma Resource Limt.
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3.

2.

+-
I

I
+-
I

I
+-
| Message |
+-

Initiator-Cookie

Responder - Cooki e

Message

Count er

O f er ed- Schenes
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Cooki e_Response

I i S T i S S e e I A ST S A S S

I
Initiator-Cookie
I
I
I

+
Responder - Cooki e ~
+

T T S

Count er | O fered-Schenes ...

T S S e i S S S T S S S T S

16 bytes. Copied fromthe Cooki e Request.

16 bytes. A random zed value that identifies the
exchange. The value MJST NOT be zero. See "Cookie
Ceneration" for details.

1

1 byte. Indicates the nunber of the current
exchange. Mist be greater than zero.

4 or nore bytes. A list of one or nore Exchange-
Schenes supported by the Responder, ordered from
nost to | east preferable. See the "Basic Exchange-
Schemes" for details.

Only one Scheme (#2) is required to be supported,
and SHOULD be present in every O fered-Schenes |ist.

More than one of each kind of Scheme may be offered,

but each is distinguished by its Size. The end of
the list is indicated by the UDP Length.
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3.3. Cookie CGeneration

The exact technique by which a Photuris party generates a cookie is
i npl ement ati on dependent. The nmethod chosen nust satisfy some basic
requirenents:

1. The cooki e MJST depend on the specific parties. This prevents an
attacker from obtaining a cookie using a real |IP address and UDP
port, and then using it to swanp the victimw th requests from
random y chosen | P addresses or ports.

2. It MJUST NOT be possible for anyone other than the issuing entity
to generate cookies that will be accepted by that entity. This
inplies that the issuing entity will use |ocal secret informtion
in the generation and subsequent verification of a cookie. It
must not be possible to deduce this secret information from any
particul ar cooki e.

3. The cookie generation and verification nethods MJST be fast to
thwart attacks intended to sabotage CPU resources.

A recommended technique is to use a cryptographic hashing function
(such as MDX5).

An incoming cookie can be verified at any time by regenerating it
locally fromvalues contained in the incom ng datagram and the | oca
secret random val ue.

3.3.1. Initiator Cookie

The Initiator secret value that affects its cookie SHOULD change for
each new Photuris exchange, and is thereafter internally cached on a
per Responder basis. This provides inproved synchronization and
protection agai nst replay attacks.

An alternative is to cache the cookie instead of the secret val ue.
I ncom ng cookies can be conpared directly w thout the conputationa
cost of regeneration.

It is recomrended that the cookie be cal cul ated over the secret

val ue, the I P Source and Destination addresses, and the UDP Source
and Destination ports.
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I mpl ement ati on Not es:

Al t hough the recomrendati on includes the UDP Source port, this is
very inplenmentation specific. For exanple, it mght not be
i ncl uded when the value is constant.

However, it is inportant that the inplenentation protect nutually
suspi ci ous users of the same machi ne from generating the sane
cooki e.

3.3.2. Responder Cookie

The Responder secret value that affects its cookies MAY remain the
same for many different Initiators. However, this secret SHOULD be
changed periodically to limt the tinme for use of its cookies
(typically each 60 seconds).

The Responder - Cooki e SHOULD i nclude the Initiator-Cookie. The
Responder - Cooki e MJUST i nclude the Counter (that is returned in the
Cooki e_Response). This provides inmproved synchronization and
protection agai nst replay attacks.

It is recomrended that the cookie be cal cul ated over the secret
value, the I P Source and Destination addresses, its own UDP
Destination port, the Counter, the Initiator-Cookie, and the
currently O f ered- Schenes.

The cookie is not cached per Initiator to avoid saving state during
the initial Cookie Exchange. On receipt of a Val ue_Request
(described later), the Responder regenerates its cookie for

val i dati on.

Once the Val ue _Response is sent (also described later), both
Initiator and Responder cookies are cached to identify the exchange.

I mpl ement ati on Not es:
Al t hough the recommendati on does not include the UDP Source port,
this is very inplenentation specific. It mght be successfully
included in sone variants.
However, it is inportant that the UDP Source port not be included
when mat chi ng exi sting Photuris exchanges for determ ning the
appropri ate Counter.

The reconmendati on includes the O fered-Schenes to detect a
dynani ¢ change of schene val ue between the Cooki e_Response and
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Val ue_Response.

Sone nmechani sm MAY be needed to detect a dynam c change of pre-

cal cul at ed Responder Exchange- Val ue between the Val ue_Response and
Identity Response. For exanple, change the secret value to render
the cookie invalid, or explicitly mark the Photuris exchange state
as expired.

4. Val ue Exchange

Initiator Responder

Val ue_Request ->
pi ck schene
of fer val ue
offer attributes
<- Val ue_Response
of fer val ue
offer attributes

[ generate shared-secret from exchanged val ues]

4.0.1. Send Val ue_Request

The Initiator generates an appropriate Exchange-Val ue for the
Schene- Choi ce. Thi s Exchange-Val ue may be pre-cal cul ated and used
for multiple Responders.

The I P Destination for the Responder is exam ned, and the attributes
avai l abl e between the parties are listed in the Ofered-Attributes.

The Initiator also starts a retransmssion tinmer. |If no valid
Val ue_Response arrives within the tine linmt, the sane Val ue_Request
is retransnitted for the remai ni ng nunber of Retransm ssions.

When Retransm ssions have been exceeded, if a Bad_Cookie or
Resource_Limt nessage has been received during the exchange, the
Initiator SHOULD begin the Photuris exchange again by sending a new
Cooki e_Request .
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4.0.2. Receive Val ue_Request

The Responder validates the Responder-Cookie, the Counter, the
Schene- Choi ce, the Exchange-Val ue, and the O fered-Attri butes.

- When an invalid/ expired Responder-Cookie is detected, a Bad_Cookie
message i s sent.

- \When too many SPI values are already in use for this particul ar
peer, or too many concurrent exchanges are in progress, or sone
other resource lint is reached, a Resource Linit nessage is sent.

- When an invalid Scheme-Choice is detected, or the Exchange-Val ue
is obviously defective, or the variable length Ofered-Attributes
do not match the UDP Length, the message is silently discarded,
the inplementati on SHOULD | og the occurance, and notify an
operator as appropriate.

When the message is valid, the Responder sets its Exchange tiner to
the Exchange Ti meQut, and returns a Val ue_Response.

The Responder keeps a copy of the incom ng Val ue_Request cookie pair,

and its Value Response. |If a duplicate Value Request is received, it
merely resends its previous Val ue_Response, and takes no further
action.

4.0.3. Send Val ue_Response

The Responder generates an appropriate Exchange-Val ue for the
Schene- Choi ce. Thi s Exchange-Val ue may be pre-cal cul ated and used
for multiple Initiators.

The I P Source for the Initiator is exanmined, and the attributes
avai |l abl e between the parties are listed in the Ofered-Attributes.

I mpl ement ati on Not es:

At this time, the Responder begins cal cul ation of the shared-
secret. Calculation of the shared-secret is executed in parallel
to mninmze del ay.

This may take a substantial amount of time. The inplenentor
shoul d ensure that retransmi ssion is not blocked by this
calculation. This is not usually a problem as retransm ssion
timeouts typically exceed cal culation tine.
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4.0.4. Receive Val ue_Response

The Initiator validates the pair of Cookies, the Exchange-Val ue, and
the Ofered-Attributes.

- Wen an invalid/expired cookie is detected, the message is
silently discarded.

- \When the Exchange-Val ue is obviously defective, or the variable
length Ofered-Attributes do not match the UDP Length, the nessage
is silently discarded; the inplenentati on SHOULD | og the
occurance, and notify an operator as appropriate.

- Once a valid nmessage has been received, |ater Val ue_Responses with
bot h mat chi ng cookies are also silently discarded, until a new
Cooki e_Request is sent.

When the nessage is valid, the Initiator begins its parallel
comput ati on of the shared-secret.

VWhen the Initiator conpletes conputation, it sends an
Identity Request to the Responder
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4.1. Val ue_Request

I S T i S S S e T T I S i e S

T S S S T S i S T S U A

Message |

T S S T St S i S S i S
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Initiator-Cookie

Responder - Cooki e ~
Count er | Schene- Choi ce

Initiator-Exchange-Val ue ~

+
I
I
I
I
I
I
I

R i T T e e T T i ST S R S
Initiator-Offered-Attributes ...
T T i R S it st RIE TR SR R S

I nitiator-Cookie
Responder - Cooki e
Message
Count er

Schene- Choi ce

+-
I

I

+- +
I

I

T T S i i S DU S A S R T o T
I

+- +
I

I

+- +
I

+-

16 bytes. Copied fromthe Cooki e Response.
16 bytes. Copied fromthe Cooki e_Response.
2
1 byte. Copied fromthe Cookie_ Response.

2 bytes. A value selected by the Initiator fromthe
list of Ofered-Schenmes in the Cookie_Response.

Only the Scheme is specified; the Size will match
the Initiator-Exchange-Value, and the Value(s) are

inmplicit.

I nitiator-Exchange-Val ue

Karn & Sinpson

Vari abl e Precision Integer. Provided by the
Initiator for calculating a shared-secret between
the parties. The Value format is indicated by the
Schene- Choi ce.

The field may be any integral nunber of bytes in
length, as indicated by its Size field. 1t does not
require any particular alignnment. The 32-bit

al i gnnment shown is for convenience in the
illustration.
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4. 2.

Kar

Initiator-Ofered-Attributes
4 or nore bytes. A list of Security Parameter
attributes supported by the Initiator.
The contents and usage of this list are further

described in "Ofered Attributes List". The end of
the list is indicated by the UDP Length.

Val ue_Response
s T o T e e i T S S S e S e T S TR S e S R
I nitiator-Cookie
R i T T e e T T i ST S R S
Responder - Cooki e ~
Message | Reserved
R i T T e e T T i ST S R S
Responder - Exchange- Val ue ~

+
I
I
I
I
I
I
I

B i T i T S i s S S N e s o T S
Responder- O fered-Attributes ..

+-
I

I

+- +
I

I

T T T I T
I

+- +
I

I

+- +
I

e S S T S S i o S o

Initiator-Cookie 16 bytes. Copied fromthe Val ue_Request.
Responder - Cooki e 16 bytes. Copied fromthe Val ue_Request.
Message 3

Reserved 3 bytes. For future use; MJST be set to zero when
transmtted, and MJST be ignored when received.

Responder - Exchange- Val ue
Vari abl e Precision Integer. Provided by the
Responder for calcul ating a shared-secret between
the parties. The Value format is indicated by the
current Schene-Choice specified in the
Val ue_Request.

The field may be any integral nunber of bytes in
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length, as indicated by its Size field. It does not
require any particular alignnment. The 32-bit

al i gnment shown is for convenience in the
illustration.

Responder- O fered- Attri butes
4 or nore bytes. A list of Security Paraneter
attributes supported by the Responder.

The contents and usage of this list are further
described in "Ofered Attributes List". The end of
the list is indicated by the UDP Length.

4.3. Ofered Attribute List

This list includes those attributes supported by the party that are
available to the other party. The attribute fornats are specified in
the "Basic Attributes"”.

The list is conposed of two or three sections: ldentification-
Attributes, Authentication-Attributes, and (optional) Encapsul ati on-
Attributes. Wthin each section, the attributes are ordered from
most to | east preferable.

The first section of the list includes nethods of identification. An
Identity-Choice is selected fromthis list.

The second section of the list begins with "AH Attributes" (#1). It
i ncl udes nmethods of authentication, and other operational types.

The third section of the Iist begins with "ESP-Attributes"” (#2). It
i ncl udes nethods of authentication, conpression, encryption, and

ot her operational types. Wen no Encapsul ation-Attributes are
offered, the "ESP-Attributes" attribute itself is onitted fromthe
list.

Attri bute-Choices are selected fromthe latter two sections of the
list.

Support is required for the "MD5-1PMAC' (#5) attribute for both

"Symmetric ldentification" and "Authentication" and they SHOULD be
present in every Ofered-Attributes |ist.
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I mpl ement ati on Not es:
For exanpl e,

"MD5-1 PMAC' (Symmetric ldentification),
"AH Attributes",
"MD5- | PMAC' (Aut henti cation).

Since the offer is made by the prospective SPI User (sender),
order of preference likely reflects the capabilities and
engi neering tradeoffs of a particular inplenentation

However, the critical processing bottlenecks are frequently in the
receiver. The SPI Omner (receiver) may express its needs by
choosing a less preferable attribute.

The order may al so be affected by operational policy and requested
services for an application. Such considerations are outside the
scope of this docunent.

The list may be divided into additional sections. These sections
will always followthe ESP-Attributes section, and are
i ndi stinguishable from unrecogni zed attri butes.

The aut hentication, conpression, encryption and identification

mechani sms chosen, as well as the encapsul ati on nodes (if any),
need not be the sanme in both directions.
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5. ldentification Exchange

Initiator Responder

Identity Request ->

make SPI

pick SPI attribute(s)

identify self

aut henticate

make privacy key(s)

mask/ encrypt nessage

<- Identity Response

make SPI
pick SPI attribute(s)
identify self
aut henti cate
make privacy key(s)
mask/ encrypt nessage

[ mmke SPI session-keys in each direction]

The exchange of nessages is ordered, although the formats and
meani ngs of the nessages are identical in each direction. The
messages are easily distinguished by the parties thensel ves, by
exami ning the Message and ldentification fields.

I mpl enent ati on Not es:

The anmount of tinme for the calcul ation may be dependent on the

val ue of particular bits in secret values used in generating the
shared-secret or identity verification. To prevent analysis of
these secret bits by recording the tine for cal cul ation, sending
of the ldentity Messages SHOULD be del ayed until the time expected
for the longest calculation. This will be different for different
processor speeds, different algorithns, and different |ength

vari abl es. Therefore, the nmethod for estimating tinme is

i mpl ement ati on dependent.

Any aut henticated and/or encrypted user datagrans received before
the conpletion of identity verification can be placed on a queue

pendi ng conpletion of this step. |If verification succeeds, the
queue is processed as though the datagrans had arrived subsequent
to the verification. |If verification fails, the queue is

di scar ded
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5.0.1. Send ldentity_Request

The Initiator chooses an appropriate Identification, the SPI and
SPILT, a set of Attributes for the SPI, calculates the Verification,
and nasks the nessage using the Privacy-Mthod indicated by the
current Schene- Choi ce.

The Initiator also starts a retransnmission tinmer. |f no valid
ldentity Response arrives within the tine [imt, its previous
ldentity Request is retransmitted for the remai ni ng nunber of
Ret r ansmi ssi ons.

When Retransmi ssions have been exceeded, if a Bad_Cooki e nessage has
been recei ved during the exchange, the Initiator SHOULD begin the
Phot uri s exchange again by sending a new Cooki e_Request.

5.0.2. Receive ldentity Request

The Responder validates the pair of Cookies, the Padding, the
Identification, the Verification, and the Attribute-Choices.

- When an invalid/expired cookie is detected, a Bad Cooki e nessage
is sent.

- After unmasking, when invalid Padding is detected, the variable
I ength Attribute-Choices do not match the UDP Length, or an
attribute was not in the Ofered-Attributes, the nessage is
silently discarded.

- When an invalid Identification is detected, or the nessage
verification fails, a Verification_Failure nmessage is sent.

- \Whenever such a problemis detected, the Security Association is
not established; the inplementati on SHOULD | og the occurance, and
notify an operator as appropriate.

When the message is valid, the Responder sets its Exchange tiner to
the Exchange LifeTinme (if this has not already been done for a
previ ous exchange). Wen its parallel conputation of the shared-
secret is conplete, the Responder returns an ldentity Response

The Responder keeps a copy of the inconming Identity Request val ues,
and its ldentity Response. |If a duplicate Identity Request is
received, it merely resends its previous Identity Response, and takes
no further action
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5.0.3. Send ldentity_ Response

The Responder chooses an appropriate Identification, the SPI and
SPILT, a set of Attributes for the SPI, calculates the Verification,
and nasks the nessage using the Privacy-Mthod indicated by the
current Schene- Choi ce.

The Responder cal cul ates the SPI session-keys in both directions.

At this time, the Responder begins the authentication and/or
encryption of user datagrans.

5.0.4. Receive ldentity_Response

The Initiator validates the pair of Cookies, the Padding, the
Identification, the Verification, and the Attri bute-Choi ces.

- When an invalid/expired cookie is detected, the nessage is
silently discarded.

- After unnmasking, when invalid Padding is detected, the variable
| ength Attribute-Choices do not match the UDP Length, or an
attribute was not in the Ofered-Attributes, the nessage is
silently discarded.

- When an invalid Identification is detected, or the nessage
verification fails, a Verification_Failure nmessage is sent.

- \Whenever such a problemis detected, the Security Association is
not established; the inplenentati on SHOULD | og the occurance, and
notify an operator as appropriate.

- Once a valid nessage has been received, later ldentity Responses
with both matching cookies are also silently discarded, until a
new Cooki e _Request is sent.

When the message is valid, the Initiator sets its Exchange tiner to

the Exchange LifeTinme (if this has not already been done for a

previ ous exchange).

The Initiator calculates the SPI session-keys in both directions.

At this time, the Initiator begins the authentication and/or
encryption of user datagrans.
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5.1. Identity_Messages
B S S e i S S T A S S S S S S i S S

Initiator-Cookie ~
B T e R et e s o o S e R e

Responder - Cooki e
I

B S i i T S i ik i H

Message | Li feTime |

B o o e e i s S i i R e ek e o

Securi ty- Paranet er s- | ndex |

E  aE ar o e e e e e e e o B o e e A e A s R T
| I denti ty-Choice |
+ 4+ ++++++ A+t

— 4+ +— 1+ 1 — +

Identification

+
i T o T i e S S S i S e S
Verification ~

+

T R
Attri bute-Choices ...

i T o T i e S S S i S e S

Paddi ng |

A g S S S g S S

I
+-
I
I
+-
I
+-

Initiator-Cookie 16 bytes. Copied fromthe Val ue_Request.
Responder - Cooki e 16 bytes. Copied fromthe Val ue_Request.
Message 4 (Request) or 7 (Response)

Li feTi me 3 bytes. The nunmber of seconds remnaining before the
i ndi cated SPI expires.

When the SPI is zero, this field MIUST be filled with
a random non-zero val ue.

Security-Parameters-Index (SPl)
4 bytes. The SPI to be used for incom ng
comruni cati ons.

When zero, indicates that no SPl is created in this
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di rection.

ldentity-Choice 2 or nore bytes. An identity attribute is selected
fromthe list of Ofered-Attributes sent by the
peer, and is used to calculate the Verification

The field may be any integral nunber of bytes in
length, as indicated by its Length field. It does
not require any particular alignment. The 16-bit
al i gnnment shown is for convenience in the
illustration.

I dentification Variabl e Precision Integer, or alternative format
i ndi cated by the Identity-Choice. See the "Basic
Attributes" for details.

The field may be any integral nunber of bytes in
length. It does not require any particul ar
alignment. The 32-bit alignnment shown is for
convenience in the illustration.

Verification Vari abl e Precision Integer, or alternative fornmat
i ndi cated by the Identity-Choice. The calculation
of the value is described in "ldentity
Verification".

The field may be any integral nunber of bytes in

length. It does not require any particul ar
alignment. The 32-bit alignment shown is for
convenience in the illustration.

Attri bute-Choices
0 or nore bytes. Wen the SPI is non-zero, a list
of attributes selected fromthe list of Ofered-
Attributes supported by the peer

The contents and usage of this list are further
described in "Attribute Choices List". The end of
the list is indicated by the UDP Length after
renovi ng the Padding (UDP Length - |ast Padding
val ue) .

Paddi ng 8 to 255 bytes. This field is filled up to at |east
a 128 byte boundary, measured fromthe begi nni ng of
the message. The nunber of pad bytes are chosen
randonm y.

In addition, when a Privacy-Method indicated by the
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current Scheme-Choice requires the plaintext to be a
multiple of some nunber of bytes (the block size of
a bl ock cipher), this field is adjusted as necessary
to the size required by the algorithm

Sel f - Descri bi ng- Paddi ng begins with the val ue 1.
Each byte contains the index of that byte. Thus,
the final pad byte indicates the nunber of pad bytes
to renmove. For exanple, when the unpadded nmessage
length is 120 bytes, the paddi ng val ues mght be 1
2, 3, 4, 5, 6, 7, and 8.

The portion of the nessage after the SPI field is masked using the
Privacy- Met hod i ndi cated by the current Schene-Choi ce.

The fields following the SPI are opaque. That is, the values are set
prior to masking (and optional encryption), and exam ned only after
unmaski ng (and optional decryption).

5.2. Attribute Choices List

This list specifies the attributes of the SPI. The attribute formats
are specified in the "Basic Attributes"

The list is conposed of one or two sections: Authentication-
Attributes, and/or Encapsul ation-Attributes.

When sending fromthe SPI User to the SPI Omer, the attributes are
processed in the order listed. For exanple,

"ESP-Attributes”,

"Defl ate" (Conpression),
"XOR" (Encryption),

"DES- CBC' (Encryption),

"XOR' (Encryption),

"AH Attri butes",

" AH Sequence",

" MD5-1 PMAC' (‘Aut henti cati on),

woul d result in ESP with conpression and triple encryption (inside),
and then AH authentication with sequence nunbers (outside) of the ESP
payl oad.

The SPI Omer will naturally process the datagramin the reverse
order.

This ordering also affects the order of key generation. Both SP
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Omer and SPI User generate the keys in the order |isted.
I mpl enent ati on Not es:

When choices are nade fromthe list of Offered-Attributes, it is
not required that any Security Association include every kind of
offered attribute in any single SPI, or that a separate SPI be
created for every offered attribute.

Sone kinds of attributes may be included nore than once in a
single SPI. The set of allowable conbinations of attributes are
dependent on inplenentation and operational policy. Such

consi derations are outside the scope of this docunent.

The list may be divided into additional sections. This can occur
only when both parties recognize the affected attri butes.

The aut hentication, conpression, encryption and identification
mechani sms chosen, as well as the encapsul ati on nodes (if any),
need not be the same in both directions.

5.3. Shared- Secret

A shared-secret is used in a nunmber of calculations. Regardless of
the internal representation of the shared-secret, when used in
calculations it is in the same formas the Value part of a Variable
Preci sion Integer:

- nost significant byte first.

- bits used are right justified within byte boundari es.
- any unused bits are in the nost significant byte.

- unused bits are zero filled.

The shar ed-secret does not include a Size field.

5.4. ldentity Verification
These nessages are authenticated using the Identity-Choice. The
Verification value is calculated prior to nmasking (and optiona
encryption), and verified after unnmasking (and optional decryption).

The ldentity-Choice authentication function is supplied with two
i nput val ues:

- the sender (SPI Owner) verification-key,
- the data to be verified (as a concatenated sequence of bytes).

Karn & Sinpson Experi ment al [ Page 34]



RFC 2522 Phot uri s Prot ocol March 1999

The resulting output value is stored in the Verification field.

The ldentity-Choice verification data consists of the foll ow ng
concat enat ed val ues:

the Initiator Cookie,

t he Responder Cooki e,

the Message, LifeTinme and SPI fields,

the ldentity-Choice and Identification,

the SPI User Identity Verification (response only),
the Attribute-Choices following the Verification field,
t he Paddi ng,

the SPI Omner TBY,

the SPI Omner Exchange- Val ue,

the SPI Omer O fered-Attributes,

the SPI User TBVY,

the SPI User Exchange- Val ue,

the SPI User Ofered-Attributes,

the Responder O f ered- Schenes.

++++++ A+ +

The TBV (Three Byte Val ue) consists of the Counter and Schene- Choice
fields fromthe Val ue_Request, or the Reserved field fromthe
Val ue_Response, inmmedi ately precedi ng the associ ated Exchange-Val ue.

Note that the order of the Exchange-Value and Offered-Attributes
fields is different in each direction, and the Identification and SP
fields are also likely to be different in each direction. Note also
that the SPI User Identity Verification (fromthe Identity Request)
is present only in the Identity Response.

If the verification fails, the users are notified, and a
Verification_Failure nessage is sent, wthout adding any SPI. On
success, normal operation begins with the authentication and/or
encryption of user datagrans.

I mpl ement ati on Not es:

This is distinct fromany authentication method specified for the
SPI .

The exact details of the Identification and verification-key
included in the Verification calculation are dependent on the
I dentity-Choice, as described in the "Basic Attributes”

Each party may wi sh to keep their own trusted databases, such as
the Pretty Good Privacy (PGP) web of trust, and accept only those
identities found there. Failure to find the Identification in
either an internal or external database results in the sanme
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5.

5.

Verification_Failure nessage as failure of the verification
comput at i on.

The Exchange-Val ue data includes both the Size and Val ue fiel ds.
The O fered-Attributes and Attri bute-Choices data includes the
Attribute, Length and Val ue fields.

Privacy-Key Computation

I dentificati on Exchange nmessages are masked using the Privacy- Mt hod
i ndi cated by the current Schene- Choice. Masking begins with the next
field after the SPI, and continues to the end of the data indicated
by the UDP Length, including the Paddi ng.

The Schemne- Choi ce specified Key-Generation-Function is used to create
a special privacy-key for each nessage. This function is calcul ated
over the followi ng concatenated val ues:

the SPI Oaner Exchange- Val ue,

the SPI User Exchange- Val ue,

the Initiator Cookie,

t he Responder Cooki e,

the Message, LifeTine and SPI (or Reserved) fields,
the conput ed shared-secret.

++ 4+ + + +

Since the order of the Exchange-Value fields is different in each
direction, and the Message, LifeTine and SPI fields are al so
different in each direction, the resulting privacy-key will usually
be different in each direction.

When a | arger nunber of keying-bits are needed than are avail abl e
fromone iteration of the specified Key-Generation-Function, nore
keying-bits are generated by duplicating the trailing shared-secret,
and recal culating the function. That is, the first iteration wll
have one trailing copy of the shared-secret, the second iteration
will have two trailing copies of the shared-secret, and so forth.

I mpl enent ati on Not es:
This is distinct fromany encryption nethod specified for the SPI.

The I ength of the Padding, and other details, are dependent on the
Privacy-Method. See the "Basic Privacy-Mthod" list for details.

To avoi d keeping the Exchange-Values in nenory after the initial
verification, it is often possible to pre-conpute the function
over the initial bytes of the concatenated data val ues for each
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direction, and append the trailing copies of the shared-secret.

The Exchange-Val ue data includes both the Size and Val ue fi el ds.

5.6. Session-Key Conputation

Each SPI has one or nore session-keys. These keys are generated
based on the attributes of the SPI. See the "Basic Attributes” for
detail s.

The Schene- Choi ce specified Key-Generation-Function is used to create
the SPI session-key for that particular attribute. This function is
cal cul ated over the foll owi ng concatenated val ues:

the Initiator Cookie,

t he Responder Cooki e,

the SPI Omner generation-key,
the SPI User generation-key,
the message Verification field,
the conput ed shared-secret.

++ 4+ + + +

Since the order of the generation-keys is different in each
direction, and the Verification field is also likely to be different
in each direction, the resulting session-key will usually be
different in each direction

When a | arger nunber of keying-bits are needed than are avail abl e
fromone iteration of the specified Key-Generation-Function, nore
keying-bits are generated by duplicating the trailing shared-secret,
and recal culating the function. That is, the first iteration wll
have one trailing copy of the shared-secret, the second iteration
will have two trailing copies of the shared-secret, and so forth.

I mpl enent ati on Not es:

This is distinct fromany privacy-key generated for the Photuris
exchange. Different initialization data is used, and iterations
are mai ntai ned separately.

The exact details of the Verification field and generation-keys
that are included in the session-key cal cul ati on are dependent on
the ldentity-Choices, as described in the "Basic Attributes"

To avoi d keeping the generation-keys in nenory after the initial
verification, it is often possible to pre-conpute the function

over the initial bytes of the concatenated data val ues for each
direction, and append the trailing copies of the shared-secret.
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When both aut hentication and encryption attributes are used for
the sane SPI, there may be nultiple session-keys associated with
the sanme SPI. These session-keys are generated in the order of
the Attribute-Choices |ist.

6. SPI Messages

SPI _Needed ->

list SPI attribute(s)

make validity key

aut henticate

make privacy key(s)

mask/ encrypt nessage

<- SPI _Updat e

make SPI
pick SPI attribute(s)
make SPlI sessi on-key(s)
make validity key
aut henti cate
make privacy key(s)
mask/ encrypt nessage

The exchange of messages is not related to the Initiator and
Responder. Instead, either party may send one of these nessages at
any tinme. The nessages are easily distinguished by the parti es.

6.0.1. Send SPI _Needed

At any time after conpletion of the Identification Exchange, either
party can send SPI _Needed. This nessage is sent when a prospective
SPI User needs particular attributes for a datagram (such as
confidentiality), and no current SPI has those attributes.

The prospective SPI User selects fromthe intersection of attributes
that both parties have previously offered, calcul ates the
Verification, and masks the nessage using the Privacy-Method

i ndi cated by the current Schene- Choice.

Karn & Sinpson Experi ment al [ Page 38]



RFC 2522 Phot uri s Prot ocol March 1999

6.0.2. Receive SPI_Needed

The potential SPI Omner validates the pair of Cookies, the Padding,
the Verification, and the Attributes-Needed.

- When an invalid/expired cookie is detected, a Bad Cooki e nessage
is sent.

- \When too many SPI values are already in use for this particul ar
peer, or sone other resource limt is reached, a Resource Limt
nmessage i s sent.

- After unmasking, when invalid Padding is detected, the variable
Il ength Attributes-Needed do not match the UDP Length, or an
attribute was not in the Ofered-Attributes, the nessage is
silently discarded.

- \When the nmessage verification fails, a Verification Failure
message i s sent.

- \Whenever such a problemis detected, the SPI is not established;
the inplenmentati on SHOULD | og the occurance, and notify an
operator as appropriate.

When the nmessage is valid, the party SHOULD send SPI _Update with the
necessary attributes.

If an existing SPI has those attributes, that SPI is returned in the
SPlI _Update with the remaining SPILT.

6.0.3. Send SPI_Update
At any time after conpletion of the Identification Exchange, either
party can send SPI _Update. This nessage has effect in only one
direction, fromthe SPI Owmer to the SPI User.
The SPI Omer chooses the SPI and SPILT, a set of Attributes for the
SPI, calculates the Verification, and masks the nmessage using the
Privacy- Met hod i ndicated by the current Schene- Choi ce.

6.0.4. Receive SPlI_Update

The prospective SPI User validates the pair of Cookies, the Padding,
the Verification, and the Attributes-Needed.

- When an invalid/expired cookie is detected, a Bad Cooki e nessage
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is sent.

- After unmasking, when invalid Padding is detected, the variable
| ength Attribute-Choices do not match the UDP Length, an attribute
was not in the Offered-Attributes, or the nessage nodifies an
existing SPI, the nessage is silently discarded.

- \When the nmessage verification fails, a Verification_Failure
message i s sent.

- \Whenever such a problemis detected, the SPI is not established;
the inplementation SHOULD | og the occurance, and notify an
operator as appropriate.

When the message is valid, further actions are dependent on the val ue
of the LifeTine field, as described |ater

6.0.5. Automated SPI _Updat es
Each SPI requires replacenment under several circunstances:

- the volune of data processed (inhibiting probability
cryptanal ysi s),

- exhaustion of available anti-replay Sequence Nunbers,
- and expiration of the LifeTine.

In general, a determination is nade upon receipt of a datagram |If
the transform specific processing finds that refreshment is needed,
an automated SPI_Update is triggered.

In addition, automated SPI _Updates allow rapid SPI refreshnent for
hi gh bandwi dth applications in a high delay environment. The update
messages flow in the opposite direction fromthe primary traffic,
conservi ng bandwi dth and avoi di ng service interruption.

VWhen creating each SPI, the inplenmentation MAY optionally set an
Update TinmeQut (UTO; by default, to half the value of the LifeTine
(SPILT/2). This tinme is highly dynanic, and adjustable to provide an
aut omat ed SPI _Update | ong before transform specific processing. |If
no new Photuris exchange occurs within the tinme limt, and the
current exchange state has not expired, an automated SPl _Update is
sent.
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16 bytes. Copied fromthe Val ue_Request.

16 bytes. Copied fromthe Val ue_Request.
8
3 bytes. For future use; MIST be filled with a
random non-zero val ue when transmtted, and MJST be

i gnored when received.

4 bytes. For future use; MJST be set to zero when
transmtted, and MJST be ignored when received.

Vari abl e Precision Integer, or other format

i ndi cated by the current Schene- Choice. The
calculation of the value is described in "Validity
Verification".

The field may be any integral nunber of bytes in

length. It does not require any particul ar
alignnment. The 32-bit alignment shown is for
convenience in the illustration.
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Attri but es- Needed
4 or nore bytes. A list of two or nore attributes,
selected fromthe list of Ofered-Attributes
supported by the peer.

The contents and usage of this list are as
previously described in "Attribute Choices List".
The end of the list is indicated by the UDP Length
after renoving the Padding (UDP Length - | ast
Paddi ng val ue).

Paddi ng 8 or nore bytes. The nessage is padded in the sane
fashion specified for ldentification Exchange
nessages.

The portion of the nessage after the SPI field is masked using the
Privacy- Met hod i ndicated by the current Schene- Choi ce.

The fields following the SPI are opaque. That is, the values are set

prior to masking (and optional encryption), and exam ned only after
unmaski ng (and optional decryption).
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6.2. SPI_Update
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16 bytes. Copied fromthe Val ue_Request.
16 bytes. Copied fromthe Val ue_Request.
9

3 bytes. The nunmber of seconds renmining before the
i ndi cated SPI expires. The value zero indicates
del etion of the indicated SPI.

rs-1ndex (SPI)
4 bytes. The SPI to be used for incomng
communi cati ons.

This may be a new SPI value (for creation), or an
existing SPI value (for deletion). The value zero
i ndi cates speci al processing.

Vari abl e Precision Integer, or other format

i ndi cated by the current Scheme- Choice. The
calculation of the value is described in "Validity
Verification".
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The field may be any integral nunber of bytes in

length. It does not require any particul ar
alignment. The 32-bit alignment shown is for
convenience in the illustration

Attri but e- Choi ces
0 or nore bytes. Wen the SPI and SPILT are non-
zero, a list of attributes selected fromthe |ist of
O fered-Attributes supported by the peer

The contents and usage of this list are as
previously described in "Attribute Choices List".
The end of the list is indicated by the UDP Length
after renoving the Padding (UDP Length - | ast
Paddi ng val ue).

Paddi ng 8 or nore bytes. The nessage is padded in the sane
fashion specified for ldentification Exchange
nessages.

The portion of the nessage after the SPI field is masked using the
Privacy- Met hod i ndicated by the current Schene- Choi ce.

The fields following the SPI are opaque. That is, the values are set
prior to masking (and optional encryption), and exam ned only after
unmaski ng (and optional decryption).

6.2.1. Creation

When the LifeTinme is non-zero, and the SPI is also non-zero, the
SPI _Update can be used to create a new SPI. Wen the SPI is zero,
the SPI _Update is silently discarded.

The new sessi on-keys are calculated in the sane fashion as the
ldentity Messages. Since the SPI value is always different than any
previous SPI during the Exchange LifeTinme of the shared-secret, the
resulting session-keys will necessarily be different fromall others
used in the sanme direction

No retransm ssion tiner is necessary. Success is indicated by the
peer use of the new SPI.

Shoul d all creation attenpts fail, eventually the peer will find that
all existing SPIs have expired, and will begin the Photuris exchange
agai n by sending a new Cooki e Request. Wen appropriate, this

Cooki e_Request MAY include a Responder-Cookie to retain previous
party pairings
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6.2.2. Deletion

VWhen the LifeTinme is zero, the SPI_Update can be used to delete a
single existing SPI. Wen the SPI is also zero, the SPI _Update will
delete all existing SPIs related to this Security Association, and
mark the Photuris exchange state as expired. This is especially
useful when the application that needed themterm nates

No retransm ssion timer is necessary. This nessage is advisory, to
reduce the nunber of I CVP Security Failures nmessages

Shoul d any deletion attenpts fail, the peer will learn that the
del eted SPIs are invalid through the nornmal | CMP Security Failures
messages, and will initiate a Photuris exchange by sending a new

Cooki e_Request.

6.2.3. Modification
The SPI _Update cannot be used to nodify existing SPls, such as
| engthen an existing SPI LifeTime, resurrect an expired SPI, or
add/ renove an Attri bute- Choi ce.

On receipt, such an otherw se valid nessage is silently discarded.

6.3. Validity Verification
These nessages are authenticated using the Validity-Mthod indicated
by the current Schene-Choice. The Verification value is calcul ated
prior to masking (and optional encryption), and verified after
unmaski ng (and optional decryption).

The Validity-Method authentication function is supplied with two
i nput val ues:

- the sender (SPI Owner) verification-key,
- the data to be verified (as a concatenated sequence of bytes).

The resulting output value is stored in the Verification field.

The Validity-Method verification data consists of the follow ng
concat enat ed val ues:
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+ the Initiator Cookie,

+ the Responder Cooki e,

+ the Message, LifeTime and SPI (or Reserved) fields,

+ the SPI Omer ldentity Verification,

+ the SPI User ldentity Verification,

+ the Attribute-Choices following the Verification field,
+ t he Paddi ng.

Note that the order of the ldentity Verification fields (fromthe
ldentity Messages) is different in each direction, and the Message,
LifeTime and SPI fields are also likely to be different in each
direction.

If the verification fails, the users are notified, and a
Verification Failure nessage is sent, wthout adding or deleting any
SPIs. On success, nornal operation begins with the authentication
and/ or encryption of user datagrans.

I mpl enent ati on Not es:

This is distinct fromany authentication nmethod specified for the
SPI .

The ldentity Verification data includes both the Size and Val ue
fields. The Attribute-Choices data includes the Attribute, Length
and Val ue fi el ds.

7. FError Messages

These nessages are issued in response to Photuris state | oss or other
probl enms. A message has effect in only one direction. No
retransm ssion tiner is necessary.

These nessages are not nasked.

The recei ver checks the Cookies for validity. Special care MJST be
taken that the Cookie pair in the Error Message actually match a pair
currently in use, and that the protocol is currently in a state where
such an Error Message m ght be expected. O herw se, these nessages
coul d provide an opportunity for a denial of service attack. Invalid
messages are silently discarded.
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7

7

1.

2

Bad_Cooki e

For the format of the 33 byte nessage, see "Header Format". There
are no additional fields.

Initiator-Cookie 16 bytes. Copied fromthe offendi ng nessage.
Responder - Cooki e 16 bytes. Copied fromthe offendi ng nessage.
Message 10

This error nessage is sent when a Val ue_Request, ldentity Request,
SPI _Needed, or SPI _Update is received, and the receiver specific
Cookie is invalid or the associ ated exchange state has expired.

During the Photuris exchange, when this error nmessage is received, it
has no i nmedi ate effect on the operation of the protocol phases.
Later, when Retransm ssions have been exceeded, and this error
message has been received, the Initiator SHOULD begin the Photuris
exchange agai n by sending a new Cooki e_Request with the Responder -
Cooki e and Counter updated appropriately.

When this error nessage is received in response to SPI _Needed, the
exchange state SHOULD NOT be narked as expired, but the party SHOULD
initiate a Photuris exchange by sendi ng a new Cooki e_Request .

VWhen this error nessage is received in response to SPl_Update, the
exchange state SHOULD NOT be marked as expired, and no further action
is taken. A new exchange will be initiated | ater when needed by the
peer to send authenticated and/or encrypted data.

Exi sting SPIs are not deleted. They expire nornmally, and are purged
sonetine |ater.
Resource_Limt

For the format of the 34 byte message, see "Cookie_Request". There
are no additional fields.

Initiator-Cookie 16 bytes. Copied fromthe offendi ng nessage.

Responder - Cooki e 16 bytes. Copied fromthe offendi ng nessage.
Speci al processing is applied to a Cooki e_Request.
When t he of f endi ng nessage Responder - Cooki e and

Counter were both zero, and an existing exchange has
not yet been purged, this field is replaced with the
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Responder - Cooki e from the exi sting exchange.
Message 11
Count er 1 byte. Copied fromthe offendi ng nessage.

When zero, the Responder-Cookie indicates the
Initiator of a previous exchange, or no previous
exchange is specified.

When non-zero, the Responder-Cookie indicates the
Responder to a previous exchange. This value is set
to the Counter fromthe correspondi ng

Cooki e_Response.

This error nessage is sent when a Cooki e_Request, Val ue Request or
SPI _Needed is received, and too many SPI val ues are already in use
for that peer, or some other Photuris resource is unavail able.

During the Photuris exchange, when this error nmessage is received in
response to a Cooki e_Request or Val ue_Request, the inplenentation
SHOULD doubl e the retransm ssion tinmeout (as usual) for sending

anot her Cooki e_Request or Val ue_Request. Qherwise, it has no

i medi ate effect on the operation of the protocol phases. Later,
when Retransni ssions have been exceeded, and this error message has
been received, the Initiator SHOULD begin the Photuris exchange again
by sending a new Cooki e_Request with the Responder-Cooki e and Counter
updat ed appropriately.

When this error nessage is received in response to SPI _Needed, the
i mpl ement ati on SHOULD NOT send another SPI _Needed until one of the
exi sting SPls associated with this exchange is deleted or has
expired.

7.3. Verification_ Failure

For the format of the 33 byte nmessage, see "Header Format". There
are no additional fields.

Initiator-Cookie 16 bytes. Copied fromthe offendi ng nessage.
Responder - Cooki e 16 bytes. Copied fromthe offendi ng nessage.
Message 12

This error nessage is sent when an Identity Message, SPlI_Needed or
SPI _Update is received, and verification fails.
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When this error nessage is received, the inplenmentati on SHOULD | og
the occurance, and notify an operator as appropriate. However,
recei pt has no effect on the operation of the protocol.
7.4. Message Rej ect
i T o T T i T A S S S T
I nitiator-Cookie

T S S T

Responder - Cooki e

— i+

i T S S S T i T i I S I S S
Message | Bad-Message | O fset |
R s i o e i ol S e S e T ik ik T S e T S T S

+-
I

I
+-
I

I
+-
I
+-
Initiator-Cookie 16 bytes. Copied fromthe offendi ng nessage.
Responder - Cooki e 16 bytes. Copied fromthe offendi ng nessage.
Message 13

Bad- Message 1 byte. Indicates the Message nunmber of the
of f endi ng nmessage.

O f set 2 bytes. The nunber of bytes from the begi nning of
the of fendi ng nmessage where the unrecogni zed field
starts. The mininumvalue is 32.

This error nessage is sent when an optional Message type is received
that is not supported, or an optional format of a supported Message
is not recogni zed.

When this error nessage is received, the inplementation SHOULD | og

the occurance, and notify an operator as appropriate. However,
recei pt has no effect on the operation of the protocol.
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8.

8.

8.

2

Publ i ¢ Val ue Exchanges

Photuris is based in principle on public-key cryptography,
specifically Diffie-Hellmn key exchange. Exchange of public D-H
Exchange- Val ues based on private-secret values results in a nutual
shared-secret between the parties. This shared-secret can be used on
its own, or to generate a series of session-keys for authentication
and encryption of subsequent traffic.

Thi s docunent assunes famliarity with the Diffie-Hellman public-key
algorithm A good description can be found in [ Schneier95].

Modul ar Exponenti ati on G oups

The original Diffie-Hellmn technique [DH76] specified nodul ar
exponentiation. A public-value is generated using a generator (g),
raised to a private-secret exponent (x), nodulo a prinme (p):

(g**x) nod p.

When t hese public-val ues are exchanged between parties, the parties
can cal cul ate a shared-secret val ue between thensel ves

(g**xy) nod p.

The generator (g) and nodulus (p) are established by the Schene-
Choi ce (see the "Basic Exchange-Schenes" for details). They are
offered in the Cooki e Response, and one pair is chosen in the
Val ue_Request .

The private exponents (x) and (y) are kept secret by the parties.
Only the public-value result of the nodul ar exponentiation with (x)
or (y) is sent as the Initiator and Responder Exchange- Val ue.

These public-values are represented in single Variable Precision
Integers. The Size of these Exchange-Values will match the Size of
the modul us (p).

Modul i Sel ecti on

Each i npl enentati on proposes one or nore nmoduli in its Ofered-
Schenes. Every inplementation MUST support up to 1024-bit noduli

For any particular Photuris node, these noduli need not change for
significant periods of tine; likely days or weeks. A background
process can periodically generate new noduli.
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For 512-bit nmoduli, current estimtes would provide 64
(pessimstic) bit-equival ents of cryptographic strength.

For 1024-bit noduli, current estimtes would range from 80
(pessimstic) through 98 (optimstic) bit-equival ents of
crypt ographi c strength.

These estimates are used when choosing noduli that are appropriate
for the desired Security Paraneter attributes.

8.2.1. Bootstrap Mduli

Each inmplenentation is likely to use a fixed nmodulus during its
bootstrap, until it can generate another nodulus in the background.
As the bootstrap nodulus will be widely distributed, and reused
whenever the machine reinitializes, it SHOULD be a "safe" prime (p =
2q+1) to provide the greatest |long-term protection

I mpl enentors are encouraged to generate their own bootstrap noduli
and to change bootstrap noduli in successive inplenentation rel eases.

8.2.2. Learning Mdul

As Photuris exchanges are initiated, new noduli will be Iearned from
the Responder O fered-Schenes. The Initiator MAY cache these nodul
for its own use

Before offering any | earned nodul us, the inplenmentati on MJST perform
at least one iteration of probable primality verification. |In this
fashi on, many processors will performverification in parallel as
modul i are passed around.

When primality verification failures are found, the failed noduli
SHOULD be retained for sone (inplenentation dependent) period of
time, to avoid re-learning and re-testing after subsequent exchanges.

8.3. GCenerator Selection
The generator (g) should be chosen such that the private-secret
exponents will generate all possible public-val ues, evenly
di stributed throughout the range of the nodulus (p), w thout cycling
through a smaller subset. Such a generator is called a "primtive
root" (which is trivial to find when p is "safe")

Only one generator (2) is required to be supported.
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8.

4.

I mpl ement ati on Not es:

One useful technique is to select the generator, and then limt
the nodul us selection sieve to prines with that generator

2 when p (nmod 24) = 11.
3 when p (nod 12) = 5.
5 when p (nod 10) = 3 or 7.

The required generator (2) inproves efficiency in multiplication
performance. It is usable even when it is not a primtive root,
as it still covers half of the space of possible residues.

Exponent Sel ecti on

Each i npl enentati on generates a separate random private-secret
exponent for each different nodulus. Then, a D-H Exchange-Val ue is
cal cul ated for the given nodul us, generator, and exponent.

Thi s specification recommends that the exponent |ength be at |east
twice the desired cryptographic strength of the | ongest session-key
needed by the strongest offered-attribute.

Based on the estimates in "Mduli Selection" (above):

For 512-bit noduli, exponent |engths of 128 bits (or nore) are
recormended.

For 1024-bit noduli, exponent |lengths of 160 to 256 bits (or nore)
are recomended.

Al t hough the sanme exponent and Exchange-Val ue may be used with
several parties whenever the sane nodul us and generator are used, the
exponent SHOULD be changed at randomintervals. A background process
can periodically destroy the old val ues, generate a new random
private-secret exponent, and recal cul ate the Exchange- Val ue.

I mpl enent ati on Not es:

The size of the exponent is entirely inplenentation dependent, is
unknown to the other party, and can be easily changed.

Si nce these operations involve several tine-consum ng nodul ar
exponenti ations, noving themto the "background" substantially
i mproves the apparent execution speed of the Photuris protocol
It also reduces CPU | oading sufficiently to allow a single
public/private key-pair to be used in several closely spaced
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8.

5

Photuris executions, when creating Security Associations with
several different nodes over a short period of tine.

O her pre-conputation suggestions are described in [ BGW®3, LL94,
Rooi j 94] .

Def ecti ve Exchange Val ues

Sone exponents do not qualify as secret. The exponent 0 will
generate the Exchange-Value 1, and the exponent 1 will generate the
Exchange-Value g. Small exponents will be easily visible and SHOULD
be avoi ded where

g**X < p.

Dependi ng on the structure of the noduli, certain exponents can be
used for sub-group confinenment attacks. For "safe" prinmes (p =
2g+1l), these exponents are p-1 and (p-1)/2, which will generate the
Exchange-Val ues 1 and p-1 respectively.

When an i npl enentati on chooses a random exponent, the resulting
Exchange-Value is exanined. |f the Exchange-Value is represented in
| ess than half the nunmber of significant bits in the nodulus, then a
new random exponent MJST be chosen

For 512-bit noduli, Exchange-Val ues of 2**256 or greater are
required.

For 1024-bit noduli, Exchange-Val ues of 2**512 or greater are
required.

In addition, if the resulting Exchange-Value is p-1, then a new
random exponent MJST be chosen

Upon recei pt of an Exchange-Value that fails to neet the
requi renents, the Val ue Exchange nessage is silently discarded.

I mpl enent ati on Not es:

Avoi dance of small exponents can be assured by setting at |east
one bit in the nmost significant half of the exponent.
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9. Basic Exchange- Schenes

Initial values are assigned as foll ows:

(0) Reserved

(1) Reserved

(2) I mpl enent ati on Required. Any nodulus (p) with a recommended
generator (g) of 2. \Wien the Exchange-Schene Size is non-zero,
the nodulus is contained in the Exchange-Schene Value field in
the list of O fered-Schenes.

An Exchange- Schene Size of zero is invalid.

Key- Gener ati on- Functi on "MD5 Hash"
Pri vacy- Met hod "Si npl e Maski ng"
Val i di ty-Met hod " MD5- | PMAC Check"

Thi s combi nation of features requires a nodulus with at | east
64-bits of cryptographic strength.

(3) Exchange- Schenes 3 to 255 are intended for future well-known
publ i shed schenes.

(256) Exchange-Schenes 256 to 32767 are intended for vendor-specific
unpubl i shed schemes. [Inplenmentors wi shing a nunber MJST
request the nunmber fromthe authors.

(32768)
Exchange- Schemes 32768 to 65535 are available for cooperating
parties to indicate private schenmes, regardl ess of vendor
i npl ementation. These nunbers are not reserved, and are
subject to duplication. Oher criteria, such as the |IP Source
and Destination of the Cookie Request, are used to
differentiate the particul ar Exchange- Schenes avail abl e.
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10.
10.

11.
11.

12.
12.

Basi ¢ Key- Generati on- Functi on
1. MD5 Hash

MD5 [ RFC-1321] is used as a pseudo-random function for generating the
key(s). The key(s) begin with the nost significant bits of the hash
MD5 is iterated as needed to generate the requisite length of key

mat eri al

VWhen an individual key does not use all 128-bits of the |ast hash,
any remai ni ng unused (least significant) bits of the |ast hash are
di scarded. When conbined with other uses of key generation for the
same purpose, the next key will begin with a new hash iteration.

Basi ¢ Privacy- Met hod
1. Sinple Masking

As described in "Privacy-Key Conputation", sufficient privacy-key
material is generated to match the nessage | ength, beginning with the
next field after the SPI, and including the Padding. The nessage is
masked by XOR with the privacy-key.

Basi ¢ Validity-Mthod
1. MD5-1PMAC Check

As described in "Validity Verification", the Verification field val ue
is the MD5 [ RFC-1321] hash over the concatenation of

MD5( key, keyfill, data, datafill, key, md5fill )
where the key is the conmputed verification-key.
The keyfill and datafill use the sane pad-with-1ength technique
defined for nmd5fill. This padding and length is inplicit, and does
not appear in the datagram
The resulting Verification field is a 128-bit Vari abl e Precision

Integer (18 bytes including Size). Wen used in calculations, the
Verification data includes both the Size and Value fields.
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13.

13.

Basic Attributes
I mpl enentors wi shing a nunmber MJST request the nunber fromthe
authors. Initial values are assigned as follows:

Use Type

- 0* paddi ng

- 1* AH Attributes

- 2+ ESP-Attributes
AEI 5* MD5- 1 PMAC
AElI X 255+ Organi zati ona

A AH Attri but e- Choice
E ESP Attri but e- Choice
I I dentity- Choice
X dependent on list |ocation
+ feature nmust be recogni zed even when not supported
* feature nust be supported (nandatory)

O her attributes are specified in conpani on docunents

1. Padding

e et o

| Attribute

T e il sl T S SR

Attribute 0

Each attribute may have value fields that are multiple bytes. To
facilitate processing efficiency, these fields are aligned on

integral nodulo 8 byte (64-bit) boundari es.

Paddi ng i s acconplished by insertion of 1 to 7 Attribute 0 padding
bytes before the attribute that needs alignnent.

No padding is used after the final attribute in a list.
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13.

13.

2. AHAttributes

B il s S S S S I S i

| Attribute | Lengt h

R T i i e R e e e s i i

Attribute 1

Length 0

When a list of Attributes is specified, this Attribute begins the
section of the list which applies to the Authenticati on Header (AH).
3. ESP-Attributes

e T e R S e e s i oI T e S S I S e

| Attribute | Length | Payl oadType |
i T S S i St S S S e

Attribute 2
Lengt h 1
Payl oadType 1 byte. Indicates the contents of the ESP Transform

Data field, using the I P Next Header (Protocol)
val ue. Up-to-date values of the | P Next Header
(Protocol) are specified in the nost recent
"Assi gned Nunbers" [RFC-1700].

For exanple, when encrypting an entire |IP datagram
this field will contain the value 4, indicating |P-
in-1P encapsul ati on.

When a list of Attributes is specified, this Attribute begins the
section of the list which applies to the Encapsul ating Security
Payl oad (ESP).

When listed as an Offered-Attribute, the Payl oadType is set to 255.

When sel ected as an Attribute-Choice, the Payl oadType is set to the
actual value to be used.
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13.

13.

4. NMD5-1 PMAC

B il s S S S S I S i
| Attribute | Lengt h
R T i i e R e e e s i i

Attribute 5

Length 0

4.1. Symetric ldentification

When sel ected as an ldentity-Choice, the inmediately foll ow ng
Identification field contains an unstructured Variabl e Precision
Integer. Valid ldentifications and symetric secret-keys are
preconfigured by the parties.

There is no required format or content for the Identification val ue.
The val ue may be a nunmber or string of any kind. See "Use of
Identification and Secrets" for details.

The symretric secret-key (as specified) is selected based on the
contents of the Identification field. Al inplenentations MJST
support at |east 62 bytes. The selected synmetric secret-key SHOULD
provide at |east 64-bits of cryptographic strength.

As described in "ldentity Verification", the Verification field val ue
is the MD5 [ RFC-1321] hash over the concatenation of:

MD5( key, keyfill, data, datafill, key, md5fill )
where the key is the conputed verification-key.

The keyfill and datafill use the sane pad-with-1ength technique
defined for md5fill. This padding and length is inplicit, and does
not appear in the datagram

The resulting Verification field is a 128-bit Vari abl e Precision
Integer (18 bytes including Size). When used in calculations, the
Verification data includes both the Size and Value fields.

For both "lIdentity Verification" and "Validity Verification", the
verification-key is the MD5 [ RFC-1321] hash of the follow ng
concat enat ed val ues:
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+ the symmetric secret-key,
+ the comput ed shared-secret.

For "Session-Key Conputation", the symretric secret-key is used
directly as the generation-key.

Regardl ess of the internal representation of the symetric secret-
key, when used in calculations it is in the sane formas the Val ue
part of a Variable Precision Integer:

- nost significant byte first.

- bits used are right justified within byte boundari es.
- any unused bits are in the nost significant byte.
unused bits are zero filled.

The symretric secret-key does not include a Size field.

13.4.2. Authentication
May be selected as an AH or ESP Attri bute-Choice, pursuant to [ RFC
1828] et sequitur. The sel ected Exchange- Schenme SHOULD provi de at
| east 64-bits of cryptographic strength.
As described in "Session-Key Computation", the nost significant 384-
bits (48 bytes) of the Key-Ceneration-Function iterations are used
for the key.
Profile:

When negotiated with Photuris, the transformdiffers slightly from
[ RFC- 1828] .

The form of the authenticated nessage is:
MD5( key, keyfill, datagram datafill, key, md5fill )

where the key is the SPI session-key.

The additional datafill protects against the (inpractical) attack
described in [PO6]. The keyfill and datafill use the sanme pad-
with-length technique defined for md5fill. This padding and

length is inplicit, and does not appear in the datagram

Karn & Sinpson Experi ment al [ Page 59]



RFC 2522 Phot uri s Prot ocol March 1999

13.5. Organi zati onal

i S S T i S S e e i S S S S

| Attribute | Lengt h | QU
i i i T i I S i e s o o i i
| Ki nd | Val ue(s)

T S S L S S S S S T

Attribute 255

Length >= 4
When the Length is four, no Value(s) field is
present.

Ul 3 bytes. The vendor’s Organi zationally Uni que

Identifier, assigned by |IEEE 802 or | ANA (see [RFC
1700] for contact details). The bits within the
byte are in canonical order, and the nost
significant byte is transmitted first.

Ki nd 1 byte. Indicates a sub-type for the QU . There is
no standardi zation for this field. Each QU
i nplements its own val ues.

Val ue( s) 0 or nore bytes. The details are inplenentation
speci fic.

Sone i npl enentors mght not need nor want to publish their
proprietary algorithns and attributes. This QU nechanismis
avail abl e to specify these wi thout encunbering the authors with
proprietary number requests.

Karn & Sinpson Experi ment al [ Page 60]



RFC 2522 Phot uri s Prot ocol March 1999

A

Aut onmat on
An exanpl e autormaton is provided to illustrate the operation of the
protocol. It is inconplete and non-determnistic; many of the

CGood/ Bad semantic decisions are policy-based or too difficult to
represent in tabular form \ere conflicts appear between this
exanmpl e and the text, the text takes precedence.

The finite-state automaton is defined by events, actions and state
transitions. Events include reception of external commands such as
expiration of a tinmer, and reception of datagrams froma peer.
Actions include the starting of tiners and transm ssion of datagrans
to the peer.

Events

DU13 = Communi cation Adm nistratively Prohibited
SFO = Bad SPI

SF4 = Need Aut hentication

SF5 = Need Authori zation

WC = Want Confidentiality

RCQ+ = Recei ve Cooki e_Request (Good)
RCQ = Recei ve Cooki e_Request (Bad)
RCR+ = Recei ve Cooki e_Response (Good)
RCR- = Recei ve Cooki e_Response (Bad)
RVQ+ = Recei ve Val ue_Request (Good)
RVQ = Recei ve Val ue_Request (Bad)
RVR+ = Recei ve Val ue_Response (Good)
RVR- = Recei ve Val ue_Response (Bad)

Rl Qt = Receive ldentity_ Request (Good)
RIQ = Receive ldentity Request (Bad)
RI R+ = Receive ldentity Response (Good)
RIR- = Receive ldentity Response (Bad)
RUN+ = Recei ve SPI _Needed (Good)

RUN- = Receive SPI _Needed (Bad)

RUM+ = Recei ve SPI _Update (Good)

RUM = Receive SPI _Update (Bad)

RBC = Receive Bad Cookie

RRL = Receive Resource Limt

RVF = Receive Verification Failure
RVR = Receive Message Reject

TO+ = Tineout with counter > 0
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TO = Tineout with counter expired
UTO = Update Ti neCQut

XTO = Exchange Ti meQut

Acti ons

scqg = Send Cooki e_Request

scr = Send Cooki e_Response

svg = Send Val ue_Request

svr = Send Val ue_Response

sig = Send ldentity_ Request

sir = Send ldentity_ Response

sum = Send SPI _Update

se* = Send error nessage (see text)
sbc = Send Bad Cooki e

srl = Send Resource Limt

svf = Send Verification Failure
brto = Backoff Retransm ssion Ti nmeQut
but o = Backoff Update Ti meQut

rto = Set Retransm ssion Ti neQut
uto = Set Update Ti neQut

xto = Set Exchange Ti neQut

log = log operator message

A.l. State Transition Table

States are indicated horizontally, and events are read vertically.
State transitions and actions are represented in the form
action/newstate. Miltiple actions are separated by commas, and may
continue on succeeding lines as space requires; nultiple actions may
be inplemented in any convenient order. The state may be foll owed by
a letter, which indicates an explanatory footnote. The dash ('-")
indicates an illegal transition
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Initiator

| 0 1 2 3 4

| Initial Cooki e Cooki eBad Val ue Val ueBad
______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e ——— . — - =
DU13 |rto,scq/1 rto,scg/1l rto,scqg/l 3 4
SFO |rto,scqg/1l 1 2 3 4
SF4 |rto,scqg/1l 1 2 3 4
SF5 |rto,scqg/1l 1 2 3 4
WC | rto,scqg/l 1 2 3 4

I
RCR+ | - rto,svqg/3 rto,svg/3 3 4
RCR- | 0 1 3 4
RVR+ | - rto,sig/5 rto,sig/5
RVR- | 0 1 2 3 4
Rl R+ | - - - - -
RIR | 0 1 2 3 4

I
RUN+ | - - - - -
RUN- | sbc/O sbc/ 1 sbhc/ 2 sbc/ 3 sbc/ 4
RUMF | - - - - -
RUM | sbc/O sbc/ 1 sbc/ 2 sbc/ 3 sbc/ 4

I
RBC | - - - 4 4
RRL | - brto/ 2 brto/ 2 brto/4 brto/4
RVF | - - - - -
RVR | - - - - -

I
TO+ | - scqg/ 1 scq/ 2 svg/ 3 svg/ 4
TO | - 0 scqg/ 1 0 scqg/ 1
uro | - - - - -
XTO | - 0 0 0 0
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Initiator
| 5 6 8
| Identity IdentityBad Update
______ o e e e e e e e e e e e e e e e e e — ==
DU13 | 5 6 8
SFO | 5 6 rto,scq/l
SF4 | 5 6 rto,scq/1l
SF5 | 5 6 rto,scq/1l
W | 5 6 sun/ 8
I
RCR+ | 5 6 8
RCR- | 5 6 8
RVR+ | 5 6 8
RVR- | 5 6 8
RIR+ | wuto/8 uto/ 8 8
RIR | svf/b svf/ 6 8
I
RUN+ | - - sum 8
RUN- | sbc/5 sbc/ 6 se*/ 8
RUMF | - - 8
RUM | sbc/5 sbc/ 6 se*/ 8
I
RBC | 6 6 rto,scq/l
RRL | 5 6 but o/ 8
RV | log/5 | og/ 6 | og/ 8
RVR | log/5 | og/ 6 | og/ 8
I
TO+ | sinl5 sinm6 -
TO | 0 scqg/ 1 -
uro | - - sum 8
XTO | 0 0 0
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Responder
| 0 7 8
| Initial Ready Updat e
______ o e e e e e e e e e e e e e e e e e — ==
W | - 7 sun/ 8
I
RCQ+ | scr/0 scr/7 scr/ 8
RCQ | srl/0 srl/7 srl/8
RVQ+ | xto,svr/7 svr/7 svr/ 8
RVQ | sbc/O sbc/ 7 sbc/ 8
Rl Q+ | - uto,sir/8 sir/8
RIQ | sbc/O se*/7 se*/ 8
|
RUN+ | - - suni 8
RUN- | sbc/O sbc/ 7 se*/ 8
RUMF | - - 8
RUM | sbc/O sbc/ 7 se*/ 8
I
RBC | - 7 rto,scq/1l
RRL | - - but o/ 8
RVF | - - | og/ 8
RVR | - - | og/ 8
I
uro | - - suni 8
XTO | - 0 0

A 2. States
Following is a nore detail ed description of each automaton state.
The "Bad" version of a state is to indicate that the Bad_Cooki e or
Resource_Limt nessage has been received.

A 2.1. Initial

The Initial state is fictional, in that there is no state between the
parties.
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A.2.2. Cookie
In the Cookie state, the Initiator has sent a Cookie_Request, and is
wai ting for a Cooki e Response. Both the Restart and Exchange tiners
are runni ng.

Note that the Responder has no Cookie state.

A 2.3. Value
In the Value state, the Initiator has sent its Exchange-Value, and is
waiting for an ldentity Message. Both the Restart and Exchange
timers are running.

A 2.4. ldentity
In the Identity state, the Initiator has sent an Identity_Request,
and is waiting for an ldentity Response in reply. Both the Restart
and Exchange timers are running.

A . 2.5. Ready

In the Ready state, the Responder has sent its Exchange-Value, and is
waiting for an ldentity_Message. The Exchange tinmer is running.

A . 2.6. Update
In the Update state, each party has concluded the Photuris exchange,

and is unilaterally updating expiring SPIs until the Exchange
LifeTinme expires. Both the Update and Exchange timers are running.
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B. Use of ldentification and Secrets

I mpl enent ati on of the base protocol requires support for operator
configuration of participant identities and associated symetric
secret - keys.

The formof the ldentification and Secret fields is not constrained
to be a readable string. In addition to a sinpler quoted string
configuration, an inplementation MJUST allow configuration of an
arbitrary stream of bytes

B.1. ldentification

Typically, the Identification is a user nanme, a site nanme, a Fully
Qualified Domain Narme, or an email address which contains a user nane
and a domai n name. Exanpl es incl ude:

user
node. site.

user @ode. site.

rcnd@ode. site.

"Mundane Nane" <user @ode.site>

There is no requirement that the domain nane match any of the
particular | P addresses in use by the parties.

B.2. Goup ldentity Wth G oup Secret

A sinmple configuration approach could use a single ldentity and
Secret, distributed to all the participants in the trusted group
This m ght be appropriate between routers under a single

adm nistration conprising a Virtual Private Network over the

I nternet.

Not a Bene:
The passwords used in these exanples do not meet the "ND5-1PMAC
Symmetric ldentification" recomendation for at |east 64-bits of
crypt ographi c strength.

The adm nistrator configures each router with the same usernane and
password

identity local "Tiny VPN 1995 Novenber" "abracadabra"
identity renote "Tiny VPN 1995 Novenber" "abracadabra"

When the Initiator sends its Identity Request, the SPI Oaner
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Identification field is "Tiny VPN 1995 Novenber" and the SPI Omner
secret-key is "abracadabra".

When the Responder sends its Identity Response, the SPI Oaner
Identification field is "Tiny VPN 1995 Novenber" and the SPI Oaner
secret-key is "abracadabra”. The SPI User ldentification is "Tiny
VPN 1995 Novenber" (taken fromthe request), and the SPI User
secret-key is "abracadabra".

Note that even in the face of inplenentations with very poor random
nunber generation yielding the sane random nunbers for both parties
at every step, and with this conpletely identical configuration, the
addition of the SPI User Verification field in the response
calculation is highly likely to produce a different Verification

val ue (see "ldentity Verification"). 1In turn, the different
Verification values affect the cal culation of SPlI session-keys that
are highly likely to be different in each direction (see "Session-Key
Conput ati on").

B.3. Miltiple Identities Wth G oup Secrets

A nore robust configuration approach could use a separate Identity
and Secret for each party, distributed to the participants in the
trusted group. This mght be appropriate for authenticated firewal
traversal

An adm ni strator has one or nore networks, and a nunber of nobile
users. |t is desirable to restrict access to authorized externa
users. The exanpl e boundary router is 10.0.0.1

The adm ni strator gives each user a different username and password,
together with a group usernane and password for the router

The adm nistrator configures (in part):

identity local "199511@outer.site" "Fal DaRah"
identity renote "Happy_Wanderer @outer.site" "Fal DaRee"

Each nobil e user adds commands to tunnel and authenticate.
route addprivate 10.0.0.0/8 tunnel 10.0.0.1
secure 10.0.0.1 authenticate-only
identity local "Happy_Wanderer @outer.site" "Fal DaRee"
identity renote "199511@outer.site" "Fal DaRah”
identity renote "199512@outer.site" "Fal DaHaHaHaHaHaHa"

When the nmobile Initiator sends its lIdentity Request, the SPI Oaner
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Identification field is "Happy_Wanderer @outer.site" and the SP
Omner secret-key is "Fal DaRee"

When the firewal | Responder sends its ldentity Response, the SP
Omer ldentification field is "199511@outer.site" and the SPl Oaner
secret-key is "Fal DaRah". The SPI User Identification field is
"Happy_Wanderer @outer.site" (taken fromthe request), and the SP
User secret-key is "Fal DaRee".

In this exanple, the nobile user is already prepared for a nonthly
password changeover, where the router mght identify itself as
"199512@outer.site".

B.4. Miltiple Identities Wth Miltiple Secrets

Greater security mght be achieved through configuration of a pair of
secrets between each party. As before, one secret is used for

initial contact to any nenber of the group, but another secret is
used between specific parties. Conprom se of one secret or pair of
secrets does not affect any other menmber of the group. This mght be
appropriate between the routers form ng a boundary between
cooperating Virtual Private Networks that establish |ocal policy for
each VPN nmenber access.

One admini strator configures:

identity local "Apple" "all for one"

identity local "Apple-Baker" "Apple to Baker" "Baker"
identity renote "Baker" "one for all"

identity renote "Baker-Apple" "Baker to Apple"

Anot her confi gures:

identity local "Baker" "one for all"

identity |ocal "Baker-Apple" "Baker to Apple" "Apple"
identity renote "Apple" "all for one"

identity renote "Appl e-Baker" "Apple to Baker"

When the Initiator sends its Identity Request, the SPI Oaner
Identification field is "Apple" and the SPI Omer secret-key is
for one".

al |

When the Responder sends its ldentity Response, finding that the
special pairing exists for "Apple" (in this exanple, indicated by a
third field), the SPI Omer ldentification field is "Baker-Apple" and
the SPI Omer secret-key is "Baker to Apple". The SPI User
Identification is "Apple" (taken fromthe request), and the SPI User
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secret-key is "all for one".

Qper ational Considerations

The specification provides only a few configurable paraneters, with
defaults that should satisfy nost situations.

Ret r ansm ssi ons
Defaul t: 3.

Initial Retransm ssion TinmeQut (IRTO
Default: 5 seconds.

Exchange Ti meQut (ETO
Default: 30 seconds. Mnimm Retransm ssions * | RTO

Exchange LifeTine (ELT)
Default: 30 minutes. Mnimm 2 * ETO

SPI LifeTime (SPILT)
Default: 5 mnutes. Mnimum 3 * ETO

Each party configures a list of known identities and symetric
secret - keys.

In addition, each party configures |ocal policy that determ nes what
access (if any) is granted to the holder of a particular identity.
For exanple, the party mght allow anonynous FTP, but prohibit

Tel net. Such considerations are outside the scope of this docunent.

Security Considerations

Photuris was based on currently avail able tools, by experienced
networ k protocol designers with an interest in cryptography, rather
than by cryptographers with an interest in network protocols. This
specification is intended to be readily inplenentable wthout

requi ring an extensive background in cryptol ogy.

Therefore, only mnimal background cryptol ogi ¢ discussi on and
rationale is included in this docunent. Although some revi ew has
been provided by the general cryptologic comunity, it is anticipated
that design decisions and tradeoffs will be thoroughly anal ysed in
subsequent dissertations and debated for many years to cone.

Cryptologic details are reserved for separate docunents that may be
more readily and tinely updated with new anal ysis.
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Hi story

The initial specification of Photuris, now called version 1 (Decenber
1994 to March 1995), was based on a short |ist of design

requi renents, and sinple experinental code by Phil Karn. Only one
nmodul ar exponentiation formwas used, with a single byte index of
pre-specified group paraneters. The transformattributes were

sel ected during the public value exchange. Party privacy was
protected in the identification signature exchange wi th standard ESP
transforns.

Upon subnission for review by the IP Security Wrking Goup, a large
nunber of features were demanded. A nere 254 future group choices
were not deemed enough; it was expanded to two bytes (and renaned
schenes), and was expanded again to carry variable paranmeters. The
transformattri butes were nade variable | ength to acconodate optiona
paraneters. Every other possible paraneter was nmade negoti abl e.
Sone participants were unable to switch nodes on the UDP sockets to
use standard ESP transforns for only some nmessages, and party privacy
was integrated into the protocol. The nessage headers were

reorgani zed, and selection of transformattributes was del ayed unti
the identification exchange. An additional update nessage phase was
added.

Version 2 (July 1995 to Decenber 1995) specification stability was
achi eved in Novenmber 1995 by noving npst paraneters into separate
docunents for |ater discussion, and | eaving only a few mandatory
features in the base specification. Wthin a nonth, nultiple

i nteroperabl e i npl enentati ons were produced.

Unfortunately, in a fit of demagoguery, the I P Security Wrking Goup
decided in a straw poll to renove party privacy protection, and the
Working Group chair termnated the nmeeting wthout allow ng further

di scussion. Because the identification exchange nmessages required
privacy to function correctly, the nessages were reorgani zed again.
Party privacy and other optional schenmes were split into a separate
docunent .

The inpl enentors established a separate discussion group. Version 3
(April 1996 to June 1997) enjoyed a |long period of specification
stability and nultiple inplementations on half a dozen pl atforns.

Meanwhil e, the I P Security Wrking Goup has devel oped a conpeting
specification with | arge nunbers of negotiable paranmeters. Also, the
PPP Ext ensi ons Wirki ng G- oup has deployed |ink security transfornmns.

Version 4 (July 1997 onward) attenpts to nmmintain a senbl ance of
interface conpatibility with these other efforts. M nor changes are
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specified in transform padding format and key generation. NMore than
one value is permtted per scheme, giving greater latitude in choice
for future extensions. The opportunity is taken to return party
privacy to the base docunent, and make small semantic changes in

aut onat ed updates and error recovery. Al ESP transformattributes
are noved to separate docunents, to (hopefully) avoid future

i ncompati bl e changes to the base docunent.

Acknowl edgenent s

Thou shalt make no |aw restricting the size of integers that nmay
be multiplied together, nor the nunmber of times that an integer
may be nultiplied by itself, nor the nodul us by which an integer
may be reduced. [Prime Comrandnent ]

Phil Karn was principally responsible for the design of the protoco
phases, particularly the "cookie" anti-clogging defense, devel oped

the initial testing inplementation, and provided much of the design
rationale text (now renoved to a separate docunent).

W1 liam Sinmpson was responsi ble for the packet formats and
attributes, additional nessage types, editing and formatting. All
such mistakes are his responsibility.

This protocol was |later discovered to have nany el enents in common
with the Station-To-Station authentication protocol [DOM2].

Angel os Keronytis devel oped the first conpletely independent
i npl ementation (circa Cctober 1995). Al so, he suggested the cookie
exchange rate limtation counter

Paul C van Oorschot suggested signing both the public exponents and
the shared-secret, to provide an authentication-only version of
identity verification. Al so, he provided text regardi ng noduli,
generator, and exponent selection (now renoved to a separate
docunent) .

Hi | ari e O man suggested addi ng secret "nonces" to session-key
generation for asymmetric public/private-key identity nmethods (now
renoved to a separate docunent), and provided extensive review of the
protocol details.

Bart Preneel and Paul C van Oorschot in [P096] recomended paddi ng
between the data and trailing key when hashing for authentication

Ni el s Provos devel oped anot her independent inplenentation (circa My
1997), ported to Al X, Linux, OpenBSD, and Solaris. Also, he made

Karn & Sinpson Experi ment al [ Page 72]



RFC 2522 Phot uri s Prot ocol March 1999

suggesti ons regardi ng automated update, and listing rmultiple noduli
per scheme.

Bill Somerfeld suggested including the authentication symmetric
secret-keys in the session-key generation, and using the Cookie
val ues on successive exchanges to provide bi-directional user-
oriented keying (now renmoved to a separate docunent).

A iver Spatscheck devel oped the second i ndependent inplenentation
(circa Decenber 1995) for the Xkernel.

International interoperability testing between early inplenmentors
provi ded the inpetus for many of the inplenmentation notes herein, and
nunerous refinenents in the semantics of the protocol nessages.

Randal | Atkinson, Steven Bellovin, Wataru Hamada, Janes Hughes, Brian
LaMacchi a, Cheryl Madson, Lewis MCarthy, Perry Metzger, Bob Quinn,
Ron Rivest, Rich Schroeppel, and Nornman Shul man provi ded useful
critiques of earlier versions of this docunent.

Speci al thanks to the Center for Information Technol ogy Integration
(CITI) for providing conputing resources.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (1999). Copyright (C Philip Karn
and WlliamAl |l en Sinpson (1994-1999). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nmodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards (in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed), or as required to translate it into | anguages other than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
(BUT NOT LIMTED TO ANY WARRANTY THAT THE USE OF THE | NFORNMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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