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1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects used for controlling the
coll ection and storage of accounting information for connection-

ori ented networks such as ATM The accounting data is collected into
files for later retrieval via a file transfer protocol. For

i nformati on on data which can be collected for ATM networks, see
[19].

The SNMP Net wor k Managenent Framewor k

The SNMP Management Framework presently consists of five mgjor
component s:

0 An overall architecture, described in RFC 2271 [1].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Management Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4].
The second version, called SMv2, is described in RFC 1902 [5],
RFC 1903 [6] and RFC 1904 [7].

0 Message protocols for transferring managenment information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNW
nmessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the message protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2272 [11] and
RFC 2274 [12].

0 Prot ocol operations for accessi ng nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

0 A set of fundamental applications described in RFC 2273 [14] and
the vi ew based access control nechani smdescribed in RFC 2275
[15].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. bjects in the MB are
defined using the nmechani sns defined in the SM.
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This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMv1l can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are omtted because no
translation is possible (e.g., use of Counter64). Sone nachi ne
readable information in SMv2 will be converted into textua
descriptions in SMvl during the translation process. However, this
| oss of machine readable information is not considered to change the
semantics of the M B.

3. Overview

In some connection-oriented network environnents, there is a need for
the network administrator to be able to collect accounting data on
the usage of bandw dth/resources by connections (e.g., ATM
connections) within the network. Data collection should be avail able
for switched virtual connections (SVCs and SVPs), and permanent
virtual connections (PVCs and PVPs), including soft-pernmanent virtua
connections (SPVCCs and SPVPCs). This need exists for ATM networks,
and may well exist for other connection-oriented networks, such as
Frame Rel ay.

The potential quantity of such accounting information is such that it
is not, in general, feasible to retrieve the information via SNWP. A
better nethod is to store the collected accounting information in a
file which can be subsequently retrieved via a file transfer

pr ot ocol

It is, however, appropriate to provi de nmanagenent control of the

sel ection and collection of such accounting data via SNMP. This nmenp
describes a M B nodul e which provides such control in a nmanner

i ndependent of the type of network. One or nore other docunents
provi de definitions of particular itens of accounting data which can
be selected; for exanple, a particular set of data itens which can be
collected for ATM networks is specified in [19].

3.1. (Operational Mdel

The requirenent is for switches (e.g., ATMswitches) to collect data
concerni ng the connections which are routed across sone subset of
their interfaces (e.g., ATM UN and/or NNl interfaces). The
collected data is stored into one or nore "files". The use of
multiple files allows, for exanple, the data collected for PVCs to be
different fromthat collected for SVCs.

In order to retrieve the data currently being stored in a file, the

adm nistrator instructs the switch to termnate the collection of
data into that file, and start collecting data into a new file.
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After this operation, the data in the old file is available for
retrieval via file transfer.

A collection file is defined to have a maxi mum size. Wen the size
of the file currently being collected exceeds a threshold percentage
of that maxi mum size, an SNWP notification (e.g., a trap) can be
optionally generated. An SNMP notification mght also be generated
if the file reaches its nmaxi num size

The accounting data collected for each connection consists of a set
of objects and their values. The set of objects and their values are
collected on one or nore of the foll owi ng occasi ons:

(1) on the release (termnation) of a connection optionally
including failed connection attenpts;

(2) for each active connection (having a particular mninmmage) on
a periodic basis;

(3) for each active connection (having a particular m ni mum age)
when so commanded by a managenent application

Wile collecting data to be stored in a particular file, the sane set
of objects is collected for each connection on each occasion. Having
the sane set of objects stored on each occasion allows the
optimization of storing only the values of those objects. This
results in a significantly smaller file size, since it allows the
nanes of the objects to be stored once and only once at the begi nning
of the file, rather than having to store every value as a (nane,

val ue) pair.

Two nodes of agent behaviour are allowed on the event of a file
reaching its maxi mum si ze

(1) managenent application in control

The agent does not automatically swap to a new file; rather, it
discards newy collected data until the nanagenment application
subsequently instructs it to swap to a new file. Before
swapping to a new file, the nane of the file into which data is
currently being collected is an inplenentation issue of no
concern to an NM application; after swapping to a new file, the
nane of the file available for retrieval is as specified by the
controlling MB objects. This behaviour allows the application
to know exactly how many files need to be retrieved and their
nanes without having to performany type of file directory
operation, but also results in the possibility that data will be
discarded if the application does not instruct the agent to swap
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within the required time frane.
(2) agent automatically swaps to new file:

The agent terminates collection into the current (full) file,
and begins collecting data into a new version of the same base
file name. This behaviour ains to avoid | oss of data by
assuni ng that additional storage space is actually available to
create a new version of the file. To support this behaviour,
files are naned using suffixes, such that when the current
version of the file becones full, the agent begins collecting
data into a file with the same base file-nanme but with an
incremented (or otherwi se nodified) suffix. This requires the
application to performfile directory operations prior to
retrieving completed files in order to know how many and which
suf fi xes have been used.

Wth either behaviour, any conpleted file nust be an integral numnber
of connection records (see below). Wen a file reaches its maxi num
size, collection into that file is ternminated either imrediately
before or immediately after storing the whole of the current
connection record into the file. The forner causes the file to be
just less than its maxi mum size, and the latter causes the file to be
just greater than its maxi num size.

3.2. Selection of Accounting Data

The itens of accounting data to be collected are specified as a set
of objects. Wiich objects are contained in such a set is selectable
by an administrator through the specification of one or nore
(subtree, list) tuples, where the set of objects to be collected is
the union of the subsets specified by each tuple:

"subtree’ specifies an OBJECT | DENTI FI ER val ue such that every
object in the subset is named by the subtree’'s val ue appended
with a single additional sub-identifier.

"list’ specifies an OCTET STRI NG val ue, such that if the N-th bit
of the string’s value is set then the the subset contains the
obj ect naned by appending N as a single additional sub-
identifier to the subtree.

The rationale for defining each subset as a (subtree,list) tuple is
that one and only one OBJECT | DENTI FI ER and one OCTET STRING i s
needed to define the subset of objects. This sinplifies the MB
mechani sns needed for selection: an NM application needs to create
only one conceptual rowin a MB table for each subset (rather than
needing to create a conceptual rowin a table for each and every
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object in the set).

The nunber of tuples supported by a particular switch is an

i npl ementation choice. One possibility is to support two (subtree,
list) tuples so that one such tuple can specify a standard ’subtree
(e.g., the atmAcct ngDat alhj ects subtree defined in [19]), and the
second tuple can specify an enterprise-specific 'subtree’; this would
all ow the selected set of objects to be the union of a set of
standard objects and a set of enterprise-defined objects.

3.3. Format of Collection File

A collection file generated by this process contains the val ues of

M B objects defined using the SMv2. The standard way to encode the
val ues of SNMP M B objects in a device-independent manner is through
the use of ASN. 1's Basic Encoding Rules (BER) [18]. Thus, the
standard format of an accounting file is defined here using the sane
adapt ed subset of ASN. 1 [17] as the SMv2

The file consists of a set of header information followed by a
sequence of zero or nore collection records. The header information
identifies (via sysName [16]) the switch which collected the data,
the date and tinme at which the collection in to this file started,
and the sequence of one or nmore (subtree, list) tuples identifying
the objects whose values are contained in each connection record.
The header information also includes a textual description of the
data contained in the file.

Each connection record contains a sequence of values for each
identified tuple, in the sane order as the tuples are identified in
the header information. For each tuple, the sequence of values are
in ascendi ng order of the sub-identifier which identifies themwthin
the subtree

Formal |y, an accounting file is an ASN. 1 value with the foll ow ng
synt ax:

File ::=
[1]
I MPLICI' T SEQUENCE {
-- header information
sysNane -- nanme of the switch
Di spl ayStri ng,

description -- textual description of the collection
Di splayString,

startTi ne -- start tinme of the collection
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Dat eAndTi ne,
SEQUENCE OF { -- sequence of (subtree, list) tuples
SEQUENCE {
subtree
OBJECT | DENTI FI ER
I'ist

OCTET STRI NG

}
SEQUENCE OF {

-- sequence of connection records

-- each record contai ning a sequence

SEQUENCE OF { -- per identified tuple
SEQUENCE OF { -- each per-tupl e sequence containing
val ue -- a sequence of object val ues
oj ect Synt ax
}
}

the val ue of the sysName conponent is that of the sysNane object
in the System group [16].

each (subtree, list) specifies the set of objects contained in
that tuple’ s sequence within each and every connection record.

the tuples’ sequences within each connection record occur in the
same order as the (subtree, list) tuples occur in the header
i nfornation.

the object values within each connection record occur in the
same order as they are represented by the bits in the
correspondi ng |ist val ue.

oj ect Syntax is defined by the SMv2 [5].

One particular category of object val ues deserves specia
attention: an object defined to hold the checksum val ue of an
accounting record (e.g., atmAcctngRecordCrcl6, defined in [19]).
An object in this category will generally have a SYNTAX of a
fixed-1ength OCTET STRING and have its value initialized to the
string of all zeros when conposing the accounting record
containing it, with the location of these zeros being saved.

ie, et. al. St andards Track [ Page 7]
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Once the record is generated, the checksumis cal cul ated over
the whol e connection record (including the starting SEQUENCE OF
and the trailing end-of-contents octets, if used), and then the
zeros are overwitten (at the saved | ocation) by the cal cul ated
val ue of the checksum

The encodi ng of the above syntax using the Basic Encoding Rules is
the sane as defined by the SNMPv2 [10], with the foll ow ng exception

- when encoding the length field for a structured type, i.e., a
SEQUENCE or SEQUENCE OF, the indefinite formencoding is
permitted.

For exanple, the file containing the data:

[1] IMPLICI T SEQUENCE al 80
OCTET STRI NG 04 09 73 77 69 74 63 68 2d 31 32
OCTET STRI NG 04 Oa 41 63 63 6f 75 6e 74 69 6e 67
OCTET STRI NG 04 08 07 cc 07 14 10 05 00 00
SEQUENCE OF 30 Oe
SEQUENCE 30 Oc
OBJECT | DENTI FI ER 06 07 2b 06 01 03 7f 01 01
OCTET STRI NG 04 01 cO
SEQUENCE OF 30 80
SEQUENCE OF 30 08
SEQUENCE OF 30 06
| NTEGER 02 01 00
| NTEGER 02 01 21
SEQUENCE OF 30 08
SEQUENCE OF 30 06
| NTEGER 02 01 00
| NTEGER 02 01 22
end- of -content s 00 00
end- of -contents 00 00

contai ns two connection records, each containing one tuple listing
two (integer) data itenms in a (fictitious) subtree:
1.3.6.1.3.127.1.1. Its header indicates it’s for "switch-12", wth
description "Accounting”, and was collected at 16:05:00 on 20 July
1996.

As well as the standard fornat defined above, the M B all ows other
enterprise-specific formats to be used.
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4. Definitions

ACCOUNTI NG CONTROL-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
m b-2, Integer32 FROM SNWVPv2- SM
TEXTUAL- CONVENTI ON, RowSt at us, Test Andl ncr,
Di splayString, TruthVal ue FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNIVPv 2- CONF
i flndex FROM | F- M B;

accounti ngControl M B MODULE- | DENTI TY
LAST- UPDATED "98092810002"
ORGANI ZATI ON "I ETF AToM M B Wrki ng G oup"
CONTACT-1 NFO "Keith M oghri e
Ci sco Systens, Inc.
170 West Tasman Drive,
San Jose CA 95134-1706.
Phone: +1 408 526 5260
Emai | : kzm@i sco. cont
DESCRI PTI ON
"The M B nodul e for managi ng the collection and storage of
accounting information for connections in a connection-
oriented network such as ATM "

::={ mb-2 60 }
acct ngM BObj ect s OBJECT I DENTIFIER ::= { accountingControlMB 1 }
acct ngSel ecti onControl OBJECT IDENTIFIER ::= { acctngM BObjects 1 }
acct ngFi | eContr ol OBJECT IDENTIFIER ::= { acctngM BObjects 2 }
acctnglnterfaceControl OBJECT IDENTIFIER ::= { acctngM BObjects 3 }
acct ngTrapCont r ol OBJECT IDENTIFIER ::= { acctngM BObj ects 4 }

-- Textual Conventions

Dat aCol | ecti onSubtree ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The subtree component of a (subtree, list) tuple. Such a
(subtree, list) tuple defines a set of objects and their

val ues to be collected as accounting data for a connection.
The subtree specifies a single OBJECT | DENTI FI ER val ue such
that each object in the set is named by the subtree val ue
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appended with a single additional sub-identifier."
OBJECT | DENTI FI ER

Dat aCol | ecti onLi st ::= TEXTUAL- CONVENTI ON

STATUS

current

DESCRI PTI ON

SYNTAX

Fil el ndex ::

STATUS

"The list conponent of a (subtree, list) tuple. Such a
(subtree, list) tuple defines a set of objects and their

val ues to be collected as accounting data for a connection
The subtree specifies a single OBIECT | DENTI FI ER val ue such
that each object in the set is named by the subtree val ue
appended with a single additional sub-identifier. The |ist
specifies a set of data itens, where the presence of an item
inthe list indicates that the itemis (to be) present in
the data collected for a connection; the absence of an item
fromthe list indicates that the itemis not (to be) present
in the data collected for a connection. Each data itemis
represented by an integer which when appended (as as

addi tional sub-identifier) to the OBJECT | DENTI FI ER val ue of
the subtree identified by the tuple, is the name of an

obj ect defining that data item (its description and its

synt ax) .

The list is specified as an OCTET STRING i n which each data
itemis represented by a single bit, where data itens 1
through 8 are represented by the bits in the first octet,
data items 9 through 16 by the bits in the second octet,
etc. In each octet, the | owest nunbered data itemis
represented by the nost significant bit, and the highest
nunbered data itemby the |east significant bit. A data
itemis present in the list when its bit is set, and absent
when its bit is reset. |If the length of an OCTET STRI NG
value is too short to represent one or nore data itens
defined in a subtree, then those data itens are absent from
the set identified by the tuple of that subtree and that
OCTET STRI NG val ue."

OCTET STRI NG (S| ZE(O0. . 8))

= TEXTUAL- CONVENTI ON
current

DESCRI PTI ON

SYNTAX

"An arbitrary integer value identifying a file into which
accounting data is being collected."
I nteger32 (1..65535)

-- The Accounting Information Sel ection table

Med oghri e,
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acct ngSel ecti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Acct ngSel ectionEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of accounting information selection entries.

Note that additions, nodifications and del etions of entries
in this table can occur at any tine, but such changes only
take effect on the next occasion when collection begins into
a new file. Thus, between nodification and the next 'swap’,
the content of this table does not reflect the current
sel ection."

::={ acctngSel ectionControl 1}

acct ngSel ecti onEntry OBJECT- TYPE

SYNTAX Acct ngSel ecti onEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An entry identifying an (subtree, list) tuple used to
sel ect a set of accounting information which is to be
collected. "

I NDEX { acctngSel ectionl ndex }

::={ acctngSel ectionTable 1 }

Acct ngSel ecti onEntry :: =

SEQUENCE {
acct ngSel ecti onl ndex I nt eger 32,
acct ngSel ecti onSubtree Dat aCol | ecti onSubtr ee,
acct ngSel ecti onLi st Dat aCol | ecti onLi st
acctngSel ectionFil e Fi | el ndex,
acct ngSel ecti onType BI TS,
acct ngSel ecti onRowSt at us RowSt at us

}

acct ngSel ecti onl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer value which uniquely identifies a
tuple stored in this table. This value is required to be
the permanent ’'handle’ for an entry in this table for as
long as that entry exists, including across restarts and
power outages."

::={ acctngSel ectionEntry 1 }
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acct ngSel ecti onSubtree OBJECT- TYPE

SYNTAX Dat aCol | ecti onSubt ree
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The conbination of acctngSel ecti onSubtree and
acct ngSel ectionLi st specifies one (subtree, list) tuple

which is to be collected."
::={ acctngSel ectionEntry 2 }

acct ngSel ecti onLi st OBJECT- TYPE

SYNTAX Dat aCol | ecti onLi st
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The conbi nation of acctngSel ecti onSubtree and
acct ngSel ectionlLi st specifies one (subtree, list) tuple

which is to be collected."
::={ acctngSel ectionEntry 3}

acct ngSel ecti onFi | e OBJECT- TYPE

SYNTAX Fi | el ndex
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"An indication of the file into which the accounting
information identified by this entry is to be stored.

there is no conceptual row in the acctngFil eTable for which

the val ue of acctngFil el ndex has the sane value as this

object, then the infornmation selected by this entry is not

collected. "
::= { acctngSel ectionEntry 4 }

acct ngSel ecti onType OBJECT- TYPE

SYNTAX BITS { svclnconi ng(0),
svcQut goi ng(1),
svpl ncomi ng(2),
svpQut goi ng( 3),
pvc(4),
pvp(5),
spvcOrigi nator(6),
spvcTarget (7),
spvpOri gi nator(8),
spvpTarget (9) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Indi cates the types of connections for which the
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i nformati on selected by this entry are to be collected."”
DEFVAL { { svclncom ng, svcQutgoi ng,
svpl ncom ng, svpQutgoing } }
::={ acctngSel ectionEntry 5 }

acct ngSel ecti onRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. An agent may refuse to
create new conceptual rows and/or nodify existing conceptua
rows, if such creation/nodification would cause multiple
rows to have the sanme val ues of acctngSel ecti onSubtree and
acct ngSel ecti onLi st .

A conceptual row can not have the status of 'active unti

val ues have been assigned to the acctngSel ecti onSubtree,
acct ngSel ecti onLi st and acctngSel ecti onFil e col unmar objects
within that row.

An agent mnust not refuse to change the val ues of the
acct ngSel ecti onSubtree, acctngSel ectionList and
acctngSel ectionFile columar objects within a conceptual row
even while that row s status is "active'. Simlarly, an
agent nust not refuse to destroy an existing conceptual row
while the file referenced by that row s instance of
acctngSel ectionFile is in active use, i.e., while the
correspondi ng i nstance of acctngFil eRowStatus has the val ue
"active'. However, such changes only take effect upon the
next occasi on when collection begins into a new (version of
the) file."

::={ acctngSel ectionEntry 6 }

-- The Accounting File table

acct ngFi | eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AcctngFil eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of files into which accounting information is to be
stored."

::={ acctngFileControl 1}

acctngFi | eEntry OBJECT- TYPE

SYNTAX AcctngFi | eEntry
MAX- ACCESS not-accessi bl e
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STATUS current
DESCRI PTI ON
"An entry identifying a file into which accounting
information is to be collected."
I NDEX { acctngFil el ndex }

.= { acctngFil eTable 1}

AcctngFil eEntry :: =

SEQUENCE {
acct ngFi | el ndex Fi | el ndex,
acct ngFi | eNane Di splayString,
acct ngFi | eNameSuf f i x Di spl ayStri ng,
acct ngFi | eDescri ption Di spl ayStri ng,
acct ngFi | eCommand | NTECER,
acct ngFi | eMaxi nunti ze I nt eger 32,
acctngFi |l eCurrent Si ze I nt eger 32,
acct ngFi | eFor mat | NTECER,
acct ngFi | eCol | ect Mbde BI TS,
acctngFil eCol | ect Fai | edAttenpts BI TS,
acct ngFi | el nt erval I nt eger 32,
acct ngFi | eM nAge I nt eger 32,
acct ngFi | eRowst at us RowsSt at us

}

acct ngFi | el ndex OBJECT- TYPE

SYNTAX Fi | el ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A unique value identifying a file into which accounting
data is to be stored. This value is required to be the
permanent 'handle’ for an entry in this table for as long as
that entry exists, including across restarts and power

out ages. "

::={ acctngFileEntry 1}

acct ngFi | eNanme OBJECT- TYPE

SYNTAX Di splayString (SIZE(1..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Med oghri e,

"The name of the file into which accounting data is to be
stored. If files are naned using suffixes, then the nane of
the current file is the concatenation of acctngFil eNane and
acct ngFi | eNameSuf fi x.

An agent will respond with an error (e.g., 'wongValue') to
a managenent set operation which attenpts to nodify the
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val ue of this object to the same value as already held by
anot her instance of acctngFileName. An agent will also
respond with an error (e.g., 'wongValue') if the new val ue
is invalid for use as a file name on the local file system
(e.g., many file systens do not support white space enbedded
in file nanes).

The val ue of this object can not be nodified while the
correspondi ng i nstance of acctngFil eRowStatus is "active'."
::={ acctngFileEntry 2}

acct ngFi | eNanmeSuf fi x OBJECT- TYPE

SYNTAX Di splayString (SIZE(O..8))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The suffix, if any, of the nane of a file into which
accounting data is currently being stored. |f suffixes are

not used, then the value of this object is the zero-length

string. Note that if a separator, such as a period, is used

in appending the suffix to the file nanme, then that

separator appears as the first character of this value."
::={ acctngFil eEntry 3}

acct ngFi | eDescri pti on OBJECT- TYPE

SYNTAX Di spl ayString
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The textual description of the accounting data which wll
be stored (on the next occasion) when header information is
stored in the file. The value of this object may be
modified at any time."

DEFVAL {""}

.= { acctngFil eEntry 4 }

acct ngFi | eConmmand OBJECT- TYPE
SYNTAX I NTEGER {

-- the following two val ues are states:
-- they may be read but not witten
idle(l),
cndl nProgress(2),
-- the following two values are actions:
-- they may be witten, but are never read
swapToNewFi | e( 3),
col | ect Now( 4)

}
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"A control object for the collection of accounting data.
When read the value is either "idle or 'cndl nProgress’
Witing a value is only allowed when the current value is

"idle’. When a value is successfully witten, the val ue
changes to 'cmdl nProgress’ until conpletion of the action,
at which tinme the value reverts to 'idle’. Actions are

i nvoked by witing the foll owi ng val ues:

"swapToNewFil e’ - the collection of data into the current
file is term nated, and collection continues into
a new (version of the) file.

"collect Now - the agent creates and stores a connection
record into the current file for each active
connection having a type natching
acct ngSel ecti onType and an age greater than
acct ngFi | eM nAge. "

DEFVAL { idle}
::={ acctngFileEntry 5 }

acct ngFi | eMaxi munti ze OBJECT- TYPE

SYNTAX I nt eger 32 (100..2147483647)
UNI TS "byt es”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi num si ze of the file (including header

information). When the file of collected data reaches this
size, either the agent automatically swaps to a new version
(i.e., a new value acctngFil eNameSuffix) of the file, or new
records are discarded. Since a file nmust contain an

i ntegral nunber of connection records, the actual nmaxi mum
size of the file may be just less OR Just greater than the
val ue of this object.

The val ue of this object can not be nodified while the
correspondi ng i nstance of acctngFileRowStatus is ’active’
The largest value of the maximumfile size in sone agents
will be |less than 2147483647 bytes."

DEFVAL { 5000000 }

::={ acctngFileEntry 6 }

acctngFi | eCurrent Si ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS "bytes"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The current size of the file into which data is currently
bei ng coll ected, including header information."

::={ acctngFil eEntry 7 }

acct ngFi | eFor mat OBJECT- TYPE

SYNTAX I NTEGCER { other(1l), ber(2) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An indication of the format in which the accounting data is
to be stored in the file. If the value is nodified, the new

val ue takes effect after the next 'swap’ to a newfile. The
val ue ber(2) indicates the standard format."

DEFVAL { ber }

::={ acctngFil eEntry 8 }

acct ngFi | eCol | ect Mode OBJECT- TYPE

SYNTAX BITS { onRel ease(0), periodically(l) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An indication of when accounting data is to be witten into
this file. Note that in addition to the occasions indicated
by the value of this object, an agent always wites

i nformati on on appropriate connections to the file when the
correspondi ng i nstance of acctngFileConmand is set to
"col | ect Now .

- 'onRel ease’ - whenever a connection (or possibly,
connection attenpt) is termnated, either through
a Rel ease message or through managenent renoval,
information on that connection is witten.

"periodically’ - information on appropriate connections
is witten on the expiry of a periodic tiner,

This value may be nodified at any time."
DEFVAL { { onRel ease } }
::={ acctngFil eEntry 9 }

acct ngFi | eCol | ect Fai | edAtt enpt s OBJECT- TYPE

SYNTAX BITS { soft(0), regular(l) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An indication of whether connection data is to be coll ected
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for failed connection attenpts when the value of the
correspondi ng i nstance of acctngFil eCol |l ect Mbde incl udes

"onRel ease’. The individual val ues have the foll ow ng
meani ng:
"soft’ - indicates that connection data is to be coll ected

for failed Soft PVCs/PVPs which originate or term nate at
the relevant interface.

"regular’ - indicates that connection data is to be
collected for failed SVCs, including Soft PVCs/PVPs not
originating or termnating at the relevant interface.

This value may be nodified at any time."
DEFVAL { { soft, regular } }
::={ acctngFileEntry 10 }

acctngFil el nterval OBJECT- TYPE

SYNTAX I nteger 32 (60..86400)
UNI TS "seconds"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of seconds between the periodic collections of
accounting data when the val ue of the corresponding instance

of acctngFil eColl ect Mode includes 'periodically . Some

agents may inpose restrictions on the range of this

interval. This value may be nodified at any tinme."
DEFVAL { 3600 }

.= { acctngFileEntry 11 }

acct ngFi | eM nAge OBJECT- TYPE

SYNTAX I nt eger 32 (60..86400)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The m ni num age of a connection, as used to determ ne the

set of connections for which data is to be collected at the
periodic intervals and/or when acctngFil eComand is set to

"collectNow . The age of a connection is the el apsed tine

since it was last installed.

When the periodic interval expires for a file or when
acctngFil eCommand is set to 'collectNow , accounting data is
collected and stored in the file for each connecti on having
a type matching acctngSel ecti onType and whose age at that
time is greater than the value of acctngFileM nAge

McCl oghrie, et. al. St andards Track [ Page 18]



RFC 2513 Connection-Oiented Accounting M B February 1999

associated with the file. This value nay be nodified at any
time."

DEFVAL { 3600 }

::={ acctngFileEntry 12 }

acct ngFi | eRowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

Thi s object can not be set to 'active' until a value has
been assigned to the correspondi ng i nstance of
acctngFi |l eNane. Collection of data into the file does not
begin until this object has the value '"active and one or
nmore (active) instances of acctngSelectionFile refer to it.
If this value is nodified after a collection has begun,
collection into this file termnates and a new (or new
version of the) file is imediately made ready for future
collection (as if acctngFil eConmand had been set to
"swapToNewFil e’ ), but collection into the new (or new
version of the) file does not begin until the value is
subsequently set back to active."

c:={ acctngFileEntry 13 }

-- Overall Control

acct ngAdm nSt at us OBJECT- TYPE

SYNTAX I NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"A control object to indicate the adm nistratively desired
state of the collection of accounting records across all
i nterfaces.

Modi fyi ng the val ue of acctngAdm nStatus to 'disabled does
not renove or change the current configuration as
represented by the active rows in the acctngSel ecti onTabl e,
acct ngFi | eTabl e and acctngl nterfaceTabl e tables.”

::={ acctnglnterfaceControl 1}

acct ngOper St at us OBJECT- TYPE

SYNTAX | NTECER { enabl ed(1), disabled(2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"A status object to indicate the operational state of the
col l ection of accounting records across all interfaces.

When the val ue of acctngAdminStatus is nodified to be
"enabl ed’, the value of this object will change to ’enabl ed
providing it is possible to begin collecting accounting
records.

VWhen the val ue of acctngAdmi nStatus is nodified to be
"disabled’, the value of this object will change to
"disabled’ as soon as the collection of accounting records
has termnated."

::={ acctnglnterfaceControl 2 }

acct ngProtecti on OBJECT- TYPE

SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"A control object to protect against duplication of contro
commands. Over sone transport/network protocols, it is
possi bl e for SNMP nmessages to get duplicated. Such
duplication, if it occurred at just the wong tine could
cause serious disruption to the collection and retrieval of
accounting data, e.g., if a SNWP nessage setting

acct ngFi | eCommand to ' swapToNewFil e’ were to be duplicated,
a whole file of accounting data could be |ost.

To protect against such duplication, a nmanagenent

application should retrieve the value of this object, and

include in the Set operation needing protection, a variable

bi ndi ng which sets this object to the retrieved val ue."
::={ acctnglnterfaceControl 3}

acct ngAgent Mbde OBJECT- TYPE

SYNTAX I NTEGER { swapOnConmmand( 1), swapOnFull (2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An indication of the behaviour node of the agent when a
file becones full:

"swapOnCommand’ - the agent does not automatically swap
to a newfile; rather, it discards newy collected
data until a managenent application subsequently
instructs it to swap to a new file.

"swapOnFul I’ - the agent terninates collection into the
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current file as and when that file becones full."
::={ acctnglnterfaceControl 4}

-- Per-interface control table

acctngl nterfaceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AcctnglnterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table controlling the collection of accounting data on
specific interfaces of the switch."
::={ acctnglnterfaceControl 5}

acctnglnterfaceEntry OBJECT- TYPE

SYNTAX Acctngl nterfaceEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An entry which controls whether accounting data is to be
collected on an interface. The types of interfaces which
are represented in this table is inplenentation-specific."
INDEX { iflndex }
::={ acctnglnterfaceTable 1 }

Acctngl nterfaceEntry ::=

SEQUENCE {
acct ngl nterfaceEnabl e Tr ut hval ue
}
acct ngl nt erf aceEnabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"I ndi cates whether the collection of accounting data is
enabled on this interface."
::={ acctnglnterfaceEntry 1}
-- (bjects for controlling the use of Notifications

acct ngCont rol TrapThreshol d OBJECT- TYPE

SYNTAX I NTEGER (0. .99)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"A percentage of the maximumfile size at which a 'nearly-
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full’ trap is generated. The value of 0 indicates that no
"nearly-full’ trap is to be generated."”
::={ acctngTrapControl 1}

acct ngCont r ol TrapEnabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"An indication of whether the acctngFil eNearlyFull and
acctngFileFull traps are enabled."
::={ acctngTrapControl 2}

-- notifications
acctngNotifications OBJECT IDENTIFIER ::= { accountingControlMB 2 }

acctngNotifyPrefix OBJECT I DENTIFIER ::= { acctngNotifications 0 }

acct ngFi | eNear | yFul | NOTI FI CATI ON- TYPE
OBJECTS { acctngFil eNane,
acct ngFi | eMaxi nunsi ze,
acct ngContr ol TrapThr eshol d,
acct ngFi | eNanmeSuffix }
STATUS current
DESCRI PTI ON
"An indication that the size of the file into which
accounting information is currently being collected has
exceeded the threshold percentage of its maximumfile size.
This notification is generated only at the time of the
transition from not-exceeding to exceeding."
2= { acctngNotifyPrefix 1 }

acct ngFi | eFul | NOTI FI CATI ON- TYPE
OBJECTS { acctngFil eNane,
acct ngFi | eMaxi nunti ze,
acct ngFi | eNanmeSuffix }
STATUS current
DESCRI PTI ON
"An indication that the size of the file into which
accounting information is currently being collected has
transistioned to its maximumfile size. This notification
is generated (for all values of acctngAgentMde) at the time
of the transition fromnot-full to full. [If acctngAgent Mbde
has the val ue 'swapOnCommand’, it is al so generated
periodically thereafter until such tinme as collection of
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data is no longer inhibited by the file ful

::={ acctngNotifyPrefix 2 }

-- conformance i nformation

acct ngConf or mance OBJECT | DENTI FI ER ::
acct ngG oups OBJECT | DENTI FI ER : :
acct ngConpl i ances OBJECT | DENTI FI ER ::

(Il
A

acct ngConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for
Accounting Control MB."

MODULE -- this nodul e

Connection-Oiented Accounting M B

February 1999

condition."

accounti ngControlMB 3 }
acct ngConf ormance 1 }
acct ngConf or mance 2 }

swi tches which inpl enent the

MANDATORY- GROUPS { acct ngBasi cGr oup,
acctngNotificati onsG oup }

OBJECT
SYNTAX
DESCRI PTI ON

acct ngSel ecti onType
"The m ni mal
OBJECT

M N- ACCESS
DESCRI PTI ON

read-only
"Wite access is not

OBJECT
M N- ACCESS
DESCRI PTI ON

acct ngFi | eNane
read-only
"Wite access is not

OBJECT
M N- ACCESS
DESCRI PTI ON

acct ngFi | eCommrand
read-only
"Wite access is not

OBJECT
SYNTAX
M N- ACCESS
DESCRI PTI ON

acct ngFi | eFor mat
| NTEGER { ber(2) }
read-only

access i s not
OBJECT

M N- ACCESS
DESCRI PTI ON

read-only
"Wite access i s not

OBJECT

SYNTAX BITS { onRel ease(0) }

McCl oghrie, et. al.

BITS { svclncom ng(0),
requi r enent

"Only the standard fornmat
required.”

acct ngFi | eMaxi nunti ze

acct ngFi | eCol | ect Mbde

St andards Track

svcQutgoing(1l) }
is collection for SVCs."

acct ngSel ecti onRowSt at us

required.”

required.”

required.”

is required, and wite

required.”
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M N- ACCESS read-only
DESCRI PTION "The mininmal requirement is for collection on
connection rel ease. ™

OBJECT acct ngFi | el nt erval
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT acctngFi | eCol | ect Fai | edAtt enpt s
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT acct ngFi | eRowst at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.™

::={ acctngConpliances 1}

-- units of conformance

acct ngBasi cG oup OBJECT- GROUP

OBJECTS { acctngSel ecti onSubtree, acctngSel ectionlList,
acct ngSel ectionFil e, acctngSel ectionType,
acct ngSel ecti onRowSt at us, acct ngFi | eNane,
acct ngFi | eNameSuf fi x, acctngFil eDescription,
acct ngFi | eConmand, acctngFi | eMaxi nunfti ze,
acctngFil eCurrent Si ze, acctngFil eRowst at us,
acctngFi | eFormat, acctngFil eCol | ect Mbde,
acctngFi |l eCol | ect Fai | edAttenpts, acctngFil el nterval,
acct ngFi | eM nAge,
acct ngAdmi nSt at us, acct ngOper St at us,
acct ngProtection, acctngAgent Mde,
acct ngl nt er faceEnabl e,
acct ngContr ol TrapThr eshol d,
acct ngCont r ol Tr apEnabl e

}

STATUS current

DESCRI PTI ON
"A collection of objects providing control of the basic
coll ection of accounting data for connection-oriented
net wor ks. "

::={ acctngGoups 1}

acctngNoti fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { acctngFil eNearl yFull, acctngFileFull }
STATUS current
DESCRI PTI ON
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"The notifications of events relating to controlling the
coll ection of accounting data."
::={ acctngGoups 2}

END
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7

Security Considerations

The M B defined in this neno controls and nonitors the collection of
accounting data. Care should be taken to prohibit unauthorized
access to this control capability in order to prevent the disruption
of data collection, possibly with fraudulent intent. Exanple of such
di sruption are disabling the collection of data, or causing the wong
set of data itens to be collected

SNWVPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/ delete) the objects in this MB.

It is recomrended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2274 [12] and the Vi ew based
Access Control Mdel RFC 2275 [15] is recomended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them

| ANA Consi der ati ons

Prior to publication of this neno as an RFC, 1 ANA is requested to
make a suitabl e OBJECT | DENTI FI ER assi gnnent .
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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