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The Transm ssion Control Protocol (TCP) provides reliable delivery of
data across any network path, including network paths containing
satellite channels. While TCP works over satellite channels there
are several |ETF standardi zed nechani sns that enable TCP to nore
effectively utilize the avail able capacity of the network path. This
docunent outlines some of these TCP mitigations. At this time, al
mtigations discussed in this document are | ETF standards track
mechani sms (or are compliant with | ETF standards).

1. Introduction

Satellite channel characteristics may have an effect on the way
transport protocols, such as the Transmi ssion Control Protocol (TCP)
[ Pos81], behave. When protocols, such as TCP, perform poorly,

channel utilizationis low. \While the performance of a transport
protocol is inportant, it is not the only considerati on when
constructing a network containing satellite links. For exanple, data
l'ink protocol, application protocol, router buffer size, queueing

di sci pline and proxy location are some of the considerations that
must be taken into account. However, this document focuses on
improving TCP in the satellite environnent and non- TCP consi derati ons
are left for another docunment. Finally, there have been many
satellite mitigations proposed and studied by the research community.
Wil e these mitigations nmay prove useful and safe for shared networks
in the future, this docunment only considers TCP nechani sns which are
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currently well understood and on the | ETF standards track (or are
compliant with | ETF standards).

Thi s docunent is divided up as follows: Section 2 provides a brief
outline of the characteristics of satellite networks. Section 3
outlines two non-TCP nechani snms that enable TCP to nmore effectively
utilize the avail abl e bandwi dth. Section 4 outlines the TCP
mechani sms defined by the I ETF that may benefit satellite networks.
Finally, Section 5 provides a summary of what nodern TCP

i mpl ement ations should include to be considered "satellite friendly".

2. Satellite Characteristics

There is an inherent delay in the delivery of a nessage over a
satellite link due to the finite speed of light and the altitude of
communi cati ons satellites.

Many comuni cations satellites are located at CGeostationary Obit
(GSO with an altitude of approximately 36,000 km[Sta94]. At this
altitude the orbit period is the sane as the Earth’s rotation peri od.
Therefore, each ground station is always able to "see" the orbiting
satellite at the sane position in the sky. The propagation time for
a radio signal to travel twi ce that distance (corresponding to a
ground station directly below the satellite) is 239.6 nmilliseconds
(ms) [Mar78]. For ground stations at the edge of the view area of
the satellite, the distance traveled is 2 x 41,756 kmfor a tota
propagati on delay of 279.0 nms [Mar78]. These del ays are for one
ground station-to-satellite-to-ground station route (or "hop").
Therefore, the propagation delay for a nessage and the correspondi ng
reply (one round-trip tinme or RTT) could be at | east 558 ns. The RTT
is not based solely on satellite propagation tinme. The RTT will be
increased by other factors in the network, such as the transm ssion
time and propagation time of other links in the network path and
queuei ng delay in gateways. Furthernore, the satellite propagation
delay will be longer if the link includes multiple hops or if
intersatellite links are used. As satellites becone nore conplex and
i ncl ude on-board processing of signals, additional delay may be
added.

O her orbits are possible for use by comruni cations satellites
including Low Earth Orbit (LEO [Stu95] [Mn98] and Medi um Earth
Obit (MO [Mar78]. The lower orbits require the use of
constellations of satellites for constant coverage. |n other words,
as one satellite | eaves the ground station’s sight, another satellite
appears on the horizon and the channel is switched to it. The
propagation delay to a LEO orbit ranges fromseveral mlliseconds
when comunicating with a satellite directly overhead, to as much as
80 ms when the satellite is on the horizon. These systens are nore
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likely to use intersatellite |links and have vari abl e path del ay
dependi ng on routing through the network.

Satellite channels are dom nated by two fundanmental characteristics,
as described bel ow

NO SE - The strength of a radio signal falls in proportion to the
square of the distance traveled. For a satellite link the

di stance is large and so the signal becones weak before reaching
its destination. This results in a |ow signal-to-noise ratio.
Sone frequencies are particularly susceptible to atnospheric
effects such as rain attenuation. For nobile applications,
satellite channels are especially susceptible to multi-path

di stortion and shadowi ng (e.g., blockage by buildings). Typica
bit error rates (BER) for a satellite link today are on the order
of 1 error per 10 mllion bits (1 x 107-7) or |ess frequent.
Advanced error control coding (e.g., Reed Sol onon) can be added to
existing satellite services and is currently being used by nmany
services. Satellite error performance approaching fiber wll
becone nore common as advanced error control coding is used in new
systens. However, nmany | egacy satellite systens will continue to
exhi bit higher BER than newer satellite systens and terrestria
channel s.

BANDW DTH - The radio spectrumis a linited natural resource,
hence there is a restricted amount of bandwi dth available to
satellite systems which is typically controlled by Iicenses. This
scarcity nakes it difficult to trade bandwi dth to sol ve other
design problens. Typical carrier frequencies for current, point-
to-point, comercial, satellite services are 6 GHz (uplink) and 4
Gz (downlink), also known as C band, and 14/12 GHz (Ku band). A
new service at 30/20 GHz (Ka band) will be emergi ng over the next
few years. Satellite-based radio repeaters are known as
transponders. Traditional C band transponder bandwi dth is
typically 36 MHz to accommbdate one col or tel evision channel (or
1200 voi ce channels). Ku band transponders are typically around
50 MHz. Furthernore, one satellite may carry a few dozen
transponders.

Not only is bandwidth limted by nature, but the allocations for
commercial comunications are limted by international agreenents so
that this scarce resource can be used fairly by many different
appl i cations.
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Al t hough satellites have certain di sadvant ages when conpared to fi ber
channel s (e.g., cannot be easily repaired, rain fades, etc.), they

al so have certain advantages over terrestrial links. First,
satellites have a natural broadcast capability. This gives
satellites an advantage for multicast applications. Next, satellites
can reach geographically renote areas or countries that have little
terrestrial infrastructure. A related advantage is the ability of
satellite links to reach nobile users

Satel lite channel s have several characteristics that differ from nost
terrestrial channels. These characteristics nay degrade the
performance of TCP. These characteristics include:

Long feedback | oop

Due to the propagation delay of sone satellite channels (e.g.,
approxi mately 250 ns over a geosynchronous satellite) it may take
a long time for a TCP sender to deternine whether or not a packet
has been successfully received at the final destination. This
delay hurts interactive applications such as telnet, as well as
some of the TCP congestion control algorithns (see section 4).

Large del ay*bandw dt h product

The del ay*bandwi dt h product (DBP) defines the anmount of data a
protocol should have "in flight" (data that has been transmitted,
but not yet acknow edged) at any one time to fully utilize the
avai | abl e channel capacity. The delay used in this equation is
the RTT and the bandwidth is the capacity of the bottleneck |ink
in the network path. Because the delay in some satellite
environments is large, TCP will need to keep a | arge nunber of
packets "in flight" (that is, sent but not yet acknow edged)

Transm ssion errors

Satellite channel s exhibit a higher bit-error rate (BER) than
typical terrestrial networks. TCP uses all packet drops as
signal s of network congestion and reduces its w ndow size in an
attenpt to alleviate the congestion. 1In the absence of know edge
about why a packet was dropped (congestion or corruption), TCP
must assune the drop was due to network congestion to avoid
congestion col |l apse [Jac88] [FF98]. Therefore, packets dropped
due to corruption cause TCP to reduce the size of its sliding

wi ndow, even though these packet drops do not signal congestion in
t he networ k.
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Asymretric use

Due to the expense of the equipnent used to send data to
satellites, asymmetric satellite networks are often constructed.
For exanple, a host connected to a satellite network will send al
outgoing traffic over a slow terrestrial link (such as a dialup
modem channel ) and receive inconming traffic via the satellite
channel . Another common situation arises when both the incom ng
and outgoing traffic are sent using a satellite link, but the
uplink has | ess avail able capacity than the downlink due to the
expense of the transmtter required to provide a high bandwi dth
back channel. This asynmetry may have an inpact on TCP

per f or mance.

Vari abl e Round Trip Tines

In sone satellite environnments, such as |lowEarth orbit (LEO
constellations, the propagation delay to and fromthe satellite
varies over tinme. Wether or not this will have an inpact on TCP
performance is currently an open question.

Intermttent connectivity

In non-GSO satellite orbit configurations, TCP connections nust be
transferred fromone satellite to another or from one ground
station to another fromtinme to tinme. This handoff may cause
packet loss if not properly perforned.

Most satellite channels only exhibit a subset of the above
characteristics. Furthernore, satellite networks are not the only
envi ronments where the above characteristics are found. However,
satellite networks do tend to exhibit nore of the above problens or
the above problens are aggravated in the satellite environnent. The
mechani sms outlined in this document shoul d benefit npbst networks,
especially those with one or nore of the above characteristics (e.g.,
gi gabit networks have | arge del ay*bandw dth products).

3. Lower Level Mtigations

It is recomended that those utilizing satellite channels in their
net wor ks shoul d use the follow ng two non- TCP nechani sns which can

i ncrease TCP performance. These mechani sns are Path MIU Di scovery
and forward error correction (FEC) and are outlined in the follow ng
two sections.

The data |ink |ayer protocol enployed over a satellite channel can

have a |l arge inpact on performance of higher |ayer protocols. Wile
beyond the scope of this docunent, those constructing satellite
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net wor ks shoul d tune these protocols in an appropriate manner to
ensure that the data link protocol does not linmt TCP performance.
In particular, data link layer protocols often inplenent a flow
control w ndow and retransm ssion nechanisns. Wen the link |eve
wi ndow size is too snmall, perfornmance will suffer just as when the
TCP wi ndow size is too small (see section 4.3 for a discussion of
appropri ate wi ndow sizes). The inpact that link |evel

retransm ssions have on TCP transfers is not currently well
understood. The interaction between TCP retransm ssions and |ink
| evel retransm ssions is a subject for further research

3.1 Path MIU Di scovery

Pat h MIU di scovery [MD90] is used to deternine the maxi num packet
size a connection can use on a given network path wi thout being
subjected to I P fragnmentation. The sender transmts a packet that is
the appropriate size for the local network to which it is connected
(e.g., 1500 bytes on an Ethernet) and sets the IP "don't fragnment"
(DF) bit. If the packet is too large to be forwarded w thout being
fragmented to a given channel along the network path, the gateway
that would normally fragnent the packet and forward the fragnments
will instead return an | CMP nessage to the originator of the packet.
The | CVMP nessage will indicate that the original segnment could not be
transmtted without being fragmented and will also contain the size
of the | argest packet that can be forwarded by the gateway.

Addi tional information fromthe |IESG regardi ng Path MU di scovery is
availabl e in [Kno93].

Path MIU Di scovery allows TCP to use the | argest possible packet
size, without incurring the cost of fragnentation and reassenbly.
Large packets reduce the packet overhead by sending nore data bytes
per overhead byte. As outlined in section 4, increasing TCP' s
congestion wi ndow i s segnent based, rather than byte based and
therefore, larger segnents enable TCP senders to increase the
congestion wi ndow nore rapidly, in terns of bytes, than smaller
segment s.

The di sadvant age of Path MIU Di scovery is that it may cause a del ay
before TCP is able to start sending data. For exanple, assume a
packet is sent with the DF bit set and one of the intervening
gateways (Gl) returns an | CVMP nessage indicating that it cannot
forward the segnent. At this point, the sending host reduces the
packet size per the | CVMP nessage returned by Gl and sends anot her
packet with the DF bit set. The packet will be forwarded by G,
however this does not ensure all subsequent gateways in the network
path will be able to forward the segnent. |[If a second gateway (&)
cannot forward the segnent it will return an | CMP nessage to the
transmtting host and the process will be repeated. Therefore, path

Al man, et. al. Best Current Practice [ Page 6]



RFC 2488 Enhanci ng TCP Over Satellite Channels January 1999

MIU di scovery can spend a | arge amount of tine determ ning the

maxi mum al | owabl e packet size on the network path between the sender
and receiver. Satellite delays can aggravate this problem (consider
the case when the channel between Gl and & is a satellite link).
However, in practice, Path MIU Di scovery does not consune a | arge
anmount of time due to wi de support of common MIU val ues.

Addi tionally, caching MIU val ues nay be able to elinminate discovery
time in many instances, although the exact inplementation of this and
the agi ng of cached val ues renmai ns an open probl em

The rel ationshi p between BER and segnent size is likely to vary
dependi ng on the error characteristics of the given channel. This
rel ati onship deserves further study, however with the use of good
forward error correction (see section 3.2) |larger segnents should
provi de better performance, as with any network [ MSMXO7]. \Wile the
exact nethod for choosing the best MIU for a satellite link is
outside the scope of this docunent, the use of Path MIU Di scovery is
recomended to allow TCP to use the | argest possible MU over the
satellite channel

3.2 Forward Error Correction

A loss event in TCP is always interpreted as an indication of
congestion and al ways causes TCP to reduce its congestion w ndow
size. Since the congestion wi ndow grows based on returning

acknow edgments (see section 4), TCP spends a long tinme recovering
fromloss when operating in satellite networks. When packet loss is
due to corruption, rather than congestion, TCP does not need to
reduce its congestion wi ndow size. However, at the present tine
detecting corruption loss is a research issue.

Therefore, for TCP to operate efficiently, the channe

characteristics should be such that nearly all loss is due to network
congestion. The use of forward error correction coding (FEC) on a
satellite link should be used to inprove the bit-error rate (BER) of
the satellite channel. Reducing the BER is not always possible in
satellite environnents. However, since TCP takes a long tinme to
recover froml ost packets because the | ong propagati on del ay inposed
by a satellite |ink delays feedback fromthe receiver [PS97], the
l'ink should be nade as clean as possible to prevent TCP connections
fromreceiving fal se congestion signals. This docunent does not mnake
a specific BER recomendation for TCP other than it should be as | ow
as possi bl e.

FEC shoul d not be expected to fix all problens associated w th noisy
satellite links. There are sone situations where FEC cannot be

expected to solve the noise problem (such as military jamm ng, deep
space m ssions, noise caused by rain fade, etc.). In addition, link
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out ages can al so cause problens in satellite systems that do not
occur as frequently in terrestrial networks. Finally, FEC is not

wi t hout cost. FEC requires additional hardware and uses some of the
avail abl e bandwidth. It can add delay and timng jitter due to the
processing time of the coder/decoder

Further research is needed into nechanisns that allow TCP to
differentiate between congestion induced drops and those caused by
corruption. Such a mechanismwould allow TCP to respond to
congestion in an appropriate manner, as well as repairing corruption
i nduced | oss without reducing the transm ssion rate. However, in the
absence of such a mechani sm packet | oss nust be assunmed to indicate
congestion to preserve network stability. Incorrectly interpreting

| oss as caused by corruption and not reducing the transm ssion rate
accordingly can lead to congestive col |l apse [Jac88] [FF98].

4., Standard TCP Mechani sns

This section outlines TCP nmechani sms that may be necessary in
satellite or hybrid satellite/terrestrial networks to better utilize
the avail abl e capacity of the link. These mechani snms may al so be
needed to fully utilize fast terrestrial channels. Furthernore,

t hese nechani sns do not fundanentally hurt performance in a shared
terrestrial network. Each of the follow ng sections outlines one
mechani sm and why that nechani sm may be needed.

4.1 Congestion Control

To avoid generating an i nappropriate anount of network traffic for
the current network conditions, during a connection TCP enpl oys four
congestion control nechanisns [Jac88] [Jac90] [Ste97]. These
algorithms are slow start, congestion avoi dance, fast retransnmt and
fast recovery. These algorithms are used to adjust the anmount of
unacknow edged data that can be injected into the network and to
retransmt segnments dropped by the network.

TCP senders use two state variables to acconplish congestion control
The first variable is the congestion window (cwnd). This is an upper
bound on the anmpbunt of data the sender can inject into the network
bef ore receiving an acknow edgnent (ACK). The value of cwnd is
limted to the receiver’'s advertised window. The congestion w ndow
is increased or decreased during the transfer based on the inferred
anount of congestion present in the network. The second variable is
the slow start threshold (ssthresh). This variable determ nes which
algorithmis used to increase the value of cwnd. |If cwnd is |ess
than ssthresh the slow start algorithmis used to increase the val ue
of cwnd. However, if cwnd is greater than or equal to (or just
greater than in some TCP inpl enentations) ssthresh the congestion
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avoi dance algorithmis used. The initial value of ssthresh is the
receiver’s advertised wi ndow size. Furthernore, the val ue of
ssthresh is set when congestion is detected.

The four congestion control algorithns are outlined bel ow, followed
by a brief discussion of the inpact of satellite environments on
these al gorithns.

4.1.1 Slow Start and Congesti on Avoi dance

When a host begins sending data on a TCP connection the host has no
know edge of the current state of the network between itself and the
data receiver. |In order to avoid transnitting an inappropriately

| arge burst of traffic, the data sender is required to use the sl ow
start algorithmat the beginning of a transfer [Jac88] [ Bra89]
[Ste97]. Slow start begins by initializing cwnd to 1 segnent

(al though an | ETF experinental mechani sm woul d i ncrease the size of
the initial windowto roughly 4 Kbytes [ AFP98]) and ssthresh to the
receiver’'s advertised window This forces TCP to transmt one
segrment and wait for the corresponding ACK. For each ACK that is
recei ved during slow start, the value of cwnd is increased by 1
segnent. For exanple, after the first ACK is received cwnd will be 2
segnents and the sender will be allowed to transnit 2 data packets.
This continues until cwnd neets or exceeds ssthresh (or, in sone

i mpl ement ati ons when cwnd equal s ssthresh), or loss is detected.

When the value of cwnd is greater than or equal to (or equal to in
certain inplenmentations) ssthresh the congestion avoi dance al gorithm
is used to increase cwnd [Jac88] [Bra89] [Ste97]. This algorithm

i ncreases the size of cwnd nore slowy than does slow start.
Congestion avoi dance is used to slowy probe the network for

addi tional capacity. During congestion avoidance, cwnd is increased
by 1/cwnd for each incom ng ACK. Therefore, if one ACK is received
for every data segnent, cwnd will increase by roughly 1 segnent per
round-trip time (RTT).

The slow start and congestion control algorithnms can force poor
utilization of the avail abl e channel bandw dth when using | ong-del ay
satellite networks [AI197]. For example, transm ssion begins with
the transm ssion of one segnent. After the first segnent is
transmtted the data sender is forced to wait for the corresponding
ACK. When using a GSO satellite this leads to an idle tine of
roughly 500 ns when no useful work is being acconplished. Therefore,
slow start takes nore real time over GSO satellites than on typica
terrestrial channels. This holds for congestion avoi dance, as well
[AII97]. This is precisely why Path MIU Di scovery is an inportant
algorithm Wile the nunber of segnents we transnmit is determ ned by
the congestion control algorithns, the size of these segnents is not.
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Therefore, using |arger packets will enable TCP to send nore data per
segnment which yields better channel utilization

4.1.2 Fast Retransnmit and Fast Recovery

TCP's default nechanismto detect dropped segnents is a tineout
[Pos81]. In other words, if the sender does not receive an ACK for a
gi ven packet within the expected anmount of time the segnment will be
retransmtted. The retransmi ssion timeout (RTO is based on
observations of the RTT. In addition to retransmtting a segnent
when the RTO expires, TCP also uses the | ost segnment as an indication
of congestion in the network. |In response to the congestion, the

val ue of ssthresh is set to half of the cwnd and the value of cwnd is
then reduced to 1 segnent. This triggers the use of the slow start
algorithmto increase cwnd until the value of cwnd reaches hal f of
its val ue when congestion was detected. After the slow start phase,
the congestion avoi dance algorithmis used to probe the network for
addi tional capacity.

TCP ACKs al ways acknow edge the highest in-order segment that has
arrived. Therefore an ACK for segnment X also effectively ACKs al
segnents < X. Furthernore, if a segnment arrives out-of-order the ACK
triggered will be for the highest in-order segnent, rather than the
segnment that just arrived. For exanple, assune segnent 11 has been
dropped somewhere in the network and segnent 12 arrives at the
receiver. The receiver is going to send a duplicate ACK covering
segnment 10 (and all previous segnents).

The fast retransmit algorithm uses these duplicate ACKs to detect

| ost segnments. |If 3 duplicate ACKs arrive at the data originator

TCP assunes that a segnent has been lost and retransnits the m ssing
segrment without waiting for the RTOto expire. After a segment is
resent using fast retransmt, the fast recovery algorithmis used to
adj ust the congestion window First, the value of ssthresh is set to
hal f of the value of cwnd. Next, the value of cwnd is hal ved.
Finally, the value of cwnd is artificially increased by 1 segnent for
each duplicate ACK that has arrived. The artificial inflation can be
done because each duplicate ACK represents 1 segnent that has left
the network. Wen the cwnd permits, TCP is able to transmt new
data. This allows TCP to keep data flow ng through the network at
half the rate it was when | 0oss was detected. Wen an ACK for the
retransmtted packet arrives, the value of cwnd is reduced back to
ssthresh (half the value of cwnd when the congestion was detected).
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Generally, fast retransmt can resend only one segment per w ndow of
data sent. Wen nultiple segments are lost in a given w ndow of
data, one of the segnments will be resent using fast retransnmt and
the rest of the dropped segnents nust usually wait for the RTOto
expire, which causes TCP to revert to slow start

TCP' s response to congestion differs based on the way the congestion
is detected. |If the retransnmission tiner causes a packet to be
resent, TCP drops ssthresh to half the current cwnd and reduces the
value of cwnd to 1 segnment (thus triggering slow start). However, if
a segnent is resent via fast retransmt both ssthresh and cwnd are
set to half the current value of cwnd and congesti on avoi dance is
used to send new data. The difference is that when retransmtting
due to duplicate ACKs, TCP knows that packets are still flow ng
through the network and can therefore infer that the congestion is
not that bad. However, when resending a packet due to the expiration
of the retransm ssion tiner, TCP cannot infer anything about the
state of the network and therefore nust proceed conservatively by
sendi ng new data using the slow start al gorithm

Note that the fast retransmt/fast recovery algorithns, as discussed
above can lead to a phenonenon that allows nultiple fast retransnits
per wi ndow of data [Fl 094]. This can reduce the size of the
congestion window nultiple times in response to a single "loss
event”". The problemis particularly noticeable in connections that
utilize large congestion wi ndows, since these connections are able to
i nject enough new segnments into the network during recovery to
trigger the nmultiple fast retransmts. Reducing cwnd multiple tines
for a single | oss event nay hurt perfornmance [ QIKFV98].

The best way to inprove the fast retransnit/fast recovery al gorithns
is to use a selective acknow edgrment (SACK) based al gorithmfor |oss
recovery. As discussed below, these algorithns are generally able to
qui ckly recover frommultiple | ost segnments w thout needl essly
reduci ng the value of cwnd. |In the absence of SACKs, the fast
retransmt and fast recovery algorithnms should be used. Fixing these
al gorithms to achieve better perfornmance in the face of nultiple fast
retransm ssions is beyond the scope of this docunment. Therefore, TCP
i npl ementers are advised to inplenent the current version of fast
retransmt/fast recovery outlined in RFC 2001 [ Ste97] or subsequent
versions of RFC 2001.

4.1.3 Congestion Control in Satellite Environnent
The above al gorithnms have a negative inpact on the performance of
i ndi vi dual TCP connection’s performance because the algorithns slowy

probe the network for additional capacity, which in turn wastes
bandwi dth. This is especially true over long-delay satellite
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channel s because of the large amount of time required for the sender
to obtain feedback fromthe receiver [A197] [AHK®7]. However, the
al gorithnms are necessary to prevent congestive collapse in a shared
network [Jac88]. Therefore, the negative inpact on a given

connection is nore than offset by the benefit to the entire network.

4.2 Large TCP W ndows

The standard maxi num TCP wi ndow si ze (65,535 bytes) is not adequate
to allow a single TCP connection to utilize the entire bandw dth
avai l abl e on sone satellite channels. TCP throughput is limted by
the followi ng fornula [Pos81]:

t hroughput = wi ndow size / RIT

Therefore, using the maxi num wi ndow si ze of 65,535 bytes and a
geosynchronous satellite channel RTT of 560 ns [Kru95] the maxi num
throughput is limted to:

t hroughput = 65,535 bytes / 560 ns = 117, 027 bytes/second

Therefore, a single standard TCP connection cannot fully utilize, for
exanple, Tl rate (approximately 192,000 bytes/second) GSO satellite
channel s. However, TCP has been extended to support |arger w ndows
[JBB92]. The w ndow scaling options outlined in [JBB92] should be
used in satellite environnents, as well as the conpanion al gorithns
PAW5 (Protection Agai nst Wapped Sequence space) and RTTM (Round-Trip
Ti me Measurenents).

It should be noted that for a satellite Iink shared anmong many fl ows,
| arge wi ndows may not be necessary. For instance, two long-lived TCP
connecti ons each using a wi ndow of 65,535 bytes, as in the above
exanple, can fully utilize a T1 GSO satellite channel.

Using | arge wi ndows often requires both client and server
applications or TCP stacks to be hand tuned (usually by an expert) to
utilize large windows. Research into operating system nmechani sims
that are able to adjust the buffer capacity as dictated by the
current network conditions is currently underway [SMW8]. This wll
all ow stock TCP inplenentations and applications to better utilize
the capacity provided by the underlying network.

4.3 Acknow edgnent Strategies
There are two standard met hods that can be used by TCP receivers to
gener at ed acknow edgnments. The nethod outlined in [Pos81l] generates

an ACK for each incom ng segnment. [Bra89] states that hosts SHOULD
use "del ayed acknow edgnents". Using this algorithm an ACK is
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generated for every second full-sized segnent, or if a second full-
size segment does not arrive within a given timeout (which must not
exceed 500 ns). The congestion window is increased based on the
nunber of incom ng ACKs and del ayed ACKs reduce the nunber of ACKs
bei ng sent by the receiver. Therefore, cwnd growth occurs nuch nore
sl ow y when using del ayed ACKs conpared to the case when the receiver
ACKs each incoming segment [All98].

Atempting "fix" to the problem caused by delayed ACKs is to sinply
turn the mechanismoff and | et the receiver ACK each incom ng
segnent. However, this is not recommended. First, [Bra89] says that
a TCP receiver SHOULD generate del ayed ACKs. And, second, increasing
the number of ACKs by a factor of two in a shared network may have
consequences that are not yet understood. Therefore, disabling

del ayed ACKs is still a research issue and thus, at this tinme TCP
recei vers should continue to generate del ayed ACKs, per [Bra89].

4.4 Sel ective Acknow edgnents

Sel ective acknow edgnents (SACKs) [ MVFR96] allow TCP receivers to

i nform TCP senders exactly which packets have arrived. SACKs all ow
TCP to recover nore quickly fromlost segnents, as well as avoiding
needl ess retransm ssi ons.

The fast retransmit algorithmcan generally only repair one |oss per
wi ndow of data. Wen multiple |osses occur, the sender generally
must rely on a tineout to determ ne which segnment needs to be
retransmtted next. Wile waiting for a tineout, the data segnents
and their acknow edgnents drain fromthe network. 1In the absence of
i ncom ng ACKs to clock new segnents into the network, the sender nust
use the slow start algorithmto restart transm ssion. As discussed
above, the slow start al gorithmcan be tinme consum ng over satellite
channel s. When SACKs are enpl oyed, the sender is generally able to
determ ne which segnents need to be retransmitted in the first RTT
following | oss detection. This allows the sender to continue to
transmt segnments (retransm ssions and new segnents, if appropriate)
at an appropriate rate and therefore sustain the ACK clock. This
avoids a costly slow start period following rmultiple | ost segnents.
Generally SACK is able to retransmit all dropped segments within the
first RTT following the | oss detection. [MW6] and [ FF96] di scuss
speci fic congestion control algorithns that rely on SACK i nfornmation
to determ ne which segnments need to be retransmitted and when it is
appropriate to transmt those segnents. Both these algorithnms follow
the basic principles of congestion control outlined in [Jac88] and
reduce the wi ndow by half when congestion is detected.
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5.

M tigation Summary

Table 1 summari zes the mechani sns that have been discussed in this
docunment. Those nechani sns denot ed "Recommended" are | ETF standards
track nechani sns that are recommended by the authors for use in
networ ks containing satellite channels. Those mechani snms mar ked
"Required’ have been defined by the | ETF as required for hosts using
the shared Internet [Bra89]. Along with the section of this docunent
contai ni ng the di scussion of each mechanism we note where the
mechani sm needs to be inplenented. The codes listed in the |ast
colum are defined as follows: "S" for the data sender, "R' for the
data receiver and "L" for the satellite link

Mechani sm Use Secti on Wher e
o e e e e e e e e oo o - S R Fomm oo +
| Path-MIU Di scovery | Recommended | 3.1 | S |
| FEC | Recommended | 3.2 | L |
| TCP Congestion Control | | | |
| Sl ow Start | Required | 4.1.1 | S |
| Congesti on Avoi dance | Required | 4.1.1 | S |
| Fast Retransmt | Recommended | 4.1.2 | S |
| Fast Recovery | Recommended | 4.1.2 | S |
| TCP Large W ndows | | | |
| W ndow Scal i ng | Recommended | 4.2 | SR |
| PAWS | Recommended | 4.2 | SR |
| RTTM | Recommended | 4.2 | SR |
| TCP SACKs | Recommended | 4.4 | SR |
o e e e e e e oo oo oo S R S SRR +
Table 1

Satellite users should check with their TCP vendors (inplenmentors) to
ensure the recomrended mechani sms are supported in their stack in
current and/or future versions. Alternatively, the Pittsburgh
Superconput er Center tracks TCP inpl enentati ons and whi ch extensions
they support, as well as providi ng guidance on tuning various TCP

i mpl ement ati ons [ PSC].

Research into inproving the efficiency of TCP over satellite channels
is ongoing and will be summarized in a planned meno al ong with other
consi derations, such as satellite network architectures.

Security Considerations

The authors believe that the recommendati ons contained in this nenp
do not alter the security inplications of TCP. However, when using a
br oadcast nedi um such as satellites links to transfer user data

and/ or network control traffic, one should be aware of the intrinsic
security inplications of such technol ogy.
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Eavesdr oppi ng on network links is a form of passive attack that, if
performed successfully, could reveal critical traffic contro
informati on that woul d jeopardi ze the proper functioning of the
network. These attacks could reduce the ability of the network to
provi de data transm ssion services efficiently. Eavesdroppers could
al so conpromi se the privacy of user data, especially if end-to-end
security mechani sms are not in use. \While passive nonitoring can
occur on any network, the wreless broadcast nature of satellite
links allows reception of signals w thout physical connection to the
net wor k whi ch enabl es nonitoring to be conducted wi thout detection
However, it should be noted that the resources needed to nmonitor a
satellite link are non-trivi al

Data encryption at the physical and/or link |ayers can provide secure
conmuni cation over satellite channels. However, this still |eaves
traffic vul nerabl e to eavesdroppi ng on netwrks before and after
traversing the satellite link. Therefore, end-to-end security
mechani sms shoul d be considered. This docunent does not make any
recommendati ons as to which security mechani sms shoul d be enpl oyed.
However, those operating and using satellite networks shoul d survey
the currently avail abl e network security mechani snms and choose those
that neet their security requirenents.
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