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1. Abstract

Thi s docunent exani nes the problens associated with use of MM
security nultiparts and gateways to non-M ME environments. A set of
requi renents for gateway behavior are defined which provide
facilities necessary to properly acconodate the transfer of security
mul tiparts through gateways.

2. Requirenents Notation

Thi s docunent occasionally uses terns that appear in capital letters.
Wien the terms "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "NAY"
appear capitalized, they are being used to indicate particular
requirenents of this specification. A discussion of the neanings of

the terns "MJST", "SHOULD', and "MAY" appears in RFC 1123 [2]; the
terns "MJST NOT" and "SHOULD NOT" are |ogical extensions of this
usage.

3. The Problem

Security nmultiparts [ RFC-1847] provide an effective way to add
integrity and confidentiality services to protocols that enploy MM
obj ects [ RFC- 2045, RFC-2046]. Difficulties arise, however, in

het er ogeneous environnents invol ving gateways to environnments that
don’t support M ME. Specifically:

(1) Security services have to be applied to MM objects in

their entirety. Failure to do so can lead to security
exposur es.
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For exanple, a signhature that covers only object data and not
the object’s MM | abels would all ow sonmeone to tanper with
the |l abels in an undetectable fashion. Simlarly, failure to
encrypt M ME | abel information exposes information about the
content that could facilitate traffic analysis.

Conposite M ME objects (e.g., nultipart/mxed, message/rfc822)
al so have to be secured as a unit. Again, failure to do so
may facilitate tanpering, reveal inportant information
unnecessarily, or both.

Gat eways that deal with M ME objects have to be able to
convert themto non-M ME formats

For exanple, gateways often have to transform M ME | abel |ing
information into other forms. MM type information may end up
bei ng expressed as a file extension or as an O D.

Gat eways al so have to take apart conposite M ME objects into
their conponent parts, converting the resulting set of parts
into whatever formthe non-M ME environnents uses for
conposite objects. Failure to do so nakes the objects unusable
in any environnment that doesn’'t support MME In nany cases
this also nmeans that nulti-level MM structures have to be
converted into a sequential list of parts.

Security services have to be deployed in an end-to-end
fashion. Failure to do so again can lead to security
exposur es.

An integrity service deployed at something other than a
connecti on end point means a region exists between the point
where the integrity service is applied and the actual end
poi nt where object tanpering is possible. A confidentiality
servi ce depl oyed at sonething other than a connection end
poi nt nmeans a region exists where the object is transferred in
the clear. And worse, distributed private keys are usually
necessary whenever someone ot her than the originator applies
an integrity service or someone other than the recipient
renoves a confidentiality service, which in turn nay make
theft of private key information a possibility.

Al'l of these issues can be addressed, of course. For exanple,
it may be possible to use multiple overlapping security
services to assure that no exposure exists even though there
is no end-to-end security per se. And keys can be distributed
in a secure fashion. However, such designs tend to be quite
conpl ex, and conplexity in a security systemis highly
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undesi r eabl e.

The preceeding three requirnents are fundanmentally in conflict: It is
possible to satisfy two of themat once, but not all three at once.

In fact the conflict is even worse than it first appears. |In nost
situations of this sort sone sort of compromnise is possible which,
whil e not satisfying any of the requirenents conpletely, does
optimze sone sort of average of all the requirenents. Such a
solution does not exist in this case, however, because many rea

worl d situations exist where any one of these requirenments absolutely
nmust be sati sfi ed.

4. Sol ving the Probl em

Since the previously described problemdoesn’'t allow for a single
solution the only viable approach is to require that gateways provide
multiple solutions. |In particular, gateways

(1) MJUST provide the ability to tunnel multipart/signed and
mul tipart/encrypted objects as nonolithic entities if there is
any chance what soever that M ME capabilities exist on the
non-M ME side of the gateway. No changes to content of the
multipart are pernitted, even when the content is itself a
conposite M ME obj ect.

This option nmust be provided so that entities behind the
gateway that are capable of processing security nultiparts and
their MME content will work properly. As nentioned
previously, situations exist where application security

requi renents are absol ute and nust be acconodated, even when
meeting them causes problenms for other agents.

Exceptions are allowed only when there is no possibility of

M ME support on one side of the gateway. For exanple, a
gateway to a voi ce nessagi ng system may have no useful way to
represent a signed M ME object.

(2) MJST provide the ability to take apart nultipart/signed
obj ects, exposing the content (and in the process ruining the
signature). Wen this approach is sel ected, gateways SHOULD
NOT renpve the signature. |nstead, gateways SHOULD keep the
signature intact and add to it a note that it will probably be
invalid for checking the nessage contents, but may still be
contain valuabl e information about the sender
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This option nust be provided so that entities behind the
gat eway whi ch are incapable of processing MME will work

properly.

SHOULD provide the ability to sel ect between the previous two
options on per-user basis.

MAY provide facilities to check signatures and decrypt
encrypted content. Such facilities MJST NOT be enabl ed by
default; the potential security exposure involved has to be
assessed before such capabilities can be used.

MAY provide facilities to sign and/or encrypt material passing
fromthe non-M ME side to the M ME side of the gateway. Again
such facilities MJIST NOT be enabled by default; the potentia
security exposure involved in the transfer of unsecured
content within the application domain behind the gateway has
to be assessed before such capabilities can be used.

A gateway which conplies with the above requirenents is considered to
be security nultiparts conpliant.

5. Security Considerations

This entire docurment is about security.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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