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Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod of
encapsul ati ng Network Layer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a famly of Network Control Protocols (NCPs) for
establishing and configuring different network-|ayer protocols.

Thi s docunent defines the method for transm ssion of |IP Version 6 [2]
packets over PPP links as well as the Network Control Protocol (NCP)
for establishing and configuring the I Pv6 over PPP. It al so specifies
the method of formng IPv6 |ink-local addresses on PPP |inks.
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I ntroduction

PPP has three nmmi n conponents:

1) A nethod for encapsul ating datagranms over serial |inks.

2) A Link Control Protocol (LCP) for establishing, configuring, and
testing the data-link connection

3) Afamly of Network Control Protocols (NCPs) for establishing and
configuring different network-|ayer protocols.

In order to establish comruni cati ons over a point-to-point |ink, each
end of the PPP link nmust first send LCP packets to configure and test
the data Iink. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
NCP packets to choose and configure one or nore network-I|ayer
protocols. Once each of the chosen network-Iayer protocols has been
configured, datagrans from each network-|ayer protocol can be sent
over the link.

In this docunment, the NCP for establishing and configuring the |IPv6
over PPP is referred as the 1 Pv6 Control Protocol (IPV6CP)

The link will remain configured for communi cations until explicit LCP
or NCP packets close the Iink down, or until sone external event
occurs (power failure at the other end, carrier drop, etc.).

1. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [7].

Sendi ng | Pv6 Dat agr ans

Bef ore any | Pv6 packets may be comuni cated, PPP MJUST reach the
Net wor k- Layer Protocol phase, and the |Pv6 Control Protocol MJST
reach the Opened state.

Exactly one | Pv6 packet is encapsulated in the Information field of
PPP Data Link Layer franes where the Protocol field indicates type
hex 0057 (Internet Protocol Version 6).
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The maxi mum | ength of an I Pv6 packet transmitted over a PPP link is
the sane as the nmaxi mum |l ength of the Information field of a PPP data
link ayer frame. PPP |inks supporting |Pv6 MJST allow the
information field at | east as large as the minimumlink MU size
required for 1Pv6 [2].

3. A PPP Network Control Protocol for |Pv6

The 1 Pv6 Control Protocol (IPV6CP) is responsible for configuring,
enabling, and disabling the I Pv6 protocol nodules on both ends of the
poi nt-to-point link. |PV6CP uses the sane packet exchange nechani sm
as the Link Control Protocol (LCP). |PV6CP packets may not be
exchanged until PPP has reached the Network-Layer Protocol phase.

| PV6CP packets received before this phase is reached shoul d be
silently discarded.

The 1 Pv6 Control Protocol is exactly the sane as the Link Contro
Protocol [1] with the foll owi ng exceptions:

Data Link Layer Protocol Field

Exactly one | PV6CP packet is encapsulated in the Information
field of PPP Data Link Layer franes where the Protocol field
i ndi cates type hex 8057 (I Pv6 Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,
Confi gure- Nak, Configure-Reject, Terni nate-Request,
Term nat e- Ack and Code-Reject) are used. Oher Codes should
be treated as unrecogni zed and should result in Code-Rejects.

Ti meout s

| PV6CP packets may not be exchanged until PPP has reached the
Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality

Determ nation to finish before timng out waiting for a
Configure-Ack or other response. It is suggested that an

i npl ementation give up only after user intervention or a
configurabl e anbunt of tine.

Configuration Option Types

| PV6CP has a distinct set of Configuration Options.
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4.

4.

| PV6CP Configuration Options

| PV6CP Configuration Options allow negotiation of desirable |IPv6
paraneters. |PV6CP uses the same Configuration Option fornmat defined
for LCP [1], with a separate set of Options. |f a Configuration
Option is not included in a Configure-Request packet, the default

val ue for that Configuration Option is assuned.

Up-to-date values of the IPV6CP Option Type field are specified in
the nost recent "Assigned Nunbers" RFC [4]. Current values are
assigned as foll ows:

1 Interface-ldentifier
2 | Pv6- Conpr essi on- Pr ot oco

The only |1 PV6CP options defined in this docunent are Interface-
Identifier and | Pv6- Conpression-Protocol. Any other |PV6CP
configuration options that can be defined over time are to be defined
in separate docunents.

1. Interface-ldentifier
Description

This Configuration Option provides a way to negotiate a uni que 64-
bit interface identifier to be used for the address

aut oconfiguration [3] at the local end of the link (see section 5).
A Confi gure- Request MJST contain exactly one instance of the
Interface-ldentifier option [1]. The interface identifier MJST be
unique within the PPP link; i.e. upon conpletion of the
negotiation different Interface-ldentifier values are to be
selected for the ends of the PPP Iink. The interface identifier
MAY al so be uni que over a broader scope.

Before this Configuration Option is requested, an inplenmentation
chooses its tentative Interface-ldentifier. The non-zero val ue of
the tentative Interface-ldentifier SHOULD be chosen such that the
value is both unique to the link and, if possible, consistently
reproduci bl e across initializations of the IPV6CP finite state
machi ne (admnistrative Cose and reQpen, reboots, etc). The
rationale for preferring a consistently reproduci bl e uni que
interface identifier to a conpletely randominterface identifier is
to provide stability to gl obal scope addresses that can be fornmed
fromthe interface identifier.

Assunming that interface identifier bits are nunbered fromO to 63
in canonical bit order where the nost significant bit is the bit
nunber 0, the bit nunber 6 is the "u" bit (universal/local bit
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in |EEE EU -64 [5] term nol ogy) which indicates whether or not the
interface identifier is based on a globally unique | EEE identifier
(EU-48 or EU-64 [5]) (see the case 1 below). It is set to
one (1) if a globally unique IEEE identifier is wused to derive
the interface identifier, and it is set to zero (0) otherw se.

The foll owing are nethods for choosing the tentative Interface
Identifier in the preference order:

1) If an | EEE global identifier (EU-48 or EU -64) is
avai | abl e anywhere on the node, it should be used to construct
the tentative Interface-ldentifier due to its uni queness
properties. Wen extracting an | EEE gl obal identifier from
anot her device on the node, care should be taken to that the
extracted identifier is presented in canonical ordering [8].

The only transformation froman EU -64 identifier is to invert
the "u" bit (universal/local bit in | EEE EU -64 term nol ogy).
For exanple, for a globally unique EU -64 identifier of the

form
nost - signi fi cant | east - significant
bi t bi t
|0 11 3|3 4| 4 6|
| 0 I 1 3
oo o - oo o - oo o - oo o - +
| ccccececOgeccccccc| cccececccceeeeeeee| eeeeceeeeceeeeeeee| eeceeeeeeeeeeeee|
S S S S +

where "c" are the bits of the assigned conpany id, "0" is the
val ue of the universal/local bit to indicate gl obal scope, "g
is group/individual bit, and "e" are the bits of the extension
identifier,

the IPv6 interface identifier would be of the form

nost - si gni fi cant | east -significant
bi t bi t
|0 11 3|3 4] 4 6|
| 0 I 1 3
o a o o a o o a o o a o +
| cccecececlgeccccececec| cccccccceeeeeeee| eeeeeeeeeeeeeeee| eeeeeeeeeeeeeeee|
o a o o a o o a o o a o +

The only change is inverting the value of the universal/loca
bit.
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In the case of a EU -48 identifier, it is first converted to the
EU -64 format by inserting two bytes, with hexadeci mal val ues of
OxFF and OxFE, in the mddle of the 48 bit MAC (between the
conpany_id and extension-identifier portions of the EU -48
value). For exanple, for a globally unique 48 bit EU -48
identifier of the form

nmost - signi fi cant | east - si gni ficant
bi t bi t
|0 111 3|3 4|
|0 516 1] 7]
S S S +
| ccccececOgeccccccc| cccececcecceeeeeeee| eeeeeeeeeeeeeeee|
oo o - oo o - oo o - +

where "c" are the bits of the assigned conpany id, "0" is the
val ue of the universal/local bit to indicate gl obal scope, "g
is group/individual bit, and "e" are the bits of the extension
identifier, the IPv6 interface identifier would be of the form

nmost - signi fi cant | east-significant
bi t bi t
|0 11 3|3 4| 4 6|
|0 5| 6 1] 2 7] 8 3|
. . . . +
| ccccecelgeccccccece| cecceceecc11111111|11111110eeeeeeee| eeceeeceeeeeeeeee|
o e o e o e o e +

2) If an I EEE global identifier is not available a different source
of uni queness shoul d be used. Suggested sources of uniqueness
i nclude link-layer addresses, machine serial nunbers, et cetera.

In this case the bit of the interface identifier MJST be set

to zero (0).

u

3) If a good source of uniqueness cannot be found, it is
recomrended that a random nunber be generated. |In this case the
"u" bit of the interface identifier MJST be set to zero (0).

Good sources [1] of uniqueness or randommess are required for the
Interface-ldentifier negotiation to succeed. |f neither a unique
nunber or a random nunber can be generated it is recommended that a
zero val ue be used for the Interface-ldentifier transmitted in the
Configure-Request. In this case the PPP peer may provide a valid
non-zero Interface-ldentifier in its response as described bel ow.
Note that if at |east one of the PPP peers is able to generate
separate non-zero nunbers for itself and its peer, the identifier
negotiation will succeed.
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When a Configure-Request is received with the Interface-Ildentifier
Configuration Option and the receiving peer inplenments this option,
the received Interface-ldentifier is conpared with the Interface-
Identifier of the |ast Configure-Request sent to the peer

Depending on the result of the conparison an inplenmentation MJST
respond in one of the follow ng ways:

If the two Interface-ldentifiers are different but the received
Interface-ldentifier is zero, a Configure-Nak is sent with a non-
zero Interface-ldentifier value suggested for use by the renote
peer. Such a suggested Interface-ldentifier MJST be different from
the Interface-ldentifier of the | ast Configure-Request sent to the
peer. It is recomended that the val ue suggested be consistently
reproduci bl e across initializations of the IPV6CP finite state
machi ne (admnistrative C ose and reQpen, reboots, etc). The "u"
universal /local) bit of the suggested identifier MIST be set to
zero (0) regardless of its source unless the globally unique EU -
48/ EUl - 64 derived identifier is provided for the exclusive use by
the renote peer.

If the two Interface-ldentifiers are different and the received
Interface-ldentifier is not zero, the Interface-ldentifier MJST be
acknow edged, i.e. a Configure-Ack is sent with the requested
Interface-ldentifier, nmeaning that the respondi ng peer agrees with
the Interface-ldentifier requested.

If the two Interface-ldentifiers are equal and are not zero, a
Confi gure-Nak MJUST be sent specifying a different non-zero
Interface-ldentifier value suggested for use by the renote peer
It is recomended that the val ue suggested be consistently
reproduci bl e across initializations of the IPV6CP finite state
machi ne (administrative C ose and reQpen, reboots, etc). The "u"
universal /local) bit of the suggested identifier MJST be set to
zero (0) regardless of its source unless the globally unique EU -
48/ EUl - 64 derived identifier is provided for the exclusive use by
the renote peer.

If the two Interface-ldentifiers are equal to zero, the Interface-
Identifiers negotiation MIST be termnated by transmitting the
Configure-Reject with the Interface-ldentifier value set to zero.
In this case a unique Interface-ldentifier can not be negoti at ed.

If a Configure-Request is received with the Interface-ldentifier

Configuration Option and the receiving peer does not inplenment this
option, Configure-Rej is sent.
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A new Confi gure- Request SHOULD NOT be sent to the peer until nornmal
processing would cause it to be sent (that is, until a Configure-
Nak is received or the Restart timer runs out).

A new Configure- Request MJST NOT contain the Interface-Identifier
option if a valid Interface-ldentifier Configure-Reject is
recei ved.

Reception of a Configure-Nak with a suggested Interface-ldentifier
different fromthat of the |ast Configure-Nak sent to the peer
indicates a unique Interface-ldentifier. |In this case a new

Conf i gure- Request MJST be sent with the identifier value suggested
in the last Configure-Nak fromthe peer. But if the received
Interface-ldentifier is equal to the one sent in the |ast
Configure-Nak, a new Interface-ldentifier MJST be chosen. 1In this
case, a new Configure-Request SHOULD be sent with the new tentative
Interface-ldentifier. This sequence (transnmit Configure-Request,
recei ve Configure-Request, transmt Configure-Nak, receive

Confi gure-Nak) m ght occur a fewtines, but it is extrenely
unlikely to occur repeatedly. Mre likely, the Interface-
Identifiers chosen at either end will quickly diverge, term nating
t he sequence.

If negotiation of the Interface-ldentifier is required, and the
peer did not provide the option in its Configure-Request, the
option SHOULD be appended to a Configure-Nak. The tentative val ue
of the Interface-ldentifier given nust be acceptable as the renote

Interface-ldentifier; i.e. it should be different fromthe
identifier value selected for the local end of the PPP link. The
next Configure-Request fromthe peer may include this option. |If

the next Configure-Request does not include this option the peer
MUST NOT send anot her Configure-Nak with this option included. It
shoul d assune that the peer’s inplenentation does not support this
option.

By default, an inplenentation SHOULD attenpt to negotiate the
Interface-ldentifier for its end of the PPP connection

A summary of the Interface-ldentifier Configuration Option format is
shown below. The fields are transmitted fromleft to right.
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4.

+-

1 2 3
1234567890123456789012345678901
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR

Type | Length | I'nterface-ldentifier (M5 Bytes)
R s et S T it e I R S S e ol St (R B S e 5
Interface-ldentifier (cont)
R s i e R i e oI S e S e S R i Tk T S S R S R i S
I

Interface-ldentifier (LS Bytes)

2

B il s S S S S I S i
Type
1
Length
10
Interface-ldentifier
The 64-bit Interface-ldentifier which is very likely to be unique on
the link or zero if a good source of uni queness can not be found.
Def aul t
If no valid interface identifier can be successfully negotiated, no
default Interface-ldentifier value should be assumed. The procedures
for recovering fromsuch a case are unspecified. One approach is to
manual |y configure the interface identifier of the interface.
| Pv6- Conpr essi on- Pr ot oco
Descri ption

This Configuration Option provides a way to negotiate the use of a
specific | Pv6 packet conpression protocol. The

| Pv6- Conpr essi on-Prot ocol Configuration OQption is used to indicate the
ability to receive conpressed packets. Each end of the |ink nust
separately request this option if bi-directional conpression is
desired. By default, conpression is not enabl ed.

| Pv6 conpression negotiated with this option is specific to | Pv6
datagranms and is not to be confused with conpression resulting from
negoti ati ons via Conpression Control Protocol (CCP), which potentially
effect all datagrans.

A sunmary of the | Pv6-Conpression-Protocol Configuration Option fornmat
is shown below. The fields are transnmitted fromleft to right.
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Lengt h
>= 4
| Pv6- Conpr essi on- Prot oco

The | Pv6- Conpression-Protocol field is two octets and indicates
the conpression protocol desired. Values for this field are

al ways the sanme as the PPP Data Link Layer Protocol field values
for that sane conpression protocol

No | Pv6- Conpression-Protocol field values are currently assigned.
Speci fic assignnents will be made in docunents that define
speci fic conpression al gorithns.

Dat a

The Data field is zero or nore octets and contains additiona
data as determnmined by the particular conpression protocol

Def aul t
No | Pv6 conpression protocol enabl ed.
5. Stateless Autoconfiguration and Link-Local Addresses

The Interface Identifier of 1Pv6 unicast addresses [6] of a PPP
interface, SHOULD be negotiated in the | PV6CP phase of the PPP
connection setup (see section 4.1). If no valid Interface Identifier
has been successfully negotiated, procedures for recovering from such
a case are unspecified. One approach is to manually configure the
Interface Identifier of the interface.

As long as the Interface ldentifier is negotiated in the | PV6CP phase

of the PPP connection setup, it is redundant to perform duplicate
address detection as a part of the I Pv6 Statel ess Autoconfiguration
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protocol [3]. Therefore it is recomended that for PPP links with
the 1PV6CP Interface-ldentifier option enabled the default val ue of
the DupAddrDet ect Transm ts autoconfiguration variable [3] be zero.
Li nk-1 ocal addresses of PPP interfaces have the follow ng fornat:

| 10 bits | 54 bits | 64 bits |

The nost significant 10 bits of the address is the Link-Local prefix
FE80::. 54 zero bits pad out the address between the Link-Loca
prefix and the Interface Identifier fields.

6. Security Considerations

The | Pv6 Control Protocol extension to PPP can be used with al
defined PPP authentication and encryption nechani sns.

7. Acknow edgnents

Thi s docunent borrows fromthe Magi c- Nunber LCP option and as such is
partially based on previous work done by the PPP working group.

8. Changes from RFC- 2023

The foll owi ng changes were nade from RFC-2023 "I P Version 6 over
PPP" :

- Changed to use "Interface ldentifier" instead of the "Interface
Token" term according to the term nol ogy adopted in [6].

- Increased the size of Interface ldentifier to 64 bits according to
the newy adopted | Pv6 addressing architecture [6].

- Added nethods for selection of an interface identifier that is
consi stently reproduci ble across initializations of the |IPV6CP
finite state machi ne.

- Added the interface identifier selection nethods for generating
globally unique interface identifier froman uni que an | EEE gl oba
identifier when it is avail able anywhere on the node.

- Changed to send a Configure-Nak instead a Configure-Ack in response

to receiving a Configure-Request with a zero Interface-ldentifier
val ue.
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- Repl aced the val ue assignnent of the | Pv6-Conpression-Protocol
field of the | Pv6-Conpression-Protocol Configuration option with
the text stating that no | Pv6-Conpression-Protocol field values are
currently assigned and that specific assignnents will be nade in
docunents that define specific conpression algorithns.

- Added new and updat ed references.
- Mnor text clarifications and inprovenents.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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