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1. Introduction

This meno specifies the MU and frane format for transm ssion of |Pv6
packets on Token Ring networks. It also specifies the nethod of
forming IPv6 link-local addresses on Token R ng networks and the
content of the Source/ Target Link-layer Address option used the
Router Solicitation, Router Advertisement, Redirect, Neighbor
Solicitation and Nei ghbor Advertisenment nessages when those messages
are transnitted on a Token Ri ng network.

| mpl enentors should be careful to note that Token Ri ng adaptors
assunme addresses are in non-canoni cal rather than canonical format,
requiring that special care be taken to insure that addresses are
processed correctly. See [CANON] for nore details.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KWORD].

2. Maxi mum Transm ssion Unit
| EEE 802.5 networ ks have a maxi mum frame size based on the maxi num
time a node may hold the token. This tinme depends on nany factors

including the data signaling rate and the nunmber of nodes on the
ring. Because the maxi num frame size varies, inplenmentations nust
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rely on manual configuration or router advertisenments [DISC] to
determ ne actual MIU sizes. Common default val ues include
appr oxi mat el y 2000, 4000, and 8000 octets.

In the absence of any other information, an inplenentation should use
a default MIU of 1500 octets. This size offers conpatibility with al
conmon 802.5 defaults, as well as with Ethernet LANs in an

envi ronnment using transparent bridging.

In an environnent using source route bridging, the process of

di scovering the MAC-I evel path to a neighbor can yield the MU for
the path to that neighbor. The information is contained in the

| argest frame (LF) subfield of the routing information field. This
field limts the size of the information field of frames to that
destination, and that information field includes both the LLC [LLC]
header and the | Pv6 datagram Since, for IPv6, the LLC header is

al ways 8 octets in length, the |Pv6 MU can be found by subtracting 8
fromthe maxi num frame size defined by the LF subfield. If an

i mpl ementation uses this information to deternine MIU sizes, it mnust
mai ntai n separate MIU val ues for each nei ghbor.

A detailed list of the LF values and the resulting maxi num frane size
can be found in [BRIDGE]. To illustrate the calculation of IPv6 MU
the following table lists several comon values. Note that sone of
the 802. 1D LF values would result in an IP MU | ess than 1280 bytes.
This size is less than the I Pv6 m ni mum and communi cati on across
paths with those MIUs is generally not possible using |IPv6.

LF (base) LF (extension) MAC MIU |P MIU

001 000 1470 1462
010 000 2052 2044
011 000 4399 4391
100 000 8130 8122
101 000 11407 11399
110 000 17749 17741
111 000 41600 41592

When presented with conflicting MIU val ues from several sources, an
i mpl ement ati on shoul d choose fromthose sources according to the
followi ng priorities:

1. Largest Frane values from source route bridging
(only for specific, unicast destinations), but only if not
greater than value fromany router advertisements

2. Router advertisenents, but only if not greater than any nmanua
configuration (including DHCP)
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3.  Manual configuration (including DHCP)
4. Default of 1500
3. Frame For mat
| Pv6 packets are transnmitted in LLC/SNAP franes. The data field

contains the | Pv6 header and payl oad. The follow ng figure shows a
compl ete 802.5 frame containing an | Pv6 datagram

S S S S S S S S +
| sSb | AC | FC | |
Fem e e e e e + |
| Desti nati on Address |
| o e e e e e oo oo +
| | Sour ce |
oo + Addr ess oo +
| | DSAP |
Fommma - Fommma - Fommma - Fommma - +
| SSAP | CTL | Qul |
R, R, R, R, +
| au | Et her Type | |
S R S + |

I
~ | Pv6 header and payl oad... ~
SRS .
I FCS I
S D S S S +
| ED | FS |
Fommma - Fommma - +

Token Ri ng Header Fields
SD: Starting Delimter
AC. Access Control
FC. Frane Control

Destinati on Address: 48-bit | EEE address of destination
station

Source Address: 48-bit | EEE address of source station

DSAP: Destination Service Access Point (for LLC SNAP
format, shall always contain the val ue 0xAA)
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SSAP: Source Service Access Point (for LLC SNAP fornat,

CTL:

Qul :

shal | always contain the val ue 0xAA)

Control Field (for Unnunbered Information, shall
al ways contain the val ue 0x03)

Organi zationally Unique lIdentifier (for EtherType
encodi ng, shall always contain the val ue 0x000000)

Et her Type: Protocol type of encapsul ated payl oad (for

FCs.

ED:

FS:

In the presence of source route bridges,
(RIF) may appear imrediately after the source address.

present

is set to one.

| Pv6, shall always contain the val ue 0x86DD)
Frame Check Sequence
Ending Delimter

Franme Status

a routing information field
ARFis

in frames when the nost significant bit of the source address

the Individual/Goup bit in the Destination Address.)

(This is the bit whose position corresponds to that of

The RIF is a variable-length field that (when present) contains a
two-octet Routing Control (RC) header, followed by zero or nore two-
octet Route Designator fields:

0 1
0123456789012345
T S e

Routing Control: | Bcast| Length |Dl LF | rsvd |

I S S i S S S S S

Rout e Designator 1: | Segnent 1 | Bri dgel|

T S

T S e

Rout e Designator N | Segnment N | Bri dgeN|
(0 <= N<=17) I il it o SEIE EIE S SRR R R R R R

Rout e Desi gnat or Fi el ds:

Bcast : Broadcast | ndicator, Defined val ues:

Crawf ord,

10x: Al Routes Explorer
11x: Spanning Tree Expl orer
Oxx: Specifically Routed Frane
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Length: Total length of RIF field in octets

D Direction of source route. A value of 0 neans that
the left-to-right sequence of Route Designators
provides the path fromthe sender to recipient. A
val ue of 0 indicates the sequence goes from
reci pient to sender.

LF. Largest Frane
rsvd: Reserved

On transm ssion, the Route Designator fields give the sequence of
(bridge, LAN segment) nunbers the packet is to traverse. It is the
responsibility of the sender to provide this sequence for
Specifically Routed Franes, i.e., unicast |P datagrans.

4. Statel ess Autoconfiguration

The Interface Identifier [AARCH for a Token Ring interface is based
on the EU -64 identifier [EU 64] derived fromthe interface' s built-
in 48-bit | EEE 802 address. The QU of the Token Ri ng address (the
first three octets) becones the conpany id of the EU-64 (the first
three octets). The fourth and fifth octets of the EU are set to the
fi xed val ue FFFE hexadecimal. The | ast three octets of the Token Ring
address becone the |ast three octets of the EU -64.

The Interface Identifier is then formed fromthe EUl -64 by

conpl enenting the "Universal/Local" (UL) bit, which is the next-to-

| owest order bit of the first octet of the EU -64. Conplenenting
this bit will generally change a 0 value to a 1, since an interface's
built-in address is expected to be froma universally adm nistered
address space and hence have a globally unique value. A universally
adm ni stered | EEE 802 address or an EU -64 is signified by a 0 in the
UL bit position, while a globally unique IPv6 Interface ldentifier
is signified by a 1 in the corresponding position. For further

di scussion on this point, see [ AARCH

For exanple, the Interface ldentifier for a Token Ring interface
whose built-in address is, in hexadecinmal and in canonical bit order,

34-56- 78- 9A- BC- DE
woul d be

36- 56- 78- FF- FE- 9A- BC- DE.

Crawmford, et. al. St andards Track [ Page 5]



RFC 2470 | Pv6 over Token Ring Decenber 1998

A different MAC address set manually or by software shoul d not be
used to derive the Interface lIdentifier. If such a MAC address must
be used, its global uniqueness property should be reflected in the
value of the UL bit.

An | Pv6 address prefix used for stateless autoconfiguration of a
Token Ring interface nust have a length of 64 bits.

5. Li nk- Local Address

The 1 Pv6 |ink-local address [AARCH] for a Token Ring interface is
formed by appending the Interface lIdentifer, as defined above, to the
prefix FE80::/64.

10 bits 54 bits 64 bits

6. Address Mapping -- Unicast

The procedure for mapping unicast | Pv6 addresses into Token Ring
link-1ayer addresses is described in [DI SC]. The Source/ Target Link-
| ayer Address option has the following formwhen the link |ayer is
Token Ri ng.

0 1

0123456789012345
A S T S
| Type | Length |
T I I T

+- Token Ri ng I+
I+— Addr ess L
I+- i S R e L NI S R +-|+
Option fields:
Type: 1 for Source Link-layer address.

2 for Target Link-layer address.

Length: 1 (in units of 8 octets).
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Token Ring Address: The 48 bit Token Ring | EEE 802
address, in canonical bit order. This is the address the
interface currently responds to, and may be different from
the built-in address used to derive the Interface
Identifier.

When source routing bridges are used, the source route for
the path to a destination can be extracted fromthe R F
field of received Neighbor Advertisenment nmessages. Note that
the RIF field of received packets can be reversed into a
source route suitable for transmitting return traffic by
toggling the value of the 'D bit and insuring that the
Bcast field is set to indicate a Specifically Routed Frane.

7. Address Mapping -- Milticast

Al 1 Pv6 packets with multicast destination addresses are transnitted
to Token Ring functional addresses. The follow ng table shows the
speci fic mappi hg between the | Pv6 addresses and Token Ri ng functiona
addresses (in canonical forn). Note that protocols other than |IPv6
may use these sanme functional addresses, so all Token Ring franes
destined to these functional addresses are not guaranteed to be | Pv6
dat agr ans.

MAC Addr (canonical) I Pv6 Multicast Addresses

03- 00- 80- 00-00-00 Al l-Nodes (FFO01l::1 and FF02::1) and
solicited node (FFO02:0:0:0: 0: 1: FFXX: XXXX)
addr esses

03-00-40-00-00-00 All-Routers addresses (FFOX: :2)

03- 00- 00- 80-00-00 any other multicast address with three
| east significant bits = 000

03- 00- 00-40-00-00 any other multicast address with three
| east significant bits = 001

03- 00- 00- 20-00-00 any other multicast address with three
| east significant bits = 010

03-00- 00- 10-00-00 any other multicast address with three
| east significant bits = 011

03-00- 00-08-00-00 any other multicast address with three
| east significant bits = 100
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03- 00- 00- 04-00-00 any other multicast address with three
| east significant bits = 101

03-00-00-02-00-00 any other multicast address with three
| east significant bits = 110

03-00-00-01-00-00 any other multicast address with three
| east significant bits = 111

In a bridged token ring network, all nulticast packets SHOULD be sent
with a RIF header specifying the use of the Spanning Tree Explorer

Note: it is believed that sone (very) old bridge inplenentations do
not properly support the Spanning Tree Explorer mechanism |n such
environments, nulticast traffic sent through bridges nust use a R F
with the All Routes Explorer. Consequently, an inplenentation MAY
wish to allow the sending of IP nulticast traffic using an All Routes
Expl orer. However, such an ability nust be configurable by a system
adm nistrator and the default setting of the switch MJST be to use
the Spanni ng Tree Expl orer.

8. Security Considerations

Token Ring, |ike nost broadcast LAN technol ogi es, has inherent
security vulnerabilities. For exanple, any sender can claimthe
identity of another and forge traffic. It is the responsibility of
hi gher layers to take appropriate steps in those environnments where
such vul nerabilities are unacceptabl e.

9. Acknow edgnents

Several menbers of the | EEE 802.5 Working Group contributed their
know edge and experience to the drafting of this specification,
including Jim Andrew Draper, George Lin, John Messenger, Kirk
Preiss, and Trevor Warw ck. The author would also |ike to thank many
menbers of the I Png working group for their advice and suggesti ons,

i ncludi ng Ran At ki nson, Scott Bradner, Steve Deering, Francis Dupont,
Robert Elz, and Matt Thomas. A special thanks is due Steve Wse, who
gave the nost relevant advice of all by actually trying to inplenent
this specification while it was in progress.

Crawmford, et. al. St andards Track [ Page 8]



RFC 2470

| Pv6 over Token Ring Decenber 1998

10. References

[ 802. 5]

[ AARCH]

[ ACONF]

[ BRI DGE]

[ CANON]

[ CONF]

[ DI SC]

[ EUI 64]

[1PV6]

[ KORD

[LLC]

Crawf ord,

et.

8802-5 : 1995 (I SO IEC) [ANSI/IEEE 802.5, 1995

Edition] Information technol ogy--Tel ecommuni cati ons and

i nformati on exchange between systens--Local and

met ropol i tan area networks--Specific requirements-- Part 5:
Token ring access nmethod and physical |ayer specification.

H nden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 2373, July 1998.

Thomson, S. and T. Narten, "IPv6 Statel ess Address
Aut oconfi guration", RFC 2462, Decenber 1998.

10038: 1993 (ISOI1EC) [ANSI/IEEE Std 802.1D, 1993 Edition]

I nformati on technol ogy--Tel ecomuni cations and i nfornmation
exchange between systens--Local area networks--Mdia access
control (MAC) bridges.

Narten, T. and C. Burton, "A Caution on Canonical Bit Order
O Li nk-Layer Addresses", RFC 2469, Decenber 1998.

Thonson, S. and T. Narten, "IPv6 Statel ess Address
Aut oconfiguration", RFC 1971, August 1996.

Narten, T., Nordmark, E. and W Sinpson, "Nei ghbor
Di scovery for IP Version 6 (IPv6)", RFC 2461, Decenber
1998.

64-Bit dobal Identifier Format Tutorial", http:
/] standards. i eee.org/db/oui/tutorial s/EU 64. htm .

Deering, S. and R Hi nden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, Decenber 1998.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels," BCP 14, RFC 2119, March 1997.

8802-2 : 1994 (I1SOIEC) [ANSI/I|EEE 802.2, 1994 Edition]

I nformati on technol ogy--Tel ecomuni cations and i nfornmation
exchange between systens--Local and Metropolitan area

net wor ks- - Speci fic requirements-- Part 2: Logical |ink
control .

al . St andards Track [ Page 9]



RFC 2470 | Pv6 over Token Ring Decenber 1998

11. Authors’ Addresses

Matt Crawford
Fermlab M5 368

PO Box 500

Batavia, |IL 60510 USA

Phone: +1 630 840 3461
EMai | : crawdad@ nal . gov

Thomas Narten

| BM Cor por ati on

P.O Box 12195

Research Triangl e Park, NC 27709-2195 USA

Phone: +1 919 254 7798
EMai | : narten@ al ei gh.ibmcom

St ephen Thomas

Tr ansNexus

430 Tenth Street NW Suite N204
Atl anta, GA 30318 USA

Phone: +1 404 872 4745
EMai | : st ephen. thomas@ransnexus. com

Crawmford, et. al. St andards Track [ Page 10]



RFC 2470 | Pv6 over Token Ring Decenber 1998

Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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