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Lu,

Thi s docunent contains the information rel evant to the devel opment of
the inter-networking interfaces underway in the Public Sw tched

Tel ephone Network (PSTN)/Internet |nter-Networking (PINT) Wrking
Group. It addresses technol ogi es, architectures, and several (but by
no neans all) existing pre-PINT inplenmentations of the arrangenents

t hrough which Internet applications can request and enrich PSTN

tel econmuni cati ons services. The common denom nator of the enriched
services (a.k.a. PINT services) is that they conbine the Internet and
PSTN services in such a way that the Internet is used for non-voice
interactions, while the voice (and fax) are carried entirely over the
PSTN. One key observation is that the pre-PINT inplenentations, being
devel oped i ndependently, do not inter-operate. It is a task of the
PINT Working Group to define the inter-networking interfaces that
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I ntroduction

Thi s docunent contains the information rel evant to the devel opment of
the inter-networking interfaces underway in the Public Sw tched

Tel ephone Network (PSTN)/Internet |nter-Networking (PINT) Wrking
Group. It addresses technol ogies, architectures, and several (but by
no neans all) existing pre-PINT inplenentations of the arrangenents

t hrough which Internet applications can request and enrich PSTN

t el ecommuni cati ons services. The common denoni nator of the enriched
services (a.k.a. PINT services) is that they conbine the Internet and
PSTN services in such a way that the Internet is used for non-voice
interactions, while the voice (and fax) are carried entirely over the
PSTN.

The organization of the docunment is as follows. First, the basic
term nol ogy and a short "intuitive" description of the PINT services
are provided. The rest of the information deals, in one way or the
other, with the pre-PINT support of these services where they are
used as a benchmark. Thus, an architectural overview common to al
present solutions is presented. The flow of the docunent then
divides into two streans: one is dedicated to the Intelligent Network
(I'N) -based solutions; the other explores alternative nmeans (i.e.,

Cal | Broker and Conputer-Tel ephony Integration (CTl) approach). At
this point, the enmerging standards are explored, in particular, the
Session Initiation Protocol (SIP), which pronises an el egant sol ution
to the PINT problem Each of the above devel opnents is addressed in a
respective section. The final sections of the docunment contain the
overal |l security considerations, conclusion, acknow edgnents,
appendi x, and a set of references. The security section summarizes
the PINT security requirenents derived fromthe pre-PINT experiences
and t he appendi x presents a tutorial on the PSTN, IN, and Call Center
functions.

Ter m nol ogy
Thi s docunent uses the follow ng term nol ogy:
Aut hentication -- verification of the identity of a party.

Aut hori zation -- determ nation of whether or not a party has the
right to performcertain activities

PINT Gateway -- the PSTN node that interacts with the Internet.
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User or Custoner -- the person who asks for a service request to be
issued. In the context of PINT Services, this person will use an
Internet host to nmake his or her request. The term"user"” is also
used to describe a host originating the PINT service request on
behal f of this person

PI NT Services

Thi s docunent addresses four services initially identified by the
PI NT Working Group and presently supported by pre-PINT

i npl ementati ons. These services are: click-to-dial-back, click-to-
fax, click-to-fax-back and voi ce-access-to-content.

Note that the word "click" should not be taken literally. It is
rather used to point out that initiation of the related services
takes place on the Internet, where point and click are the nost
preval ent user actions. In other words, a service request could
originate fromany type of |P-based platforns. There is no
implication that these services nmust be inplenented by a device
within the PSTN or the Internet running a Wb server.

The common denom nator of the PINT services is that they conbine the
Internet and PSTN services in such a way that the Internet is used
for non-voice interactions, while the voice (and fax) are carried
entirely over the PSTN. (An exanple of such a service is conbination
of a Web-based Yell ow Pages service with the ability to initiate PSTN
calls between custoners and suppliers in a manner described in what
foll ows.)

Sone of the benefits of using the PSTN are high quality of the voice,
an ability to route the call to different |ocations depending on
pre-set criteria (for exanple, tine of the day, day of the week, and
geographi c | ocation), outstanding security and reliability, and
access to flexible, |ow cost, and secure billing and charging
systens. The benefits of using the Internet are the uniform well-
defined, and wi dely-used interfaces avail abl e anywhere, anytine.

dick-to-D al - Back

Wth this service, a user requests (through an IP host) that the PSTN
call be established between another party and hinself or herself. An
inportant pre-requisite for using this service is that the user has

si mul t aneous access to both the PSTN and | nternet.

One exanpl e of an application of this service is on-line shopping: a
user browsing through an on-line catal ogue, clicks a button thus
inviting a call froma sales representative. Note that (as is the
case with the all-PSTN Free-Phone, or "800", service) flexible
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billing arrangenents can be inplenmented here on behalf of the service
provider. In addition (and also simlarly to the Free-Phone/800), the
PSTN coul d route the call depending on the time of day, day of week,
availability of agents in different |ocations, and so on

dick-to-Fax

Wth this service, a user at an |IP host requests that a fax be sent
to a particular fax nunber. In particular this service is especially
meani ngful when the fax is to be sent to soneone who has only a fax
machi ne (but no access to the Internet). Consider, as an exanple, a
service scenario in which a Wb user makes a reservation for a hotel
roomin Beijing froma travel service page containing hotel

i nformati on of major cities around the world. Suppose a specific

Bei jing hotel chosen by the user does not have Internet connection
but has a fax machine. The user fills out the hotel reservation form
and then clicks a button sending out the formto the travel service
provider, which in turn generates a fax request and sends it together
with the hotel reservation formto the PSTN. Upon receiving the
request and the associated data, the PSTN translates the data into
the proper facsimle format and delivers it to the Beijing hotel as
specified in the fax request.

d i ck-to- Fax- Back

Wth this service, a user at an IP host can request that a fax be
sent to himor her. (Consider the user of the previous exanple, who
now requests the confirmation fromthe Beijing Hotel. Another usefu
application of the service is when size of the information that a
user intends to get is so large that downloading it to the user’'s PC
over the Internet will require a long tine and a | ot of disk space.)

Voi ce- Access-t o- Cont ent

Wth this service, a user at an | P host requests that certain
informati on on the Internet be accessed (and delivered) in an audio
formover the PSTN, using the tel ephone as an informationa
appl i ance. One application of this service is to provide Wb access
to the blind. (This may require special resources--available in the
PSTN--to convert the Wb data into speech.)

4. Architectural Overview
4.1 Public Swi tched Tel ephone Network
From an application perspective, Internet nodes are interconnected

directly, as shown in Figure 1. Wen two nmachines are to commruni cate,
they will have the address of the destination end system and wll
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send network | evel datagrans, assum ng that the underlying

infrastructure will deliver themas required

- I S

[__] / \
[----1-.-.-.-. I nt er net .-
\ - I
o\ .
(1 / [_1 |
[----1- [----1-

Key: .-.-. Internet Access Link

Figure 1

Wiere all nodes are on the sane (broadcast) network, there is no need
for intervening routers; they can send and deliver packets to one
another directly. The Internet nodes are responsible for their own
communi cati ons requests, and act as peers in the conmmunication
sessions that result.

This contrasts with the situation in the PSTN. There, the end systens
are configured as shown in Figure 2. The end systens tend to be
specific to a particular type of traffic, so that, for exanple, the
majority of terminals are dedicated to carrying speech traffic

(tel ephones) or to carrying facsimle data (fax machi nes). The
termnals all connect to Central Ofices (CGCs) via access |ines, and
these COs are interconnected into a network.

[--\
OO __
LN TN
\ ! ! ! /- -\
_ Vo[-0 [-!-] ! O\
\ o\ \__[CO]:::::::::[CO]::\\ | ___/__\
[Fax] _____ [---] [---1 W\ [-!-] I
\\:::::::[CO] __/ o\
| PO [ Fax]
Key: Access Lines

=== Trunk Links (inter-CO user data |inks)
c. Inter-CO signaling network |inks
CO Central Ofice (Tel ephone Exchange)

Figure 2
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Communi cati ons between the terminals are all "circuit switched", so a
dedi cat ed synchronous data path (or circuit) needs to be pl aced
between the end terminals for carrying all comunications. Arranging
for such a circuit to be nade or renpoved (cleared) is the
responsibility of the Central Ofices in the network. A user nakes a
request via his or her termnal, and this request is passed on to the
"local" Central O fice. The rel ationship between the term nals and
the local Central Ofices to which they are connected is strictly
Client/ Server

The COs are interconnected using two different types of connections.
One of these is called a trunk connection (shown as a double line in
the above figure) and is used to carry the data traffic generated by
the termnals. The other connection acts as part of a separate
network (and is shown as a dotted line in the above figure). This is
the signaling network, and is used by the Central Ofices to request
a connection to be made between thensel ves and the destination of the
required circuit. This will be carried across the trunk link to the
"next" Central Ofice in the path. The path, once in place through
the PSTN, always takes the sane route. This contrasts with the
Internet, where the underlying datagramnature of the infrastructure
means that data packets are carried over different routes, depending
on the conbined traffic flows through the network at the tine.

The call set up process can be viewed as having two parts: one in
whi ch a request for connection is nade, and the other in which the
circuit is made across the PSTN and call data flows between the
communi cating parties. This is shown in the next pair of figures (3a
and 3b).

/--\
0O 0O

Time = 13:55

Fi gure 3a
Key: Access Lines
=== Trunk Links (inter-CO user data |inks)

.. I nter-CO signaling network |inks
CO Central Ofice (Tel ephone Exchange)
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/--\
0O 0O
[ \<-- A ! ! [--\
[----\ ! v ! 0O 0O
A V-] [-1-] ! .-
\__[CO]:::::::::[CO]::\\ v ->-/ \
[---] -1\ (0] L e
\\ :::::::[ CO ] ____/ B’
Time = 14: 00 [---]

Figure 3b

Figure 3 shows a particular kind of service that can be provided,;
call booking. Wth this service, a request is sent for a connection
to be nade between the A and B tel ephones at a specified tine. The
tel ephone is then replaced (the request phase is termnated). At the
specified time, the COw Il make a connection across the network in
the normal way, but will, first, ring the "local" or A tel ephone to
informthe user that his or her call is now about to be nmade.

For nore conpl ex services, the requesting tel ephone is often
connected via its "local" COto a Service Node (SN), where the user
can be played pronpts and can specify the parameters of his or her
request in a nmore flexible manner. This is shown below, in Figures
4a and 4b. For more details of the operation of the Service Node (and
other Intelligent Network units), see the Appendi x.

When the SN is involved in the request and in the call setup process,
it appears, to the CO to be another PSTN terminal. As such, the
initial request is routed to the Service Node, which, as an end
system then makes two i ndependent calls "out" to A and B

[--\ [---]
0 0O [ SN ]
R []--]
F++\ |
[----\ |
\ |
A Voot
\->[CO ]
[---]
Time = 13:55
Figure 4a
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Key: Access Lines
=== Trunk Links (inter-CO user data |inks)
.. I nter-CO signaling network |inks
CO Central Ofice (Tel ephone Exchange)
SN Servi ce Node

/- [---]
0O 0O [SN ]

-- []--] /-
[ \<-- | O O
[----\ |~ ! ! .-

\ | / % % [\
A V-t [-1-] [-1-] ->-)---e)
\--[CO] [CO ] [CO ] /
, [---] [---] [---1__/ B
Time = 14: 00
Figure 4b

Note that in both cases as shown in Figures 3 and 4 a simlar service
can be provided in which the B tel ephone is replaced by an
Intelligent Peripheral (or an Special Resource Functional entity
within a Service Node), playing an announcenent. This allows a "wake
up" call to be requested, with the Intelligent Peripheral or Service
Node Special Resource playing a suitable nmessage to tel ephone A" at
the specified tine. Again, for nore details of the operation of the
Speci al Resources (and other Intelligent Network units), see the
Appendi X.

4.2 Pre-PINT Systens

Al t hough the pre-PINT systens reported here (i.e., those devel oped by
AT&T, Lucent, Sienmens and Nortel) vary in the details of their
operation, they exhibit simlarities in the architecture. This
section highlights the conmon features. Specific descriptions of
these systens will follow

Al of the systens can be seen as being quite simlar to that shown
in the followi ng diagram In each case, the service is separated into
two parts; one for the request and another for execution of the
service. Figure 5 summari zes the process
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- / ‘-
[__] / \
[-++-]-.-.>. - I nt er net .-
\ /
\_ v
[----1 .
[ PINT]-. -
[----]
%
v
[---]
[SN ]
[l--1]
Fi gure b5a

Key: CO Central Ofice (Tel ephone Exchange)

SN Servi ce Node

PINT PSTN I nternet Gateway

.-.-. Internet Access Link

%086 Gateway/ Servi ce Node Link
PSTN Access Lines

=== PSTN Trunk Links (inter-CO user data |inks)
Inter-CO signaling network |inks

- / \__
[ ] / \
B | nt er net .
\- /
\ |
[-e-]
[PINT]-.-
[-%-]
%
%
[--\ [-%]
0O 0O [SN ]
- (-] /--\
| \<-- | O O
[oeai\ A | ! ! -
\ |/ % % [\
A Vo[-t [-!-] [-1-] > lemee)
\__[CO]:::::::[CO]::::::[CO] /
[---] [---] (-1 B
Fi gure 5b
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Conparing Figure 4a with Figure 5a, the differences lie in the way
that the information specifying the request is delivered to the
Service Node. In the PSTNIN nmet hod shown in the earlier diagram the
user connects to the SN fromthe tel ephone |abeled A, with the
connection being routed via the CO |In the latter case, the request
is delivered froman Internet node, via the PINT gateway, and thence
to the Service Node over a "private" link. The effect is identical,
in that the request for service is specified (although the actua
paraneters used to specify the service required may differ somewhat).

The figures depicting the respective service execution phases
(Figures 4b and 5b) show that the operation, fromthe I N PSTN
perspective, is again identical. The Service Node appears to initiate
two i ndependent calls "out"” to tel ephones A' and B

The alternative systens devel oped by AT&T and by Nortel allow another
option to be used in which the PINT Gateway does not have to connect
to the PSTN via a Service Node (or other Intelligent Network
component), but can instead connect directly to Central Ofices that
support the actions requested by the gateway. In these alternatives,
the conmands are couched at a "lower |evel", specifying the cal
states required for the intended service connection rather than the
service identifier and the addresses involved (leaving the
Intelligent Network conponents to coordinate the details of the
service call on the gateway’'s behalf). In this way the vocabul ary of
the conmmands is closer to that used to control Central Ofices. The
difference really lies in the | anguage used for the services
specification, and all systens can use the overall architecture
depicted in Figure 5; the only question remai ns whet her the
Intelligent Network conponents are actually needed in these other
appr oaches.
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The foll owi ng diagram (Figure 6) shows the interface architecture
i nvol ved in providing the kind of service mentioned above.

I nt er net _
Server | [ ]
[WBS-1-. __/ .-.-.-[WBC] Internet
[ /.o---0-. \ Ter m nal
/ B \
| Internet [ .\ |
\- . . /
\/_ | \ /
/ | \
(A (B) (B
__ __ _
hSNl%<-(D)--[SNB]--(H)->[SICP]
[\ !
(O (1) .o (F...1. (9
/ \ !
[--1] []-'] [-!-]
[CO ] [ MsC] [ SSP]
[---] [---1 \I/ [---]
[--\ B | /--\
ONe [ OO
[--\__ | 1 | /--\
Fi xed PSTN Ter ni nal [1 Fi xed PSTN Ter ni nal

Mobi | e Ter m nal

Key: WBS  HITP (Web) Server
WBC  HITP (Web) dient/Browser
CO Central Ofice (Tel ephone Exchange)
MSC Mobile Switching Center (Mbile Network Tel ephone
Exchange)
SN Servi ce Node
SSP  Service Swi tching Point
SCP  Service Control Point
SM5  Service Managenent System
.-.-. Internet relationship
PSTN Access rel ationship
PSTN "core" signaling relationship

Figure 6
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The interfaces are:

A The interface over which Internet requests for service are
delivered to the Service Node

B The interface over which Service Managenent requests are sent
fromthe Internet to the Service Managenent System

C The interface over which the Service Node sends call contro
requests to a connected Central O fice

D The interface over which the Service Managenent System manages
the Service Node

E The interface over which Internet requests for service are
delivered to the Service Control Point

F The interface over which the Service Control Point sends service
call control requests to the Mbile Switching Center

G The interface over which the Service Control Point sends service
control requests to the Service Sw tching Point

H The interface over which the Service Managenent System manages

the Service Control Point
The interface over which the Service Node sends service cal
control requests to the Mbile Switching Center

In practice, a nunber of the interfaces have very simlar purposes to
one another. The neans by which these purposes are achieved differ,
in that sone of the interfaces (C and |I) reflect access arrangenents,
whil st others (F and G inply a "core" signaling relationship
However, it is possible to categorize themin terns of the "intent"
of messages sent across the interfaces.

For exanple, Interfaces A and E are simlar; one of the nmain ains of
PINT work is to ensure that they are the sane. Simlarly, Interfaces
Dand Hinmply simlar actions and are likely to carry sinilar
messages. Interfaces C, F, G and | are all used to request that a
call be initiated, albeit via access or core signaling relationships.

The interfaces can also be viewed in terns of the kind of conponents
that are involved and the bodies by which they are codifi ed.
Interfaces A, B, and E are all going to be realized as Internet
Protocols. Al of the others use existing protocols in the PSTN/IN
Traditionally, these have been codified by different groups, and this
is likely to be the case in the PINT work.

The general arrangenments for the different systenms are shown bel ow
(Figures 7, 8, 9, and 10). They differ in the details of their
configurations, but the main tasks they performare very simlar, and
so the overall operation is simlar to the generic architecture shown
in Figures 5 and 6.
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Key for follow ng diagrans:

Conponent s:

WBC
VBS
WBA

Srvlt
FS
SCTPC
SCTPS
CBC
CBS
SSTPC
SSF
SCF
SRF
CcO
SSP
SCP
SR/I. 1
SNV

| NAPAd
Pkt FI t
SNMPAg

Pr

PO
P1
P2
or
P3
P4

P6
pP7
P8
P9

et. a

Wrld Wde Wb Client
Wrld Wde Wb Server

Web Server "Back End Programt Interface (CE or Servlet

i nterface)

Servl et "back end" prograni objects

Fi nger Server

Si npl e Conput er Tel ephony Protocol dient
Si npl e Conput er Tel ephony Protocol Server
Cal | Broker dient

Cal | Broker Server

Servi ce Support Transport Protocol dient
Service Switching Function

Service Control Function

Speci al Resource Function

Central O ficel/l Public Tel ephone Exchange
Servi ce Switching Point

Servi ce Control Point

P Special Resource/ "Internet" Intelligent Peripheral

Servi ce Managenent System

Intelligent Network Application Part Adaptor
Packet Filter (Firewall)

Si npl e Net wor k Management Protocol Agent

ot ocol s:

Hyper Text Transfer Protocol
HTTP Server <-> "Back End Program internal protocol

Cal | Broker Cient <-> Call Broker Server protocol (AT&T system,

SCTP Client <-> Server protocol (Nortel system

PI NT User Agent <-> PINT Gateway protocol
Intra-Intelligent Network protocol (e.g., |NAP)
Proprietary (I NAP-based) Gateway-> |.|P protocol

Fi nger protocol

Di gital Subscriber Signaling 1 protocol

Si npl e Net wor k Management Prot ocol

SMB <-> Service Control Point/Service Node protocol

| . I nf or mat i onal
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[ [---T1 | [WBA] | [ [FS. 1
|----- I [t [[-!-T1
| (p1) | [--\--]
[t A
[t (p6)
[ \
| (p1) | \
|t \
[[Srvit]] \
[ ' | \
I \
(p3) \
I nt er net ! !
BRI T A S T T U S e I U VAR S S T i T A SR U T R S U U R R e
PSTN I N ! !
| 1 [ Pkt Flt] I |[[PktFIt]] |[PktFIt]]
| N Gat eway N| | ! || ! |
| A A | ! [ 1! I
| P | | Pl | ! | | [ SNMPAg] |
-(p4)-- |A| <-(pd)-> [SCP] <-(p4)->| A-(p5)->[SRITIP]| | [SM5] |
\ |d | [-"-1] | di [ [------ I r-~1 1
\ | __| ! | __| [l [t |
\ 1 1
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I I
| /--\ | /--\
| O/\0) | OO
1\ | 1\
Figure 7: The Siemens Wb Call Center
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[[VBC]|----(p0)--> [WBS] |
[[---11 | [WBA |
|----- I I ! I
| (pl) |
I ! I
I ! I
I ! I
o
[ [SSTPC] | - <---- - mmmm e e e e
[ ! | !
! (p8)
(p3) !
| nt er net ! \Y
R S T S S T R VAR S IR S S S S T S S T S T T S S B
PSTN I N ! !
| [ Pkt FI t] Service [PktFIt]| |[PktFIt]]
| ! Node | | ! |
| [ SCF Adapt or] | | ! |
I ! | | [ SNVPAg] |
| [ SSF] <- (p4)->[ SCF] <------- (p4)-------- > [SRF] | | [SMB] |
[[]--] [-"-] [---1 [ | [-~1 |
[ _| : I I___i 1
[-v-] (p7) R R R (P9)----------m-mmm- - !
[CO]___
[---]
S O
I I
| /--\ | /--\
| O)/\(0) I O/\0O)
I\ | 1\

Figure 8: The Lucent System

Lu, et. al. I nf or mat i onal [ Page 16]



RFC 2458 Pre-PI NT | npl enent ati ons Noverber 1998

[[VBC]|----(p0)-->] [WBS] |
[[---11 | [WBAl |
|----- I I ! I
o
| [ W&/ CBS] |
| [ Adaptr] |
[t |
(p2)
—_——— V____
| [ CBC] | | [CBS] |
I[---]I< -(p2)-->| [-I--] I<'
! (p8)
(p3) !
| nt er net ! \%
B T T U T S SO T S U TR VAR S SO SO SO U T SO SO T SO U T SO O T SO U B S
PSTN I N ! !
| [ Pkt FI t] Servi ce [PktFIt]| |[PktFIt]]|
| ! Node | | ! |
| [ SCF Adapt or] | | ! |
I ! | | [ SNVPAg] |
| [ SSF] <- (p4)->[ SCF] <------- (p4)-------- >[SRF] | | [SMB] |
[[]--] [-"-] [---1 [ | [-*1 |
[ _| ! I I S
I ! !
[---1 (p7) R R (P9)----------------- !
[CO]___|
[---]
S I D
I I
| /--\ | /--\
| O)/\(0) I O/\0O)
I\ | 7\

Figure 9: The AT&T System
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Figure 10: The Nortel System

As these are independent systens devel oped by different groups, the
nanes of the conponents, unsurprisingly, don't match. Sone features
are offered by one of the systens, while they aren’t by others.
However, there are a nunber of comon features. Al of the systens
provi de a Web-based interface (at |east as an option), using "back
end" prograns to construct protocols to pass onwards to the
Intelligent Network system
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Several Intelligent Network Functional Entities are conbined into a
Service Node in the Lucent, AT&T , and Nortel systens, while in the
Si emens schene they are separate units. However, this is not

particularly inmportant for the provision of the services they offer.

The main difference lies in whether or not the SCF is "aware" of the
Internet interface and has been nodified to be "conplicit" in
supporting these Internet requests. The Sienens approach was to re-
use an existing SCP, providing a gateway function to translate as
needed. The Lucent systemused a "lighter weight" SCF adapter to
term nate the Internet protocols, as the SCF was nodified to support
the Internet interface directly.

The AT&T Cal | Broker and Nortel SCTP Servers introduce an internediate
protocol (labeled p2) that allows an alternative to the Wb based
interface supported by the others. This protocol matches the
"Cal | Broker Client API", or the "SCTP Client API". These options
provide for a bi-directional protocol, with indications sent fromthe
Cal | Broker or SCTP Server to the Cient as needed. This is not
easily possible using an HITP-based schene (and in the Sienens case,
a dedi cated Finger client/server pair was used to enul ate such an

i nterface)

The protocol between the Internet server and the Intelligent Network
(label ed p3 in the above diagrans) differs in each of the systens.
One of the main ainms of future work will be to devel op a conmon
protocol that will support the services offered, so that the p3
interface will allow different inplenentations to inter-operate. In
the Lucent, Sienens, and Nortel systens, this was an "internal"
protocol, as it was carried between entities within the Service Node
or Gateway.

O her contrasts between the systens lie in the support for Internet
access to Service Managenent, and access to the Internet by Speci al
Resources. |nternet Managenent access was nost devel oped in the
Lucent system in which a Sinple Network Managenent Protocol (SNWP)
agent was provided to allow inter-operation with the SM5 controlling
the Service Node. In the Sienmens schene, the SM5 had no direct

I nternet access; any management actions were carried out within the
normal PSTN managenment activities. As for Internet access to specia
resources, this was only required by the Sienmens systemas part of
its support for Call Center agent notification. Equival ent
functionality woul d be provided in the AT&T and Nortel systens as
ment i oned above, and this would in turn be associated with event
notifications being sent as part of their (p3) Internet/IN protocol
These differences reflect the different enphases in the products as
they were devel oped; again, future work will have to ensure that
common protocols can be used to support the chosen services fully.
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5

| N-Based Sol utions

5.1 The Lucent System

Figure 11 depicts the overall interconnection architecture of the
Lucent prototype in support of the four PINT services. The | N based
architecture utilizes the Service Node and Service Managenment System
in addition to the Wb server, which enabl es Wb-based access to the
PI NT services. This section sumuarizes the roles of these elenments
(conpl enented by a click-to-dial-back service scenario), outlines the
interfaces of Wb Server-Service Node and Wb Server- Service
Managenent System (i.e., the interfaces A & B), and addresses the
comon security concerns.

5.1.1 Roles of the Wb Server, Service Node, and Service Managenent

Lu,

System
Web Server

The Web Server stores the profiles of content providers as well as
pre-regi stered users. The content provider profile contains

i nformati on such as content provider |ID, telephone nunber, and fax
nunber. In addition, the profile may al so i nclude service |ogic that
specifies, for exanple, the tel ephone (or fax) nunber to be reached
based on time of the day, day of the week, or geographical |ocation
of the user, and the conditions to accept the charge of the calls.

Simlar to the content provider profile, the pre-registered user
profile contains information such as user name, password, telephone
nunber, and fax nunber. The last two pieces of information can al so
be linked to tine of the day and day of the week so the user can be
reached at the appropriate tel ephone (or fax) nunber accordingly.

Servi ce Node

Situated in the PSTN, the SN, |ike the SCP, perforns the service
control function [1, 2, 3]. It executes service logic and instructs
swi tches on how to conplete a call. The SN al so perforns certain

swi tching functions (like bridging of calls) as well as a set of
speci ali zed functions (like playing announcenents, voice recognition
and text-to-speech conversion).

Servi ce Managenent System
The SMS perforns adm nistrati on and managenent of service |ogic and
custoner-related data on the SN. It is responsible for the

replication of content provider profiles and provision of these data
on the SN. These functions are non-real tine.
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Figure 11: Overall Interconnection Architecture of the Lucent System

5.1.2 A dick-to-Di al -Back Service Scenario

Lu,

A Wb user, who has sinultaneous access to the Wb and
services (this can be achieved, for exanple, by having
connection), is browsing through a sal es catal ogue and
speak to a sales representative.

t el ephone
an | SDN
deciding to

When the Web user clicks a button inviting a tel ephone call fromthe
sal es office, the Wb Server sends a nessage to the SN over the A
interface, thus crossing the Internet-to-PSTN boundary. By natching
the information received fromthe Wb Server with the content
provider profile that had been previously | oaded and activated by the
SMS over the D interface, the SN recognizes the signal

At this point, the SN calls the Wb user. The user answers the call
hears an announcenent, e.g., "Please wait, while we are connecting
you to the sale agent", and is waiting to be connected to the sale
agent. Then the SN i nvokes service logic as indicated in the profile.
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The execution of this logic selects an appropriate sales agent to
call based on the tinme of the day. It is 8 P.M in New York where
the Web user is |located, and the New York sales office has cl osed.
The San Francisco office, however, is still open, and so the SN nakes
a call to an agent in that office. Finally, the SN bridges the two
calls and establishes a two-party call between the sal es agent and
the Wb user.

5.1.3 Wb Server-Service Node Interface

Lucent devel oped the Service Support Transfer Protocol (SSTP) for
communi cati ons between the SN and Wb Server. SSTP is of a
request/response type running on top of a reliable transport |ayer,
such as TCP. The Wb Server sends a request to the SN to invoke a
service and the SN responds with a nessage indicating either success
or failure. Note that SSTP engages only the service control function
[1, 2, 3] of the SN

5.1.3.1 Wb Server to Service Node

Lu,

In this direction, three kinds of nmessages may be sent: the
Transaction Initiator nessage, the Data Message, and the End of Data
message

The latter two messages are needed if the service to be invoked

i nvol ves data (such as the case in click-to-fax, click-to-fax-back
and voi ce-access-to-content). This was so designed to handl e the
varying size of data and to ensure that the size of each streamis
within the allowabl e size of the underlying transport packet data
unit (inposed by sone inplenentations of TCP/IP).

a. Transaction Initiator

Thi s nmessage provides all the necessary information but data for
i nvoking a service. It includes the follow ng information el enents:

+ Transaction I D, which uniquely specifies a service request. The
same transaction |ID should be used for all the acconpanying dat a-
rel ated messages, if the service request involves data. One way for
generating unique transaction IDs is to concatenate the infornmation
date, tinme, Web Server ID (uniquely assigned for each one connected
to the SN), and transaction sequence nunber (a cyclic counter
incremented for each service request).

+ Service ID, which specifies the service to be invoked. The service

may be click-to-dial-back, click-to-fax, click-to-fax-back or voice-
access-to-content.
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+ Content Provider |ID, which uniquely represents the content
provider. This information is the key to accessing the content
provider’s service logic and data on the SN

+ Content Provider Directory Nunmber, which is the tel ephone or fax
nunmber of the content provider to be called through the PSTN

+ User Directory Nunmber, which is the tel ephone or fax nunmber of the
user requesting the service.

+ Billed Party, which specifies the party (either the user or content
provider), to be billed.

In addition, optional paraneters may be sent fromthe Wb Server to
the SN. For exanple, a retry paraneter may be sent to specify the
nunber of tines the SN will attenpt to conplete a service request
upon failure before the transport connection tinmes out.

b. Data Message

Thi s nmessage provides the (encapsul ated) user data part of a service
request. For exanple, in the case of click-to-fax-back such data are
the content to be faxed to the user. Each nessage is conposed of the
transaction I D and a data segnent. The transaction |ID nust be the
sane as that of the transaction initiator part first invoking the
servi ce.

c. End of Data Message
Thi s message contains the transaction ID and the end of data

delimter. The transaction IDis the sanme as that of the rel evant
transaction initiator message.

5.1.3.2 Service Node to Wb Server

Lu,

The SN must respond to a service request fromthe Wb Server. The
response nessage consists of the information el enents:

transaction I D, service type, result, time, and error code

+ Transaction ID, which is the sane as that of the original service
request .

+ Service Type, which is the sane as that of the original service
request.

+ Result, which is either success or failure.
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+ Tinme, which indicates the tine of the day conpleting the request.

+ Error Code, which gives the reason for failure. Possible reasons
for failure are content provider tel ephone (or fax) busy, content
provi der tel ephone (or fax) no answer, user telephone busy, user
refusal to conplete, user no answer, nuisance control limt reached,
and content provider tel ephone (or fax) not in the SN dat abase.

5.1.3.3 Usage Scenarios: dick-to-Fax and O i ck-to-Fax-Back

For the click-to-fax and click-to-fax-back services, the Lucent
systeminpl enented only the case where the data to be sent as
facsimle reside in the Wb server. There are at |east three nessages
that need to be sent fromthe Wb server to the Service Node for

t hese services

The first nessage is the Transaction Initiator that identifies the
service type as well as a unique Transaction ID. It also includes the
sender/recei ver fax nunber.

The next is one or nore nessages of the data to be faxed. Each
nmessage carries the sane unique Transaction ID as the above.

Last cones the end of nessage. It consists of the Transaction ID
(again, the same as that of the nmessages preceding it) and the end of
data delimter.

Upon receiving these nessages, the Service Node, equipped with the
speci al resource of a fax card, converts the data into the G3 fornmat,
calls the receiver fax, and sends back the result to the Wb server

i medi ately. Note that the receiver fax busy or no answer is
interpreted as failure. Further, while the receiver fax answering the
call is interpreted as success, it does not necessarily nean that the
fax woul d go through successfully.

5.1.4 Wb Server-SMs Interface and SNVP M B

Lu,

This interface is responsible for uploading the content provider
profile fromthe Wb Server to the SM5 and for managi ng the

i nformati on agai nst any possible corruption. The SN verifies the
Content Provider ID and the Content Provider Directory Nunber sent by
the Web Server with the content provider profile pre-loaded fromthe
SMS

The content provider profile was based on ASN.1 [4] structure and

SNWVP [5] was used to set/get the object identifiers in the SMS
dat abase
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Following is an exanple of the sinple MB avail able on the SMs.

i nwebCont Provi der Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | nwebCont Provi derEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" A table containing Content Provider profiles "
= { inweb 1}
i nwebCont Provi der Entry OBJECT- TYPE
SYNTAX I nwebCont Provi der Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

" A conceptual row of the i nweb. Each row
contains profile of one Content Provider"
INDEX  { inwebSnsNunber }
= { inwebCont ProviderTable 1 }

I nwebCont Provi der Entry : = SEQUENCE {

i nwebSnsNunber I nt eger 32,
i nwebCont ent Provi derld I nt eger 32,
i nwebCont ent Pr ovi der PhoneNunber | nt eger 32,
i nwebCont ent Pr ovi der FaxNunber I nt eger 32
}

i nwebSmsNunber OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

" Serial nunber of the SM5 - used for SNWP indexing "
:= { inwebContProviderEntry 1 }

i nwebCont ent Provi der| d OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

" A nunber that uniquely identifies each Content
Provi der "
= { inwebContProviderEntry 2 }

i nwebCont ent Pr ovi der PhoneNunmber OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current

Lu, et. al. I nf or mat i onal [ Page 25]



RFC 2458 Pre-PI NT | npl enent ati ons Noverber 1998

DESCRI PTI ON
" Content Provider’'s Phone Number "
= { inwebCont ProviderEntry 3 }

i nwebCont ent Pr ovi der FaxNunber OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

" Content Provider’'s Fax Nunber "
:= { inwebContProviderEntry 4 }

5.1.5 Security Considerations

The Lucent prototype addressed the security issues concerning the
interface between the Wb Server and the SN. Those concerning the
interface between the Wb Server and SMS, which was based in SNWP,
were handled by the built-in security features of SNW

+ Secure Comruni cati on Links

If the Network Operator (PSTN provider) is also the Wb Service

provi der, the Wb Server and SN/ SM5 wi ||l comruni cate over a corporate
intranet. This network is al nbst always protected by the
corporation’s firewall and so can be deened secure. This was the case
handl ed by the Lucent prototype.

Nevertheless, if different corporations serve as the Network Operator
and the Wb Service Provider, then it is likely that there nay not
exi st a dedi cated secure comuni cation |ink between the Wb Server
and SN/ SM5. This raises serious security considerations. One possible
solution is to use Virtual Private Networks (VPN). VPN features
support authentication of the calling and called parties and
encryption of the nessages sent over insecure |inks (such as those on
the Internet).

+ Non- Repudi ati on

Al'l transactions were | ogged on both the Wb Server and the Service
Node to account for all operations in case of doubt or dispute. The
|l og information on the SN may al so be used to generate bills.

+ Mali ci ous Requests of Users

A user may nake repeated requests to a content provider directory
nunber naliciously. This scenario was handl ed by setting a Nui sance

Control Limt (NCL) on either the SN or the Web Server or both. The
NCL has two paraneters: one defining the nunber of requests froma
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user and the other the period over which these requests takes place.

A user may also attenpt to request a call froma directory numnber
other than that of a content provider. This scenario was handl ed by
verifying the directory nunber (and the content provider |ID) against
t he dat abase on the SN containing all the content provider
information. If the directory nunber (or the content provider ID) was
not in the database, the request woul d be rejected.

5.2 Sienens Wb Call Center

5.2.1 Service Description

Lu,

The Web Call Center is an Intelligent Network Systemthat accepts
requests fromlnternet nodes for services to be provided on the PSTN
As the name suggests, it was designed to support a cluster of
services that, taken together, provide a subset of the features of a
Call Center, with alnopst all user interactions provided via Wrld
Wde Web requests and responses. See the appendi x for a background
description of Call Center Features.

Froman Intelligent Network perspective, there are a nunber of
services that, when conbined, provide the Call Center features. The
Call Center features as inplenmented supported the scenario in which a
customer nakes a request to be called back by an agent at a tinme of
the customer’s choosing to discuss an itemof interest to himor her.
The agent will be selected based on his or her availability and
expertise in this topic; the agent will be told whomhe or she is
calling and the topic of interest, and then the agent will be
connected to the custoner.

In addition, the individual services that were depl oyed to support
this scenario provided support for managenment of the |ist of
avai |l abl e agents as well. This involved allow ng the agent to "l og
into" and "out of" the systemand to indicate whether the agent was
then ready to handle calls to the custonmer. The |ist of services, as
seen from a user perspective, follows.

The services support:

i) Custoner Request service - the custoner explores a corporate Wb
site, selects a link that offers to request an agent to call the
custonmer back and then is redirected to the Web Call Center server
This presents custoner with a form asking for nane, the tel ephone
nunber at which he or she wishes to be called, and the tinme at which
the call is to be made. Note will also be nade of the page to which
the custoner was referred to when he or she was redirected. Once the
form has been returned, the custoner receives an acknow edgnent page
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Lu,

listing the parameters he or she has entered.

ii) Agent Registration/Logon - An agent requests a "login" page on
the Wb Call Center server. The service checks whether it has a
record of an agent present at the Internet node fromwhich th call is
made. |f not, then the caller will be sent a formallow ng himor her
to enter the service identity, the conpany’'s agent identifier and
password. On return, the service identity and conpany agent
identifier will be checked against a list of known identities. If
found, the password will be checked, and if this matches the record
hel d by the service then a new session record is made of this
identity and the Internet node fromwhich the call has been made.

NB: This is very simlar to the Universal Personal Tel econmunications
(UPT) service feature "register for incomng calls”. It inplies that
the identified person has exclusive use of the Internet node from
that point onwards, so nessages for themcan be directed there.

iii) Agent Ready - an agent who has already | ogged on can indicate
that he or she is ready by requesting an appropriate "ready" page on
the Web Call Center Server. The service will match the agent by the
Internet node ldentifier and Agent ldentity passed along with the Wb
request against its list of "active" agents. It will mark them as
being ready to handle calls inits list of available agents (with
their pre-defined skill set).

iv) Agent Not Ready - an agent can request an appropriate "ready"
page on the Wb Call Center Server to indicate that he or she is
tenmporarily not ready to handl e calls.

v) Agent Logoff - an agent can request an appropriate "Logout" page
on the Web Call Center Server to indicate that he or she is no | onger
associated with a particular Internet node. The service will match
the agent by the Internet Node Identifier and Agent ldentity passed
along with the Web request against its list of "active" agents. Once
found, the session record for that agent is renoved and the caller is
notified of this with an acknow edgnent page.

NB: This is very simlar to the UPT "unregister"” service feature.

vi) Call Center Agent Selection and Notification - Wen the tine
that the customer selected has arrived and an avail abl e agent with
the right skills has been selected fromthe appropriate list, this
service will send a notification to the Internet node associated with
that agent. A dedicated server is assumed to be running on the
agent’s machine that, on receiving the notification, triggers the
agent’s browser into requesting a "Agent Call In" page fromthe Wb
Call Center Server. Once the agent’s nmachi ne has nmade this request,
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he or she will be told that there is a custoner to call
NB: This is simlar to a "Message Waiting" or "Wake Up Cal|l" service.

Note: As inplenented, the agent is led automatically into the
follow ng service (the returned Wb page includes an autonatic rel oad
conmand) .

vii) Agent Instruction - a selected agent makes a request of the
"Cust oner Processing" page on the Wb Call Center Server. The
Internet node ldentifier and Agent ldentity the agent uses will be
mat ched against a |ist of agents expected to handle calls, and the
instructions for the calls will be returned to the agent.

NB: This is simlar to a "Voice Miil Replay" message service, but in
this case the nmessage is automatically generated; there is no
associ ated voice mail record feature accessible.

Note: As inplemented, the instructions page will include a number of
buttons, allowi ng the agent to view the page the custoner was | ooking
at when he or she nmade the request, and to trigger the customner
cal | back (as described next).

i Xx) Agent/Custoner Tel ephony Callback - the agent will nake a
request of a "dial-back" page on the Web Call Center Server. The
Internet node ldentifier and Agent ldentity he or she uses will be
mat ched against a |ist of agents expected to handle calls, and, when
the appropriate records have been found, the service will nake the
tel ephone call through to the customer and then connect the agent to
this tel ephone call (using the tel ephone nunber registered in the
respective Call Center service record).

5.2.2 Inplenmentation

5.2.2.1 Introduction

Lu,

The Sienmens Web Call Center used an existing IN system and service
| ogic that supported Call Center features. The scenario it supports
is very simlar to the Siemens |IN-based Call Center on which it was
based; one of the goals was to mnimze changes to the service
offered. It is also virtually identical to the service "Internet
Request ed Tel ephony Di al - back" provided by the Lucent system

As provided via the Internet, the services involved are nmostly the
same as those provided via the PSTN and IN al one. The main
differences lie in the use of the Wrld Wde Wb as an interface to
the services rather than a tel ephone, SSP, and Intelligent

Peri pheral. Also, the feature by which a tel ephone call is nmade
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bet ween the agent and the customer is inplenented within the IN
systemin a different way; this is the only elenent in which the PSTN
is invol ved.

5.2.2.2 Wb Call Center Configuration

The general arrangenent for the Web Call Center systemis shown in
Figure 7. The conponents that were added to an existing IN systemto
deal with the Internet interface are described next.

In addition to the SCP, SSP and SM5 that were part of the origina

I N-based system another unit was included to send notification
messages to agents; in the IN systemthe agents were sent "wake up"
tel ephone calls when they were required to handl e their next
custoners’ call back. This unit is called the "Internet Intelligent
Peripheral", and its use is described |ater under "Non-Wrld Wde Wb
Interactions".

As there was a need to re-use as nany of the existing IN conponents
unchanged, a Gateway unit to deal with the interface between the
Internet and the SCP was provided. This injected INAP (Intelligent
Net wor k Application Protocol) nessages into the SCP, nmaking it think
that it had received an Initial DP trigger froman SSP. It also
intercepted the "Connect To Resource" and "Pronpt and Col |l ect” | NAP
messages sent fromthe SCP, acting on these to return the paraneters
generated by the Internet users when they filled in the forns that
triggered the service transaction. It also translated the "Pl ay
Announcenent” nessage sent to the Intelligent Peripheral into a form
that it could use. Finally, it passed on the | NAP nessage used by
the SCP to trigger SSP into nmaking the tel ephone call back

5.2.2.3 User Interaction

Lu,

In the | N PSTN-based system the services have contact with the
custoners and agents via their tel ephones, SSPs, and Intelligent

Peri pheral s programed to play announcenents to themand to capture
their responses. These responses are indicated by DIMF tones sent by
pressi ng keys on the tel ephones.

In this case, alnobst all interactions are provided via Wrld Wde Wb
requests and responses. The sequence of announcenents and responses
for each service are "collapsed" into individual formfilling

transactions, and the requests are not limted to digits (or "star"
and "hash"). The inplications of the use of fornms on service

operation are covered in nore detail later (under HTTP/IN Service
mappi ng) .
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5.2.2.4 Service/Caller ldentifiers

Lu,

When provided via the I NN PSTN-based system the services are passed
the Calling Line ldentity (CLI) of the caller and the nunber the
caller dials (the DN). The CLI value is used extensively to identify
the caller and (in the case of the agent) to index into service data
tables to decide what to do next. Wile an equivalent value to the
DN i s passed to the Wb-based transactions as the requested Universa
Resource Locator (URL), the CLI cannot be given reliably. The nearest
equi valent caller identifier is the | P Address of the customer or
agent’s machi ne. However, the use of HTTP proxies neans that this
"original" Internet node Address may not be available; if a proxy is
used then its IP Address will be associated with the request.

In providing these Call Center features the custonmer only has one
Web-based transaction; that of providing the initial request for a
PSTN t el ephone cal | back. To do so he or she will have to fill in a
formso as to specify not only the tine to be called back, but also
the tel ephone nunber to be reached. These values can be used if
needed to identify the custoner, and so the problem of originating
Internet Node anbiguity is not rel evant.

Wth the agents, however, there are sequences of coupled
transactions, and the particul ar sequence nust be identified. There
will be a number of such transactions being carried out at once, and
there needs to be sone identifier to show which agent is being
handl ed i n each case.

Such an identifier is not part of a sequence of basic Wb
transactions. In a Wb transaction, the HITP Cient/Wb Browser mnakes
a request, and the HTTP Server will respond to this, normally

i ncluding sone content in its reply nessage that will be processed by
the browser, after which it closes the TCP connection. That’s the end
of the transaction; the HTTP client and server cannot nornally

mai ntain state information beyond this point. Any sequence is reduced
to a set of unrelated transactions.

A result of this sinple pattern is that any state information
reflecting |longer or nore conplex interactions nmust be stored (at

| east partially) in the client system One approach is the use of
cookies [6]. These can be set by HITP servers as part of their
response to a request, and will be sent back with all subsequent
requests for appropriate URLs as extra HITP headers. These cookies
all ow the HTTP server to identify the client in the foll ow ng
requests, so that it can continue an extended session with the
client.
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Cooki es are used in providing the Internet Call Center. Persistent
cookies are installed into the Web Browser on machines that are to be
used by call center agents as a service managenent (pre-service)

task. The cookie value is unique to the nachine and is used to index
into a list of nachine I P addresses that is stored as part of the
servi ce dat a.

Al so, a session cookie is stored onto the agent’s nachi ne when the
agent registers, and is cleared when he or she de-registers. This is
used to identify the agent and so the I P address of the node with

whi ch the agent is associated (and from which the agent’s subsequent
requests should originate). The services that interact with Cal
Center agents use the agent session cookie value as an identifier; in
principle this is unnecessary but it does sinplify the session data

| ookup procedure. The rest of the services use the persistent machine
identifier in place of the CLI, indexing into their service data
using it. Both cookies are sent with each agent request; if they are
not present, then the request is redirected to other services (for
exanpl e to the agent Logon service).

5.2.2.5 Mapping from HTTP Transactions to | N-Based Service Features

Lu,

Al of the client-initiated services require user interaction. Wth
the I NN PSTN-based system the majority of the services are typified
by the callers being connected to an announcenent unit that plays
thema list of choices and captures their selection. The caller can
pre-dial the digits needed; in this case the pronpts are not needed
and are not nade.

The pattern of operation is sonewhat different in the Internet case,
as the initial HITP request returns a response, after which the Wb
transacti on has ended. Where that initial response returns a formto
be filled in by the caller, subsequently submtting the form
initiates a new HTTP transaction. This is all part of one instance
of service, however. The service consists of two request/response
pairs in tandem

Al though it is possible to design a service to handle this pair of
Web transactions as a single unit, it may be better to reconfigure
it. The design of a service that deals with two Wb exchanges as a
singl e extended transaction is quite conplex. It nmust naintain state
across the pair of Wb exchanges, and it has to handl e a nunber of
failure cases including dealing with time-outs and "out of tine"

submi ssion of forns. The alternative is to split the service into two
sub-features. The first of these reflects the initial request and
delivery of the formby return, with the second one dealing with
processing of the submitted formand returning any confirmati on by

reply.
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The services offered don’t all require formfilling, and so can be
treated as a single IN feature. There are two cases where forns are
required. The first of these is the Custoner Request service, while
the other one is the "Agent Registration" service. In both cases the
initial Web transaction (by which the formis requested and returned
to the client) need not involve specific service |ogic processing;
the initial delivery of the formto a custonmer or agent can be
handl ed by a "normal " Web Server. In both cases the service logic is
only triggered when the formis submtted; this neans that, again,
each of the services can be treated as a single IN feature.

The IN service logic that deals with these requests has a genera
pattern of action. An HTTP request is received, and this triggers the
IN service logic into action. The service logic "sees" this as an
Initial DP message and starts its processing as if it had been sent
froman SSF. The SCF uses what appears to it to be an Intelligent

Peri pheral to collect the paraneters of the request, and then to send
back final announcenents to the requesting entity.

The main difference, fromthe perspective of the IN service |logic
running on the SCF, is that the service does not need to instruct the
SSF to nake a tenporary connection to the Intelligent Peripheral. It
is as if this connection had already been nade. Sinmilarly, there is
no need to close the service transaction by sending an explicit
"Continue Execution" nmessage to the SSF.

The sequence of "prompt/collect” instructions used to collect service
paraneters froma caller in an IN service maps quite well to a
sequence of requests to extract a data value fromthe HITP request,
based on a tag. This is a fairly standard feature of Wb Server CG

or Servlet processing. Using this mapping mninizes the changes to
the service design, in that the service logic "sees" an Intelligent
Peri pheral to which it sends normal "Request Report Pronpt & Collect™
messages, and fromwhich it receives data values in response.

Al'l services have to fit in with the underlying HTTP interaction
pattern, and so will be expected to send a final "Announce"
instruction to the Intelligent Peripheral at the end of the service;
this is done in many IN services anyway and in all of the service
features described here. These announcenents formthe content
returned to the Web Cient.
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5.2.2.6 Non-Wrld Wde Wb |Interactions

There are two exceptions to the sole use of the Wrld Wde Wb for
interaction. The first one occurs in the "Message Waiting"/"Wake Up
Call" service by which the selected agent is infornmed of a call back
request. Wrld Wde Wb transactions are very sinple; the client
browser makes a request for content associated with a particular HITP
URL, and the server sends a response, marking the end of the
transacti on. The server cannot make a spontaneous association with a
client; it nust be initiated by the client request.

While it would be possible for the server to defer closing an earlier
transaction (by not sending back all of the content specified and

| eaving the TCP connection open) it was decided that an alternative
schene woul d be nore convenient. The "wake up call" was arranged by
an "Internet Intelligent Peripheral"” sending a request to a daenon
process running on the sel ected agent’s machi ne, using the Finger
protocol [7]. The daenpn sent back a standard response, but in
addition the Wb Browser on the agent’s nmachine was triggered into
maki ng a further HTTP request of the server. In this way the "Agent
Instruction"” transaction is started automatically, while stil
allowing it to use a normal HITP request/response pattern

The second exception occurs in the final "Agent/Customer Tel ephony
Cal | back" service. Wiile this transaction is initiated by the agent
selecting a link on the "call instructions page" returned to them
and includes a "confirmation" page being sent back to themin an HTTP
response, the purpose of this service is to nake a tel ephone
connection via the PSTN between the agent’s tel ephone and the
custoner’s tel ephone. It is the only service el enent that involves
the PSTN directly. Froman | N PSTN perspective, the resulting

t el ephone connection is different fromthat provided in the scheme
using the IN and PSTN alone. In this case, a PSTN call is nmade out to
the agent’s tel ephone, another call is made out to the custoner’s

tel ephone, and these calls are bridged. This differs fromthe earlier
schenme, in which the agent originated a call to the voice mail replay
system and this call was redirected to a new destination (the
customer’s tel ephone). As this feature differs in purpose fromthe
other services, and it requires a different inplementation within the
IN and PSTN system it was organi zed as a separate service in this
case.
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5.2.2.7 Security Considerations

In the case of this system assunptions were made that the interface
presented to requesting agents and custoners was provided via a fire
wall to deal with nobst attacks on the I N conponents. The interface
appeared as a Wb Server, and there was no direct access to the HITP
docunments served, nor to the servlets providing the service |ogic.

The Cal | back service was deemed to have sinpler security requirenents
than other IN services as it was akin to a free phone "1-800" service
access nunber; the agents work for the service subscriber and are not
charged directly. Simlarly, the requesting custoner is not charged
for his or her request, nor for the resulting call back. Service
subscribers would be willing to pay the costs of tel ephone calls
generated as a result of this cluster of services, and the costs of
runni ng the agent services could be charged directly to them As such
the authorization for service is defined by the contract between the
servi ce subscriber and the service provider

Aut hentication of agents was seen as a problem As an interim
measure, cookies were used, but this schene delivers the cookie data
as a plain text item (a header of the Wb request). Secure Socket
Layer connections were required for comunication with the agent
services, and this had an inpact on the performance of the IN system

5.2.3 Derived Requirements/Lessons

Lu,

Security is seen as a major issue. Afirewall was used to contro
access to the IN Conponents. Simlarly, SSL was used for

communi cation with the Agents, so as to protect the cookie val ues
that they were sending with their requests.

For other services, it is likely that the entity fromwhich requests
appear to originate will be charged for the service to be rendered.
This has inplications in terns of authentication and authorization of
service provision at the tine of the request. It is necessary for the
service to be authorized in such a way that non-repudiation is
ensured; this is likely to nean that a certificate of identity be
provi ded fromthe person nmaking the request, and that this can be
tied in with a financial account that that person has with the
service provider. The certificate can then be stored as part of the
billing record. Wile the process of electronic conmerce is outside
of the scope of this work, the mechani smby which a request for
confirmation of identity is passed out to the requesting user and is
delivered back to the service | ogic nmust be considered.
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Lu,

When changing froma "pure" I N PSTN systemto one supporting requests
via the Internet, the differences in the way that clients interacted
with the services nmeant that the service logic had to be redesigned
It was realized that maintaining the state of a service during its
processing was going to be a problem this problemwas side-stepped
by re-engineering the services as formprocessors, allowing themto
deal with fully specified requests as a single (Wb) transaction. In
addition, a "normal" Wb Server was used to deliver the forns to the
users. This is a change fromthe IN system where the equival ent of
the form (the pronpts) were sent in sequence as part of the sane
servi ce process

The Call Center features provided suited this change. However, this
may not be the case for other IN services. It is quite conmon for
services to be designed such that the user is pronpted for a
response, and the service continues dependent on this response. The
Web formpresents all of the options at once, so this kind of variant
pronpt/col |l ect sequence is not possible. Fromthis, it is difficult
to see how an IN service could be reused wi thout some degree of
modi fi cati on.

An internedi ate "gateway" systemwas provided to "cocoon" the service
logic as far as possible fromthe details of the conponents with
which it was working. Were needed, this unit translated calls from
the service logic into commnds that operated with the Internet (and
the Web Server that acted as the interface). Qur experience was that
an SCP could be "spoofed” into thinking that it was operating with
other IN conponents in the normal way. Wthin the limts of the
service used, this proved sinpler than was originally expected.

Selecting this sinple approach still allows a considerable range of
services to be provided while maintaining any investrment in existing
IN systens. Modification of existing IN service |ogic was al so
easier than feared. Al of the services exam ned provided
announcenents at the end of the service transaction, and this could
be used to trigger a Wb response to be sent back to the requesting
Internet user. The changes to the Call Center service |ogic turned
out to be minor; it took as long to analyze the service and see how
it could be arranged as a sequence of "form processing" transactions
as it did to nmake the changes to the service |ogic.

In the Siemens Wb Call Center, the "Internet Intelligent Peripheral"
with which the service | ogic comuni cated was running as a separate
program on the sane node. Were nore conpl ex behavior is required of
it (such as conversion of text to speech data and interface with the
PSTN) then it would al nost certainly be on a separate node. If data
is transferred fromthe Internet in such a schene, any internedi ate
gateway woul d be involved in relaying the data to this node.
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6

Al ternative Sol utions

6.1 The AT&T System

Lu,

AT&T devel oped a framework for controlling voice and voi ce-band data
(e.g., fax) and for providing PINT services. Key to the franework is
Cal | Broker, a logical entity that acts on behalf of a user to set up
sessions and make requests for PSTN resources. The sessions typically
include initiation of calls between two or nore end points specified
by the user. In addition to its interactions with the PSTN for cal
setup, the Call Broker is responsible for other functions, when
necessary, such as authentication and usage recordi ng.

This section briefly discusses the protocol at the two interfaces
that need to be defined and the corresponding APIs to provide the
above services. The two interfaces are (1) the one between the

Cal | Broker (or Wb Server) and the Service Control Function in the
Service Node in the PSTN and (2) the one between the IP client and
the Call Broker. The latter interface, in particular, will enable
service providers to extend the architecture defined here to serve as
a platformfor other advanced/val ue-added services (to be identified
later). In addition, the view taken here is that the IP client is
nore general, and inplenents a protocol for comrunication with the
Cal | Broker that allows full two-way comruni cations. For exanple, this
is required for the cases where a called party hangs up and an

i ndi cati on may be necessary to be given to the IP dient about this
status/progress. This is al so necessary when conferencing to give an
i ndi cation/status of various parties joining the call.
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6.1.1 High Level Architecture

A high level architecture depicting various |logical entities and the
Interfaces anong these logical Entities and the IP dient is show in
Figure 12.

T /2
/] | |\ | | PSTN
[ | ____|
Cal | \ | SCF\
Br oker \' / SN \
\
/ \
/ \
/ \
I\ I\
Cal l'ing Parti ci pant
Party (Called Party)

Figure 12: The Call Broker Architecture

The Cal | Broker, in addition to the initiation and control of calls on
behal f of the user, perforns additional functions. These functions
include authenticating the IP dient, usage recordi ng, and nanagenent
of the session for the IP dient for the tel ephony call. The notion
of the session requires that a client state machine be maintained in
the CallBroker. This also helps in notifying the IP dient about the
status/progress of the requests generated fromthe IP Cient.

Fromthe perspective of the IP Cient, the logical entities needed
for the above functions are within the Call Broker and are as shown in
Figure 13 below. These correspond to the functions already

di scussed: Usage Recordi ng Function, Session Managenent Functi on,

Voi ce Bridge, and the Authentication Function. The fact that some of
these functions may be physically separate fromthe Call Broker (such
as the Voice Bridge being in the PSTN) is not inconsistent with the
general view adopted here. Thus, the CallBroker Mdel nediates
requests for network services and enables us to define various val ue
added services in the future.
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Figure 13: Functional Entities in the Call Broker

Various interfaces (i.e., 2a, 2b, 2c in Figure 13) between different
functional entities in the Call Broker may al so be standardi zed. The
Session State Managenent Function may be physically realized as part
of the Call Broker Server.

6.1.2 IP dient to CallBroker Interface

Comuni cation on the IP Cient to CallBroker Interface (Interface 1
in Figure 12) is a sinple ASCI| based protocol running directly on
TCP. The nessages on this interface are primarily requests fromthe
client to the CallBroker, responses fromthe Call Broker to the IP
client responding to the requests and unsolicited events fromthe
Cal I Broker to the IP client. Since the conmunication is not strictly
transaction oriented, traditional encapsulation protocols |ike HTTP
cannot be used. There has been sone ongoing work attenpting to use
mul ti ple concurrent HTTP POST requests to support event delivery but,
wi thout too much difficulty, the ASCII protocol specified here can
easily be mapped to the POST payl oad of the HTTP protocol
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6.1.3 Protocol
Basi ¢ For mat
The basic format of the protocol is as follows:

[ header] <<LF>
<<LF>

[ body] <<LF>
<<LF>

<<LF>

The header and body of the protocol are separated by 2 line feed
characters. The format of the header and the body is described
bel ow. Line feed characters in the header or body will be escaped
usi ng sinple URL encodi ng.

Header

[session-id | 0] <<LF>
[ message-i d] <<LF>
[ version-info] <<LF>

Al'l CallBroker transactions are identified by sessions. A session
does not necessarily correspond one-to-one to a TCP session. If the
IP client is attenpting to initiate a new session with the Call Broker
the session-id field is populated with 'O to indicate session
creation request. Every session request needs to be acconpani ed by
sufficient information regardi ng authentication for the Call Broker to
create the session.

Message-id represents the operation of the message.

Version-info contains optional version information of the protocol
This is to aid possible version msnmatch detection and graceful error
recovery.

Body

The body of the protocol nmessages consists of nane value pairs. These

nane-val ue pairs are interpreted with reference to the nessage-id
whi ch signifies the operation to be perfornmed by the Call Broker
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6.1.4 APIs Exposed to the IP Cient

The APIs of the Call Broker exposed to the IP client are distinct and
different fromthe APIs that the CallBroker uses fromthe different
supporting subsystens including the authentication subsystem and the
usage recording subsystem The IP client APIs enable clients to
effectively control voice conferencing.

6.1.5 Voi ce-Bridge Control API

The Voice Bridge Control APl is used by Call Broker applications to
access voice bridging functionality. The APl distingui shes between
sessions and calls. Calls represent actual voice calls placed fromto
the voice bridge. These calls can be grouped together in sessions.
Al the calls that belong to a session are bridged. Calls have a
significance outside the scope of sessions. Every call can be
associated with multiple sessions with different weights at the sane
time. The advantage of this approach is the ability to support
concepts like whispering in a conference call. Calls can al so be
dropped from a conference session and bridged together in a new
session to give the notion of a sub-conference. These calls can | ater
be re-added to the main conference session

6.2 Sinple Conmputer Tel ephony Protoco

6.2.1 Overview

Lu,

The Sinpl e Conmputer Tel ephony Protocol (SCTP) is a third party cal
control protocol and as such does not conply with the PINT charter
SCTP is described in this section to show how PI NT services could be
i mpl ement ed usi ng SCTP, and where SCTP fits into the PINT
architecture

In addition to third party call control, SCTP al so provides
subscriber (i.e., user) feature managenent (e.g., allows a user to
set do not disturb, call forwarding paraneters), and subscri ber

monitoring of ternminal, line and address status. SCTP is strictly
client/server-based. It has no provisions for peer to peer
communi cati ons. SCTP runs as a TCP application protocol. It is

ASCI | - based and uses sockets. The SCTP Server is usually connected to
a switch via a CTl (Conputer-Tel ephony |Integration) connection.
Because of this, feature interactions are linmted to those within the
context of a single call, and not between PSTN services. The SCTP
Server within a PINT Gateway could al so be connected to an SN, or an
SCP. See figures below. SCTP does NOT carry nedia
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6.2.2 How SCTP Fits in with the Reference PINT Services

Lu,

SCTP dient as Part of a Web Server

Femmm o - + T + T + Femmm o - +

I I I | SCTP | I I I

| |----1 [EERREEE | |----1 |

I I I I I I I I

R + Fomm oo + Fomm oo + R +

User's PC Wb Server/ PI NT Gateway SN SCP/ Switch
CG

Figure 14: SCTP Cdient as Part of a Wb Server

In this architecture, the SCTP Cient is enbedded in the Wb Server.
It is there for the specific purpose of initiating calls to the PSTN
based on user requests. The SCTP Server is within the PI NT Gateway.
We go through the classic PINT exanples:

Click-to-dial-back: The SCTP Cient issues an SCTP MakeCall to the
SCTP Server with the calling nunber supplied by Wb page, and call ed
nunber supplied by the user.

Click-to-fax-back: SCTP dient issues an SCTP MakeCall to the SCTP
Server with called nunber set to user’s fax machine, and calling
nunber set to Web Server’s fax nmachine, and treatnment set to the URI
for the file to be faxed. The SCTP Server takes the file and feeds
it intothe call just as a fax machi ne woul d.

Click-to-fax: SCTP Cdient issues an SCTP MakeCall with calling nunber
set to user’s fax nachine, and called nunber set to Wb Server’s fax
machi ne. How the file is supplied to the user’s fax machine is

out si de the scope of SCTP.

Voi ce- access-to-content: SCTP Client issues an SCTP MakeCall with
call ed nunber set to user’s tel ephone nunber, and calling nunber set
to Web Server and treatnent set to a URI for the file of the
particul ar Web page to be read to the called nunber. The SCTP Server
takes care of the file to voice conversion and this is fed into the
call as if it were voice.

In all of the above cases, the SCTP Cient can generate a variety of
different Web pages to send to the Wb Server via CA (Commopn Gat eway
Interface). The content of these pages is based on the call

compl etion status of the Call Make SCTP acti on.
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7

SCTP Cient Running on the User’'s PC
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Fi gure 15: SCTP dient Running on the User’s PC

In this architecture, the user has an SCTP Cient co-located with it.
If the user is using the tel ephone line for connection to a Wb
Server and there is an incomng call, then the SCTP Server in the
PINT Gateway will post this event to the SCTP Cient. A w ndow wil|
pop up on the user’'s screen with options available to the user for
handl i ng of the incoming call. The user can choose to take the call
send it to voice mail, or send it to another nunber.

For the Fax back service, for exanple, if the user had a separate fax
machine fromhis or her PC, then the SCTP Server would tell the SCTP
Client there is an inconming fax. The user would end or suspend his or
her Internet connection, the fax would conme in, and the user could
then resune the I nternet connection

Session Initiation Protocol--An Energi ng Standard

7.1 Overvi ew

Lu,

SIP, the Session Initiation Protocol, is a sinple signaling protoco
for Internet conferencing and tel ephony. It is currently under

devel opment within the 1ETF MMUSIC (Multiparty Miltinedi a Session
Control) Wrking G oup.

SI P provi des the necessary mechani sms to support the follow ng
servi ces:

- call forwarding, including the equivalent of 700-, 800- and 900-

type calls;
- call-forwarding no answer;
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- call-forwarding busy;

- call-forwarding unconditional;

- other address-translation services;

- callee and calling "nunbers" delivery, where the nunbers can be of
any (preferably unique) nam ng schene;

- personal nobility, i.e., the ability to reach a called party under
a single, l|ocation-independent address, even when the user changes
term nal s;

- termnal -type negotiation and selection: a caller can be given a
choice of howto reach a party, e.g., via Internet telephony,
mobi | e, phone, and an answering servi ce;

- caller and callee authentication;

- blind and supervised call transfer;

- user location; and

- invitation to multicast conferences.

Extensions of SIP to allow third-party signaling (e.g., for click-
to-di al -back services, fully neshed conferences and connections to
Mul tipoint Control Units (MCUs), as well as m xed nodes and the
transition between those) have been specified.

SI P addresses (URLs) can be enbedded in Wb pages. SIP is
addressing-neutral, with addresses expressed as URLs of various types
such as SIP, H 323 or tel ephone (E. 164). A purely representationa
exanmpl e of a SIP URL might be sip:+12125551212@ oo0. exanpl e. com where
f oo. exanpl e.comis the host serving as a gateway into the PSTN

SIP is independent of the packet |ayer and only requires an
unreliabl e datagram service, as it provides its own reliability
mechanism Wile SIP typically is used over UDP or TCP, it could,

wi t hout technical changes, be run over |PX, or carrier pigeons, ATM
AAL5 or X. 25, in rough order of desirability.

SIP can set up calls "out-of-band". For exanple, while the SIP

prot ocol exchanges use IP, plus UDP or TCP, the actual data transport
can take place via the PSTN. This feature nakes it possible to use
SIP to control a PBX or send requests to a Service Control Point. The
PI NT services make use of this flexibility.

7.2 SIP Protoco

Lu,

SIPis a textual client-server protocol, simlar in syntax to HTTP
and RTSP. Requests consist of a nethod (I NVITE, BYE, ACK, or

REA STER), a list of paraneter-value pairs describing the request and
an optional request body. Paraneters include the origin and
destination of the call and a unique call identifier. They may
indicate the caller’s organization as well as the call’s subject and
priority. The request body contains a description of the call to be
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established or the conference to be joined. The description format is
not prescribed by SIP, SDP is one possibility being standardized
within the | ETF. For the purposes of providing PINT services, an
addi ti onal phone nunber address format is to be added to SDP

Responses indicate whether a request is still being processed, was
successful, can possibly be satisfied by another node or failed. Wen
a call is redirected, the response indicates the nane of the node to
be tried. Unsuccessful calls may also return a better tinme to try
agai n.

In a typical successful call, the caller sends an | NVITE request to
the callee. The callee accepts the call by returning a response code
to the callee, which then confirns the receipt of that acceptance
with an ACK request. Either side can termnate the call by sending a
BYE request.

Requests can be authenticated using standard HTTP password and
chal | enge-response nechani sns. Requests and responses may al so be
si gned and encrypt ed.

7.3 SIP entities
SI P di stinguishes three kinds of entities:
User agents receive and initiate calls and may forward the call.

A proxy server is an internediary programthat acts as both a server
and a client for the purpose of naking requests on behal f of other
clients. Requests are serviced internally or by passing them on,
possibly after translation, to other servers. A proxy nust interpret,
and, if necessary, rewite a request nessage before forwarding it. A
proxy server may, for exanple, |ocate a user and then attenpt one or
nore possi bl e network addresses.

Redi rect server accepts a SIP request, naps the address into zero or
nmore new addresses and returns these addresses to the client. Unlike
a proxy server, it does not initiate its own SIP request. Unlike a
user agent server, it does not accept calls.

Proxy and redirect servers nmay nake use of |ocation servers that
determine the current likely location of the callee.

A PSTN gateway initiates phone calls between two parties. This may be
a server that sends requests to an SCP in an IN environment or it may
be a CTl-controlled PBX

A SIP call may traverse one or nore proxy servers
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The servers that control a PBX or an SCP act as user agents. A Wb
server may also act as a SIP user agent.

7.4 Providing Call Control Functionality

The SIP for PINT specification provides details on howto use SIP to
initiate phone calls between two PSTN end points. (SIP can al so
initiate calls between Internet end points and between an | nternet
and PSTN end point, but this is beyond the scope of this docunent.)

It should be noted that the SIP client for initiating such phone
calls can be either at the user’s location (his/her workstation) or
can be a Wb server that calls up a SIP client via a Cd program
There is no difference in operation or functionality, except that the
owner of the Web server may be legally responsible for the calls
made.

A SIP client needs to convey two addresses to the PSTN gateway: the
party making the call and the party to be called. (The party to be
billed al so needs to be identified; this can either be done by a SIP
header or by having the server | ook up the appropriate party based on
the two parties. This aspect is for further study.)

Descri bed bel ow are three ways these addresses can be conveyed in
SIP. In the exanple, the address of party Ais +1-212-555-1234 and
that of party B is +1-415-555-1200. (The URL types in this and other
exanpl es are representational; they may but do not have to exist.)

(1) The two PSTN addresses are contained in the To header (and
request-URI) and an Al so header. For exanple:

I NVI TE si p: +1-212- 555-1234@bx. exanpl e.com SI P/ 2.0
To: phone: 1-212-555-1234

From sip:j.doe@xanple.com

Content-type: application/sdp

Call-1D 19970721T135107. 25. 181@ oo0. bar. com

Al so: phone: +1-415-555-1200

v=0

o=user1l 53655765 2353687637 IN I P4 128.3.4.5
c¢=PSTN E. 164 +1-415-555-1200

t=0 0

mFaudi o 0 RTP/ AVP 0

In that case, the gateway first connects to party A and then party B,
but without waiting for Ato accept the call before calling B
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(2) Parties A and B are indicated by separate invitations. This
all ows the gateway to nake sure that party Ais indeed avail able
before calling party B. After calling party A the gateway could
pl ay an announcenent indicating that the call is being connected
usi ng, for exanple, RTSP with appropriate Conference header

i ndicating the call

I NVI TE si p: +1-212- 555-1234@bx. exanpl e.com SI P/ 2.0
To: phone: 1-212-555-1234

From sip:j.doe@xanple.com

Content-type: application/sdp

Call-1D: 19970721T135107. 25. 181@ oo0. bar. com

I NVI TE si p: +1-415- 555-1200@bx. exanpl e. com SI P/ 2. 0
To: phone: +1-415-555-1200

From sip:j.doe@xanple.com

Content-type: application/sdp

Call-1D: 19970721T135107. 25. 181@ oo0. bar. com

(3) The two PSTN addresses are conveyed in the To header of the SIP
request and the address in the SDP nedi a description. Thus, a request
may | ook as foll ows:

I NVI TE si p: +1- 212- 555- 1234@bx. exanpl e. com SI P/ 2.0
To: phone: 1-212-555-1234

From sip:j.doe@xanple.com

Content-type: application/sdp

Cal |l -1 D 19970721T135107. 25. 181@ 00. bar. com

v=0

o=user1 53655765 2353687637 IN I P4 128.3.4.5
c=PSTN E. 164 +1-415-555-1200

t=0 0

mFaudi o 0 RTP/ AVP 0

Here, pbx.example.comis the nane of the PSTN gateway; the call wll
be established between 1-212-555-1234 and +1-415-555-1200.

Users can be added to an existing call by nmethod (1) or (2).

8. Overall Security Considerations
Inter-networking of the Internet and PSTN necessitates the
introduction of newinterfaces (e.g., the Al B and E interfaces in
Figure 6). To ensure that their use does not put the networks, in

particular the PSTN, at additional security risk, these interfaces
need to be designed with proper security considerations. Sections
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5.1.5 and 5.2.2.7 describe how two of the pre-PINT inplenentations,
the Lucent and Sienens systens, handl e the security aspect,
respectively.

Worth noting are the security requirenents suggested by pre-PINT
experiences. They are:

+Peer entity authentication to allow a conmunicating entity to prove
its identity to another in the network (e.g., the requesting |P-host
to the PINT gateway, and the PINT gateway to the PSTN node providing
the service control function).

+Aut hori zation and access control to verify if a network entity
(e.g., the requesting IP-host) is allowed to use a network resource
(e.g., requesting services fromthe PINT gateway)

+Non-repudi ati on to account for all operations in case of doubt or
di spute.

+Confidentiality to avoid disclosure of information (e.g., the end
user profile informati on and data) wi thout the perm ssion of its
owner .

In the course of the PINT interface devel opnent, additiona
requirenents are likely to arise. It is inperative that the resultant
interfaces include specific neans to nmeet all the security
requirenents.

Concl usi on

Thi s docunment has provided the information relevant to the

devel opment of inter-networking interfaces between the PSTN and
Internet for supporting PINT services. Specifically, it addressed
technol ogi es, architectures, and several existing pre-PINT

i npl ementations of the arrangenents through which |nternet
applications can request and enrich PSTN tel ecomuni cations servi ces.
One key observation is that the pre-PINT inplenmentations, being
devel oped i ndependently, do not inter-operate. It is a task of the
PINT Working Goup to define the inter-networking interfaces that
wi Il support inter-operation of the future inplenentations of PINT
servi ces
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Appendi x
1 PSTNIN 101

1.1 Public Switched Tel ephone Network

What is normally considered as "the Tel ephone Network" consists of a
set of interconnected networks. Potentially, each of these networks
could be owned by a different Network Operator. The official nanme for
such a network is Public Switched Tel ecomuni cati ons Network (PSTN)
A sinple PSTN consists of a set of Switches (called Central Ofices
or Tel ephone Exchanges) with links interconnecting themto nake up
the network, along with a set of access connections by which

term nals are attached. The PSTN is used to deliver calls between
term nals connected to itself or to other PSTNs with which it is
interconnected. Calls on the PSTN are circuit switched; that is, a
bi -directional connection is nade between the calling and called
terminals for the duration of the call. In PSTNs the connection is
usual ly carried through the network in digital format occupying a
fixed bandwi dth; this is usually 56 or 64 Kbps. The overal
configuration of the PSTNis shown in Figure 16.

/--\
OO
/2 N
\ ! ! ! /--\
_ Vo[-t [-!-] ! O/N0O
\ o\ \__[CO]:::::::::[CO]::\\ | ___/__\
[Fax]_____ [---] [---1T W\ [-!-] I
\\:::::::[CO]____/ Vo
| -1 [ Fax]
Key: Access Lines

=== Trunk Links (inter-CO user data |inks)
I nter-CO signaling network |inks

Fi gure 16

Messages are sent between the Switches to make and dissol ve
connections through the network on demand and to indicate the status
of termnals involved in a call; these "signaling" nmessages are
carried over a separate (resilient) data network dedicated to this
purpose. This signaling network is also known as the Common Channe
Signaling (CCS) or Signaling System Nunber 7 (or SS7) network after
the nanes of the signaling protocol suite used.

As yet, the mpjority of access connections to a PSTN carry anal ogue

signals, with sinple (anal ogue) tel ephones or Facsinile nachines as
termnals. Call requests are indicated to the Central Ofice to which
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a tel ephone is connected either by a sequence of pulses or tone pairs
being sent. Notifications on the status of the request are sent back
to the tel ephone in the formof tones. Indication froma Central
Ofice that a call is being offered to a tel ephone is arranged by
sendi ng an alternating voltage down the access connection which in
turn causes the ringer in the tel ephone to sound. These access |ines
have a uni que address associated with them and can support a single
call.

However, with anal ogue or digital nmulti-line connections, or
Integrated Service Digital Network (I SDN) Basic or Primary Rate
Interfaces (BRI or PRI), several concurrent calls are possible and a
set of addresses are associated with them The new | SDN access
connections are designed so that data exchanged with the network is
in multiplexed digital form and there is an individual channel for
each of the potential connections, together with a separate channe
dedi cated to sending and receiving call request and call alert data
as well as carrying packet switched user data. These call request and
call alert nessages act as the equivalent of the pulses or tones that
are sent when dialing, and the ringing signal that is sent to a

t el ephone when a call is being made to it.

The operation of the call request is fairly sinple in nbst cases and
is shown in Figure 17

/- -\

0O 0O
[+ /--\
[----\ " v ! 0O O
A V-t [-1-] ! --
\->[CO]:::::::::[CO]::\\ \Y ->-/ \
[---] -1\ (1] 1 e
\\ :::::::[ CO ] ____/ B

[---]
Key: __ Access Lines

=== Trunk Links (inter-CO user data |inks)
.. I nter-CO signaling network |inks
CO Central Ofice (Tel ephone Exchange)

Figure 17

The user presses a sequence of numbers on a tel ephone handset
(label ed A), and the tel ephone passes a sequence of digits (either as
pul ses or tone pairs) to the Central Ofice via the access line. The
Central Ofice contains a processor that will be notified that the
user has made a request and the digit string that is the sole
paraneter of the request. This digit string is taken to be the uni que
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address of an access line connected either to itself or to another
Central Ofice. There is a hierarchical addressing schenme, so that
the digit string can be parsed easily. A call request to a termna
(label ed B) connected to a renpte Central Ofice can be routed by
examining the digit string passed; the Central Ofice will extract
the part of the passed address that corresponds to the renpte Centra
Ofice in question, and can route the request onward, forning an
inter-Switch call request and passing it via the signaling network.
At the same tinme it will allocate one of its available transm ssion
channel s towards the remote Central Ofice

1.2 Intelligent Network

Thi s schene has been used since the 1950s, and suffices for the
majority of calls. However, there are a range of other services that
can be (and have been) provided, enhancing this basic cal
processi ng. Freephone or Prenmium Rate services (1-800 or 1-900
services) are good exanpl es of the supplenmentary services that have
been introduced. Apart fromthe inportant feature that the cost of
these calls is varied so that the caller does not pay for a free-
phone call, or pays an extra charge for a premumrate call, they
have the simlarity that the nunber dialed nust be translated to
arrive at the "real" address of the destination ternminal. They are
known as nunber translation services, and make up the bul k of al
suppl enentary servi ces delivered today.

These were originally programred into each Central Ofice, but the
conplexity of maintaining the data tables on each processor grew
cunbersonme, so a nore general solution was sought. After a

consi derabl e gestation period, the eventual solution was the
Intelligent Network. This takes the separation of Central Ofices and
the network links interconnecting thema stage further.

The Central Ofices are considered to provide the Call Contro
Function (CCF). In addition, the Service Switching Function (SSF) is
provided to "enhance" the operation of these Switches by detecting
when a particul ar request has been nmade (such as by dialing 1-800).

If this pattern is detected, the equiprment inplementing the SSF will
send a specialized request nessage over the signaling network to a
separate conputer that inplements the Service Control Function (SCF).
This entity is responsible for querying service specific data (held
in aunit providing the Service Data Function, or SDF), performnng
any digit translations necessary, and sending the details of howto
proceed back to the SSF, where they are obeyed and the call is put
through to the "real" destination. In many inplementations, the SDF
is closely coupled to the SCF. This configuration is shown in Figure
18.
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[---] [--] [---]
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VA \ __[ SSF] [ CCF] ! 1\
[Fax] ________ [CCF] —======== ---]::\\ [!--] /
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o -1 [ Fax]
Key: _ access relationship

=== trunk relationship
signaling relationship

Figure 18

The advantage is that there can be a much smaller nunber of physica
units dedicated to the SCF, and as they are connected to the
signaling network they can be contacted by, and can send instructions
back to, all of the units providing the SSF and thus the CCF

I n another enhancenent, a separate entity called the Special Resource
Function (SRF) was defined. Equipnment inplenmenting this function

i ncl udes announcenent units to play recorded nessages (for exanple,
pronpts to enter digits) to callers. It will also include the tone
decoders needed to capture any digits pressed by the caller in
response to the pronpts. It is connected to the rest of the PSTN
usually via trunk data links. It will also include a signaling
connection (directly or indirectly) back to the SCF, via the PSTN s
core signaling network

As an example of the way that these different functional entities
interact, the SCF can ask an SSF handling a call to route the caller
tenmporarily through to an SRF. In response to instructions sent to it
fromthe SCF over the signaling network, the SRF can play
announcenents and can collect digits that the user presses on their
termnal in response to pronpts they are played. Once these digits
have been col |l ected they can be passed on to the SCF via a signaling
message for further processing. In normal operation, the SCF woul d
then ask the SSF to dissolve the tenporary connection between the
user’'s terminal and the SRF. This allows the collection of account
nunbers or passwords (or PINs) and forns the heart of nmany "Calling
Card" services.
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This pattern of user interaction is also used in a wide variety of
ot her services where extra account information and Pl Ns are needed.
They are collected as just described and can be checked agai nst the
correct values stored in the service database prior to allowi ng the
call to proceed.

The Intelligent Network functional entities can be realized as
physical units in a nunber of different comnbinations. A comon
configuration is shown in Figure 19.

[---] [---] [---] [---]
/--\ [1.P] [ SCP] [ SDP] [ SN ]
OO __ []-!] [-'-1 [-!-] [--11
I\ \ 1 T P [ [ |
\ [/ ! \ | /--\
_ Vo[- [-!-] Vo O\
o \ __[SSP] =========[ CO ] ==\\ Vo Y
[Fax] _____ [---] [---1 W\ (-1 5 __
\\:::::::[CO]__/ o\
[---1_____ [ Fax]
Key: __ Access Lines

=== Trunk Links (inter-CO user data |inks)

c Inter-CO signaling network |inks

SSP  Service Switching Point - a unit that inplenents the
Servi ce Switching Function

CCP Call Control Point - a unit that perforns call contro
functions.
This is normally a kind of Central Ofice (shown as CO
above)

SCP  Service Control Point - a unit inplenmenting the Service
Control Function. NOTE that this is connected to the SS7
Net work and uses this connection for all of its
comruni cati ons.

I.P Intelligent Peripheral - a unit that contains specialized
resources (like announcenment units, tone decoders).
In effect, it inplements Special Resource Functions.

SN Servi ce Node

Figure 19

Thi s diagram al so shows a unit called a Service Node, or SN. This
contai ns conponents that realize all of the operational Intelligent
Net wor k functions (SSF, SCF, SDF, and SRF). It is sonetimes nore
convenient to have all of these elenents in one node (for exanple,
for operations and nai ntenance reasons), particularly within smaller
PSTNs or where there is a relatively low |l evel of requests for
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particul ar services. Another difference is that, as they are all co-
| ocated, proprietary protocols can be used for interna

communi cation, rather than the full Intelligent Network Application
Part (1 NAP) protocol used over the core signaling network between
discrete units. It also differs fromthe "unbundl ed" approach in that
it is connected to the COs within a PSTN as a peripheral, having only
an access connection to a Central Ofice; there is no connection to
the core signaling network. Other than this, it operates in a simlar
way, and can provide the sanme kinds of services. Information on the
specification of the Intelligent Network can be found in the ITU
recomrendations [1], while two books ([2] and [3]) describe the
system its history, operation, and the phil osophy behind it.

2 Call Center Features

A Call Center is a systemthat allows a conpany to be organized with
a group of simlar individuals (agents), all of whom can either nake
calls to, or take calls from custoners. The systemdistributes
incomng calls to the agents based on their availability and

aut omat es the pl acenent of outgoing calls, selecting an agent to
handl e the call and routing the call to themonly once the cal
request has been made of the PSTN

The inconming call distribution feature ("automatic cal

distribution", or ACD) is usually coupled with a call queuing schene.
In this scheme, the callers are connected tenporarily with an
announcenent unit that normally plays nusic. The calls are treated in
sequence so that (once the caller is at the front of the queue) the
ACD system sel ects the next avail abl e agent and routes the cal
through to them

Anot her feature connects a custoner making an inconming call to a unit
that asks themfor sone information on the purpose of their call

sel ecting the agent to handle the call based on the particular area
of expertise needed; to do this, the agents are further categorized
by their know edge (or "Skill Set"). If this skill set categorization
is used then by inplication there will be separate queues for each of
the skill sets. This user selection schene can be used i ndependently
of the others. For exanple these so-called "voice navigation systens”
can be used to select a particular departnment extension nunber, based
on the function required by the custoner; as such, they can autonate
the job of conpany tel ephone receptionist in routing incomng calls.

Where possible, the information gl eaned fromthe customer can be
provided to the selected agent, usually via a separate networked
conputer connection. Simlarly, if an outgoing call is being nade to
one of a list of custoners, information on the customer and the
purpose of the call can be provided to the agent selected to handl e
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the call. Such configurations are generally called "Conputer

Tel ephony Integration" or CTl systens. Strictly, a CTl system can be
arranged to handl e routing of incomng calls and autonation of
outgoing calls only (also known as conputer integrated tel ephony
features), without the agents having access to a network of
conputers. However, the business case for conbining the tel ephony
functions of the call center with provision to the agents of
computers with customer information can be conpelling.

This is often further conbined with a conpany’s order and service
processi ng conputer system In this case, a call is treated as part
of a business transaction, with the information to be exchanged
captured as fields of a conputer form Wile such a conputer system
is not, strictly, part of a call center, integrating the conpany
computer systemwith the call center is very cormmon. This allows the
details of the call to be stored on a centralized database, allow ng
further autonmated order processing, for exanple. It also allows the
call to be transferred fromone agent to another where needed,
ensuring that the new agent has the information al ready captured.
This mght be useful if someone with a different area of expertise
were to be needed to handl e the custoner’s requirenents.

Traditionally, Call Centers have been used to support teans of agents
working at a single site (or a snall nunber of sites, with private

t el ephony trunks interconnecting them. The site Private Autonatic
Branch eXchange (PABX) was integrated with a conputer systemto
provi de these features to people at that site. There can be a

busi ness case for provision of such features to distributed teans of
workers as well. In particular, the possibility of providing support
for people working fromhome has been seen as inportant. Sonme of the
Call Center features have been incorporated into public tel ephone
exchanges or Central O fices (COs) fromnmany manufacturers as part of
their "Centrex" service offerings.

There are practical limtations in providing such features on CGCs.
Apart fromthe procedures needed to configure these features for any
tel ephone line that is to use them the basic requirenent that every
agent nust have a connection to the supporting COcan limt its
useful ness. Anot her approach is to provide Call Center features via
the Intelligent Network. The features mght thus be provided over a
Tel ephone Qperator’s entire network, and woul d nean that the Cal
Center could be configured centrally while still allow ng agents to
be | ocated anywhere within the tel ephone network. It also nmeans that
the supported conpany can pay for the Call Center features "as they
go" rather than having a high "up front" cost.
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Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
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