Net wor k Wor ki ng G oup R Pereira
Request for Comments: 2451 Ti meSt ep Corporation
Cat egory: Standards Track R Adans
Cisco Systens |nc.

Novenber 1998

The ESP CBC- Mbde Ci pher Al gorithns
Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
Copyright Notice
Copyright (C The Internet Society (1998). All Ri ghts Reserved.
Abst ract
Thi s docunent describes how to use CBC- node ci pher algorithns with
the 1 PSec ESP (Encapsul ating Security Payload) Protocol. It not only
clearly states how to use certain cipher algorithns, but also howto
use all CBC-nopde ci pher al gorithns.
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1. Introduction

The Encapsul ating Security Payl oad (ESP) [ Kent98] provides
confidentiality for I P datagrans by encrypting the payl oad data to be
protected. This specification describes the ESP use of CBC nobde

ci pher al gorithmns.

Wil e this docunment does not describe the use of the default cipher
al gorithm DES, the reader should be fanmiliar with that docunent.
[ Madson98]

It is assuned that the reader is famliar with the terns and concepts
described in the "Security Architecture for the Internet Protocol"”

[ Atki nson95], "IP Security Docunent Roadmap" [ Thayer97], and "IP
Encapsul ating Security Payload (ESP)" [Kent98] docunents.

Furthernmore, this docunment is a conpanion to [Kent98] and MJST be
read in its context.

1.1 Specification of Requirenents

The keywords "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
and "MAY" that appear in this docunment are to be interpreted as
described in [Bradner97].

1.2 Intellectual Property Rights Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmenters or users of this specification can
be obtained fromthe | ETF Secretari at.

2. Cipher Al gorithns
Al'l symmetric block cipher algorithns share common characteristics

and vari abl es. These include node, key size, weak keys, block size,
and rounds. Al of which will be explained bel ow.
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Wil e this docurment illustrates certain cipher algorithns such as
Bl owfi sh [ Schnei er93], CAST-128 [ Adans97], 3DES, |IDEA [Lai] [MV],
and RC5 [ Bal dwi n96], any other bl ock cipher algorithmmy be used
with ESP if all of the variables described within this docunent are
clearly defined.

2.1 Mode

Al'l symmetric block cipher algorithns described or insinuated within
this docunment use Ci pher Bl ock Chaining (CBC) node. This node
requires an Initialization Vector (IV) that is the sane size as the
bl ock size. Use of a randomly generated |V prevents generation of

i dentical ciphertext from packets which have identical data that
spans the first block of the cipher algorithm s bl ocksize.

The 1Vis XORd with the first plaintext block, before it is
encrypted. Then for successive bl ocks, the previous ciphertext block
is XORd with the current plaintext, before it is encrypted.

More informati on on CBC node can be obtained in [Schneier95].
2.2 Key Size

Sone cipher algorithns allow for variable sized keys, while others
only allow a specific key size. The length of the key correl ates
with the strength of that algorithm thus |arger keys are al ways
harder to break than shorter ones.

Thi s docunent stipulates that all key sizes MJST be a nultiple of 8
bits.

Thi s docunent does specify the default key size for each cipher
algorithm This size was chosen by consulting experts on the
al gorithm and by bal ancing strength of the algorithmwth

per f or mance.
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[ ool e s e sl sl e e g
| Algorithm | Key Sizes (bits) | Popular Sizes | Default |
B e e s s e e el ey
| CAST-128 [1] | 40 to 128 | 40, 64, 80, 128 | 128 |
B I R I I I i i +
| RC5 | 40 to 2040 | 40, 128, 160 | 128 |
Fomm e e e - I I I Fom e e e e - I +
| | DEA | 128 | 128 | 128 |
I ] I I I I I +
| Blowfish | 40 to 448 | 128 | 128 |
B I R I I B I I +
| 3DES [2] | 192 | 192 | 192 |
Fomm e e e - I I I Fom e e e e - I +
Not es:

[1] Wth CAST-128, keys less than 128 bits MJST be padded with zeros
in the rightnost, or least significant, positions out to 128 bhits
since the CAST-128 key schedul e assunmes an input key of 128 bits.
Thus if you had a key with a size of 80 bits '3B5D831CFE', it would
be padded to produce a key with a size of 128 bhits

' 3B5D831CFE000000°

[2] The first 3DES key is taken fromthe first 64 bits, the second
fromthe next 64 bits, and the third fromthe last 64 bits.

I mpl enent ati ons MJUST take into consideration the parity bits when

initially accepting a new set of keys. Each of the three keys is

really 56 bits in length with the extra 8 bits used for parity.

The reader should note that the m ni num key size for all of the above
ci pher algorithms is 40 bits, and that the authors strongly advise
that inplementations do NOT use key sizes smaller than 40 bits.

2.3 Weak Keys
Weak key checks SHOULD be performed. |f such a key is found, the key
SHOULD be rejected and a new SA requested. Sone ci pher al gorithmns

have weak keys or keys that MJST not be used due to their weak
nat ure.

New weak keys might be discovered, so this docunent does not in any
way contain all possible weak keys for these ciphers. Please check
wi th ot her sources of cryptography such as [MOV] and [ Schneier] for
further weak keys.

CAST- 128:

No known weak keys.
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RC5:

No known weak keys when used with 16 rounds.

| DEA:

| DEA has been found to have weak keys. Please check with [MOV] and
[ Schneier] for nore information

Bl owfi sh:

Weak keys for Bl owfish have been discovered. Wak keys are keys that
produce the identical entries in a given S-box. Unfortunately, there
is noway to test for weak keys before the S- box val ues are
generated. However, the chances of randomy generating such a key
are smal | .

3DES:

DES has 64 known weak keys, including so-called sem -weak keys and
possi bl y-weak keys [ Schnei er95, pp 280-282]. The likelihood of
pi cking one at randomis negligible.

For DES-EDE3, there is no known need to reject weak or
conpl enent ati on keys. Any weakness is obviated by the use of
mul ti ple keys.

However, if the first two or last two i ndependent 64-bit keys are
equal (k1 == k2 or k2 == k3), then the 3DES operation is sinply the
same as DES. Inmplenenters MJST reject keys that exhibit this

property.
2.4 Bl ock Size and Paddi ng

Al of the algorithns described in this docunent use a bl ock size of
ei ght octets (64 bits).

Padding is used to align the payl oad type and pad | ength octets as

specified in [Kent98]. Padding nust be sufficient to align the data
to be encrypted to an eight octet (64 bit) boundary.
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2.5 Rounds

This variable determ nes how many times a block is encrypted. Wile
this variable MAY be negotiated, a default value MJST al ways exi st
when it is not negoti ated.

| Algorithm | Negotiable | Default Rounds |
[ gt ————————— Ll ——————— =l ——_——(——(——(—(————r
| CAST-128 | No | key<=80 bits, 12 |
| | | key>80 bits, 16 |
- - domemmemeeeeeaaeaaas +
| RG5 | No | 16 I
Fom e e e e oo o Fomm e oo - o e e e e e e oo +
| 1DEA | No | 8 |
o e e e e oo R o e e e e e oo oo +
| Blowfish | No | 16 |
- - e +
| 3DES | No | 48 (16x3) |
Fom e e e e oo o Fomm e oo - o e e e e e e oo +

2.6 Backgrounds
CAST- 128:

The CAST design procedure was originally devel oped by Carlisle Adans
and Stafford Tavares at Queen’s University, Kingston, Ontario,
Canada. Subsequent enhancenents have been made over the years by
Carlisle Adans and M chael Wener of Entrust Technol ogi es. CAST-128
is the result of applying the CAST Design Procedure as outlined in

[ Adanms97] .

RC5:

The RC5 encryption algorithmwas devel oped by Ron Rivest for RSA Data
Security Inc. in order to address the need for a high- performance
software and hardware ciphering alternative to DES. It is patented
(pat.no. 5,724,428). A description of RC5 may be found in [ MOV] and
[ Schneier].

| DEA:
Xuejia Lai and Janes Massey devel oped the IDEA (International Data

Encryption Algorithm algorithm The algorithmis described in
detail in [Lai], [Schneier] and [ MOV].
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The I DEA algorithmis patented in Europe and in the United States
with patent application pending in Japan. Licenses are required for
commerci al uses of | DEA

For patent and licensing information, contact:

Ascom Systec AG Dept. CMWV

Gewer bepar k, CH 5506

Magenwi | , Switzerl and

Phone: +41 64 56 59 83

Fax: +41 64 56 59 90

i dea@scom ch

http://ww. ascom ch/ Web/ syst ec/ pol i cy/ normal / exhi bit1. htm

Bl owfi sh:

Bruce Schnei er of Counterpane Systens devel oped the Bl owfish bl ock
ci pher algorithm The algorithmis described in detail in
[ Schnei er93], [Schneier95] and [ Schneier].

3DES:

This DES variant, colloquially known as "Triple DES' or as DES-EDE3,
processes each block three tinmes, each time with a different key.
Thi s techni que of using nore than one DES operation was proposed in
[ Tuchman79] .

P1 P2 Pi
I I I
I V->->(X) +>->->->( X) +>->->->( X)
\ N \ N \
+----- + A +----- + A +----- +
ki->] E | "~ ki->] E | ™ kl->| E |
+----- + A +----- + A +----- +
I n I n I
\% A \% A \%
Fo-m-- + A Fo-m-- + A Fo-m-- +
k2-> D | "~ k2-»> D | "™ k2-> D |
+----- + A +----- + A +----- +
I " I " I
Y A Y A Y
Fooo-- + A Fooo-- + A Fooo-- +
k3->] E | "~ k3->] E | " k3->] E |
+----- + A +----- + A +----- +
I n I n I
+>->- >+ +>->- >+ +>->->
I I I
C1l c2 @]
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The DES-EDE3-CBC algorithmis a sinple variant of the DES-CBC
algorithm [FIPS-46]. The "outer" chaining technique is used.

In DES-EDE3-CBC, an Initialization Vector (1V) is XORd with the
first 64-bit (8 byte) plaintext block (Pl). The keyed DES function
is iterated three tines, an encryption (Ek1l) followed by a decryption
(Dk2) followed by an encryption (Ek3), and generates the ciphertext
(C1) for the block. Each iteration uses an independent key: k1, k2
and k3.

For successive bl ocks, the previous ciphertext block is XORd with
the current plaintext (Pi). The keyed DES- EDE3 encryption function
generates the ciphertext (C) for that bl ock.

To decrypt, the order of the functions is reversed: decrypt with k3,
encrypt with k2, decrypt with k1, and XOR the previous ciphertext
bl ock.

Note that when all three keys (kl1l, k2 and k3) are the same, DES-
EDE3-CBC i s equivalent to DES-CBC. This property allows the DES-EDE3
hardware inplementations to operate in DES node w t hout nodification.

For nore explanation and inplenentation information for Triple DES,
see [ Schnei er95].

2.7 Performance

For a conparison table of the estimated speed of any of these and
ot her cipher algorithms, please see [Schneier97] or for an up-to-date
performance conparison, please see [Bossel eaers].

3. ESP Payl oad
The ESP payload is nmade up of the IV followed by raw ci pher-text.

Thus the payload field, as defined in [Kent98], is broken down
according to the followi ng diagram

o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| |
+ Initialization Vector (8 octets) +
I I
o o o o +

123456781234567812345678123456738
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The 1V field MIST be same size as the bl ock size of the cipher

al gorithm being used. The IV MJUST be chosen at random Conmon
practice is to use randomdata for the first 1V and the |ast block of
encrypted data froman encryption process as the IV for the next
encryption process.

Including the IV in each datagram ensures that decryption of each
recei ved datagram can be perfornmed, even when sonme datagrans are
dropped, or datagrans are re-ordered in transit.

To avoid ECB encryption of very simlar plaintext blocks in different
packets, inplenmentations MUST NOT use a counter or other | ow Hamm ng
di stance source for 1Vs.

3.1 ESP Environnental Considerations

Currently, there are no known issues regarding interactions between
these al gorithnms and ot her aspects of ESP, such as use of certain
aut henti cati on schenes.

3.2 Keying Mteri al

The mi ni mum nunber of bits sent fromthe key exchange protocol to
this ESP al gorithm nust be greater or equal to the key size.

The cipher’s encryption and decryption key is taken fromthe first
<x> bits of the keying material, where <x> represents the required
key si ze.

4. Security Considerations

I mpl enent ati ons are encouraged to use the | argest key sizes they can
when taking into account performance considerations for their
particul ar hardware and software configuration. Note that encryption
necessarily inpacts both sides of a secure channel, so such

consi deration nust take into account not only the client side, but
the server as well

For information on the case for using random val ues pl ease see
[Bel 1 97].

For further security considerations, the reader is encouraged to read
the documents that describe the actual cipher algorithns.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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