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Abst r act

Thi s docunent defines a MM content type suitable for tunneling an
ESMIP [ RFC- 821, RFC-1869] transaction through any M ME-capabl e
transport. This type can be used for a variety of purposes,

i ncluding: Extending end-to-end M MeE-based security services (e.qg.,
[ RFC-1847]) to cover nessage envel ope information as well as nessage
content. Making it possible to use specific SMIP extensions such as
NOTARY [ RFC-1891] over unextended SMIP transport infrastructure.
Enabling the transfer of multiple separate nessages in a single
transactional unit.

Requi rements Not ati on

Thi s docunent occasionally uses terns that appear in capital letters.
When the terns "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY"
appear capitalized, they are being used to indicate particul ar
requirenents of this specification. A discussion of the neanings of

the ternms "MJST", "SHOULD', and "MAY" appears in [RFC 1123]; the
terns "MJST NOT" and "SHOULD NOT" are |ogical extensions of this
usage.
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The Application/batch-SMIP Content Type

The "application/batch-SMIP* M M content type is a container for the
client side of an SMIP or ESMIP transaction. In keeping with
traditional SMIP, the contents are line oriented and CRLF |line

term nators MJST be used

The "application/batch-SMIP" type is defined as foll ows:

Medi a type nane: application

Medi a subtype nane: bat ch- SMIP

Requi red parameters: none

Opti onal parameters: required-extensions

Encodi ng consi derati ons:
8bit material nmay appear, so quoted-printable or base64
encodi ng nmay be necessary on transports that do not
support 8bit. Wiile the content of this type is
line-oriented and uses conventional CR/ LF term nators,
lines longer than 7bit and 8bit encodi ngs allow (998
octets) may appear, hence quoted-printable or
base64 encodi ng may be necessary even in conjunction
with 8bit transports

Security considerations:
Di scussed in the Security Considerations Section

How appl i cation/ batch-SMIP i s used

The followi ng diagramillustrates how the application/batch-SMIP type
is intended to be used:

appl i cati on/ bat ch- SMIP obj ect

oo o - +
| |
S + V  A---m--oo - + Vo Femmmmmmo oo +
| batch | | M Me- | | batch |
=> | SMIP | => ] capable | => | SMIP | =>
| generator | | transport | | processor |
LA + Fomm oo - + N + A

+-- conventional SMIP/ RFC822 nessage transaction --+

A conventional SMIP nessage transaction is converted into an

appl i cation/ bat ch- SMIP obj ect by the batch SMIP generator. This
object is then carried over sone type of M ME-capable transport. Once
the destination is reached the object is presented to a batch SMIP
processor, which converts the application/batch-SMIP object back into
a conventional SMIP nmessage transaction.
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Generation of application/batch-SMIP materi al

Application/batch-SMIP material is generated by a specially nodified
SMIP client operating without a corresponding SMIP server. The client
sinmply assunes a successful response to all conmands it issues. The
resulting content then consists of the collected output fromthe SMIP
client.

Honoring SMIP restrictions

Most batch SMIP processors will be constructed by nodifying and

ext endi ng existing SMIP servers. As such, all of the restrictions on
SMIP constructs inposed by RFC 821, RFC 1123, and RFC 1869 MUST be
observed. In particular, restrictions on conmand and data |ine

| engt hs, nunber of recipients, and so on still exist and apply to
bat ch SMTP.

Use of SMIP Extensions

Since no SMIP server is present the client nust be prepared to make
certain assunptions about which SMIP ext ensions can be used. The
generator MAY assune that ESMIP [ RFC-1869] facilities are avail abl e,
that is, it is acceptable to use the EHLO comand and additi ona
paraneters on MAIL FROM and RCPT TO If EHLO i s used MAY assune that
the 8bitM ME [ RFC-1652], SIZE [RFC 1870], and NOTARY [ RFC- 1891]
extensions are available. In particular, NOTARY SHOULD be used. MAY
create private bilateral agreenents which specify the availability of
addi tional SMIP extensions. Additional SMIP extensions MJUST NOT be
used in the absence of such an agreenent, and, perhaps nore
importantly, a conformant generation of application/batch-SMIP

obj ects MJST be able to produce objects restricted to use of the

ext ensions |isted above.

The "required-extensions" content type paraneter MAY be used to
communi cate a |list of the extensions actually used, specified as a
comma- separated list of EHLO responses. |If absent it defaults to the
list "8bitM ME, SI ZE, NOTARY". Any use by private bilateral agreenent
of additional or different extensions MJST be noted in the
"required- ext ensi ons" paramneter.

Not e that nmany SMIP extensions sinply do not nmake sense in the

context of batch SMIP. For exanple, the pipelining extension [ RFC
2197] makes no sense in the absence of a network connection
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Handl ing Mul tipl e Messages

Generators SHOULD attenpt to minimze the nunber of messages pl aced
in a single application/batch-SMIP object. Ideally a single

appl i cation/ batch-SMIP object will be created for each nessage. Note,
however, that sone uses of application/batch-SMP (e.g., mail

baggi ng) may exist solely to take advantage of the nultiple nessages
in a single container capability of batch SMIP, so requiring one
message per container is not possible.

Dl SCUSSI ON: The SMIP protocol provides for the transfer of a series
of messages over a single connection. This extends in a natural way
to batch SMIP. However, the issues in batch SMIP are sonmewhat
different. Suppose, for exanple, that a batch SMIP processor receives
an application/bat ch- SMIP obj ect containing two nessages but is
unabl e to process the second nessage because of a storage all ocation
failure. But suppose that not only does this failure preclude
processing of the second nessage, it al so precludes recording that
the first message has al ready been processed. Subsequent reprocessing
of the application/batch-SMIP could then | ead to duplication of the
first nessage.

This issue is not materially different fromthe well-known probl ens
with SMIP synchronization that in practice often lead to duplicated
messages. Since this behavior is inherent in SMIP to begin with it is
not incumbent on application/batch-SMIP to conpl etely address the

i ssue. Nevertheless, it seens prudent for application/batch-SMIP to
try and not nake nmatters even worse.

Transport of application/batch-SMIP objects

Appl i cati on/ bat ch- SMIP obj ects may be transported by any transport
capabl e of preserving their MME | abelling, e.g., HITP or SMIP

Transports MJUST renmi n cogni zant of the special nature of

appl i cation/ batch-SMIP. An application/batch- SMIP object contains one
or nmore "frozen" SMIP nessage transactions. SMIP nmessage transactions
typically carry with them various assunptions about quality of
service, e.g., that messages will either be delivered successfully or
a nondelivery notification will be returned, that a nondelivery
notification will be returned if delivery cannot be acconplished in a
timely fashion, and so on. It is vital that the encapsul ati on of
these objects for carriage over other fornms of transport not
interfere with these capabilities.
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Processi ng of application/batch-SMIP materi al

Processi ng of application/batch-SMIP material is considerably nore
conpl ex than generating it. As mght be expected, a nodified

SMTP/ ESMIP processor is used. However, since it cannot return
information to the client, it must handle all error conditions that
arise itself. In other words, a batch SMIP processor assumes both the
responsibilities of a traditional SMIP server as well as part of the
responsibilities of a traditional SMIP client.

As such, a conform ng processor: MJST check M ME content type
information to insure that the material it has been presented with is
| abel | ed as application/batch-SMIP and doesn’t specify any extensions
the processor doesn’t support in the "required-extensions" paraneter.
Appl i cati on/ bat ch- SMIP obj ects that enpl oy an unsupported extension
SHOULD be forwarded to the | ocal postnmaster for manual inspection and
handl i ng. MJST accept any syntactically valid EHLO or HELO command.
MJUST accept any syntactically valid MAIL FROM command. A conformn ng
processor, MAY, if it so desires, note the unacceptability of sone
part of a given MAIL FROM conmand and use this information to
subsequently generate non-delivery notifications for any or al

reci pients. MJST accept any syntactically valid RCPT TO command. A
conform ng processor SHOULD note the unacceptability of sone part of
a given RCPT TO command and subsequently use this information to
generate a non-delivery notification for this recipient in |lieu of
actually delivering the nessage. MJST accept any of the additiona
paraneters defined by the 8bitM M, SIZE, and NOTARY SMIP extensi ons
on the MAIL FROM and RCPT TO commands. MJST accept the DATA command
even when no valid recipients are present. 8bit M ME nessages MJST be
accepted. MJIST accept the RSET command and handl e nul tipl e nessages
in a single application/batch-SMIP object. Processors MJST process
each nmessage in an application/batch-SMIP object once and SHOULD t ake
what ever steps are necessary to avoid processing a nmessage nore than
once. For exanple, if processing of an application/batch-SMIP object
containing nultiple messages is interrupted at an internedi ate point
it should subsequently be restarted at the end of the | ast nessage
that was conpletely processed. SHOULD forward any syntactically

i nval i d application/batch-SMIP nessage to the | ocal postmaster for
manual inspection and handl i ng.

Security Considerations

Appli cation/batch- SMIP i npl ements a tunneling mechanism |n genera
tunnel i ng mechani sms are prone to abuse because they nmay provide a
means of bypassing existing security restrictions. For exanple, an
appl i cation/ batch-SMIP tunnel inplenented over an existing SMIP
transport may all ow sonmeone to bypass relay restrictions inposed to
bl ock redistribution of spam
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Appl i cati on/ bat ch- SMIP processors SHOULD i npl enent access
restrictions designed to limt access to the processor to authorized
generators only. (Note that this facility may be provided
automatically if application/batch-SMIP is being used to secure
nmessage envel ope information.)

Acknowl edgenent s

The general concept of batch SMIP has been around for a long tine.
One particular type of batch SMIP was defined by Alan Crosswell and
used on BI TNET to overcome BI TNET's native 8 character limt on user
and host names. However, this formof batch SMIP differed fromthe
current proposal in that it envisioned having the server return the
status code responses to the client. In this case the client bore the
burden of correlating responses with the original SMIP dial ogue after
the fact.

Unfortunately this approach proved not to work well in practice.

Bl TNET eventually switched to the sane basic form of batch SMIP t hat
has been defined here. Unfortunately that definition was, to the best
of the present authors’ know edge, never captured in a forma
specification. It should also be noted that the definition given here
also differs in that it takes SMIP extensions into account.

Ei nar Stefferud had previously considered the problem of carrying
ext ended SMIP nessages over unextended SMIP transports. He proposed
that some form of "doubl e envel opi ng" technol ogy be devel oped to
address this problem The nmechani sm presented here effectively

i npl ements the type of solution he proposed.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explainit
or assist inits inplenentation nay be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph
are included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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