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Abstract

The specification for the File Transfer Protocol assunes that the
under|ying network protocol uses a 32-bit network address
(specifically IP version 4). Wth the depl oynent of version 6 of the
Internet Protocol, network addresses will no | onger be 32-bits. This
paper specifies extensions to FTP that will allow the protocol to
work over IPv4 and IPv6. In addition, the framework defined can
support additional network protocols in the future.

1. Introduction

The keywords, such as MJUST and SHOULD, found in this document are
used as defined in RFC 2119 [Bra97].

The File Transfer Protocol [PR85] only provides the ability to
communi cate informati on about |1 Pv4 data connections. FTP assunes
network addresses will be 32 bits in length. However, with the

depl oynent of version 6 of the Internet Protocol [DHI96] addresses
will no longer be 32 bits long. RFC 1639 [Pis94] specifies
extensions to FTP to enable its use over various network protocols.
Unfortunately, the mechanismcan fail in a nmulti-protoco
environment. During the transition between |Pv4 and | Pv6, FTP needs
the ability to negotiate the network protocol that will be used for
data transfer.
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Thi s docunent provides a specification for a way that FTP can
communi cat e data connection endpoint information for network
protocols other than IPv4. In this specification, the FTP comuands
PORT and PASV are replaced with EPRT and EPSV, respectively. This
docunent is organized as follows. Section 2 outlines the EPRT
command and Section 3 outlines the EPSV conmand. Section 4 defines
the utilization of these two new FTP commands. Section 5 briefly
presents security considerations. Finally, Section 6 provides
concl usi ons.

2. The EPRT Comrand

The EPRT command all ows for the specification of an extended address
for the data connection. The extended address MUST consist of the
network protocol as well as the network and transport addresses. The
format of EPRT is:

EPRT<space><d><net - prt ><d><net - addr ><d><t cp- por t ><d>

The EPRT command keyword MUST be foll owed by a single space (ASCI
32). Following the space, a delimter character (<d>) MJIST be
specified. The delimter character MJST be one of the ASCII
characters in range 33-126 inclusive. The character "|" (ASCI| 124)
i s recommended unless it coincides with a character needed to encode
the networ k address.

The <net-prt> argument MJST be an address fam |y nunber defined by
IANA in the |l atest Assigned Numbers RFC (RFC 1700 [RP94] as of the
witing of this docunent). This nunber indicates the protocol to be
used (and, inplicitly, the address length). This docunent will use
two of address family nunbers from|[RP94] as exanples, according to
the follow ng tabl e:

AF Nunber Pr ot ocol
1 Internet Protocol, Version 4 [Pos8la]
2 Internet Protocol, Version 6 [DHI6]

The <net-addr> is a protocol specific string representation of the
network address. For the two address famlies specified above (AF
Nunber 1 and 2), addresses MJST be in the followi ng format:

AF Number Addr ess For mat Exanpl e
1 dotted deci mal 132.235.1.2
2 | Pv6 string 1080: : 8: 800: 200C: 417A

representations
defined in [ HDO6]
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The <tcp-port> argunent nust be the string representation of the
nunber of the TCP port on which the host is listening for the data
connecti on.

The foll owi ng are sanpl e EPRT comands:
EPRT | 1] 132. 235. 1. 2| 6275
EPRT | 2| 1080: : 8: 800: 200C: 417A] 5282

The first comrand specifies that the server should use |Pv4 to open a
data connection to the host "132.235.1.2" on TCP port 6275. The
second conmand specifies that the server should use the | Pv6 network
protocol and the network address "1080::8:800: 200C:. 417A" to open a
TCP data connection on port 5282

Upon receipt of a valid EPRT comand, the server MJST return a code
of 200 (Command OK). The standard negative error code 500 and 501
[ PRB5] are sufficient to handle nost errors (e.g., syntax errors)

i nvol ving the EPRT command. However, an additional error code is
needed. The response code 522 indicates that the server does not
support the requested network protocol. The interpretation of this
new error code is:

5yz Negative Conpl etion
x2z Connecti ons
xy2 Extended Port Failure - unknown network protoco

The text portion of the response MJST indicate which network
protocol s the server does support. |If the network protocol is
unsupported, the format of the response string MJST be:

<text stating that the network protocol is unsupported> \
(protl,prot2,...,protn)

Both the numeric code specified above and the protocol infornmation
between the characters '(' and ')’ are intended for the software

aut omata receiving the response; the textual nessage between the
nuneric code and the ' (' is intended for the human user and can be
any arbitrary text, but MJST NOT include the characters '(' and ')’.
In the above case, the text SHOULD indicate that the network protoco
in the EPRT command is not supported by the server. The |ist of
protocol s inside the parenthesis MJST be a comua separated |ist of
address famly nunbers. Two exanple response strings foll ow

Net wor k protocol not supported, use (1)

Net wor k protocol not supported, use (1,2)
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3.

The EPSV Command

The EPSV command requests that a server listen on a data port and
wait for a connection. The EPSV command takes an optional argunent.
The response to this command includes only the TCP port nunber of the
i stening connection. The format of the response, however, is
simlar to the argument of the EPRT conmand. This allows the sane
parsing routines to be used for both commands. |In addition, the
format | eaves a place hol der for the network protocol and/or network
address, which may be needed in the EPSV response in the future. The
response code for entering passive node using an extended address
MUST be 229. The interpretation of this code, according to [ PR85]

is:

2yz Positive Conpletion
x2z Connecti ons
xy9 Extended Passive Mdde Entered

The text returned in response to the EPSV command MJST be:

<text indicating server is entering extended passive node> \
(<d><d><d><t cp- port ><d>)

The portion of the string enclosed in parentheses MIST be the exact
string needed by the EPRT command to open the data connection, as
speci fi ed above.

The first two fields contained in the parenthesis MJST be bl ank. The
third field MUST be the string representation of the TCP port nunber
on which the server is listening for a data connection. The network
protocol used by the data connection will be the sane network
protocol used by the control connection. |In addition, the network
address used to establish the data connection will be the sane

net wor k address used for the control connection. An exanple response
string follows:

Entering Extended Passive Mde (||| 6446])

The standard negative error codes 500 and 501 are sufficient to
handl e all errors involving the EPSV command (e.g., syntax errors).

When the EPSV command is issued with no argunent, the server wll
choose the network protocol for the data connection based on the
protocol used for the control connection. However, in the case of
proxy FTP, this protocol m ght not be appropriate for communication
between the two servers. Therefore, the client needs to be able to
request a specific protocol. |If the server returns a protocol that
is not supported by the host that will be connecting to the port, the
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client MJST issue an ABOR (abort) command to allow the server to
cl ose down the listening connection. The client can then send an
EPSV command requesting the use of a specific network protocol, as
fol | ows:

EPSV<space><net -prt >

If the requested protocol is supported by the server, it SHOULD use
the protocol. [If not, the server MJST return the 522 error nessages
as outlined in section 2.

Finally, the EPSV conmmand can be used with the argunent "ALL" to

i nform Network Address Translators that the EPRT command (as well as
other data commands) will no | onger be used. An exanple of this
command fol | ows:

EPSV<space>ALL

Upon recei pt of an EPSV ALL command, the server MJUST reject all data
connection setup commands other than EPSV (i.e., EPRT, PORT, PASV, et
al.). This use of the EPSV command is further explained in section
4.

4. Command Usage

For all FTP transfers where the control and data connection(s) are
bei ng established between the same two machi nes, the EPSV conmand
MUST be used. Using the EPSV command benefits performance of
transfers that traverse firewalls or Network Address Translators
(NATs). RFC 1579 [Bel 94] recommends using the passive comrmand when
behind firewalls since firewalls do not generally allow incom ng
connections (which are required when using the PORT (EPRT) conmand).
In addition, using EPSV as defined in this docunent does not require
NATs to change the network address in the traffic as it is forwarded.
The NAT woul d have to change the address if the EPRT comand was
used. Finally, if the client issues an "EPSV ALL" comand, NATs may
be able to put the connection on a "fast path" through the
translator, as the EPRT command will never be used and therefore,
translation of the data portion of the segnents will never be needed.
When a client only expects to do two-way FTP transfers, it SHOULD

i ssue this command as soon as possible. If a client later finds that
it must do a three-way FTP transfer after issuing an EPSV ALL
conmand, a new FTP session MJST be started.
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5. Security Issues
The authors do not believe that these changes to FTP introduce new
security problens. A conpanion Wirk in Progress [AM8] is a nore
general discussion of FTP security issues and techniques to reduce
these security probl ens.

6. Concl usions

The extensions specified in this paper will enable FTP to operate
over a variety of network protocols.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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