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1. Conventions and Acronyns

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [16].

Al'l drawings in this docunent are drawn with the left-nmost bit as the
hi gh order bit for transm ssion. For exanple, the draw ngs nmight be
| abel ed as:

0 1 2 3 4 5 6 7 bits
S S F S S

o m e e e e e e e maaaoo- +
| flag (7E hexadeci mal) |
o e e e e e e e oo - +
| Q 922 Address* |
+- - -+
I I
o m e e e e e e e maaaoo- +
. +

Drawi ngs that would be too large to fit onto one page if each octet
were presented on a single line are drawn with two octets per line.
These are also drawmn with the left-nost bit as the high order bit for
transm ssion. There will be a "+" to distinguish between octets as
in the foll owi ng exanpl e.

| --- octet one -] --- octet two ---|
0 1 2 3 45 6 7 01 2 3 45 6 7
T T e i S S

e +
| Organizationally Unique |
+- - R +
| Identifier | Protocol |
o e e e e o e e e +
| ldentifier |

O +

The foll owi ng are comon acronynms used throughout this docunent.

BECN - Backward Explicit Congestion Notification
BPDU - Bridge Protocol Data Unit

C/'R - Command/ Response bit

DCE - Data Communi cati on Equi pnent
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DE - Discard Eligibility bit

DTE - Data Term nal Equi pnent

FECN - Forward Explicit Congestion Notification
PDU - Protocol Data Unit

PTT - Postal Tel ephone & Tel egraph

SNAP - Subnetwork Access Protoco

2. I nt roducti on

The foll owi ng di scussion applies to those devices which serve as end
stations (DTEs) on a public or private Frane Relay network (for
exanmpl e, provided by a comon carrier or PTT. It will not discuss
the behavi or of those stations that are considered a part of the
Frame Relay network (DCEs) other than to explain situations in which
the DTE nust react.

The Frame Relay network provides a number of virtual circuits that
formthe basis for connections between stations attached to the same
Frame Relay network. The resulting set of interconnected devices
forns a private Frane Rel ay group which may be either fully
interconnected with a conplete "nmesh" of virtual circuits, or only

partially interconnected. |In either case, each virtual circuit is
uniquely identified at each Frane Relay interface by a Data Link
Connection ldentifier (DLCI). 1In npost circunstances, DLCls have

strictly local significance at each Franme Relay interface.

The specifications in this document are intended to apply to both
swi tched and permanent virtual circuits.

3. Frane For mat

Al'l protocols must encapsul ate their packets within a Q 922 Annex A
frame [1]. Additionally, franes shall contain information necessary
to identify the protocol carried within the protocol data unit (PDU),
thus allowing the receiver to properly process the incom ng packet.
The format shall be as foll ows:
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e +
| flag (7E hexadecimal) |
o e e e e e +
| Q 922 Address* |
+- - -+
I I
Fom e meemeeeeeeeccieeaaaaaa +
| Control (U = 0x03) |
o e e e e e +
| Pad (when required) (0x00)|
e +
| NLPI D |
Fom e meemeeeeeeeccieeaaaaaa +
I I
| |
I - I
| Dat a |
I I
I : I
Tt +
| Frame Check Sequence

+- - . --+
| (two octets) |
Fome e e eeeaeeeieeaaaaaa. +
| flag (7E hexadeci nmal) |
Tt +

* Q922 addresses, as presently defined, are two octets and
contain a 10-bit DLCI. In sone networks Q 922 addresses
may optionally be increased to three or four octets.

The control field is the Q922 control field. The U (0x03) value is
used unless it is negotiated otherwi se. The use of Xl D (OxAF or
OxBF) is permtted and is discussed |ater.

The pad field is used to align the data portion (beyond the
encapsul ati on header) of the frane to a two octet boundary. |If
present, the pad is a single octet and nust have a val ue of zero.
Explicit directions of when to use the pad field are discussed | ater
in this document.

The Network Level Protocol ID (NLPID) field is administered by |SO
and the ITU. It contains values for many different protocols
including I P, CLNP, and | EEE Subnetwork Access Protocol (SNAP)[10].
This field tells the receiver what encapsul ati on or what protoco
follows. Values for this field are defined in ISOIEC TR 9577 [3]. A
NLPI D val ue of 0x00 is defined within | SOIEC TR 9577 as the Nul

Net wor k Layer or Inactive Set. Since it cannot be distinguished from
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a pad field, and because it has no significance within the context of
this encapsul ati on scheme, a NLPID value of 0x00 is invalid under the
Frame Rel ay encapsul ation. Appendi x A contains a |list of some of the
nmore conmonly used NLPI D val ues

There is no comonly inplenented mini mum maxi mum franme size for Frame
Rel ay. A network nust, however, support at |east a 262 octet

maxi mum  Generally, the maximumwi || be greater than or equal to
1600 octets, but each Frame Relay provider will specify an
appropriate value for its network. A Frame Relay DITE, therefore,

must al | ow t he naxi mum acceptable frane size to be configurable.

The nminimum frame size allowed for Frane Relay is five octets between
the opening and closing flags assum ng a two octet Q 922 address
field. This mnimumincreases to six octets for three octet Q 922
address and seven octets for the four octet Q 922 address format.

4, I nterconnect |ssues

There are two basic types of data packets that travel within the
Frame Rel ay network: routed packets and bridged packets. These
packets have distinct formats and therefore, nmust contain an

i ndi cator that the destination nmay use to correctly interpret the
contents of the frame. This indicator is enbedded within the NLPID
and SNAP header infornmation.

For those protocols that do not have a NLPID already assigned, it is
necessary to provide a nmechanismto all ow easy protoco
identification. There is a NLPID value defined indicating the
presence of a SNAP header.

A SNAP header is of the form

oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Organizationally Unique |
+- - o e e oo +
| Identifier | Protocol |
Tt Fom e e e e oo o +
| Identifier |

o e e e e e e oo +

The three-octet Organizationally Unique Identifier (QU) identifies
an organi zati on which admnini sters the neaning of the Protoco
Identifier (PID) which follows. Together they identify a distinct
protocol. Note that OU 0x00-00-00 specifies that the following PID
is an Ethertype.
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4.1. Routed Franes

Sone protocols will have an assigned NLPID, but because the NLPID
nunbering space is limted, not all protocols have specific NLPID
val ues assigned to them Wen packets of such protocols are routed
over Frame Relay networks, they are sent using the NLPID 0x80 (which
i ndi cates the presence of a SNAP header) followed by SNAP. If the
protocol has an Ethertype assigned, the QU is 0x00-00-00 (which

i ndi cates an Ethertype follows), and PIDis the Ethertype of the
protocol in use.

When a SNAP header is present as described above, a one octet pad is
used to align the protocol data on a two octet boundary as shown
bel ow.

Format of Routed Frames
with a SNAP Header

o m e e e e e e aaao o +
| Q 922 Address |
o m e e e oo - o m e e e oo - +
| Control 0x03 | pad 0x00 |
S S +
| NLPID 0x80 | Organi zation- |
o +

| ally Unique lIdentifier (QU) |
o e e e e e e e meme oo +
| Protocol ldentifier (PID) |
o mm e e e e e e a— oo oo +

| Prot ocol Data |

In the few cases when a protocol has an assigned NLPID (see Appendi x
A), 48 bits can be saved using the format bel ow

Format of Routed NLPI D Protocol

oo e e e e e e e e oo oo +
| Q 922 Address |
o o +
| Control 0x03 | NLPI D |
Fom e e e oo - Fom e e e oo - +
| Prot ocol Data |
oo e e e e e e e e oo oo +
I FCS I
o m e e e e e e aaao o +
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When using the NLPID encapsul ation format as described above, the pad
octet is not used.

In the case of SO protocols, the NLPID is considered to be the first
octet of the protocol data. It is unnecessary to repeat the NLPID in
this case. The single octet serves both as the demultipl exi ng val ue
and as part of the protocol data (refer to "Qther Protocols over
Frame Relay for nore details). Qther protocols, such as I P, have a
NLPI D defined (0OxCC), but it is not part of the protocol itself.

Format of Routed | P Datagram

o m e e e e e e aaao o +
| Q 922 Address |
o m e e e oo - o m e e e oo - +
| Control 0x03 | NLPID O0xCC |
S S +
| | P Dat agram |
o m e e e e e e aaao o +
I FCS I
o e e e e e e e meme oo +

4.2. Bridged Franes

The second type of Frane Relay traffic is bridged packets. These
packets are encapsul ated using the NLPID val ue of 0x80 i ndicating
SNAP. As with other SNAP encapsul ated protocols, there will be one
pad octet to align the data portion of the encapsul ated frane. The
SNAP header which follows the NLPID identifies the format of the
bri dged packet. The QU value used for this encapsulation is the
802.1 organi zati on code 0x00-80-C2. The PID portion of the SNAP
header (the two bytes imrediately following the QU ) specifies the
formof the MAC header, which imediately foll ows the SNAP header.
Additionally, the PID indicates whether the original FCS is preserved
within the bridged frane.

Fol |l owi ng the precedent in RFC 1638 [4], non-canoni cal MAC
destination addresses are used for encapsul ated | EEE 802.5 and FDDI
frames, and canoni cal MAC destinati on addresses are used for the
remai ni ng encapsul ations defined in this section.

The 802.1 organi zation has reserved the followi ng values to be used
with Frame Rel ay:
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PI D Val ues for QU 0x00-80-C2

with preserved FCS w o preserved FCS Medi a

0x00- 01 0x00- 07 802. 3/ Et her net
0x00-02 0x00- 08 802. 4
0x00-03 0x00- 09 802.5
0x00- 04 0x00- 0A FDDI
0x00- 0B 802.6

In addition, the PID val ue 0x00-0E, when used with OU 0x00-80-C2,
identifies Bridge Protocol Data Units (BPDUs) as defined by
802.1(d) or 802.1(g) [12], and the PID val ue 0x00-OF identifies
Sour ce Routing BPDUs.

A packet bridged over Frane Relay will, therefore, have one of the
followi ng formats:

Format of Bridged Ethernet/802.3 Frane

o e e e e e e e meme oo +
| Q 922 Address |
S S +
| Control 0x03 | pad 0x00 |
o o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| oul 0x80- C2 |
o mm e e e e e e a— oo oo +
| Pl D 0x00-01 or 0x00-07 |
o m e e e e e e aaao o +

o mm e e e e e e a— oo oo +
| (remai nder of MAC frane) |
o m e e e e e e aaao o +
| LAN FCS (if PIDis 0x00-01) |
o e e e e e e e meme oo +
| FCS |
o mm e e e e e e a— oo oo +
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Format of Bridged 802.4 Frane

o e e e e e e e meme oo +
| Q 922 Address |
S S +
| Control 0x03 | pad 0x00 |
o o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| oul 0x80- C2 |
o mm e e e e e e a— oo oo +
| Pl D 0x00-02 or 0x00-08 |
o o +
| pad 0x00 | Frame Control |
o m e e e oo - o m e e e oo - +

o m e e e e e e aaao o +
| (remai nder of MAC frane) |
o e e e e e e e meme oo +
| LAN FCS (if PIDis 0x00-02) |
o mm e e e e e e a— oo oo +
I FCS I
o m e e e e e e aaao o +
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Format of Bridged 802.5 Frane

o e e e e e e e meme oo +
| Q 922 Address |
S S +
| Control 0x03 | pad 0x00 |
o o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| oul 0x80- C2 |
o mm e e e e e e a— oo oo +
| Pl D 0x00-03 or 0x00-09 |
o o +
| pad 0x00 | Frame Control |
o m e e e oo - o m e e e oo - +
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Format of Bridged FDDI Frane

o e e e e e e e meme oo +
| Q 922 Address |
S S +
| Control 0x03 | pad 0x00 |
o o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| oul 0x80- C2 |
o mm e e e e e e a— oo oo +
| Pl D 0x00-04 or 0x00-0A |
o o +
| pad 0x00 | Frame Control |
o m e e e oo - o m e e e oo - +
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Format of Bridged 802.6 Framne

o mm e e e e e e e e e e e memmao-- +

| Q 922 Address |
R R +

| Control 0x03 | pad 0x00
o o +

| NLPID 0x80 | QU 0x00

Fom e e e oo - + --+

| oul 0x80- C2 |

oo e e e e e e e e oo oo +

| PI D 0x00- 0B |
o o + oo
| Reserved | BEt ag |  Conmon
Fom e e e oo - Fom e e e oo - + PDU

| BAsi ze | Header
oo e e e e e e e e oo oo + - oo
| MAC desti nati on address |

I I

o mm e e e e e e e e e e e memmao-- +

| (remai nder of MAC frane) |

oo e e e e e e e e oo oo +

I I

+- Conmon PDU Trail er -+
e, L

I FCS I

oo e e e e e e e e oo oo +

Note that in bridge 802.6 PDUs, there is only one choice for the PID
val ue, since the presence of a CRC-32 is indicated by the CIB bit in
the header of the MAC frane.

The Comon Protocol Data Unit (CPDU) Header and Trailer are conveyed
to allow pipelining at the egress bridge to an 802.6 subnetworKk.
Specifically, the CPDU Header contains the BAsize field, which

contains the length of the PDU. If this field is not available to
the egress 802.6 bridge, then that bridge cannot begin to transmt
the segnmented PDU until it has received the entire PDU, cal cul ated

the length, and inserted the length into the BAsize field. |If the
field is available, the egress 802.6 bridge can extract the length
fromthe BAsize field of the Cormon PDU Header, insert it into the
corresponding field of the first segnment, and i medi ately transmt
the segnment onto the 802.6 subnetwork. Thus, the bridge can begin
transmtting the 802.6 PDU before it has received the conpl ete PDU

Brown & Malis St andards Track [ Page 12]



RFC 2427 Mul ti protocol over Franme Rel ay Sept enber 1998

One shoul d note that the Conmon PDU Header and Trailer of the
encapsul ated frame shoul d not be sinply copied to the outgoing 802.6
subnet wor k because the encapsul ated BEtag val ue may conflict with the
previous BEtag value transmtted by that bridge.

Format of BPDU Fr ane

e T +
| Q 922 Address |
o e e e e e e e e e e aa o - +
| Cont r ol 0x03 |
O +
| PAD 0x00 |
T T TRy +
| NLPI D 0x80 |
o e e e e e e e e e e aa o - +
| QU 0x00-80-C2 |
O +
| PI D 0x00- 0E |
T T TRy +

I I
| BPDU as defined by |
| 802.1(d) or 802.1(g)[12] |
I I

e +
| Q 922 Address |
o m oo +
| Cont r ol 0x03 |
o e e e e e e e e e e aa o - +
| PAD 0x00 |
o m oo +
| NLPI D 0x80 |
o m e +
| QUI 0x00-80-C2 |
o e e e e e e e e e e aa o - +
| PI D 0x00- OF |
o m oo +
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5.

Data Link Layer Paraneter Negotiation

Frame Rel ay stations may choose to support the Exchange
Identification (XID) specified in Appendix Ill of Q922 [1]. This
XI D exchange all ows the followi ng paraneters to be negotiated at the
initialization of a Frane Relay circuit: maxi mumframe size N201,
retransm ssion tinmer T200, and the nmaxi num nunber of outstandi ng
Information (1) frames K

A station may indicate its unwillingness to support acknow edged node
multiple frane operation by specifying a value of zero for the
maxi mum wi ndow si ze, K

If this exchange is not used, these values nust be statically
configured by nutual agreenent of Data Link Connection (DLC)
endpoints, or nust be defaulted to the values specified in Section
5.9 of Q 922:

N201: 260 octets

Ki 3 for a 16 Kbps li nk,
7 for a 64 Kbps link,
32 for a 384 Kbps link,
40 for a 1.536 Mops or above |ink

T200: 1.5 seconds [see Q922 for further detail s]

If a station supporting XID receives an XID frane, it shall respond
with an XID response. |n processing an XID, if the renpote nmaxi num
frane size is smaller than the local nmaximum the |ocal system shal
reduce the nmaxi num size it uses over this DLCto the renotely
specified value. Note that this shall be done before generating a
response Xl D.

The foll owi ng di agram descri bes the use of XID to specify non-use of
acknow edged node nmultiple frane operation.
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Non-use of Acknow edged Mode Multiple Frane Operation

o m e e e oo - +
| Addr ess | (2,3 or 4 octets)
L L

| Control OxAF

oo +

| format 0x82 |

T +

| Group I D Ox80 |

oo +

| Goup Length | (2 octets)

| 0x00- OE |

o m e e e oo - +

| 0x05 | Pl = Frane Size (transmit)
S +

| 0x02 | PL = 2

o +

| Maxi mum | (2 octets)

| Frame Size |

T +

| 0x06 | Pl = Frane Size (receive)
oo +

| 0x02 | PL = 2

oo +

| Maxi mum | (2 octets)

| Frame Size |

S +

| 0x07 | Pl = Wndow Si ze
o +

| 0x01 | PL = 1

o m e e e oo - +

| 0x00 |

S +

| 0x09 | Pl = Retransm ssion Tiner
o +

| 0x01 | PL = 1

o m e e e oo - +

| 0x00 |

S +

| FCS | (2 octets)
b L

6. Address Resolution for PVCs

Thi s docunent only describes address resolution as it applies to
PVCs. SVC operation will be discussed in future docunents.
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There are situations in which a Frame Relay station may wi sh to
dynanically resol ve a protocol address over PVCs. This may be
acconpl i shed using the standard Address Resol ution Protocol (ARP) [6]
encapsul ated within a SNAP encoded Frane Rel ay packet as follows:

o o +
| Q 922 Address |
Tt Tt +
| Control (U) 0x03 | pad 0x00 |
o e e e e e e oo o e e e e e e oo +
| NLPI D 0x80 | | SNAP Header
L LR +  OUl 0x00- 00- 00 + Indicating
| | ARP
Tt Tt +
| PID 0x0806 |
o e e e e e e oo o e e e e e e oo +
| ARP packet |
I : I
I I
I : I
o e e e e o e e e e +

Wiere the ARP packet has the follow ng format and val ues:

Dat a:

ar $hrd 16 bits Har dwar e type
ar$pro 16 bits Pr ot ocol type
ar$hin 8 bits Cctet length of hardware address (n)
ar$pln 8 bits Cctet length of protocol address (m
ar $op 16 bits Qperation code (request or reply)
ar $sha noctets source hardware address
ar $spa noct et s source protocol address
ar $t ha noctets target hardware address
ar $t pa noctets target protocol address

ar$hrd - assigned to Frame Relay is 15 deci mal
(0x000F) [7].

ar$pro - see assigned nunbers for protocol |ID nunber for
the protocol using ARP. (1P is 0x0800).

ar$hin - length in bytes of the address field (2, 3, or 4)

ar$pln - protocol address length is dependent on the
protocol (ar$pro) (for IP ar$pln is 4).
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ar$op - 1 for request and 2 for reply.

ar$sha - Q 922 source hardware address, with R, FECN
BECN, and DE set to zero.

ar$tha - Q922 target hardware address, with R, FECN
BECN, and DE set to zero

Because DLCls within npost Frane Rel ay networks have only | oca
significance, an end station will not have a specific DLCl assigned
to itself. Therefore, such a station does not have an address to put
into the ARP request or reply. Fortunately, the Frame Relay network
does provide a nmethod for obtaining the correct DLCls. The solution
proposed for the locally addressed Frane Rel ay network bel ow will
work equally well for a network where DLCls have gl obal significance

The DLClI carried within the Frane Rel ay header is nodified as it
traverses the network. Wen the packet arrives at its destination,
the DLCl has been set to the value that, fromthe standpoint of the
receiving station, corresponds to the sending station. For exanple,
in figure 1 below, if station A were to send a nmessage to station B
it would place DLCI 50 in the Frane Relay header. When station B
received this nessage, however, the DLCI woul d have been nodified by
the network and woul d appear to B as DLCl 70.

+--m - - + ( ) +--m - - +
I | -50------ (mmmmmmmmmem - I EREEEE 70-| I
| A | ( ) | B |
I | -60----- (--------- + ) I I
+----- + ( | ) +----- +
( | )
( I ) <---Frame Rel ay
net wor k
80
I
Fomm - - +
| |
| C |
I I
S +
Figure 1

Li nes between stations represent data |link connections (DLCs).
The nunbers indicate the I ocal DLCI associated with each
connecti on.
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DLCl to Q 922 Address Table for Figure 1

DLCl (decimal) Q 922 address (hex)
50

0x0C21
60 0x0CC1
70 0x1061
80 0x1401

For authoritative description of the correlation between DLCI and

Q 922 [1] addresses, the reader should consult that specification

A sunmmary of the correlation is included here for conveni ence. The
transl ati on between DLCI and Q 922 address is based on a two byte

address length using the Q 922 encoding format. The format is

8 7 6 5 4 3 2 1

o e e e e e e oo oo oo +-- - - -+
| DLCl (high order) | ¢/ R EA|
oo s T U S
| DLCI (lower) |FECN| BECN| DE | EA|
S e L S &

For ARP and its variants, the FECN, BECN, C/ R and DE bits are
assuned to be O.

When an ARP nessage reaches a destination, all hardware addresses
will be invalid. The address found in the frame header wll,

however, be correct. Though it does violate the purity of |ayering,
Frame Relay may use the address in the header as the sender hardware
address. It should also be noted that the target hardware address,
in both ARP request and reply, will also be invalid. This should not
cause probl ens since ARP does not rely on these fields and in fact,
an inplementation may zero fill or ignore the target hardware address
field entirely.

As an exanpl e of how this address replacenent schene nay work, refer
to figure 1. If station A (protocol address pA) w shed to resolve
the address of station B (protocol address pB), it would format an
ARP request with the follow ng val ues:

ARP request fromA

ar $op 1 (request)
ar $sha unknown

ar $spa pA

ar $t ha undefi ned
ar $t pa pB
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Because station A will not have a source address associated with it,
the source hardware address field is not valid. Therefore, when the
ARP packet is received, it nust extract the correct address fromthe
Frame Rel ay header and place it in the source hardware address field.
This way, the ARP request fromA will becone:

ARP request fromA as nodified by B
ar $op 1 (request)
ar $sha 0x1061 (DLClI 70) from Frame Rel ay header
ar $spa pA
ar $t ha undef i ned
ar $t pa pB

Station B s ARP will then be able to store station A's protoco
address and Q 922 address association correctly. Next, station B
will forma reply nessage. Many inplenentations sinply place the
source addresses fromthe ARP request into the target addresses and
then fills in the source addresses with its addresses. |In this case,
the ARP response woul d be:

ARP response fromB
ar $op 2 (response)
ar $sha unknown
ar $spa pB
ar $t ha 0x1061 (DLCl 70)
ar $t pa pA

Agai n, the source hardware address is unknown and when the response
is received, station Awll extract the address fromthe Frame Rel ay
header and place it in the source hardware address field. Therefore,
the response will becone:

ARP response fromB as nodified by A
ar $op 2 (response)
ar $sha 0x0C21 (DLC 50)
ar $spa pB
ar $t ha 0x1061 (DLCl 70)
ar $t pa pA

Station Awll now correctly recognize station B having protocol
address pB associated with Q 922 address 0x0C21 (DLCl 50).

Reverse ARP (RARP) [8] works in exactly the same way. Still using

figure 1, if we assume station Cis an address server, the follow ng
RARP exchanges will occur
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RARP request from A RARP request as nodified by C
ar$op 3 (RARP request) ar$op 3 (RARP request)
ar $sha unknown ar$sha 0x1401 (DLCl 80)
ar $spa undefi ned ar $spa undefi ned
ar $t ha 0x0CCl1 (DLCI 60) ar $t ha 0x0CCl1 (DLCI 60)
ar $tpa pC ar $tpa pC
Station Cwll then | ook up the protocol address corresponding to

Q 922 address 0x1401 (DLCI 80) and send the RARP response.

RARP response from C RARP response as nodi fied by A
ar$op 4 (RARP response) ar$op 4 (RARP response)
ar $sha unknown ar $sha 0x0CCl (DLClI 60)
ar $spa pC ar $spa pC
ar$t ha 0x1401 (DLCI 80) ar$t ha 0x1401 (DLCI 80)
ar $t pa pA ar $t pa pA

This nmeans that the Frame Relay interface nmust only intervene in the
processing of incom ng packets.

In the absence of suitable multicast, ARP may still be inpl enented.
To do this, the end station sinply sends a copy of the ARP request
through each relevant DLC, thereby sinulating a broadcast.

The use of nulticast addresses in a Frame Relay environnment, as
specified by [19], is presently being considered by Frame Rel ay
providers. In tine, multicast addressing may become useful in
sendi ng ARP requests and other "broadcast" nessages.

Because of the inefficiencies of enulating broadcasting in a Frane
Rel ay environment, a new address resolution variation was devel oped.
It is called Inverse ARP [11] and describes a method for resolving a
prot ocol address when the hardware address is already known. In
Frame Relay’s case, the known hardware address is the DLCI. Support
for Inverse ARP is not required to inplenment this specification, but
it has proven useful for Frane Relay interface autoconfiguration

See [11] for its description and an exanple of its use with Frame
Rel ay.

Stations nust be able to map nore than one IP address in the sane IP
subnet (CIDR address prefix) to a particular DLCI on a Franme Rel ay
interface. This need arises fromapplications such as renote access,
where servers nust act as ARP proxies for many dial-in clients, each
assigned a unique | P address while sharing bandwi dth on the same DLC
The dynamic nature of such applications result in frequent address
associ ation changes with no affect on the DLC s status as reported by
Frame Relay PVC Status Signaling.
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As with any other interface that utilizes ARP, stations may |learn the
associ ations between | P addresses and DLCls by processing unsolicited
("gratuitous”) ARP requests that arrive on the DLC. If one station
(perhaps a terminal server or renote access server) w shes to inform
its peer station on the other end of a Frane Relay DLC of a new
associ ation between an |IP address and that PVC, it should send an
unsolicited ARP request with the source | P address equal to the
destination |IP address, and both set to the new | P address being used
on the DLC. This allows a station to "announce" new client
connections on a particular DLCl. The receiving station nust store
the new associ ation, and renove any ol d existing association, if
necessary, fromany other DLCI on the interface.

7. 1P over Frane Rel ay
Internet Protocol [9] (IP) datagrans sent over a Frane Rel ay network
conformto the encapsul ati on described previously. Wthin this
context, IP could be encapsulated in two different ways.

1. NLPID value indicating IP

o e e e e oo oo o e e e e oo oo +
| Q 922 Address |
o o +
| Control (U) 0x03 | NLPID OxCC |
o m e e e e e e e oo o m e e e e e e e oo +
| | P packet |
I : I
I I
I : I
o o +
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2. NLPID val ue indicating SNAP

o e e e e o e e e e +

| Q 922 Address |
e e +

| Control (U) 0x03 | pad 0x00 |
o o +

| NLPI D 0x80 | | SNAP Header
Fom e + QU = 0x00-00-00 + Indicating
| | 1P
e e +

| PID  0x0800 I
o o +

| | P packet |

I : I

I I

I : I
o o +

Al t hough both of these encapsul ati ons are supported under the given
definitions, it is advantageous to select only one nethod as the
appropriate mechani smfor encapsulating |IP data. Therefore, |IP data
shal | be encapsul ated using the NLPID value of OXxCC indicating IP as
shown in option 1 above. This (option 1) is nore efficient in
transm ssion (48 fewer bits), and is consistent with the

encapsul ation of IP in X 25

8. Oher Protocols over Frame Rel ay

As with I P encapsulation, there are alternate ways to transnit
various protocols within the scope of this definition. To elininate
the conflicts, the SNAP encapsulation is only used if no NLPID val ue
is defined for the given protocol

As an exanmple of how this works, |1SO CLNP has a NLPI D defined (0x81).
Therefore, the NLPID field will indicate 1 SO CLNP and the data packet
will follow imrediately. The frame would be as follows:

oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Q 922 Address |
g g +
| Control (U) 0x03 | NLPID 0x81 (CLNP) |
o o +
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In this exanple, the NLPID is used to identify the data packet as
CLNP. It is also considered part of the CLNP packet and as such, the
NLPI D shoul d not be renoved before being sent to the upper layers for
processing. The NLPID is not duplicated.

O her protocols, such as IPX, do not have a NLPID val ue defined. As
menti oned above, | PX would be encapsul ated using the SNAP header. In
this case, the frame woul d be as foll ows:

oo e e e e e e e e e e e e e e e e e e e e oo +
| Q 922 Address |
g g +
| Control (U) 0x03 | pad 0x00 |
o e e e e e e oo o e e e e e e oo +
| NLPID 0x80 (SNAP) | QU - 0x00 00 00 |
o e e e e e oo oo + |
I I
o m m e e e e e e e e e e e e e e e e e em e eaao o +
| PI D 0x8137 |
et +
| I PX packet |
I : I
I - I
o m m e e e e e e e e e e e e e e e e e em e eaao o +

9. Bridging Mdel for Frame Rel ay

The nodel for bridging in a Frane Rel ay network is identical to the
nodel for renote bridging as described in | EEE P802. 1g "Renote MAC
Bri dgi ng" [13] and supports the concept of "Virtual Ports". Renote
bridges with LAN ports receive and transnmit MAC frames to and from
the LANs to which they are attached. They nmay al so receive and
transmt MAC franes through virtual ports to and fromother renote
bridges. A virtual port may represent an abstraction of a renote
bridge’'s point of access to one, two or nore other renote bridges.

Renote Bridges are statically configured as nenbers of a renote
bridge group by managenent. All menbers of a renote bridge group are
connected by one or nore virtual ports. The set of renote MAC bridges
in arenote bridge group provides actual or *potential* MAC | ayer

i nterconnection between a set of LANs and other renote bridge groups
to which the renote bridges attach

In a Frane Relay network there nust be a full nesh of Frane Relay VCs
bet ween bridges of a renote bridge group. |If the frame relay network
is not a full mesh, then the bridge network nust be divided into

mul tiple renote bridge groups.
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The frame relay VCs that interconnect the bridges of a renote bridge
group may be combi ned or used individually to formone or nore
virtual bridge ports. This gives flexibility to treat the Frane
Relay interface either as a single virtual bridge port, with all VCs
in a group, or as a collection of bridge ports (individual or grouped
VCs) .

When a single virtual bridge port provides the interconnectivity for
all bridges of a given renpote bridge group (i.e. all VCs are conbi ned
into a single virtual port), the standard Spanning Tree Al gorithm may
be used to deternmine the state of the virtual port. Wen nore than
one virtual port is configured within a given renote bridge group
then an "extended" Spanning Tree Algorithmis required. Such an
extended algorithmis defined in | EEE 802.1g [13]. The operation of
this algorithmis such that a virtual port is only put into backup if
there is a loop in the network external to the renote bridge group

The sinplest bridge configuration for a Frame Relay network is the
LAN vi ew where all VCs are conbined into a single virtual port.
Frames, such as BPDUs, which would be broadcast on a LAN, nust be
fl ooded to each VC (or multicast if the service is devel oped for
Frame Rel ay services). Flooding is perforned by sending the packet to
each relevant DLC associated with the Frame Relay interface. The VCs
in this environnent are generally invisible to the bridge. That is,
the bridge sends a flooded frame to the frame relay interface and
does not "see" that the frane is being forwarded to each VC
individually. If all participating bridges are fully connected (ful
mesh) the standard Spanning Tree Algorithmwll suffice in this
configuration.

Typically LAN bridges learn which interface a particular end station
may be reached on by associating a MAC address with a bridge port.

In a Franme Relay network configured for the LAN-1ike single bridge
port (or any set of VCs grouped together to forma single bridge
port), however, the bridge nust not only associated a MAC address
with a bridge port, but it nust also associate it with a connection
identifier. For Frame Relay networks, this connection identifier is
a DLCl. It is unreasonable and perhaps inpossible to require bridges
to statically configure an association of every possible destination
MAC address with a DLC. Therefore, Frane Rel ay LAN-nodel ed bri dges
must provide a nechanismto allow the Frane Relay bridge port to
dynanically learn the associations. To acconplish this dynanic

| earning, a bridged packet shall conformto the encapsul ation
described within section 4.2. In this way, the receiving Frane Rel ay
interface will know to look into the bridged packet to gather the
appropriate infornation.
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A second Frame Rel ay bridgi ng approach, the point-to-point view,
treats each Frame Relay VC as a separate bridge port. Flooding and
forwardi ng packets are significantly | ess conplicated using the

poi nt -t o- poi nt approach because each bridge port has only one
destination. There is no need to performartificial flooding or to
associate DLClIs with destinati on MAC addresses. Dependi ng upon the

i nterconnection of the VCs, an extended Spanning Tree al gorithm nmay
be required to permt all virtual ports to remain active as |ong as
there are no true loops in the topology external to the renote bridge

group.

It is also possible to combine the LAN view and the point-to-point
view on a single Frame Relay interface. To do this, certain VCs are
combined to forma single virtual bridge port while other VCs are

i ndependent bridge ports.

The following drawing illustrates the different possible bridging
configurations. The dashed |ines between boxes represent virtua
circuits.
R, +
——————————————————— | B |
e | |
/ / oo +
/ I
B S, +/ \ B S, +
oA | c |
| R RRRREEEEEEEEE | |
S R +\ S R +
\
\ Fommm e - +
\ | D |
------------------- | |
AR, +

Since there is less than a full mesh of VCs between the bridges in
this exanple, the network nmust be divided into nore than one renpote
bridge group. A reasonable configuration is to have bridges A B
and C in one group, and have bridges A and D in a second.

Configuration of the first bridge group conbines the VCs

i nterconnection the three bridges (A B, and C) into a single virtua
port. This is an exanple of the LAN view configuration. The second
group woul d al so be a single virtual port which sinply connects
bridges A and D. 1In this configuration the standard Spanning Tree
Algorithmis sufficient to detect | oops.
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An alternative configuration has three individual virtual ports in
the first group corresponding to the VCs interconnecting bridges A B
and C. Since the application of the standard Spanning Tree Al gorithm
to this configuration would detect a |oop in the topol ogy, an

ext ended Spanning Tree Al gorithm woul d have to be used in order for
all virtual ports to be kept active. Note that the second group
woul d still consist of a single virtual port and the standard
Spanni ng Tree Al gorithm could be used in this group

Using the same drawi ng, one could construct a renote bridge scenario

with three bridge groups. This would be an exanple of the point-to-

poi nt case. Here, the VC connecting A and B, the VC connecting A and
C, and the VC connecting A and D are all bridge groups with a single

virtual port.

10. Security Considerations

Thi s docunent defines nechanisns for identifying the nultiprotoco
encapsul ati on of datagrans over Frane Relay. There is obviously an
element in trust in any encapsul ation protocol - a receiver nust
trust that the sender has correctly identified the protocol being
encapsul ated. In general, there is no way for a receiver to try to
ascertain that the sender did indeed use the proper protocol
identification, nor would this be desired functionality.

It also specifies the use of ARP and RARP with Frame Relay, and is
subject to the sane security constraints that affect ARP and siml ar
address resolution protocols. Because authentication is not a part
of ARP, there are known security issues relating to its use (e.g.,
host inpersonation). No additional security mechani snms have been
added to ARP or RARP for use with Frame Rel ay networks.
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0x00

0x08
0x80
0x81
0x82
0x83
Ox8E
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0xCC
OxCF
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with preserved FCS

0x00-01
0x00-02
0x00- 03
0x00- 04
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NLPI DS and PI Ds
Conmonl y Used NLPI Ds

Nul I Network Layer or
(not used with Frame Rel ay)
Q933 [2]

SNAP

| SO CLNP

| SO ESI S

ISO 1SS

| Pv6

FRF. 9 Data Conpression [ 14]
FRF. 12 Fragmentation [ 18]

| Pv4

PPP in Frane Relay [17]

Pl Ds of QU 00-80-C2

w o preserved FCS
0x00- 07
0x00- 08
0x00- 09
0x00- 0A
0x00- 0B
0x00- 0D
0x00- OE

0x00- OF
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802. 3/ Et her net

802.4

802.5

FDDI

802. 6

Fragment s

BPDUs as defined by
802. 1(d) or
802.1(g)[12].

Sour ce Routing BPDUs
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12. Appendix B - Connection Oiented Procedures

Thi s Appendi x contains additional information and instructions for
usi ng | TU Recommendati on Q 933 [2] and other |TU standards for
encapsul ati ng data over frane relay. The infornmation contained here
is simlar (and in sonme cases identical) to that found in Annex E to
ITU Q933. The authoritative source for this information is in Annex
E and is repeated here only for conveni ence.

The Network Level Protocol ID (NLPID) field is administered by |ISO
and the ITU It contains values for many different protocols
including IP, CLNP (I1SO 8473), ITU Q 933, and | SO 8208. A figure
summari zi ng a generic encapsul ati on techni que over frame rel ay
networks follows. The schenme’s flexibility consists in the
identification of multiple alternative to identify different
protocol s used either by

- end-to-end systens or
- LAN to LAN bride and routers or
- a conbination of the above.

over frame relay networks.

Q 922 contro

ul I Frame
I I
| 0x08 | 0x81 | OxCC | 0x80 |..0L1.... |..10...
| | | | |
Q 933 CLNP I P SNAP | SO 8208 | SO 8208
| | Modul o 8 Modul o 128
I I
-------------------- QU
I I I
L2 ID L3ID  -------
| User | |
| Speci fied |
| 0x70 802.3 802.6
I
| 0x51 | OX4E | | 0x4C | 0x50
I I I I I
7776 Q922 O hers 802.2 User
Speci fied
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For those protocols which do not have a NLPID assigned or do not have
a SNAP encapsul ation, the NLPID val ue of 0x08, indicating I TU
Recommendati on Q 933 should be used. The four octets follow ng the
NLPI D i nclude both |layer 2 and | ayer 3 protocol identification. The
code points for nobst protocols are currently defined in ITU Q 933 | ow
| ayer compatibility information elenent. The code points for "User
Speci fied" are described in Frane Relay Forum FRF. 3.1 [15]. There is
al so an escape for defining non-standard protocols.

Format of Qther Protocols
using Q 933 NLPID

o m e e e e e e aaao o +
| Q 922 Address |
o m e e e oo - o m e e e oo - +
| Control 0Ox03 | NLPID 0x08 |
S S +
| L2 Protocol ID |
| octet 1 | octet 2 |
oo oo +
| L3 Protocol ID |
| octet 1 | octet 2 |
S S +
| Pr ot ocol Data |
o m e e e e e e aaao o +
I FCS I
o e e e e e e e meme oo +

| ayer 3
e T +
| Q 922 Address |
T T +
| Control 0x03 | NLPID 0x08 |
S I S I +
| 802/2 0x4C | 0x80 |
I IRy I IRy +
| User Spec. 0x70] Note 1 |
T T +
| DSAP | SSAP |
S I S I +
| Control (Note 2) |
T T T Re ey +
| Remai nder of PDU |
o e e e e e e e e e e aa o - +
I FCS I
O +
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Note 1: Indicates the code point for user specified
| ayer 3 protocol.

Note 2: Control field is two octets for |-format and
S-format franes (see 88002/ 2)

Encapsul ations using | frane (layer 2)

The Q922 | frame is for supporting | ayer 3 protocols which require
acknow edged data link |layer (e.g., 1SO 8208). The C/R bit will be
used for command and response indications.

Format of | SO 8208 frane

Modul o 8
o e e e e e e e e e e aa o - +
| Q 922 Address |
oo oo +
| ....Control | frame |
oo oo +

Note 3: First octet of 8208 packet also identifies the
NLPI D which is "..01....".

Format of | SO 8208 frane

Modul o 128
o e e e e e e e meme oo +
| Q 922 Address |
S S +
| Control | frame |
o o +
| 8208 packet (nodul o 128) |
| Note 4 |
o e e e e e e e e e e aa o - +
I FCS I
o m e e e e e e e aaao o +

Note 4: First octet of 8208 packet also identifies the
NLPI D which is "..10....".
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13.

Appendi x C - Mdifications from RFC 1490

RFC 1490 has been wi dely inplenmented and used, and has been adopted
by the Franme Relay Forumin FRF. 3.1 [15] and by the ITUin Q933 [2].
Thi s section describes updates to RFC 1490 t hat have been nade as a
result of this inplementation and interoperability experience, and
whi ch reflect current inplenentation practice.

Sone | anguage changes were necessary to clarify RFC 1490. None of

t hese changes i npacted the technical aspects of this docunment, but
were required to keep diagrans and | anguage specific and consistent.
Speci fics of these changes will not be listed here. Below are listed
t hose changes which were significant.

a) The requirenent for stations to accept SNAP encapsul ated protocol s
for which a NLPID was avail abl e, was renoved. RFC 1490 i ndi cated
that, if a protocol, such as IP, had a designated NLPID val ue, it
must be used. Later the docunment required stations to accept a

SNAP encapsul ated version of this sane protocol. This is clearly
inconsistent. A conpliant station nust send and accept the NLPID
encapsul ated version of such a protocol. It MAY accept the SNAP

encapsul ati on but should not be required to do so as these franes
are nonconpl i ant.

b) Fragnentation was renoved. To date there are no interoperable
i mpl ement ati ons of the fragmentation algorithmpresented in RFC
1490. Additionally, there have been several suggestions that the
proposed nechanisns are insufficient for sone frane rel ay
applications. To this end, fragnentation was renoved fromthis
docunent, and has been replaced by the fragnentation specified in
FRF. 12 [18].

c) The address resolution presented in RFC 1490 referred only to PVC
environments and is insufficient for SVC environnments. Therefore
the section title was changed to reflect this. Further work on
SVC address resolution will take place in the I ON working group

d) The encapsul ation for Source Routing BPDUs was added, and the
lists in Appendix A were augnented.

e) The use of canonical and non-canoni cal MAC destinati on addresses
in the bridging encapsul ations was clarified.

f) The Inverse ARP description was nmoved to the Inverse ARP
specification [11].

g) A new security section was added.
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16. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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