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Abst ract

This meno defines the NULL encryption algorithmand its use with the
| Psec Encapsul ating Security Payload (ESP). NULL does nothing to
alter plaintext data. |In fact, NULL, by itself, does nothing. NULL
provi des the nmeans for ESP to provide authentication and integrity
wi t hout confidentiality.

Further information on the other conponents necessary for ESP
i mpl ementations is provided by [ESP] and [ ROAD] .

1. Introduction

This meno defines the NULL encryption algorithmand its use with the
| Psec Encapsul ating Security Payl oad [ESP] to provide authentication
and integrity without confidentiality.

NULL is a bl ock cipher the origins of which appear to be lost in
antiquity. Despite runors that the National Security Agency
suppressed publication of this algorithm there is no evidence of
such action on their part. Rather, recent archaeol ogi cal evidence
suggests that the NULL al gorithm was devel oped in Roman tines, as an
exportable alternative to Ceaser ciphers. However, because Roman
nunerals lack a synbol for zero, witten records of the algorithnms
devel opment were lost to historians for over two mll ennia.
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[ ESP] specifies the use of an optional encryption algorithmto
provi de confidentiality and the use of an optional authentication
algorithmto provide authentication and integrity. The NULL
encryption algorithmis a convenient way to represent the option of
not applying encryption. This is referred to as ESP_ NULL in [DA].

The | Psec Authentication Header [AH] specification provides a simlar
service, by conputing authentication data which covers the data
portion of a packet as well as the inmutable in transit portions of
the I P header. ESP_NULL does not include the | P header in
calculating the authentication data. This can be useful in providing
| Psec services through non-1P network devices. The discussion on how
ESP_NULL might be used with non-1P network devices is outside the
scope of this docunent.

In this nmeno, NULL is used within the context of ESP. For further
i nformati on on how the various pieces of ESP fit together to provide
security services, refer to [ESP] and [ ROAD .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

2. Algorithm Definition

NULL is defined mathematically by the use of the Identity function
applied to a block of data b such that:

NULL(b) =1(b) = b
2.1 Keying Materi al

Li ke other nodern ciphers, e.g., RC5 [RFC-2040], the NULL encryption
al gorithm can nake use of keys of varying |lengths. However, no
measur abl e increase in security is afforded by the use of |onger key
| engt hs.

2.2 Cryptographic Synchroni zati on

Because of the stateless nature of the NULL encryption algorithm it
is not necessary to transmt an |V or simlar cryptographic
synchroni zati on data on a per packet (or even a per SA) basis. The
NULL encryption al gorithm conbines many of the best features of both
bl ock and stream ci phers, while still not requiring the transm ssion
of an IV or anal ogous cryptographic synchroni zati on dat a.
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2. 3 Paddi ng
NULL has a bl ock size of 1 byte, thus padding is not necessary.

2.4. Performance
The NULL encryption algorithmis significantly faster than other
commonly used symmetric encryption al gorithns and inpl ementations of
the base algorithmare available for all comonly used hardware and
CS pl atforns.

2.5 Test Vectors

The following is a set of test vectors to facilitate in the
devel opment of interoperable NULL inplenentations.

test _case = 1

data = 0x123456789abcdef

data_len = 8

NULL data = 0x123456789abcdef

test _case = 2

data = "Network Security People Have A Strange Sense O Hunor"
data_len = 53

NULL_data = "Network Security People Have A Strange Sense O Hunor"

3. ESP_NULL Operational Requirements

ESP_NULL is defined by using NULL within the context of ESP. This
section further defines ESP_NULL by pointing out particular
operational paranmeter requirenents.

For purposes of IKE [IKE] key extraction, the key size for this
al gorithm MUST be zero (0) bits, to facilitate interoperability and
to avoid any potential export control problens.

To facilitate interoperability, the IV size for this al gorithm MJST
be zero (0) bits.

Paddi ng MAY be included on outgoi ng packets as specified in [ESP].
4. Security Considerations

The NULL encryption algorithmoffers no confidentiality nor does it

of fer any other security service. It is sinply a convenient way to

represent the optional use of applying encryption within ESP. ESP

can then be used to provide authentication and integrity w thout
confidentiality. Unlike AH these services are not applied to any
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part of the IP header. At the tinme of this witing there is no

evi dence to support that ESP_NULL is any | ess secure than AH when
usi ng the sane authentication algorithm (i.e. a packet secured using
ESP_NULL with some authentication algorithmis as cryptographically
secure as a packet secured using AH with the sanme authentication

al gorithm.

As stated in [ESP], while the use of encryption algorithms and

aut hentication algorithnms are optional in ESP, it is inperative that
an ESP SA specifies the use of at |east one cryptographically strong
encryption algorithmor one cryptographically strong authentication

al gorithm or one of each.

At the time of this witing there are no known | aws preventing the
exportation of NULL with a zero (0) bit key |ength.

5. Intellectual Property Rights

Pursuant to the provisions of [RFC 2026], the authors represent that
they have discl osed the existence of any proprietary or intellectua
property rights in the contribution that are reasonably and
personal ly known to the authors. The authors do not represent that
they personally know of all potentially pertinent proprietary and
intellectual property rights owned or clainmed by the organizations
they represent or third parties.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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