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The Internet I P Security Domain of Interpretation for | SAKMP
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1998). All R ghts Reserved.
| ESG Not e

Section 4.4.4.2 states, "All inplementations within the | PSEC DO
MUST support ESP_DES...". Recent work in the area of cryptanal ysis
suggests that DES may not be sufficiently strong for many
applications. Therefore, it is very likely that the | ETF will
deprecate the use of ESP _DES as a mandatory ci pher suite in the near
future. It will remain as an optional use protocol. Al though the

| Psec working group and the | ETF in general have not settled on an
alternative algorithm (taking into account concerns of security and
performance), inplenmenters my want to heed the recomrendati ons of
section 4.4.4.3 on the use of ESP_3DES

1. Abstract

The Internet Security Association and Key Managenent Protoco

(I SAKMP) defines a framework for security associ ati on nanagenment and
crypt ographi ¢ key establishnent for the Internet. This framework
consi sts of defined exchanges, payl oads, and processi ng guidelines
that occur within a given Dormain of Interpretation (DA). This
docunent defines the Internet IP Security DO (I1PSEC DA ), which
instantiates | SAKMP for use with I P when I P uses | SAKMP to negoti ate
security associ ati ons.

For a list of changes since the previous version of the | PSEC DO ,
pl ease see Section 7.
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2.

I nt roducti on

Wthin | SAKMP, a Domain of Interpretation is used to group rel ated
protocols using | SAKMP to negotiate security associations. Security
protocols sharing a DO choose security protocol and cryptographic
transforms froma comon nanmespace and share key exchange protocol
identifiers. They also share a common interpretation of DO -specific
payl oad data content, including the Security Association and
Identification payl oads.

Overall, | SAKMP places the follow ng requirenents on a DO
definition:

define the nam ng schene for DO -specific protocol identifiers
define the interpretation for the Situation field

define the set of applicable security policies

define the syntax for DO -specific SA Attributes (Phase I1)
define the syntax for DO -specific payload contents

define additional Key Exchange types, if needed

define additional Notification Message types, if needed

OO0OO0O0OO0OO0OOo

The remai nder of this docunent details the instantiation of these
requirenents for using the IP Security (IPSEC) protocols to provide
aut hentication, integrity, and/or confidentiality for |IP packets sent
bet ween cooperating host systens and/or firewalls.

For a description of the overall |IPSEC architecture, see [ ARCH,
[AH, and [ESP].

Ternms and Definitions
The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,

SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC 2119].

4.1 | PSEC Nam ng Schene

Wthin | SAKMP, all DO’'s nust be registered with the 1ANA in the
"Assi gned Nunbers" RFC [STD-2]. The | ANA Assigned Nunber for the
Internet IP Security DO (IPSEC DAO) is one (1). Wthin the | PSEC
DA, all well-known identifiers MJST be registered with the | ANA
under the IPSEC DO. Unless otherw se noted, all tables within this
docunent refer to | ANA Assigned Nunmbers for the IPSEC DO. See
Section 6 for further information relating to the 1ANA registry for
the | PSEC DO .

Al multi-octet binary values are stored in network byte order.
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4.2 | PSEC Situation Definition

Wthin | SAKMP, the Situation provides information that can be used by
the responder to nmake a policy determ nati on about how to process the
i ncom ng Security Association request. For the IPSEC DO, the
Situation field is a four (4) octet bitmask with the foll ow ng

val ues.
Situation Val ue
SI T | DENTI TY_ONLY 0x01
SI T_SECRECY 0x02
SIT_INTEGRI TY 0x04

4.2.1 SIT_I DENTI TY_ONLY

The SIT I DENTITY_ONLY type specifies that the security association
will be identified by source identity information present in an
associated ldentification Payload. See Section 4.6.2 for a conplete
description of the various Identification types. Al |PSEC DO

i mpl ement ati ons MJST support SIT_IDENTITY_ONLY by including an
Identification Payload in at |east one of the Phase | Qakl ey
exchanges ([I1KE], Section 5) and MJST abort any association setup
that does not include an Identification Payl oad.

If an initiator supports neither SIT_SECRECY nor SIT_INTEGRITY, the
situation consists only of the 4 octet situation bitmap and does not
include the Label ed Domain Identifier field (Figure 1, Section 4.6.1)
or any subsequent |abel information. Conversely, if the initiator
supports either SIT SECRECY or SIT_INTEGRITY, the Label ed Domrai n
Identifier MJUST be included in the situation payl oad.

4.2.2 SI T_SECRECY

The SI T_SECRECY type specifies that the security association is being

negotiated in an environnment that requires |abeled secrecy. |If
SIT_SECRECY is present in the Situation bitmap, the Situation field
will be followed by variable-length data that includes a sensitivity

| evel and conpartnent bitnmask. See Section 4.6.1 for a conplete
description of the Security Association Payl oad fornmat.

If an initiator does not support SIT _SECRECY, SIT SECRECY MJST NOT be
set in the Situation bitmap and no secrecy |evel or category bitnaps
shal | be incl uded.

If a responder does not support SIT _SECRECY, a S| TUATI ON- NOT-

SUPPORTED Noti fication Payl oad SHOULD be returned and the security
associ ation setup MJST be abort ed.
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4.2.3 SIT_INTEGRITY

The SIT_INTEGRITY type specifies that the security association is
bei ng negotiated in an environnent that requires | abeled integrity.
If SIT INTEGRITY is present in the Situation bitmap, the Situation
field will be followed by variable-1ength data that includes an
integrity level and conpartrment bitmask. |f SIT SECRECY is also in
use for the association, the integrity information imredi ately
follows the variable-length secrecy |evel and categories. See
section 4.6.1 for a conplete description of the Security Association
Payl oad format.

If an initiator does not support SIT_INTEGRITY, SIT_INTEGRITY MJST
NOT be set in the Situation bitmap and no integrity |evel or category
bi t maps shal |l be incl uded.

If a responder does not support SIT INTEGRITY, a SITUATI ON- NOT-
SUPPORTED Noti fication Payl oad SHOULD be returned and the security
associ ation setup MJST be abort ed.

4.3 | PSEC Security Policy Requirenents

The I PSEC DO does not inpose specific security policy requirenents
on any inplenentation. Host systempolicy issues are outside of the
scope of this docunent.

However, the follow ng sections touch on some of the issues that nust
be consi dered when designing an | PSEC DO host inplementation. This
section should be considered only informational in nature.

4.3.1 Key Managenent | ssues

It is expected that many systens choosing to inplenment | SAKMP will
strive to provide a protected domain of execution for a conbined | KE
key managenent daenon. On protected-node nultiuser operating
systens, this key managenent daenon will likely exist as a separate
privileged process.

In such an environnent, a formalized APl to introduce keying material
into the TCP/IP kernel nmay be desirable. The IP Security
architecture does not place any requirenents for structure or flow
between a host TCP/IP kernel and its key managenent provider
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4.3.2 Static Keying |ssues

Host systens that inplenent static keys, either for use directly by

I PSEC, or for authentication purposes (see [IKE] Section 5.4), should
take steps to protect the static keying material when it is not
residing in a protected nmenory donmain or actively in use by the
TCP/ 1 P ker nel

For exanple, on a | aptop, one mght choose to store the static keys
in a configuration store that is, itself, encrypted under a private
password

Dependi ng on the operating systemand utility software installed, it
may not be possible to protect the static keys once they’ ve been

| oaded into the TCP/I P kernel, however they should not be trivially

recoverable on initial systemstartup wi thout having to satisfy sone
addi tional form of authentication.

4.3.3 Host Policy |Issues

It is not realistic to assume that the transition to | PSEC will occur
overnight. Host systens nust be prepared to inplenent flexible
policy lists that describe which systens they desire to speak
securely with and which systens they require speak securely to them
Sone notion of proxy firewall addresses may al so be required.

A mnimal approach is probably a static Iist of I P addresses, network
masks, and a security required flag or flags.

A nmore flexible inplenentation night consist of a list of wldcard
DNS names (e.g. '*.foo.bar’), an in/out bitmask, and an optiona
firewall address. The wildcard DNS nane woul d be used to match
incom ng or outgoing |IP addresses, the in/out bitmsk wuld be used
to determ ne whether or not security was to be applied and in which
direction, and the optional firewall address would be used to

i ndi cate whether or not tunnel node would be needed to talk to the
target systemthough an internediate firewall

4.3.4 Certificate Managenent

Host systens inplenenting a certificate-based authentication schene
wi Il need a nmechani smfor obtaining and managi ng a dat abase of
certificates.

Secure DNS is to be one certificate distribution nmechanism however
the pervasive availability of secure DNS zones, in the short term

is
doubtful for many reasons. What's far nore likely is that hosts wll
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need an ability to inport certificates that they acquire through
secure, out-of-band nmechanisns, as well as an ability to export their
own certificates for use by other systens.

However, manual certificate nmanagenent should not be done so as to
preclude the ability to introduce dynam c certificate di scovery
mechani sms and/ or protocols as they becone avail abl e.

4.4 | PSEC Assigned Numbers

The following sections list the Assigned Nunbers for the | PSEC DO :
Situation lIdentifiers, Protocol ldentifiers, Transformldentifiers,
AH, ESP, and | PCOVMP Transform ldentifiers, Security Association
Attribute Type Val ues, Labeled Domain ldentifiers, |ID Payload Type
Val ues, and Notify Message Type Val ues.

4.4.1 | PSEC Security Protocol Identifier

The | SAKMP proposal syntax was specifically designed to allow for the
si mul t aneous negotiation of multiple Phase Il security protoco

suites within a single negotiation. As a result, the protocol suites
listed below formthe set of protocols that can be negotiated at the
same time. It is a host policy decision as to what protocol suites
m ght be negoti ated together

The following table Iists the values for the Security Protoco
ldentifiers referenced in an | SAKMP Proposal Payl oad for the | PSEC

Protocol |ID Val ue
RESERVED 0
PROTO | SAKMP 1
PRCTO | PSEC_AH 2
PRCOTO | PSEC ESP 3
PRCTO | PCOWP 4

4.4.1.1 PROTO_| SAKMP
The PROTO | SAKMP type specifies nessage protection required during
Phase | of the | SAKMP protocol. The specific protection nechani sm
used for the IPSEC DO is described in [IKE]. Al inplementations
within the | PSEC DO MJST support PROTO | SAKMP

NB: | SAKMP reserves the value one (1) across all DO definitions.
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4.4.1.2 PROTO_| PSEC_AH

The PROTO | PSEC AH type specifies |IP packet authentication. The
default AH transform provides data origin authentication, integrity
protection, and replay detection. For export control considerations,
confidentiality MJUST NOT be provided by any PROTO | PSEC AH transform

4.4.1.3 PROTO_| PSEC_ESP

The PROTO | PSEC ESP type specifies | P packet confidentiality.

Aut hentication, if required, nust be provided as part of the ESP
transform The default ESP transformincludes data origin
authentication, integrity protection, replay detection, and
confidentiality.

4.4.1. 4 PROTO_I PCOWP

The PROTO_| PCOWP type specifies | P payl oad conpression as defined in
[ 1 PCOVP]

4.4.2 | PSEC | SAKMP Transform ldentifiers

As part of an | SAKMP Phase | negotiation, the initiator’s choice of
Key Exchange offerings is nade using sone host system policy
description. The actual selection of Key Exchange nechani smis nade
usi ng the standard | SAKMP Proposal Payload. The follow ng table
lists the defined | SAKMP Phase | Transformldentifiers for the
Proposal Payl oad for the | PSEC DO .

Transform Val ue
RESERVED 0
KEY_| KE 1

Wthin the | SAKMP and I PSEC DO framework it is possible to define
key establishment protocols other than | KE (Gakley). Previous
versions of this docunent defined types both for nanual keying and
for schenes based on use of a generic Key Distribution Center (KDC).
These identifiers have been renoved fromthe current docunent.

The | PSEC DO can still be extended later to include values for
addi ti onal non-Qakl ey key establishnent protocols for | SAKMP and
| PSEC, such as Kerberos [RFC-1510] or the G oup Key Managenent
Prot ocol (GKMP) [ RFC-2093].
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4.4.2.1 KEY_I KE

The KEY_I KE type specifies the hybrid | SAKMP/ Cakl ey Diffie-Hell man
key exchange (IKE) as defined in the [IKE] docunent. All
i npl ementations within the | PSEC DO MJST support KEY_I KE.

4.4.3 | PSEC AH Transform ldentifiers

The Aut henticati on Header Protocol (AH) defines one mandatory and
several optional transforns used to provide authentication,
integrity, and replay detection. The following table lists the
defined AH Transform ldentifiers for the | SAKMP Proposal Payl oad for
the 1 PSEC DO .

Note: the Authentication Algorithmattribute MIST be specified to
identify the appropriate AH protection suite. For exanple, AH MDb5
can best be thought of as a generic AH transformusing MD5. To
request the HMAC construction with AH, one specifies the AH MD5
transform I D along with the Authentication Algorithmattribute set to
HVAC- MD5. This is shown using the "Auth(HVAC-MD5)" notation in the
foll owi ng secti ons.

Transform | D Val ue
RESERVED 0-1
AH_MD5 2

AH SHA 3

AH DES 4

Note: all mandatory-to-inplenent algorithnms are listed as "MJST"
i mpl emrent (e.g. AH MD5) in the follow ng sections. Al other

al gorithms are optional and MAY be inplenented in any particul ar
i mpl ement at i on.

4.4.3.1 AH M5
The AH MD5 type specifies a generic AH transformusing MD5. The
actual protection suite is determned in concert with an associ ated
SA attribute list. A generic MD5 transformis currently undefined.
Al inplementations within the | PSEC DO MJST support AH MD5 al ong
with the Auth(HVAC-MD5) attribute. This suite is defined as the
HVAC- MD5- 96 transform described in [ HMACVDS] .

The AH MD5 type along with the Aut h(KPDK) attribute specifies the AH
transform (Key/ Pad/ Dat a/ Key) described in RFC 1826.
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Use of AH MD5 with any other Authentication Algorithmattribute val ue
is currently undefi ned.

4.4.3.2 AH SHA

The AH SHA type specifies a generic AH transformusing SHA-1. The
actual protection suite is determned in concert with an associ ated
SA attribute list. A generic SHA transformis currently undefi ned.

Al inplementations within the |PSEC DO MJST support AH SHA al ong
with the Aut h(HVAC-SHA) attribute. This suite is defined as the
HMAC- SHA- 1- 96 transform described in [ HVACSHA] .

Use of AH SHA with any other Authentication Algorithmattribute val ue
is currently undefined.

4.4.3.3 AH DES

The AH DES type specifies a generic AH transformusing DES. The
actual protection suite is determned in concert with an associ ated
SA attribute list. A generic DES transformis currently undefi ned.

The I PSEC DA defines AH DES along with the Aut h(DES-MAC) attribute
to be a DES-MAC transform |Inplenentations are not required to
support this node.

Use of AH DES with any other Authentication Algorithmattribute val ue
is currently undefi ned.

4.4.4 | PSEC ESP Transform ldentifiers

The Encapsul ating Security Payl oad (ESP) defines one mandatory and
many optional transforns used to provide data confidentiality. The
following table lists the defined ESP Transformldentifiers for the
| SAKMP Proposal Payl oad for the | PSEC DO .

Not e: when authentication, integrity protection, and replay detection
are required, the Authentication Algorithmattribute MJST be
specified to identify the appropriate ESP protection suite. For
exanpl e, to request HVAC-MD5 authentication with 3DES, one specifies
the ESP_3DES transformID with the Authentication Algorithmattribute
set to HVAC-MD5. For additional processing requirenents, see Section
4.5 (Authentication A gorithm.
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Transform | D Val ue
RESERVED
ESP_DES | V64
ESP_DES
ESP_3DES
ESP_RC5

ESP_| DEA
ESP_CAST
ESP_BLOWFI SH
ESP_31 DEA
ESP_DES | V32
ESP_RC4
ESP_NULL

PPRPOO~NOUORAWNEO

0
1

Note: all mandatory-to-inplenent algorithns are listed as "MJST"
i npl ement (e.g. ESP_DES) in the follow ng sections. All other
algorithms are optional and MAY be inplenented in any particul ar
i mpl ement ati on.

4.4.4.1 ESP_DES | V64

The ESP_DES |V64 type specifies the DES-CBC transformdefined in
RFC- 1827 and RFC-1829 using a 64-bit IV

4.4.4.2 ESP_DES

The ESP_DES type specifies a generic DES transform usi ng DES- CBC.
The actual protection suite is determned in concert with an
associ ated SA attribute list. A generic transformis currently
undef i ned.

Al inplementations within the | PSEC DO MJST support ESP_DES al ong
with the Aut h(HVAC-MD5) attribute. This suite is defined as the
[DES] transform with authentication and integrity provided by HVAC
MD5 [ HVACMDS] .

4.4.4.3 ESP_3DES
The ESP_3DES type specifies a generic triple-DES transform The
actual protection suite is determned in concert with an associ ated
SA attribute list. The generic transformis currently undefined.

Al inplementations within the |PSEC DO are strongly encouraged to

support ESP_3DES along with the Auth(HVAC-MD5) attribute. This suite

is defined as the [ESPCBC] transform w th authentication and
integrity provided by HVAC MD5 [ HVACVDS] .
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4.4.4. 4 ESP_RCS

The ESP_RC5 type specifies the RC5 transform defined in [ ESPCB(C .
4.4.4.5 ESP_| DEA

The ESP_| DEA type specifies the | DEA transform defined in [ ESPCBC] .
4.4.4.6 ESP_CAST

The ESP_CAST type specifies the CAST transform defined in [ ESPCBC] .
4.4.4.7 ESP_BLOWI SH

The ESP_BLOWFI SH type specifies the BLOAFI SH transformdefined in
[ ESPCBC] .

4.4.4.8 ESP_3I DEA
The ESP_3I DEA type is reserved for triple-IDEA
4.4.4.9 ESP_DES | V32

The ESP_DES 1V32 type specifies the DES-CBC transform defined in
RFC- 1827 and RFC- 1829 using a 32-bit IV

4.4.4.10 ESP_RC4
The ESP_RC4 type is reserved for RC4.
4.4.4.11 ESP_NULL

The ESP_NULL type specifies no confidentiality is to be provided by
ESP. ESP_NULL is used when ESP is being used to tunnel packets which
require only authentication, integrity protection, and replay

det ecti on.

Al inplementations within the | PSEC DO MJST support ESP_NULL. The
ESP NULL transformis defined in [ESPNULL]. See the Authentication
Algorithmattribute description in Section 4.5 for additional
requirenents relating to the use of ESP_NULL.

4.4.5 | PSEC | PCOW Transform ldentifiers
The |1 P Conpression (I PCOW) transforms define optional conpression
al gorithms that can be negotiated to provide for |IP payl oad

conpression ([IPCOW]). The following table |lists the defined | PCOW
Transform ldentifiers for the | SAKMP Proposal Payl oad within the
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| PSEC DA .

Transform I D Val ue
RESERVED 0
| PCOVP_QUI 1
| PCOVP_DEFLATE 2
| PCOWP_LZS 3

4.4.5.1 | PCOVP_OUI

The |1 PCOW_QUI type specifies a proprietary conpression transform
The | PCOW_QUI type nust be acconpani ed by an attribute which further
identifies the specific vendor algorithm

4.4.5.2 | PCOVP_DEFLATE

The | PCOMP_DEFLATE type specifies the use of the "zlib" deflate
al gorithm as specified in [ DEFLATE].

4.4.5.3 | PCOVWP_LZS

The | PCOWP_LZS type specifies the use of the Stac El ectronics LZS
al gorithmas specified in [LZS].

4.5 | PSEC Security Association Attributes

The following SA attribute definitions are used in Phase Il of an IKE
negotiation. Attribute types can be either Basic (B) or Variabl e-
Length (V). Encoding of these attributes is defined in the base

| SAKMP speci fication.

Attributes described as basic MIJST NOT be encoded as vari abl e.
Variable |l ength attributes MAY be encoded as basic attributes if
their value can fit into two octets. See [IKE] for further
information on attribute encoding in the IPSEC DO. Al restrictions
listed in [IKE] also apply to the I PSEC DO .
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Attribute Types

cl ass val ue type
SA Life Type 1 B
SA Life Duration 2 \%
Group Description 3 B
Encapsul ati on Mode 4 B
Aut henti cation Al gorithm 5 B
Key Length 6 B
Key Rounds 7 B
Conpress Dictionary Size 8 B
Conpress Private Algorithm 9 \%

Cl ass Val ues

Pi per

SA Life Type
SA Duration

Specifies the time-to-live for the overall security

associ ation. When the SA expires, all keys negoti ated under
the association (AH or ESP) nust be renegotiated. The life
type val ues are:

RESERVED 0
seconds 1
ki | obyt es 2

Val ues 3-61439 are reserved to | ANA. Val ues 61440-65535 are
for private use. For a given Life Type, the value of the
Life Duration attribute defines the actual length of the
component lifetime -- either a nunber of seconds, or a number
of Kbytes that can be protected.

If unspecified, the default value shall be assuned to be
28800 seconds (8 hours).

An SA Life Duration attribute MJST always follow an SA Life
Type whi ch describes the units of duration

See Section 4.5.4 for additional information relating to
lifetime notification.

Group Description

Specifies the Cakley Group to be used in a PFS QV
negotiation. For a |list of supported val ues, see Appendi x A
of [IKE].
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Encapsul ati on Mode
RESERVED 0
Tunnel 1
Transport 2

Val ues 3-61439 are reserved to | ANA. Val ues 61440- 65535 are
for private use

If unspecified, the default value shall be assuned to be
unspeci fi ed (host-dependent).

Aut hentication Al gorithm
RESERVED
HVAC- MD5
HVAC- SHA
DES- MAC
KPDK

AWNPFLO

Val ues 5-61439 are reserved to | ANA. Val ues 61440- 65535 are
for private use

There is no default value for Auth Algorithm as it nust be
specified to correctly identify the applicable AH or ESP
transform except in the follow ng case.

When negotiating ESP wi thout authentication, the Auth
Algorithmattribute MJUST NOT be included in the proposal

When negotiating ESP without confidentiality, the Auth
Algorithmattribute MJST be included in the proposal and the
ESP transform | D nmust be ESP_NULL.

Key Length
RESERVED 0

There is no default value for Key Length, as it nust be
specified for transforns using ciphers with variable key

Il engths. For fixed |l ength ciphers, the Key Length attribute
MUST NOT be sent.

Key Rounds
RESERVED 0

There is no default value for Key Rounds, as it nust be

specified for transforns using ciphers with varying numnbers
of rounds.

Pi per St andards Track [ Page 14]



RFC 2407 I P Security Dommin of Interpretation Noverber 1998

Conpression Dictionary Size
RESERVED 0

Specifies the | 0og2 maxi num size of the dictionary.
There is no default value for dictionary size.
Conpressi on Private Al gorithm

Specifies a private vendor conpression algorithm The first
three (3) octets nust be an | EEE assi gned conpany_id (QU).
The next octet may be a vendor specific conpression subtype,
foll owed by zero or nore octets of vendor data.

4.5.1 Required Attribute Support

To ensure basic interoperability, all inplenentations MIST be
prepared to negotiate all of the followi ng attributes.

SA Life Type
SA Duration
Auth Al gorithm

4.5.2 Attribute Parsing Requirement (Lifetine)

To allow for flexible semantics, the PSEC DO requires that a
conform ng | SAKMP i npl ementati on MUST correctly parse an attribute
list that contains multiple instances of the sane attribute class, so
long as the different attribute entries do not conflict with one
another. Currently, the only attributes which requires this
treatnent are Life Type and Duration

To see why this is inmportant, the foll ow ng exanpl e shows the binary
encoding of a four entry attribute list that specifies an SA Lifetine
of either 100MB or 24 hours. (See Section 3.3 of [ISAKMP] for a
conpl ete description of the attribute encoding format.)

Attribute #1:
0x80010001 (AF =1, type = SA Life Type, value

seconds)
Attribute #2:
0x00020004 (AF = 0, type = SA Duration, length = 4 bytes)
0x00015180 (val ue = 0x15180 = 86400 seconds = 24 hours)

Attribute #3:
0x80010002 (AF = 1, type = SA Life Type, value = KB)
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Attribute #4:
0x00020004 (AF = 0, type = SA Duration, length = 4 bytes)
0x000186A0 (value = 0x186A0 = 100000KB = 100MB)

If conflicting attributes are detected, an ATTRI BUTES- NOT- SUPPORTED
Noti fication Payl oad SHOULD be returned and the security association
setup MUST be abort ed.

4.5.3 Attribute Negotiation

If an inplenmentation receives a defined |PSEC DO attribute (or
attribute value) which it does not support, an ATTRI BUTES- NOT- SUPPORT
SHOULD be sent and the security association setup MJST be aborted,

unl ess the attribute value is in the reserved range.

If an inplenmentation receives an attribute value in the reserved
range, an inplenentati on MAY chose to continue based on | ocal policy.

4.5.4 Lifetinme Notification

VWhen an initiator offers an SAlifetine greater than what the
responder desires based on their local policy, the responder has
three choices: 1) fail the negotiation entirely; 2) conplete the
negotiati on but use a shorter lifetime than what was offered; 3)
conmpl ete the negotiation and send an advisory notification to the
initiator indicating the responder’s true lifetinme. The choice of
what the responder actually does is inplenentation specific and/or
based on | ocal policy.

To ensure interoperability in the latter case, the I PSEC DA requires
the followi ng only when the responder wi shes to notify the initiator
if the initiator offers an SAlifetinme | onger than the responder is
willing to accept, the responder SHOULD i ncl ude an | SAKMP
Notification Payload in the exchange that includes the responder’s

| PSEC SA payl oad. Section 4.6.3.1 defines the payload | ayout for the
RESPONDER- LI FETI ME Notifi cati on Message type which MJST be used for
this purpose.

4.6 | PSEC Payl oad Cont ent

The foll owi ng sections describe those | SAKMP payl oads whose data
representations are dependent on the applicable DO .

4.6.1 Security Association Payl oad
The following diagramillustrates the content of the Security

Associ ation Payload for the IPSEC DO. See Section 4.2 for a
description of the Situation bitmap.
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Figure 1: Security Association Payl oad For mat
The Security Association Payload is defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of

+
!
+

+
!
+
|
+
!
+

+ L+ "+ L+ T+ T+

1998

the next payload in the nessage. |If the current payload is the

last in the nessage, this field will be zero (0)

0 RESERVED (1 octet) - Unused, nust be zero (0).

o Payload Length (2 octets) - Length, in octets, of the current

payl oad, including the generic header

o0 Donain of Interpretation (4 octets) - Specifies the | PSEC DO ,

whi ch has been assigned the value one (1).

0 Situation (4 octets) - Bitmask used to interpret the remai nder

of the Security Association Payl oad. See Section 4.2 for a

conplete list of val ues.
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0 Labeled Dormain lIdentifier (4 octets) - | ANA Assigned Nunber used
to interpret the Secrecy and Integrity informtion

0 Secrecy Length (2 octets) - Specifies the length, in octets, of
the secrecy level identifier, excluding pad bits.

0 RESERVED (2 octets) - Unused, must be zero (0).

0 Secrecy Level (variable length) - Specifies the nandatory
secrecy level required. The secrecy |evel MJIST be padded with
zero (0) to align on the next 32-bit boundary.

0 Secrecy Category Length (2 octets) - Specifies the length, in
bits, of the secrecy category (conpartnent) bitmap, excluding
pad bits.

0 RESERVED (2 octets) - Unused, nust be zero (0).

0 Secrecy Category Bitmap (variable length) - A bitmap used to
desi gnate secrecy categories (conpartnents) that are required
The bitmap MJUST be padded with zero (0) to align on the next
32-bit boundary.

0 Integrity Length (2 octets) - Specifies the length, in octets,
of the integrity level identifier, excluding pad bits.

0 RESERVED (2 octets) - Unused, nust be zero (0)

0 Integrity Level (variable length) - Specifies the nandatory
integrity level required. The integrity |evel MJST be padded
with zero (0) to align on the next 32-bit boundary.

0 Integrity Category Length (2 octets) - Specifies the length, in
bits, of the integrity category (conpartnent) bitnap, excluding
pad bits.

0 RESERVED (2 octets) - Unused, mnust be zero (0).
0 Integrity Category Bitmap (variable length) - A bitmap used to
designate integrity categories (conpartnents) that are required
The bitmap MUST be padded with zero (0) to align on the next
32-bit boundary.
4.6.1.1 | PSEC Label ed Domain Identifiers
The following table lists the assigned values for the Label ed Domain

Identifier field contained in the Situation field of the Security
Associ ati on Payl oad.
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RESERVED 0
4.6.2 ldentification Payl oad Content

The ldentification Payload is used to identify the initiator of the
Security Association. The identity of the initiator SHOULD be used
by the responder to determ ne the correct host system security policy
requirenent for the association. For exanple, a host nmight choose to
require authentication and integrity without confidentiality (AH)
froma certain set of | P addresses and full authentication with
confidentiality (ESP) from another range of |P addresses. The
Identification Payl oad provides information that can be used by the
responder to make this decision

Duri ng Phase | negotiations, the ID port and protocol fields MJST be
set to zero or to UDP port 500. If an inplenmentation receives any
ot her values, this MIST be treated as an error and the security
associ ation setup MJST be aborted. This event SHOULD be auditabl e.

The following diagramillustrates the content of the Identification
Payl oad.

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

! Next Payl oad ! RESERVED ! Payl oad Length !
el i I e i it T e e e e i i T o S e e S e T R R
! I D Type ! Protocol ID ! Por t !

I S i o T s S S S e s s T
~ I dentification Data ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 2: Identification Payload Fornmat
The ldentification Payload fields are defined as follows:
0 Next Payload (1 octet) - ldentifier for the payload type of
the next payload in the nessage. |If the current payload is the
last in the nessage, this field will be zero (0)
0 RESERVED (1 octet) - Unused, nust be zero (0).

o Payload Length (2 octets) - Length, in octets, of the
identification data, including the generic header

o Ildentification Type (1 octet) - Value describing the identity
information found in the Identification Data field.
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o Protocol ID (1 octet) - Value specifying an associated IP
protocol ID (e.g. UDP/TCP). A value of zero neans that the
Protocol 1D field should be ignored.

o0 Port (2 octets) - Value specifying an associated port. A val ue
of zero nmeans that the Port field should be ignored.

o ldentification Data (variable Iength) - Value, as indicated by
the ldentification Type.

4.6.2.1 ldentification Type Val ues

The following table lists the assigned values for the Identification
Type field found in the Identification Payl oad.

RESERVED

| D_I PV4_ADDR

| D_FQDN

) USER_FQDN

) | PV4_ADDR_SUBNET

) | PV6_ADDR

) | PV6_ADDR_SUBNET
|

X

W)

PV4_ADDR_RANGE
PV6_ADDR_RANGE
R_ASN1_DN
R_ASN1_GN

EY_I D

00000

O 0

) DE
) DE

RPPRPOOO~NOUOPRWNEO

0
1

W)

For types where the ID entity is variable length, the size of the ID
entity is conmputed fromsize in the I D payl oad header.

When an | KE exchange is authenticated using certificates (of any
format), any ID s used for input to |local policy decisions SHOULD be
contained in the certificate used in the authentication of the
exchange.
4.6.2.2 | D_| PV4_ADDR
The 1D | PV4_ADDR type specifies a single four (4) octet |Pv4 address.
4.6.2.3 | D_FQDN
The 1D _FCQDN type specifies a fully-qualified domain name string. An

exanple of a ID FQDN is, "foo.bar.conf. The string should not
contain any term nators.
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4.6.2.4 | D_USER_FCQDN

The |1 D_USER F(DN type specifies a fully-qualified usernane string, An
exanple of a ID USER FQDN i s, "piper@oo.bar.com'. The string should
not contain any termnators.

4.6.2.5 | D_| Pv4_ADDR _SUBNET

The 1D _| Pv4_ADDR SUBNET type specifies a range of |Pv4 addresses,
represented by two four (4) octet values. The first value is an |Pv4
address. The second is an | Pv4 network nask. Note that ones (1s) in
the network mask indicate that the corresponding bit in the address
is fixed, while zeros (0s) indicate a "w ldcard" bit.

4.6.2.6 | D_I PV6_ADDR

The 1D I PV6_ADDR type specifies a single sixteen (16) octet |Pv6
addr ess.

4.6.2.7 | D_I PV6_ADDR _SUBNET

The 1D | PV6_ADDR SUBNET type specifies a range of |Pv6 addresses,
represented by two sixteen (16) octet values. The first value is an
| Pv6 address. The second is an | Pv6 network mask. Note that ones
(1s) in the network mask indicate that the corresponding bit in the
address is fixed, while zeros (0s) indicate a "wildcard" bit.

4.6.2.8 1D | PVv4_ADDR_RANGE

The |1 D_| Pv4_ADDR RANGE type specifies a range of |Pv4 addresses,
represented by two four (4) octet values. The first value is the
begi nning |1 Pv4 address (inclusive) and the second value is the ending
| Pv4 address (inclusive). Al addresses falling between the two
speci fied addresses are considered to be within the list.

4.6.2.9 1D | PV6_ADDR RANGE

The 1D | PV6_ADDR RANGE type specifies a range of |Pv6 addresses,
represented by two sixteen (16) octet values. The first value is the
begi nning |1 Pv6 address (inclusive) and the second value is the ending
| Pv6 address (inclusive). Al addresses falling between the two
speci fied addresses are considered to be within the list.

4.6.2.10 | D_DER _ASN1_DN
The 1D DER ASNL DN type specifies the binary DER encodi ng of an ASN. 1

X. 500 Distinguished Nane [ X.501] of the principal whose certificates
are being exchanged to establish the SA
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4.6.2.11 | D DER ASN1_GCN

The 1D _DER ASN1_GN type specifies the binary DER encodi ng of an ASN. 1
X. 500 General Name [ X.509] of the principal whose certificates are
bei ng exchanged to establish the SA

4.6.2.12 | D _KEY_I D

The 1D KEY_ ID type specifies an opaque byte stream which may be used
to pass vendor-specific information necessary to identify which pre-
shared key shoul d be used to authenticate Aggressive node

negoti ati ons.

4.6.3 I PSEC Notify Message Types

| SAKMP defines two bl ocks of Notify Message codes, one for errors and
one for status nmessages. | SAKMP also allocates a portion of each

bl ock for private use within a DO. The | PSEC DO defines the
followi ng private nmessage types for its own use.

Notify Messages - Error Types Val ue
RESERVED 8192

Notify Messages - Status Types Val ue
RESPONDER- LI FETI ME 24576
REPLAY- STATUS 24577
I NI TI AL- CONTACT 24578

Notification Status Messages MJUST be sent under the protection of an
| SAKMP SA: either as a payload in the |last Main Mde exchange; in a
separate Informational Exchange after Miin Mdde or Aggressive Mde
processing is conplete; or as a payload in any Quick Mde exchange.
These nessages MJST NOT be sent in Aggressive Mdde exchange, since
Aggressi ve Mbde does not provide the necessary protection to bind the
Notify Status Message to the exchange.

Nota Bene: a Notify payload is fully protected only in Quick Mde,
where the entire payload is included in the HASH(n) digest. In Miin
Mode, while the notify payload is encrypted, it is not currently
included in the HASH(n) digests. As a result, an active substitution
attack on the Main Mdde ci phertext could cause the notify status
message type to be corrupted. (This is true, in general, for the

| ast nmessage of any Main Mbde exchange.) Wile the risk is small, a
corrupt notify message m ght cause the receiver to abort the entire
negoti ati on thinking that the sender encountered a fatal error.

Pi per St andards Track [ Page 22]



RFC 2407 I P Security Dommin of Interpretation Noverber 1998

I mpl enentati on Note: the | SAKMP protocol does not guarantee delivery
of Notification Status messages when sent in an | SAKMP | nformationa
Exchange. To ensure receipt of any particul ar nessage, the sender
SHOULD include a Notification Payload in a defined Main Mbde or Quick
Mode exchange which is protected by a retransm ssion tiner.

4.6.3.1 RESPONDER- LI FETI ME

The RESPONDER- LI FETI ME st atus nessage may be used to communicate the
I PSEC SA lifetinme chosen by the responder

When present, the Notification Payl oad MIST have the foll ow ng

format:
o Payload Length - set to length of payload + size of data (var)
o DA - set to IPSEC DO (1)
0 Protocol ID- set to selected Protocol ID fromchosen SA
0 SPI Size - set to either sixteen (16) (two eight-octet | SAKMP

cooki es) or four (4) (one | PSEC SPI)
Notify Message Type - set to RESPONDER- LI FETI ME (Section 4.6.3)
o SPI - set to the two | SAKMP cookies or to the sender’s inbound
| PSEC SPI
o Notification Data - contains an | SAKMP attribute list with the
responder’s actual SA lifetine(s)

I mpl enentati on Note: saying that the Notification Data field contains
an attribute list is equivalent to saying that the Notification Data
field has zero length and the Notification Payl oad has an associ at ed
attribute list.

4.6. 3.2 REPLAY- STATUS
The REPLAY- STATUS status nmessage may be used for positive
confirmation of the responder’s election on whether or not he is to
performanti-replay detection

When present, the Notification Payl oad MIST have the foll ow ng

format:
0 Payload Length - set to |length of payload + size of data (4)
o DA - set to IPSEC DO (1)
o0 Protocol ID- set to selected Protocol ID fromchosen SA
0 SPI Size - set to either sixteen (16) (two eight-octet | SAKMP

cooki es) or four (4) (one | PSEC SPI)
Notify Message Type - set to REPLAY- STATUS

0 SPI - set to the two | SAKMP cookies or to the sender’s inbound
| PSEC SPI

o Notification Data - a 4 octet val ue:
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replay detection disabled

0
1 repl ay detection enabl ed

4.6.3.3 | NI TI AL- CONTACT

The | NI TI AL- CONTACT status nessage nay be used when one side w shes
to informthe other that this is the first SA being established with
the renote system The receiver of this Notification Message m ght
then elect to delete any existing SA's it has for the sending system
under the assunption that the sendi ng system has rebooted and no

| onger has access to the original SA's and their associated keying
material. Wen used, the content of the Notification Data field
SHOULD be null (i.e. the Payload Length should be set to the fixed

I ength of Notification Payl oad).

When present, the Notification Payl oad MIST have the foll ow ng

format:
o Payload Length - set to length of payload + size of data (0)
o DA - set to IPSEC DO (1)
0 Protocol ID- set to selected Protocol ID fromchosen SA
0 SPI Size - set to sixteen (16) (two eight-octet | SAKMP cooki es)
o0 Notify Message Type - set to | N Tl AL- CONTACT
0 SPI - set to the two | SAKMP cooki es
o Notification Data - <not included>

4.7 | PSEC Key Exchange Requirenents
The I PSEC DA introduces no additional Key Exchange types.
5. Security Considerations

This entire meno pertains to the Internet Key Exchange protoco

([1 KE]), which conbines | SAKMP ([I SAKMP]) and Qakley ([ QAKLEY]) to
provide for the derivation of cryptographic keying material in a
secure and authenticated nmanner. Specific discussion of the various
security protocols and transfornms identified in this docunment can be
found in the associ ated base docunments and in the cipher references.

6. | ANA Consi derations
Thi s docunent contains many "magi ¢c" nunbers to be maintained by the
IANA. This section explains the criteria to be used by the 1ANA to

assign additional nunmbers in each of these lists. Al values not
explicitly defined in previous sections are reserved to | ANA
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6.1 | PSEC Situation Definition

The Situation Definition is a 32-bit bitmask which represents the
envi ronnment under which the | PSEC SA proposal and negotiation is

carried out. Requests for assignnments of new situations nust be

acconpani ed by an RFC which describes the interpretation for the

associ ated bit.

If the RFC is not on the standards-track (i.e., it is an
informati onal or experinmental RFC), it nust be explicitly reviewed
and approved by the I ESG before the RFC is published and the
transformidentifier is assigned.

The upper two bits are reserved for private use anongst cooperating
systens.

6.2 | PSEC Security Protocol ldentifiers

The Security Protocol ldentifier is an 8-bit value which identifies a
security protocol suite being negotiated. Requests for assignments
of new security protocol identifiers nmust be acconpani ed by an RFC
whi ch describes the requested security protocol. [AH and [ESP] are
exanpl es of security protocol docunents.

If the RFC is not on the standards-track (i.e., it is an

i nformati onal or experinmental RFC), it must be explicitly reviewed
and approved by the I ESG before the RFC i s published and the
transformidentifier is assigned.

The val ues 249-255 are reserved for private use anpngst cooperating
syst ens.

6.3 | PSEC | SAKMP Transform ldentifiers

The | PSEC | SAKMP Transform ldentifier is an 8-bit val ue which
identifies a key exchange protocol to be used for the negotiation
Requests for assignments of new | SAKMP transformidentifiers must be
acconpani ed by an RFC whi ch describes the requested key exchange
protocol. [IKE] is an exanple of one such docunent.

If the RFC is not on the standards-track (i.e., it is an

i nformati onal or experinmental RFC), it mnmust be explicitly reviewed
and approved by the | ESG before the RFC is published and the
transformidentifier is assigned.

The val ues 249-255 are reserved for private use anpbngst cooperating
syst ens.
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6.4 | PSEC AH Transform ldentifiers

The I PSEC AH Transform ldentifier is an 8-bit value which identifies

a particular algorithmto be used to provide integrity protection for
AH.  Requests for assignnents of new AH transformidentifiers nust be
acconpani ed by an RFC which describes how to use the algorithmwithin
the AH framework ([AH]).

If the RFC is not on the standards-track (i.e., it is an
informati onal or experinmental RFC), it nust be explicitly reviewed
and approved by the I ESG before the RFC is published and the
transformidentifier is assigned.

The val ues 249-255 are reserved for private use anongst cooperating
systens.

6.5 | PSEC ESP Transform ldentifiers

The | PSEC ESP Transform ldentifier is an 8-bit value which identifies
a particular algorithmto be used to provide secrecy protection for
ESP. Requests for assignments of new ESP transformidentifiers nust
be acconpani ed by an RFC whi ch describes how to use the algorithm
within the ESP framework ([ESP]).

If the RFC is not on the standards-track (i.e., it is an

i nformati onal or experinmental RFC), it must be explicitly reviewed
and approved by the I ESG before the RFC i s published and the
transformidentifier is assigned.

The val ues 249-255 are reserved for private use anpngst cooperating
syst ens.

6.6 | PSEC | PCOW Transform ldentifiers

The | PSEC | PCOWP Transform ldentifier is an 8-bit val ue which
identifier a particular algorithmto be used to provide |P-|eve
conpressi on before ESP. Requests for assignments of new | PCOWP
transformidentifiers must be acconpani ed by an RFC whi ch descri bes
how to use the algorithmwi thin the | PCOW framework ([IPCOW]). In
addition, the requested algorithmnust be published and in the public
domai n.

If the RFC is not on the standards-track (i.e., it is an

i nformati onal or experinmental RFC), it must be explicitly reviewed
and approved by the I ESG before the RFC i s published and the
transformidentifier is assigned.

Pi per St andards Track [ Page 26]



RFC 2407 I P Security Dommin of Interpretation Noverber 1998

The val ues 1-47 are reserved for algorithnms for which an RFC has been
approved for publication. The values 48-63 are reserved for private

use amongst cooperating systens. The val ues 64-255 are reserved for

future expansion.

6.7 | PSEC Security Association Attributes

The | PSEC Security Association Attribute consists of a 16-bit type
and its associated value. |IPSEC SA attributes are used to pass

m scel | aneous val ues between | SAKMP peers. Requests for assignnents
of new | PSEC SA attributes nust be acconpanied by an Internet Draft
whi ch describes the attribute encodi ng (Basic/ Vari abl e-Length) and
its legal values. Section 4.5 of this docunent provides an exanple
of such a description

The val ues 32001- 32767 are reserved for private use anopngst
cooperating systens.

6.8 | PSEC Label ed Donmmin ldentifiers

The | PSEC Label ed Domain ldentifier is a 32-bit val ue which
identifies a nanespace in which the Secrecy and Integrity |levels and
categories values are said to exist. Requests for assignnments of new
| PSEC Label ed Donmain Identifiers should be granted on demand. No
acconpanyi ng docunentation is required, though Internet Drafts are
encour aged when appropri ate.

The val ues 0x80000000-Oxffffffff are reserved for private use anpngst
cooperating systens.

6.9 I PSEC Identification Type

The I PSEC ldentification Type is an 8-bit value which is used as a
discrimnant for interpretation of the variable-length Identification
Payl oad. Requests for assignnents of new | PSEC | dentification Types
must be acconpani ed by an RFC whi ch describes how to use the
identification type within |IPSEC

If the RFC is not on the standards-track (i.e., it is an
informati onal or experinmental RFC), it nust be explicitly revi ewed
and approved by the I ESG before the RFC is published and the
transformidentifier is assigned.

The val ues 249-255 are reserved for private use anongst cooperating
systens.
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6. 10 I PSEC Notify Message Types

The I PSEC Notify Message Type is a 16-bit value taken fromthe range
of values reserved by | SAKMP for each DO. There is one range for
error nessages (8192-16383) and a different range for status nessages
(24576-32767). Requests for assignments of new Notify Message Types
must be acconpani ed by an Internet Draft which describes how to use
the identification type within |IPSEC

The val ues 16001- 16383 and the val ues 32001-32767 are reserved for
private use anpbngst cooperating systens.

7. Change Log
7.1 Changes from V9

0 add explicit reference to [I PCOW], [DEFLATE], and [LZS]
o0 all ow RESPONDER- LI FETI ME and REPLAY- STATUS to be directed
at an IPSEC SPI in addition to the | SAKMP "SPI "
0 added paddi ng exclusion to Secrecy and Integrity Length text
0 added forward reference to Section 4.5 in Section 4.4.4
0 update docunent references

7.2 Changes from V8

update | PCOVWP identifier range to better reflect |1 PCOW draft
updat e | ANA consi derations per Jeff/Ted s suggested text
elimnate references to DES-MAC | D ([ DESMAC])

correct bug in Notify section; |SAKMP Notify values are 16-bits

O O0OO0Oo

7.3 Changes from V7

corrected nanme of | PCOW (IP Payl oad Conpression)

corrected references to [ ESPCBC|

added m ssing Secrecy Level and Integrity Level to Figure 1
removed I D references to PF_KEY and ARCFOUR

updat ed Basic/Variable text to align with [|KE]

updat ed docunent references and add intro pointer to [ ARCH|
updated Notification requirenents; renove aggressive reference
added clarification about protection for Notify payl oads
restored RESERVED to ESP transform | D nanespace; noved ESP_NULL
added requirenment for ESP_NULL support and [ ESPNULL] reference
added clarification on Auth Alg use with AH ESP

added restriction against using conflicting AH Auth conbi nati ons

OO0OO0OO0OO0OOO0OOOOOO

7.4 Changes from V6

The foll owi ng changes were made relative to the | PSEC DO V6:
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added | ANA Consi derations section

moved nost | ANA nunbers to | ANA Consi derations section

added prohibition on sending (V) encoding for (B) attributes
added prohibition on sending Key Length attribute for fixed
| ength ciphers (e.g. DES)

replaced references to | SAKMP/ Cakl ey with | KE

renaned ESP_ARCFOUR to ESP_RC4

updat ed Security Considerations section

updat ed docunent references

7.5 Changes from V5

The

[elNelNe]

O O0OO0Oo

foll owi ng changes were nmade relative to the | PSEC DO V5:

changed SPI size in Lifetime Notification text

changed REPLAY- ENABLED t o REPLAY- STATUS

moved RESPONDER- LI FETI ME payl oad definition from Section 4.5.4
to Section 4.6.3.1

added explicit payload | ayout for 4.6.3.3

added I npl enentation Note to Section 4.6.3 introduction
changed AH SHA text to require SHA-1 in addition to M5

updat ed docunent references

7.6 Changes from V4

The foll owi ng changes were nade relative to the | PSEC DA V4:

(o]

OO0OO0OO0OO0OOOO0OOO0OO

nmoved conpatibility AH KPDK aut henticati on nethod from AH
transform|ID to Authentication Algorithmidentifier

added REPLAY- ENABLED notification nessage type per Architecture
added | NI TI AL- CONTACT notificati on nessage type per list
added text to ensure protection for Notify Status messages
added Lifetinme qualification to attribute parsing section
added clarification that Lifetinme notification is optional
renoved private Group Description list (now points at [|KE])
repl aced Term nol ogy with pointer to RFC- 2119

updat ed HVAC MD5 and SHA-1 I D references

updat ed Section 1 (Abstract)

updat ed Section 4.4 (1PSEC Assigned Numbers)

added restriction for ID port/protocol values for Phase |

7.7 Changes fromV3 to V4

The foll owi ng changes were nade relative to the | PSEC DO V3, that
was posted to the IPSEC mailing list prior to the Miunich | ETF:

Pi per

(o]

added ESP transformidentifiers for NULL and ARCFOUR
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o renamed HVAC Algorithmto Auth Al gorithmto acconmodat e

DES- MAC and optional authentication/integrity for ESP
o added AH and ESP DES- MAC al gorithmidentifiers
o renoved KEY_MANUAL and KEY _KDC identifier definitions
0 added lifetime duration MIUST follow lifetype attribute to
SA Life Type and SA Life Duration attribute definition
added lifetinme notification and | PSEC DO nessage type table
added optional authentication and confidentiality
restrictions to MAC Algorithmattribute definition
corrected attribute parsing exanple (used obsolete attribute)
corrected several Internet Draft docunent references
added I D KEY | D per ipsec list discussion (18-Mar-97)
renoved Group Description default for PFS QM ([ 1 KE] MJST)

O o
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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