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1. Introduction

The Encapsul ating Security Payl oad (ESP) header is designed to
provide a mix of security services in IPv4 and I Pv6. ESP may be
applied alone, in conbination with the I P Authentication Header (AH)

[ KA97b], or in a nested fashion, e.g., through the use of tunnel node
(see "Security Architecture for the Internet Protocol" [KA97a],
hereafter referred to as the Security Architecture docunent).
Security services can be provi ded between a pair of commrunicating
hosts, between a pair of comunicating security gateways, or between
a security gateway and a host. For nore details on how to use ESP
and AH in various network environments, see the Security Architecture
docunent [ KA97a] .

The ESP header is inserted after the | P header and before the upper

| ayer protocol header (transport node) or before an encapsulated IP
header (tunnel node). These nodes are described in nore detai

bel ow.

ESP is used to provide confidentiality, data origin authentication,
connectionless integrity, an anti-replay service (a formof partia
sequence integrity), and limted traffic flow confidentiality. The
set of services provided depends on options selected at the tine of
Security Association establishnent and on the placenent of the

i mpl ementation. Confidentiality nay be sel ected i ndependent of all
ot her services. However, use of confidentiality w thout
integrity/authentication (either in ESP or separately in AH may
subject traffic to certain forns of active attacks that could
underm ne the confidentiality service (see [Bel96]). Data origin
aut henti cation and connectionless integrity are joint services
(hereafter referred to jointly as "authentication) and are offered as
an option in conjunction with (optional) confidentiality. The anti-
replay service may be selected only if data origin authentication is
selected, and its election is solely at the discretion of the
receiver. (A though the default calls for the sender to increnent
the Sequence Nunber used for anti-replay, the service is effective
only if the receiver checks the Sequence Nunber.) Traffic flow
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confidentiality requires selection of tunnel node, and is nost
effective if inplemented at a security gateway, where traffic
aggregation may be able to nmask true source-destination patterns.
Not e that al though both confidentiality and authentication are
optional, at |east one of them MJST be sel ect ed.

It is assuned that the reader is famliar with the terns and concepts
described in the Security Architecture docunent. |In particular, the
reader should be famliar with the definitions of security services
of fered by ESP and AH, the concept of Security Associations, the ways
in which ESP can be used in conjunction with the Authentication
Header (AH), and the different key managenent options avail able for
ESP and AHL (Wth regard to the last topic, the current key
managemnent options required for both AH and ESP are manual keying and
aut omat ed keying via | KE [ HC98].)

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

Encapsul ati ng Security Payl oad Packet For mat
The protocol header (IPv4, |Pv6, or Extension) inmediately preceding
the ESP header will contain the value 50 in its Protocol (I1Pv4) or
Next Header (1Pv6, Extension) field [STD 2].

1 2 3
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* |f included in the Payload field, cryptographic
synchroni zation data, e.g., an Initialization Vector (I1V, see
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Section 2.3), usually is not encrypted per se, although it
often is referred to as being part of the ciphertext.

The foll owi ng subsections define the fields in the header format.
"Optional" neans that the field is omtted if the option is not
selected, i.e., it is present in neither the packet as transnmitted
nor as formatted for conputation of an Integrity Check Value (ICV
see Section 2.7). \Whether or not an option is selected is defined as
part of Security Association (SA) establishnent. Thus the format of
ESP packets for a given SA is fixed, for the duration of the SA. In
contrast, "mandatory" fields are always present in the ESP packet
format, for all SAs.

2.1 Security Paraneters |ndex

The SPI is an arbitrary 32-bit value that, in conbination with the
destination |IP address and security protocol (ESP), uniquely
identifies the Security Association for this datagram The set of

SPI values in the range 1 through 255 are reserved by the Internet
Assi gned Nunbers Authority (1 ANA) for future use; a reserved SP
value will not normally be assigned by I ANA unless the use of the
assigned SPI value is specified in an RFC. It is ordinarily sel ected
by the destination system upon establishnment of an SA (see the
Security Architecture docunment for nore details). The SPI field is
mandat ory.

The SPI value of zero (0) is reserved for local, inplementation-
specific use and MUST NOT be sent on the wire. For exanple, a key
managenent inplenentati on MAY use the zero SPI value to nean "No
Security Association Exists" during the period when the |Psec

i mpl ementati on has requested that its key managenment entity establish
a new SA, but the SA has not yet been established

2.2 Sequence Nunber

Thi s unsigned 32-bit field contains a nonotonically increasing
counter value (sequence nunber). It is nmandatory and is al ways
present even if the receiver does not elect to enable the anti-replay
service for a specific SA. Processing of the Sequence Nunber field
is at the discretion of the receiver, i.e., the sender MJST al ways
transmt this field, but the receiver need not act upon it (see the
di scussi on of Sequence Nunber Verification in the "lInbound Packet
Processi ng" section bel ow).

The sender’s counter and the receiver’s counter are initialized to O
when an SA is established. (The first packet sent using a given SA

wi Il have a Sequence Number of 1; see Section 3.3.3 for nore details
on how the Sequence Nunber is generated.) |If anti-replay is enabled
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(the default), the transmitted Sequence Nunber nust never be all owed
to cycle. Thus, the sender’s counter and the receiver’s counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA.

2.3 Payl oad Data

Payl oad Data is a variable-length field containing data described by
the Next Header field. The Payload Data field is mandatory and is an
i ntegral nunber of bytes in length. [|f the algorithmused to encrypt
the payl oad requires cryptographic synchroni zation data, e.g., an
Initialization Vector (IV), then this data MAY be carried explicitly
in the Payload field. Any encryption algorithmthat requires such
explicit, per-packet synchronization data MJST indicate the |ength,
any structure for such data, and the location of this data as part of
an RFC specifying howthe algorithmis used with ESP. |If such
synchroni zation data is inplicit, the algorithmfor deriving the data
MJUST be part of the RFC

Note that with regard to ensuring the alignment of the (real)
ci phertext in the presence of an IV:

o For sone |V-based nodes of operation, the receiver treats
the IV as the start of the ciphertext, feeding it into the
algorithmdirectly. |In these nodes, alignnent of the start
of the (real) ciphertext is not an issue at the receiver.

0 In some cases, the receiver reads the IV in separately from
the ciphertext. |In these cases, the al gorithm
speci ficati on MUST address how al i gnnent of the (real)
ci phertext is to be achieved.

2.4 Padding (for Encryption)
Several factors require or notivate use of the Padding field.

o If an encryption algorithmis enployed that requires the
plaintext to be a nultiple of some nunber of bytes, e.g.,
the bl ock size of a block cipher, the Padding field is used
to fill the plaintext (consisting of the Payl oad Data, Pad
Length and Next Header fields, as well as the Padding) to
the size required by the algorithm

o Padding al so may be required, irrespective of encryption

al gorithmrequirenents, to ensure that the resulting
ci phertext term nates on a 4-byte boundary. Specifically,
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the Pad Length and Next Header fields must be right aligned
within a 4-byte word, as illustrated in the ESP packet
format figure above, to ensure that the Authentication Data
field (if present) is aligned on a 4-byte boundary.

o Paddi ng beyond that required for the algorithmor alignnent
reasons cited above, may be used to conceal the actua
I ength of the payload, in support of (partial) traffic flow
confidentiality. However, inclusion of such additiona
paddi ng has adverse bandwi dth inplications and thus its use
shoul d be undertaken with care.

The sender MAY add 0-255 bytes of padding. |Inclusion of the Padding
field in an ESP packet is optional, but all inplenmentations MJST
support generation and consunpti on of paddi ng.

a. For the purpose of ensuring that the bits to be encrypted
are a nultiple of the algorithnis blocksize (first bullet
above), the paddi ng conputation applies to the Payl oad
Data exclusive of the IV, the Pad Length, and Next Header
fields.

b. For the purposes of ensuring that the Authentication Data
is aligned on a 4-byte boundary (second bull et above), the
paddi ng conputation applies to the Payl oad Data inclusive
of the 1V, the Pad Length, and Next Header fi el ds.

I f Paddi ng bytes are needed but the encryption al gorithm does not
specify the padding contents, then the follow ng default processing
MJUST be used. The Padding bytes are initialized with a series of
(unsigned, 1-byte) integer values. The first padding byte appended
to the plaintext is nunbered 1, with subsequent paddi ng bytes making
up a nonotonically increasing sequence: 1, 2, 3, ... Wen this
paddi ng schene is enpl oyed, the receiver SHOULD i nspect the Paddi ng
field. (This schenme was sel ected because of its relative sinplicity,
ease of inplenmentation in hardware, and because it offers linmted
protection against certain forms of "cut and paste" attacks in the
absence of other integrity neasures, if the receiver checks the
paddi ng val ues upon decryption.)

Any encryption algorithmthat requires Paddi ng other than the default
descri bed above, MJST define the Padding contents (e.g., zeros or
random data) and any required receiver processing of these Padding
bytes in an RFC specifying how the algorithmis used with ESP. In
such circumstances, the content of the Padding field will be

determ ned by the encryption algorithmand node sel ected and defi ned
in the corresponding algorithm RFC. The rel evant al gorithm RFC MAY
specify that a receiver MJST inspect the Padding field or that a
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recei ver MJST i nform senders of how the receiver will handl e the
Paddi ng field.

2.5 Pad Length

The Pad Length field indicates the nunber of pad bytes inmrediately
preceding it. The range of valid values is 0-255, where a val ue of
zero indicates that no Padding bytes are present. The Pad Length
field is mandatory.

2.6 Next Header

The Next Header is an 8-bit field that identifies the type of data
contained in the Payload Data field, e.g., an extension header in

I Pv6 or an upper |ayer protocol identifier. The value of this field
is chosen fromthe set of IP Protocol Numbers defined in the nost
recent "Assigned Nunbers" [STD-2] RFC fromthe Internet Assigned
Nunbers Authority (1 ANA). The Next Header field is nandatory.

2.7 Authentication Data

The Authentication Data is a variable-length field containing an
Integrity Check Value (ICV) conmputed over the ESP packet minus the
Aut hentication Data. The length of the field is specified by the

aut hentication function selected. The Authentication Data field is
optional, and is included only if the authentication service has been
selected for the SA in question. The authentication algorithm
specification MIUST specify the length of the ICV and the conpari son
rul es and processing steps for validation.

3. Encapsul ating Security Protocol Processing
3.1 ESP Header Location

Li ke AH, ESP nay be enployed in two ways: transport node or tunne
nmode. The former node is applicable only to host inplenentations and
provi des protection for upper |ayer protocols, but not the |IP header
(In this node, note that for "bunp-in-the-stack" or "bunp-in-the-
wire" inplenentations, as defined in the Security Architecture
docunent, inbound and outbound IP fragnents nmay require an | Psec

i nplementation to performextra |P reassenbly/fragnmentation in order
to both conformto this specification and provide transparent |Psec
support. Special care is required to perform such operations wthin
these inpl enentati ons when nultiple interfaces are in use.)

In transport node, ESP is inserted after the I P header and before an

upper | ayer protocol, e.g., TCP, UDP, ICWP, etc. or before any other
| Psec headers that have already been inserted. |In the context of
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IPv4, this translates to placing ESP after the I P header (and any
options that it contains), but before the upper |ayer protocol

(Note that the term"transport” node should not be m sconstrued as
restricting its use to TCP and UDP. For exanple, an | CMP nessage MAY
be sent using either "transport" nobde or "tunnel" node.) The
followi ng diagramillustrates ESP transport node positioning for a
typi cal |Pv4 packet, on a "before and after" basis. (The "ESP
trailer" enconpasses any Paddi ng, plus the Pad Length, and Next
Header fields.)

BEFCORE APPLYI NG ESP

IPv4 Jorig IP hdr | | |
| (any options)| TCP | Data

IPv4 |orig IP hdr | ESP | | | ESP | ESP
| (any options)| Hdr | TCP | Data | Trailer | Auth|

| <----- encrypted ---->

| <------ aut henticated ----- >|

In the I Pv6 context, ESP is viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragmentation extension
headers. The destination options extension header(s) could appear
either before or after the ESP header depending on the semantics
desired. However, since ESP protects only fields after the ESP
header, it generally may be desirable to place the destination
options header(s) after the ESP header. The follow ng diagram
illustrates ESP transport node positioning for a typical |1Pv6 packet.

BEFCORE APPLYI NG ESP

I Pv6 | | ext hdrs | | |
| orig IP hdr |if present| TCP | Data
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AFTER APPLYI NG ESP

IPv6 | orig | hop-by-hop, dest*, | | dest | | | ESP | ESP
| I P hdr|routing, fragnent. | ESP| opt*| TCP| Dat a| Trai | er | Aut h|

| <---- encrypted ---->

| <---- authenticated ---->

* = if present, could be before ESP, after ESP, or both

ESP and AH headers can be conbined in a variety of nodes. The |Psec
Archi tecture docunment describes the conbinations of security
associ ations that nust be supported.

Tunnel node ESP may be enployed in either hosts or security gateways.
When ESP is inplenmented in a security gateway (to protect subscriber
transit traffic), tunnel node nust be used. In tunnel nobde, the
"inner" | P header carries the ultimte source and destination
addresses, while an "outer" |P header may contain distinct IP
addresses, e.g., addresses of security gateways. In tunnel node, ESP
protects the entire inner |IP packet, including the entire inner IP
header. The position of ESP in tunnel node, relative to the outer IP
header, is the same as for ESP in transport node. The follow ng
diagramillustrates ESP tunnel node positioning for typical |Pv4 and

| Pv6 packets.
IPv4 | new | P hdr* | | orig IP hdr* | | | ESP | ESP|
| (any options)| ESP | (any options) | TCP| Data| Trail er| Aut h|
[ <--eenn--- encrypted ---------- >|
| <----------- aut henticated ---------- >|

IPv6 | new* |new ext | | orig*|orig ext | | | ESP | ESP|
| 1P hdr| hdrs* |ESP|IP hdr| hdrs * | TCP|Datal Trail er]| Aut h|
| <--------- encrypted ----------- >|
| <---------- aut henticated ---------- >|
* = jf present, construction of outer |IP hdr/extensions

and nmodification of inner |IP hdr/extensions is
di scussed bel ow.
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3.2 Algorithms

The mandatory-to-inpl enent al gorithns are described in Section 5,
"Conformance Requirements". Qher algorithns MAY be supported. Note
that al though both confidentiality and authentication are optional,

at | east one of these services MJIST be sel ected hence both al gorithns
MUST NOT be sinultaneously NULL.

3.2.1 Encryption Al gorithns

The encryption algorithmenployed is specified by the SA. ESP is
designed for use with symetric encryption algorithns. Because |IP
packets may arrive out of order, each packet nmust carry any data
required to allow the receiver to establish cryptographic
synchroni zati on for decryption. This data may be carried explicitly
in the payload field, e.g., as an IV (as described above), or the
data nmay be derived fromthe packet header. Since ESP nakes

provi sion for padding of the plaintext, encryption algorithns

enpl oyed with ESP may exhibit either block or stream node
characteristics. Note that since encryption (confidentiality) is
optional, this algorithmmy be "NULL".

3.2.2 Authentication Al gorithns

The authentication algorithmenployed for the I CV conmputation is
specified by the SA. For point-to-point conmunication, suitable

aut hentication algorithms include keyed Message Authentication Codes
(MACs) based on symmetric encryption algorithns (e.g., DES) or on
one-way hash functions (e.g., MD5 or SHA-1). For multicast
communi cati on, one-way hash al gorithnms conbined with asymmetric
signature algorithnms are appropriate, though perfornance and space
considerations currently preclude use of such algorithms. Note that
since authentication is optional, this algorithmmy be "NULL".

3.3 CQutbound Packet Processing

In transport node, the sender encapsul ates the upper |ayer protoco
information in the ESP header/trailer, and retains the specified IP
header (and any I P extension headers in the IPv6 context). In tunne
nmode, the outer and inner |P header/extensions can be inter-rel ated
in a variety of ways. The construction of the outer IP
header/ ext ensi ons during the encapsul ation process is described in
the Security Architecture docunment. |If there is nore than one |Psec
header/ ext ensi on required by security policy, the order of the
application of the security headers MJST be defined by security

policy.
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3.3.1 Security Association Lookup

ESP is applied to an outbound packet only after an I Psec

i npl ementation determ nes that the packet is associated with an SA
that calls for ESP processing. The process of determning what, if
any, |Psec processing is applied to outbound traffic is described in
the Security Architecture docunent.

3.3.2 Packet Encryption
In this section, we speak in terns of encryption always being applied
because of the formatting inplications. This is done with the
under standi ng that "no confidentiality" is offered by using the NULL
encryption algorithm Accordingly, the sender:

1. encapsulates (into the ESP Payl oad field):

- for transport node -- just the original upper |ayer
protocol information.
- for tunnel node -- the entire original |IP datagram

2. adds any necessary paddi ng.

3. encrypts the result (Payl oad Data, Padding, Pad Length, and
Next Header) using the key, encryption algorithm algorithm
node i ndi cated by the SA and cryptographi c synchroni zation
data (if any).

- If explicit cryptographic synchronization data, e.g.,
an |V, is indicated, it is input to the encryption
al gorithm per the algorithm specification and pl aced
in the Payload field.

- If inplicit cryptographic synchronication data, e.g.,
an |V, is indicated, it is constructed and input to
the encryption algorithmas per the algorithm
speci fication.

The exact steps for constructing the outer | P header depend on the
nmode (transport or tunnel) and are described in the Security
Archi tecture docunent.

If authentication is selected, encryption is performed first, before
the authentication, and the encrypti on does not enconpass the

Aut hentication Data field. This order of processing facilitates
rapid detection and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence potentially reducing
the inpact of denial of service attacks. It also allows for the
possibility of parallel processing of packets at the receiver, i.e.,
decryption can take place in parallel with authentication. Note that
since the Authentication Data is not protected by encryption, a keyed
aut henti cation algorithm nust be enployed to conpute the | CW.
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3.3.3 Sequence Number Generation

The sender’s counter is initialized to O when an SA is established.
The sender increnents the Sequence Nunber for this SA and inserts the
new val ue into the Sequence Nunber field. Thus the first packet sent
using a given SAwll have a Sequence Nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. |In other words, the sender MUST NOT send a
packet on an SA if doing so would cause the Sequence Nunmber to cycle.
An attenpt to transnit a packet that would result in Sequence Number
overflow is an auditable event. (Note that this approach to Sequence
Nunber managenent does not require use of nodular arithnetic.)

The sender assunmes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see 3.4.3). Thus, if the counter
has cycled, the sender will set up a new SA and key (unless the SA
was configured with manual key managenent).

If anti-replay is disabled, the sender does not need to nmonitor or

reset the counter, e.g., in the case of manual key managenent (see
Section 5). However, the sender still increnents the counter and

when it reaches the maxi num val ue, the counter rolls over back to

zero.

3.3.4 Integrity Check Value Cal cul ation

If authentication is selected for the SA the sender conputes the I CV
over the ESP packet mnus the Authentication Data. Thus the SPI
Sequence Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header are all encompassed by the ICV computation. Note that
the last 4 fields will be in ciphertext form since encryption is
performed prior to authentication.

For some authentication algorithnms, the byte string over which the

I CV computation is performed nust be a nultiple of a blocksize
specified by the algorithm If the length of this byte string does
not match the bl ocksize requirenents for the algorithm inplicit
paddi ng MJUST be appended to the end of the ESP packet, (after the
Next Header field) prior to ICV conputation. The padding octets MJST
have a value of zero. The bl ocksize (and hence the |l ength of the
padding) is specified by the algorithmspecification. This padding
is not transmtted with the packet. Note that MD5 and SHA-1 are

vi ewed as having a 1-byte bl ocksize because of their internal padding
conventi ons.
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3.3.5 Fragnentation

If necessary, fragnentation is performed after ESP processing within
an | Psec inplenentation. Thus, transport node ESP is applied only to
whol e I P datagrans (not to IP fragnents). An |IP packet to which ESP
has been applied may itself be fragnmented by routers en route, and
such fragnents must be reassenbled prior to ESP processing at a
receiver. |In tunnel nmode, ESP is applied to an | P packet, the

payl oad of which may be a fragnmented | P packet. For exanple, a
security gateway or a "bunp-in-the-stack” or "bunp-in-the-wire" |Psec
i npl ementation (as defined in the Security Architecture docunent) may
apply tunnel node ESP to such fragnents.

NOTE: For transport nmode -- As nentioned at the begi nning of Section
3.1, bump-in-the-stack and bunp-in-the-wire inplenmentations may have
to first reassenbl e a packet fragnented by the local IP layer, then

apply I Psec, and then fragnent the resulting packet.

NOTE: For |Pv6 -- For bunmp-in-the-stack and bunp-in-the-wire

impl ementations, it will be necessary to wal k through all the

ext ensi on headers to determne if there is a fragmentati on header and
hence that the packet needs reassenbling prior to |IPsec processing.

3.4 Inbound Packet Processing
3.4.1 Reassenbly

If required, reassenbly is perfornmed prior to ESP processing. If a
packet offered to ESP for processing appears to be an I P fragnent,
i.e., the OFFSET field is non-zero or the MORE FRAGVENTS flag is set,
the receiver MIST discard the packet; this is an auditable event. The
audit log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address, Sequence
Nunber, and (in IPv6) the Flow ID.

NOTE: For packet reassenbly, the current |Pv4 spec does NOT require
either the zero'ing of the OFFSET field or the clearing of the MORE
FRAGVENTS flag. |In order for a reassenbl ed packet to be processed by
| Psec (as opposed to discarded as an apparent fragment), the |IP code
must do these two things after it reassenbl es a packet.

3.4.2 Security Association Lookup

Upon recei pt of a (reassenbl ed) packet containing an ESP Header, the
recei ver determnes the appropriate (unidirectional) SA, based on the
destination |IP address, security protocol (ESP), and the SPI. (This
process is described in nore detail in the Security Architecture
docunment.) The SA indicates whether the Sequence Nunber field wll
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be checked, whether the Authentication Data field should be present,
and it will specify the algorithnms and keys to be enpl oyed for
decryption and I CV conputations (if applicable).

If no valid Security Association exists for this session (for
exanpl e, the receiver has no key), the receiver MJST discard the
packet; this is an auditable event. The audit log entry for this
event SHOULD include the SPI value, date/tine received, Source
Addr ess, Destination Address, Sequence Nunber, and (in |IPv6) the
cleartext Flow ID.

3.4.3 Sequence Nunber Verification

Al ESP inplenmentations MIUST support the anti-replay service, though
its use may be enabl ed or disabled by the receiver on a per-SA basis.
This service MJST NOT be enabl ed unl ess the authentication service
also is enabled for the SA, since otherw se the Sequence Nunber field
has not been integrity protected. (Note that there are no provisions
for managi ng transmtted Sequence Nunber val ues anong mnultiple
senders directing traffic to a single SA (irrespective of whether the
destination address is unicast, broadcast, or nmulticast). Thus the
anti-replay service SHOULD NOT be used in a nmulti-sender environnent
that enploys a single SA)

If the receiver does not enable anti-replay for an SA, no inbound
checks are perforned on the Sequence Nunmber. However, fromthe
perspective of the sender, the default is to assune that anti-replay
is enabled at the receiver. To avoid having the sender do
unnecessary sequence nunber nonitoring and SA setup (see section
3.3.3), if an SA establishnment protocol such as IKE is enployed, the
recei ver SHOULD notify the sender, during SA establishment, if the
receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the
recei ve packet counter for the SA MJUST be initialized to zero when
the SA is established. For each received packet, the receiver MJST
verify that the packet contains a Sequence Nunber that does not
duplicate the Sequence Nunber of any other packets received during
the life of this SA. This SHOULD be the first ESP check applied to a
packet after it has been matched to an SA, to speed rejection of
dupl i cat e packets.

Duplicates are rejected through the use of a sliding receive w ndow.
(How the window is inplenmented is a local matter, but the foll ow ng
text describes the functionality that the inplenmentation nust
exhibit.) A MN MM w ndow size of 32 MJST be supported; but a

wi ndow size of 64 is preferred and SHOULD be enpl oyed as the default.
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Anot her wi ndow size (larger than the M NIMJM MAY be chosen by the
receiver. (The receiver does NOT notify the sender of the w ndow
si ze.)

The "right" edge of the wi ndow represents the highest, validated
Sequence Nunber val ue received on this SA. Packets that contain
Sequence Nunbers |lower than the "left" edge of the wi ndow are
rejected. Packets falling within the wi ndow are checked agai nst a
list of received packets within the window An efficient means for
performng this check, based on the use of a bit mask, is described
in the Security Architecture docunent.

If the received packet falls within the window and is new, or if the
packet is to the right of the wi ndow, then the receiver proceeds to
ICV verification. |If the ICV validation fails, the receiver MJST
discard the received |P datagramas invalid; this is an auditable
event. The audit log entry for this event SHOULD i ncl ude the SPI

val ue, date/time received, Source Address, Destination Address, the
Sequence Nunber, and (in IPv6) the Flow ID. The receive windowis
updated only if the ICV verification succeeds.

DI SCUSSI ON:

Note that if the packet is either inside the window and new, or is
outside the window on the "right" side, the receiver MJST

aut henti cate the packet before updating the Sequence Number w ndow
dat a.

3.4.4 Integrity Check Value Verification

I f authentication has been selected, the receiver conputes the ICV
over the ESP packet mnus the Authentication Data using the specified
aut hentication algorithmand verifies that it is the same as the I CV
included in the Authentication Data field of the packet. Details of
the conputation are provided bel ow.

If the computed and received ICV' s match, then the datagramis valid,
and it is accepted. |If the test fails, then the receiver MJST
discard the received | P datagramas invalid; this is an auditable
event. The log data SHOULD include the SPI val ue, date/tine

recei ved, Source Address, Destination Address, the Sequence Nunber,
and (in IPv6) the cleartext Flow ID.

DI SCUSSI ON:
Begi n by renpving and saving the ICV value (Authentication Data

field). Next check the overall lIength of the ESP packet mnus the
Aut hentication Data. |If inplicit padding is required, based on
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the bl ocksi ze of the authentication algorithm append zero-filled
bytes to the end of the ESP packet directly after the Next Header
field. Performthe ICV conputation and conpare the result with
the saved val ue, using the conparison rules defined by the

al gorithm specification. (For exanple, if a digital signature and
one-way hash are used for the I CV conputation, the natching
process i s nore conplex.)

3.4.5 Packet Decryption

As in section 3.3.2, "Packet Encryption", we speak here in terns of
encryption always being applied because of the formatting
inmplications. This is done with the understanding that "no
confidentiality" is offered by using the NULL encryption algorithm
Accordingly, the receiver

1. decrypts the ESP Payl oad Data, Padding, Pad Length, and Next
Header using the key, encryption algorithm algorithm node,
and cryptographi ¢ synchronization data (if any), indicated by
the SA.

- If explicit cryptographic synchronization data, e.g.,
an |V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per the
al gorithm specification.

- If inplicit cryptographic synchronization data, e.g.,
an |V, is indicated, a local version of the IVis
constructed and input to the decryption algorithm as
per the algorithm specification

2. processes any padding as specified in the encryption
al gorithm specification. |f the default paddi ng schene (see
Section 2.4) has been enpl oyed, the receiver SHOULD i nspect
the Padding field before renoving the padding prior to
passing the decrypted data to the next |ayer.

3. reconstructs the original |P datagramfrom

- for transport node -- original |IP header plus the
original upper |ayer protocol information in the ESP
Payl oad field

- for tunnel node -- tunnel |IP header + the entire IP
datagramin the ESP Payl oad fi el d.

The exact steps for reconstructing the original datagram depend on
the node (transport or tunnel) and are described in the Security
Architecture docunent. At a mininum in an |IPv6 context, the

recei ver SHOULD ensure that the decrypted data is 8-byte aligned, to
facilitate processing by the protocol identified in the Next Header
field.
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I f authentication has been selected, verification and decrypti on MAY
be perforned serially or in parallel. |If perforned serially, then

I CV verification SHOULD be performed first. |If performed in
paral l el, verification MIST be conpl eted before the decrypted packet
is passed on for further processing. This order of processing
facilitates rapid detection and rejection of replayed or bogus
packets by the receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service attacks. Note:

If the receiver perforns decryption in parallel wth authentication,
care nust be taken to avoid possible race conditions with regard to
packet access and reconstruction of the decrypted packet.

Note that there are several ways in which the decryption can "fail"

a. The selected SA may not be correct -- The SA may be
m s-sel ected due to tanpering with the SPI, destination
address, or |Psec protocol type fields. Such errors, if they
map the packet to another extant SA wll be
i ndi stingui shable froma corrupted packet, (case c).
Tampering with the SPI can be detected by use of
aut hentication. However, an SA mismatch mght still occur
due to tanpering with the | P Destination Address or the |Psec
protocol type field.

b. The pad length or pad val ues could be erroneous -- Bad pad
| engths or pad values can be detected irrespective of the use
of authentication

c. The encrypted ESP packet could be corrupted -- This can be
detected if authentication is selected for the SA

In case (a) or (c), the erroneous result of the decryption operation
(an invalid I P datagram or transport-layer frane) will not
necessarily be detected by IPsec, and is the responsibility of l|ater
prot ocol processing.

4. Auditing

Not all systens that inplenent ESP will inplenment auditing. However,
if ESP is incorporated into a systemthat supports auditing, then the
ESP i npl ementati on MJUST al so support auditing and MJUST all ow a system
adm nistrator to enable or disable auditing for ESP. For the nost
part, the granularity of auditing is a |local matter. However,

several auditable events are identified in this specification and for
each of these events a mninmmset of information that SHOULD be
included in an audit log is defined. Additional information also MAY
be included in the audit log for each of these events, and additiona
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events, not explicitly called out in this specification, also MAY
result in audit log entries. There is no requirenent for the
receiver to transmt any nessage to the purported sender in response
to the detection of an auditabl e event, because of the potential to
i nduce deni al of service via such action

5. Confornmance Requirenents

I mpl enent ati ons that claimconformance or conpliance with this
specification MIUST i npl enent the ESP syntax and processi ng descri bed
here and MJUST conmply with all requirements of the Security
Architecture docunent. |If the key used to conpute an ICV is manually
distributed, correct provision of the anti-replay service would
require correct maintenance of the counter state at the sender, unti
the key is replaced, and there likely would be no automated recovery
provision if counter overflow were inmnent. Thus a conpliant

i npl ementati on SHOULD NOT provide this service in conjunction with
SAs that are manually keyed. A conpliant ESP inpl enentati on MUST
support the foll owi ng nandatory-to-inplenent al gorithns:

- DES in CBC node [ MD97]

- HVAC with MD5 [ Ma7a]

- HVAC with SHA-1 [ MXO7Db]

- NULL Aut hentication algorithm
- NULL Encryption algorithm

Since ESP encryption and authentication are optional, support for the
2 "NULL" algorithns is required to maintain consistency with the way
these services are negotiated. NOTE that while authentication and
encryption can each be "NULL", they MJST NOT both be "NULL".

6. Security Considerations

Security is central to the design of this protocol, and thus security
consi derations perneate the specification. Additional security-

rel evant aspects of using the | Psec protocol are discussed in the
Security Architecture docunent.

7. D fferences from RFC 1827

Thi s docunent differs from RFC 1827 [ ATK95] in several significant
ways. The najor difference is that, this docunent attenpts to
specify a conplete franework and context for ESP, whereas RFC 1827
provided a "shell" that was conpleted through the definition of
transforns. The conbinatorial growth of transfornms notivated the
reformul ati on of the ESP specification as a nore conpl ete docunent,
with options for security services that may be offered in the context
of ESP. Thus, fields previously defined in transform docunents are
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now part of this base ESP specification. For exanple, the fields
necessary to support authentication (and anti-replay) are now defined
here, even though the provision of this service is an option. The
fields used to support padding for encryption, and for next protoco
identification, are now defined here as well. Packet processing
consistent with the definition of these fields also is included in

t he document.
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Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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