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Abstract

Thi s docunent describes the use of the DES C pher algorithmin G pher
Bl ock Chaining Mbde, with an explicit IV, as a confidentiality
mechanismwi thin the context of the | PSec Encapsul ating Security

Payl oad (ESP).

1. Introduction

Thi s docunent describes the use of the DES C pher algorithmin C pher
Bl ock Chai ning Mbde as a confidentiality mechanismw thin the context
of the Encapsul ating Security Payl oad.

DES is a symretric block cipher algorithm The algorithmis described
in [FIPS-46-2][FI PS-74] [ FI PS-81]. [ Schnei er96] provides a general
description of C pher Block Chaining Mbde, a node which is applicable
to several encryption algorithns.

As specified in this neno, DES-CBC is not an authentication
mechani sm [ Al t hough DES- MAC, described in [ Schnei er96] anmpbngst ot her
pl aces, does provide authentication, DES-MAC is not discussed here.]

For further information on how the various pieces of ESP fit together
to provide security services, refer to [ESP] and [road].
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

2. Algorithmand Mde

DES-CBC is a symetric secret-key block algorithm It has a bl ock
size of 64 bits.

[ FI PS-46-2] [ FI PS-74] and [FI PS-81] describe the DES algorithm while
[ Schnei er96] provides a good description of CBC node.

2.1 Performance

Phil Karn has tuned DES-CBC software to achieve 10.45 Mips with a 90
MHz Pentium scaling to 15.9 Mips with a 133 Miz Pentium O her DES
speed estimates may be found in [ Schneier96].

3. ESP Payl oad

DES-CBC requires an explicit Initialization Vector (I1V) of 8 octets
(64 bits). This IV imediately precedes the protected (encrypted)
payl oad. The |V MJST be a random val ue.

Including the IV in each datagram ensures that decryption of each
recei ved datagram can be perfornmed, even when some datagrans are
dropped, or datagrans are re-ordered in transit.

| mpl enent ati on not e:

Conmon practice is to use randomdata for the first 1V and the

|l ast 8 octets of encrypted data from an encryption process as the
IV for the next encryption process; this logically extends the CBC
across the packets. It also has the advantage of limting the

| eakage of information fromthe random nunber genrator. No natter
whi ch nechnismis used, the receiver MJUST NOT assune any meani ng
for this value, other than that it is an IV

To avoid ECB encryption of very simlar plaintext blocks in
di fferent packets, inplenentations MJUST NOT use a counter or other
| ow- Hamm ng di st ance source for |Vs.

The payload field, as defined in [ESP], is broken down according to
the foll ow ng di agram
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3.1 Block Size and Paddi ng

The DES-CBC al gorithm described in this document MJST use a bl ock
size of 8 octets (64 bits).

When padding is required, it MJST be done according to the
conventions specified in [ESP].

4. Key Materi al

DES-CBC is a symetric secret key algorithm The key size is 64-hits.
[It is coommobnly known as a 56-bit key as the key has 56 significant
bits; the least significant bit in every byte is the parity bit.]

[arch] describes the general nmechanismto derive keying material for
the ESP transform The derivation of the key from sone amount of
keying material does not differ between the manually- and

aut omati cal | y- keyed security associations.

Thi s mechani sm MJUST derive a 64-bit key value for use by this cipher
The nechanismwi ||l derive raw key val ues, the derivation process
itself is not responsible for handling parity or weak key checks.

Weak key checks SHOULD be perforned. If such a key is found, the key
SHOULD be rejected and a new SA request ed

| mpl enent ati on not e:
If an inplenmentation chooses to do weak key checking, it should
recogni ze that the known weak keys [FI PS74] have been adjusted for
parity. Otherwi se the handling of parity is a |ocal issue.

A strong pseudo-random function MJST be used to generate the required
key. For a discussion on this topic, reference [ RFC1750].
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4.1 Weak Keys

DES has 16 known weak keys, including so-called sem -weak keys. The
list of weak keys can be found in [FIPS74].

4.2 Key Lifetine

[ Bl aze96] di scusses the costs and key recovery tine for brute force
attacks. It presents various conbinations of total cost/tine to
recover a key/cost per key recovered for 40-bit and 56-bit DES keys,
based on | ate 1995 esti mates.

Wiile a brute force search of a 56-bit DES keyspace can be consi dered
i nfeasabl e for the so-called casual hacker, who is sinply using spare
CPU cycles or other |owcost resources, it is within reach of soneone
willing to spend a bit nore noney.

For exanple, for a cost of $300,000, a 56-bit DES key can be
recovered in an average of 19 days using off-the-shelf technol ogy and
in only 3 hours using a custom devel oped chi p.

It should be noted that there are other attacks which can recover the
key faster, that brute force attacks are considered the "worst case",
al t hough the easiest to inplenent.

[ Wener94] also discusses a $1M nachi ne which can break a DES key in
3.5 hours (1993 estimates), using a known-plaintext attack. As

di scussed in the Security Considerations section, a known pl ai nt ext
attack is reasonably likely.

It should al so be noted that over tine, the total and average search
costs as well as the average key recovery time will continue to drop

Wi | e the above does not provide specific recommendations for key
lifetime, it does reinforce the point that for a given application
the desired key lifetime is dependent upon the perceived threat (an
educat ed guess as to the anmount of resources available to the
attacker) relative to the worth of the data to be protected.

Wil e there are no recommendati ons for volunme-based |ifetinmes made
here, it shoud be noted that given sufficient volunme there is an
i ncreased probabilty that known plaintext can be accunul at ed.

5. Interaction with Authentication Al gorithns

As of this witing, there are no known i ssues which preclude the use
of the DES-CBC algorithmw th any specific authentication algorithm
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6. Security Considerations

[Much of this section was originally witten by WIlliam Al len Sinpson
and Perry Metzger.]

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the DES
algorithm the correctness of that algorithnmis inplenmentation, the
security of the Security Association managenent nechanismand its

i npl ementation, the strength of the key [CN94], and upon the
correctness of the inplenentations in all of the participating nodes.

[Bel 195] and [Bell96] describe a cut and paste splicing attack which
applies to all C pher Block Chaining algorithms. This attack can be
addressed with the use of an authentication mechani sm

The use of the cipher nechani smwi thout any correspondi ng

aut henti cati on mechanismis strongly discouraged. This cipher can be
used in an ESP transformthat also includes authentication; it can
al so be used in an ESP transformthat doesn’t include authentication
provided there is an conpani on AH header. Refer to [ESP], [AH],
[arch], and [road] for nore details.

When the default ESP padding is used, the padding bytes have a

predi ctabl e value. They provide a small neasure of tanper detection
on their own block and the previous block in CBC node. This nakes it
somewhat harder to performsplicing attacks, and avoids a possible
covert channel. This small anmount of known pl aintext does not create
any problens for nobdern ciphers.

At the time of witing of this docunment, [BS93] denonstrated a
differential cryptanal ysis based chosen-pl ai ntext attack requiring
2"47 pl ai ntext-ciphertext pairs, where the size of a pair is the size
of a DES block (64 bits). [Mtsui94] denonstrated a |inear
cryptanal ysi s based known-pl ai ntext attack requiring only 2743

pl ai nt ext - ci phertext pairs. Al though these attacks are not

consi dered practical, they nust be taken into account.

More disturbingly, [Wener94] has shown the design of a DES cracking
machi ne costing $1 MIlion that can crack one key every 3.5 hours.
This is an extrenely practical attack.

One or two bl ocks of known plaintext suffice to recover a DES key.
Because | P datagrans typically begin with a bl ock of known and/ or
guessabl e header text, frequent key changes w |l not protect against
this attack.
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It is suggested that DES is not a good encryption algorithmfor the
protection of even noderate value information in the face of such
equi prment. Triple DES is probably a better choice for such purposes.

However, despite these potential risks, the |evel of privacy provided
by use of ESP DES-CBC in the Internet environment is far greater than
sendi ng the datagram as cl eartext.

The case for using randomvalues for IVs has been refined with the
foll owi ng summary provi ded by Steve Bellovin. Refer to [Bell97] for
further information.

"The problemarises if you use a counter as an |V, or some other
source with a | ow Hamm ng di stance between successive IVs, for
encryption in CBC node. 1In CBC node, the "effective plaintext”
for an encryption is the XOR of the actual plaintext and the

ci phertext of the preceeding block. Nornally, that's a random
val ue, which neans that the effective plaintext is quite random
That's good, because many bl ocks of actual plaintext don’t change
very much from packet to packet, either.

For the first block of plaintext, though, the IV takes the place
of the previous block of ciphertext. |If the IV doesn’t differ
much fromthe previous 1V, and the actual plaintext block doesn’t
differ much fromthe previous packet’s, then the effective

pl aintext won't differ much, either. This neans that you have
pai rs of ciphertext bl ocks combi ned with plaintext blocks that
differ in just a few bit positions. This can be a wedge for
assorted cryptanal ytic attacks."

The di scussion on |Vs has been updated to require that an
i mpl ement ati on not use a | ow Hamm ng di stance source for 1Vs.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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