Net wor k Wor ki ng G oup S. Parker

Request for Comments: 2398 C. Schrneche
FYyl: 33 Sun M crosystens, Inc.
Cat egory: | nfornmational August 1998

Sone Testing Tools for TCP I npl ementors

Status of this Meno
This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1998). All Ri ghts Reserved.

1. Introduction
Avail able tools for testing TCP inpl enentati ons are catal ogued by
this neno. Hopefully dissenminating this information will encourage
those responsi ble for building and maintaining TCP to nmake the best
use of available tests. The type of testing the tool provides, the
type of tests it is capable of doing, and its availability is
enunerated. This docunent lists only tools which can eval uate one or
nmore TCP i npl ementations, or which can privde sone specific results
whi ch describe or evaluate the TCP being tested. A nunber of these
tool s produce tine-sequence plots, see
Ti m Shepard’ s thesis [She91] for a general discussion of these plots.
Each tools is defined as foll ows:

Name
The nane associated with the testing tool
Cat egory

One or nore categories of tests which the tools are capabl e of
providing. Categories used are: functional correctness, performance,

stress. Functional correctness tests how stringent a TCP
inmplementation is to the RFC specifications. Performance tests how
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quickly a TCP inpl ementati on can send and receive data, etc. Stress
tests how a TCP inmplenentation is effected under high |oad
condi tions.

Description

A description of the tools construction, and the inplenmentation
met hodol ogy of the tests.

Aut omat i on

What steps are required to conplete the test? Wat human
intervention is required?

Avail ability
How do you retrieve this tool and get nore information about it?
Requi red Environnent

Conpil ers, OS version, etc. required to build and/or run the
associ at ed t ool

Ref er ences
A list of publications relating to the tool, if any.
2. Tools
2.1. Dbs

Aut hor
Yuki o Murayama

Cat egory
Performance / Stress

Descri ption
Dbs is a tool which allows multiple data transfers to be coordi nat ed,
and the resulting TCP behavior to be reviewed. Results are presented
as ASCI|l log files.

Aut omat i on
Conmand of execution is driven by a script file.
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Avail ability
See http://ww. ai 3. net/products/dbs for details of precise OS
versi ons supported, and for downl oad of the source code. Current
i mpl ementati on supports BSDI BSDY OS, Linux, nkLinux, SunGCS, |RIX,
Utrix, NEWs CS, HP-UX. O her environments are |likely easy to add.

Requi red Environnent
C l anguage conpiler, UN X-style socket API support.

2.2. Dummynet

Aut hor
Luigi R zzo

Cat egory
Functional Correctness / Performance

Descri ption
Dumrynet is a tool which sinmulates the presence of finite size
queues, bandwidth limtations, and comuni cation del ays. Dummynet
inserts between two | ayers of the protocol stack (in the current
i mpl ement ati on between TCP and IP), sinulating the above effects in
an operational system This way experinments can be done using rea
protocol inplenmentations and real applications, even running on the
same host (dummynet al so intercepts conmunications on the | oopback
interface). Reconfiguration of dummynet paraneters (del ay, queue
si ze, bandw dth) can be done on the fly by using a sysctl call. The
over head of dummynet is extrenely |ow.

Aut omat i on
Requires merging diff files with kernel source code. Comand-I|ine
driven through the sysctl command to nodify kernel variables.

Avail ability
See http://ww. iet.unipi.it/~luigi/research.htm or e-nail Luigi
Rizzo (l.rizzo@et.unipi.it). Source code is available for FreeBSD
2.1 and FreeBSD 2.2 (easily adaptable to other BSD derived systens).

Requi red Environnent
C I anguage conpiler, BSD-derived system kernel source code.

Ref er ences
[ Ri z97]
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2.3. Netperf

Aut hor
Ri ck Jones

Cat egory
Per f or mance

Descri ption
Si ngl e connection bandwi dth or |atency tests for TCP, UDP, and DLPI
I ncl udes provisions for CPU utilization neasurenent.

Aut omat i on
Requires compilation (K& C sufficient for all but-DH STOGRAM may
require ANSI Cin the future) if starting fromsource. Execution as
child of inetd requires editing of /etc/services and /etc/inetd. conf.
Scripts are provided for a quick | ook (snapshot _script), bulk
t hroughput of TCP and UDP, and latency for TCP and UDP. It is
conmand- | i ne driven.

Avail ability
See http://ww. cup. hp. conf net perf/ Net perfPage. htm or e-mail R ck
Jones (raj @up. hp.con). Binaries are available here for HP/UX Irix,
Sol aris, and W n32.

Requi red Environnent
C | anguage conpiler, POSI X. 1, sockets.

2.4. N ST Net

Aut hor
Mar k Car son

Cat egory
Functional Correctness / Performance

Descri ption
NI ST Net is a network enul ator. The tool is packaged as a Linux
kernel patch, a kernel nodule, a set of progranm ng APls, and
comrand- | ine and X-based user interfaces.

NI ST Net works by turning the systeminto a "selectively bad" router
- incom ng packets may be del ayed, dropped, duplicated, bandw dt h-
constrained, etc. Packet delays may be fixed or randomy
distributed, with | oadable probability distributions. Packet |oss
may be uniformy distributed (constant | oss probability) or

congesti on-dependent (probability of |oss increases with packet queue
I engths). Explicit congestion notifications may optionally be sent
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in place of congestion-dependent | oss.

Aut omat i on
To control the operation of the emulator, there is an interactive
user interface, a non-interactive command-line interface, and a set
of APIs. Any or all of these nmay be used in concert. The
interactive interface is suitable for sinple, spur-of-the-nmonent
testing, while the command-line or APIs may be used to create
scripted, non-interactive tests.

Avail ability
NI ST Net is available for public download fromthe N ST Net web site,
http://ww. antd. nist.gov/itg/nistnet/. The web site also has
installation instructions and docunentati on

Requi red Environnent
NI ST Net requires a Linux installtion, with kernel version 2.0.27 -
2.0.33. A kernel source tree and build tools are required to build
and install the NIST Net components. Building the X interface
requires a version of XFree86 (Current Version is 3.3.2). An
At hena-repl acenment w dget set such as neXtaw
(http://ww.inf.ufrgs.br/~kojima/ nextaw ) is also desirable for an
i mproved user interface.

NI ST Net should run on any i 386-conpatible machi ne capabl e of running
Li nux, with one or nore interfaces.

2.5. Ochestra

Aut hor
Scott Dawson, Farnam Jahani an, and Todd M tton

Cat egory
Functional Correctness / Performance

Descri ption
This tool is a library which provides the user with an ability to
build a protocol |ayer capable of performng fault injection on
protocols. Several fault injection |ayers have been built using this
l'ibrary, one of which has been used to test different vendor
i npl ementations of TCP. This is acconplished by probing the vendor
i mpl ementation fromone nmachine containing a protocol stack that has
been instrunented with Orchestra. A connection is opened fromthe
vendor TCP inplenentation to the machi ne which has been instrumented
Faults may then be injected at the Orchestra side of the connection
and the vendor TCP's response nay be nonitored. The nost recent
version of Orchestra runs inside the X-kernel protocol stack on the
OSF MK operating system
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When using Orchestra to test a protocol, the fault injection layer is
pl aced bel ow the target protocol in the protocol stack. This can

ei ther be done on one nmachine on the network, if protocol stacks on
the ot her machi nes cannot be nodified (as in the case of testing
TCP), or can be done on all machines on the network (as in the case
of testing a protocol under devel opnent). Once the fault injection
layer is in the protocol stack, all messages sent by and destined for
the target protocol pass through it on their way to/fromthe network.
The Orchestra fault injection | ayer can mani pul ate these messages.

In particular, it can drop, delay, re-order, duplicate, or nodify
messages. |t can also introduce new nessages into the systemif

desi red.

The actions of the Orchestra fault injection |layer on each nessage
are determined by a script, witten in Tcl. This script is
interpreted by the fault injection |layer when the nessage enters the
| ayer. The script has access to the header infornation about the
message, and can nake deci sions based on header values. It can also
keep i nformati on about previous nmessages, counters, or any other data
which the script witer deens useful. Users of O chestra may al so
define their own actions to be taken on nessages, witten in C, that
may be called fromthe fault injection scripts.

Aut omat i on
Scripts can be specified either using a graphical user interface
whi ch generates Tcl, or by witing Tcl directly. At this tine,
post-analysis of the results of the test nust also be performed by
the user. Essentially this consists of |ooking at a packet trace
that Orchestra generates for (in)correct behavior. Mist conpile and
link fault generated | ayer with the protocol stack

Avail ability
See http://ww. eecs. um ch. edu/ RTCL/ proj ect s/ orchestra/ or e-mai
Scott Dawson (sdawson@ecs. um ch. edu).

Requi red Environnment OSF MK operating system or X-kernel |ike network
architecture, or adapted to network stack.

Ref er ences
[DJ94], [DIMB6a], [ DIMB6DL]

Par ker & Schrechel I nf or mat i onal [ Page 6]



RFC 2398 Sone Testing Tools for TCP I npl enmentors August 1998

2.6. Packet Shel

Aut hor
St eve Parker and Chris Schneche

Cat egory
Functional Correctness / Performance

Descri ption
An extensible Tcl/Tk based software tool set for protocol devel opnent
and testing. Tcl (Tool Comrand Language) is an enbeddabl e scripting
| anguage and Tk is a graphical user interface toolkit based on Tcl
The Packet Shell creates Tcl commands that allow you to create,
modi fy, send, and receive packets on networks. The operations for
each protocol are supplied by a dynamc linked library called a
protocol library. These libraries are silently linked in froma
special directory when the Packet Shell begins execution. The current
protocol libraries are: |IP, I1Pv6, |IPv6 extensions, |CW, | CWVPV6,
Et hernet |ayer, data layer, file layer (snoop and tcpdunp support),
socket |ayer, TCP, TLI

It includes harness, which is a Tk based graphical user interface for
creating test scripts within the Packet Shell. It includes tests for
no initial slow start, and retain out of sequence data as TCP test
cases nentioned in [ PADHVI8] .

It includes tcpgraph, which is used with a snoop or tcpdunp capture
file to produce a TCP tine-sequence plot using xplot.

Aut omat i on
Conmand-1ine driven through Tcl commands, or graphical user interface
nmodel s are avail abl e through the harness format.
Avail ability
See http://playground. sun.coni psh/ or e-mail owner-packet -
shel | @unr oof . eng. sun. com
Requi red Environnent

Solaris 2.4 or higher. Porting required for other operating systens.
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2.7. Tcpanaly

Aut hor
Vern Paxson

Cat egory
Functional Correctness / Performance

Descri ption
This is a tool for automatically analyzing a TCP inpl enentation’s
behavi or by inspecting packet traces of the TCP's activity. It does
so through packet filter traces produced by tcpdunp. It has coded
within it know edge of a |arge nunber of TCP inplenentations. Using
this, it can determ ne whether a given trace appears consistent with
a given inplenentation, and, if so, exactly why the TCP chose to
transmt each packet at the tinme it did. If a trace is found
inconsistent with a TCP, tcpanaly either diagnoses a likely
measurenent error present in the trace, or indicates exactly whether
the activity in the trace deviates fromthat of the TCP, which can
greatly aid in determ ning how the traced inpl ementati on behaves.

Tcpanaly’s category is somewhat difficult to classify, since it
attenpts to profile the behavior of an inplenentation, rather than to
explicitly test specific correctness or perfornmance issues. However,
this profile identifies correctness and performance probl ens.

Addi ng new i nmpl enent ati ons of TCP behavior is possible with tcpanaly
through the use of C++ cl asses.

Aut omat i on
Command-line driven and only the traces of the TCP sending and
receiving bulk data transfers are needed as input.

Avail ability
Contact Vern Paxson (vern@e.| bl.gov).

Requi red Environnent
C++ compil er.

Ref er ences
[ Pax97a]
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2.8. Tcptrace

Aut hor
Shawn Ost er mann
Cat egory
Functional Correctness / Perfornmance
Descri ption
This is a TCP trace file analysis tool. It reads output trace files

in the formats of : tcpdunp, snoop, etherpeek, and netm

For each connection, it keeps track of el apsed tine, bytes/segnents
sent and received, retransm ssions, round trip times, w ndow
adverti senents, throughput, etc fromsinple to very detail ed output.

It can also produce three different types of graphs:

Ti me Sequence G aph (shows the segnments sent and ACKs returned as a
function of tine)

I nst ant aneous Thr oughput (shows the instantaneous, averaged over a
few segnents, throughput of the connection as a function of tine).

Round Trip Times (shows the round trip times for the ACKs as a
function of tine)

Aut omat i on
Conmand-1ine driven, and uses the xplot programto view the graphs.

Avail ability
Source code is available, and Solaris binary along with sanple
traces. See http://jarok.cs. ohiou. edu/software/tcptrace/tcptrace. htm
or e-mail Shawn Ostermann (ostermann@s. ohi ou. edu).

Requi red Environnent
C conpiler, Solaris, FreeBSD, NetBSD, HPUX, Linux.

Par ker & Schrechel I nf or mat i onal [ Page 9]



RFC 2398 Sone Testing Tools for TCP I npl enmentors August 1998

2.9. Tracel ook

Aut hor
Greg M nshal |

Cat egory
Functional Correctness / Performance

Descri ption
This is a Tcl/ Tk program for graphically view ng the contents of
tcpdunp trace files. Wen plotting a connection, a user can sel ect
various variables to be plotted. In each direction of the connection,
the user can plot the advertised wi ndow i n each packet, the highest
sequence nunber in each packet, the | owest sequence nunber in each
packet, and the acknow edgenment numnber in each packet.

Aut omat i on
Command-line driven with a graphical user interface for the graph.

Avail ability
See http://ww.ipsilon.com ~m nshall/sw tracel ook/tracel ook. htm or
e-mail Greg Mnshall (mnshall @psilon.con.

Requi red Environnent
A nodern version of awk, and Tcl/Tk (Tk version 3.6 or higher). The
program xgraph is required to view the graphs under X11

2.10. TReno

Aut hor
Matt Mat his and Janshi d Mahdavi

Cat egory
Per f or mance

Descri ption
This is a TCP throughput neasurenent tool based on sendi ng UDP or
| CMP packets in patterns that are controlled at the user-level so
that their timng reflects what would be sent by a TCP that observes
proper congestion control (and inplements SACK). This allows it to
measur e throughput independent of the TCP inplenmentation of end hosts
and serve as a useful platformfor prototypi ng TCP changes.

Aut omat i on

Conmand-line driven. No "server"” is required, and it only requires a
single argunent of the nmachine to run the test to.
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Avail ability
See http://ww. psc. edu/ networking/treno_info.htm or e-mail Matt
Mat hi s (mat hi s@sc. edu) or Janshi d Mahdavi (nmahdavi @sc. edu).

Requi red Environnent
C conpiler, PCSIX 1, raw sockets.

2.11. Ttcp

Aut hor
Unknown

Cat egory
Per f or mance

Description
Oiginally witten to nove files around, ttcp becane the classic
t hroughput benchnmark or | oad generator, with the addition of support
for sourcing to/fromnenory. It can also be used as a traffic
absorber. It has spawned many variants, recent ones include support
for UDP, data pattern generation, page alignnent, and even alignnent
of fset control.

Aut omat i on
Command-1| i ne driven.

Avail ability
See ftp://ftp.arl.m|/pub/ttcp/ or e-mail ARL (ftp@rl.m|l) which
i ncl udes the nbst common vari ants avail abl e.

Requi red Environnent
C conpiler, BSD sockets.

2.12. Xpl ot

Aut hor
Ti m Shepard

Cat egory
Functional Correctness / Performance

Descri ption
This is a fairly conventional graphing/plotting tool (xplot itself),
a script to turn tcpdunp output into xplot input, and sone sanple
code to generate xplot comrands to plot the TCP tinme-sequence graph).

Aut omat i on
Conmand-1ine driven with a graphical user interface for the plot.
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Avail ability
See ftp://mercury.lcs. mt.edu/ pub/shep/xplot.tar.gz or e-mail Tim
Shepard (shep@cs.mt. edu).

Requi red Environnent
C conpiler, X11.

Ref er ences
[ She91]

3. Sunmmary

This menmo lists all TCP tests and testing tools reported to the
authors as part of TCP Inplementer’s working group and i s not
exhaustive. These tools have been verified as available by the
aut hors.

4. Security Considerations

Net work analysis tools are inproving at a steady pace. The
continuing i nprovenent in these tools such as the ones descri bed make
security concerns significant.

Sone of the tools could be used to create rogue packets or denial -

of -servi ce attacks against other hosts. Also, sonme of the tools
require changes to the kernel (foreign code) and night require root
privileges to execute. So you are trusting code that you have
fetched from sone perhaps untrustworthy renpte site. This code could
contain malicious code that could present any kind of attack

None of the listed tools evaluate security in any way or form

There are privacy concerns when grabbi ng packets fromthe network in
that you are now able to read other people’s mail, files, etc. This
i npacts nore than just the host running the tool but all traffic
crossing the host’s physical network.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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