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Thi s paper describes a "superset" of operations that can be applied
to URI. It consists of both a grammar and a description of basic
functionality for URI. To understand what is a valid URI, both the
grammar and the associ ated description have to be studied. Some of
the functionality described is not applicable to all URl schemes, and
some operations are only possible when certain nedia types are
retrieved using the URI, regardless of the schenme used.

Abst ract

A Uni form Resource ldentifier (URI) is a compact string of characters
for identifying an abstract or physical resource. This docunent
defines the generic syntax of URI, including both absolute and
relative forns, and guidelines for their use; it revises and repl aces
the generic definitions in RFC 1738 and RFC 1808.

Thi s docunent defines a grammar that is a superset of all valid URI,
such that an inplementation can parse the comon conponents of a URI
reference w thout know ng the schene-specific requirenments of every
possible identifier type. This docunent does not define a generative
grammar for URI; that task will be performed by the individua

speci fications of each URI schene.
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1.

I nt roducti on

Uni form Resource ldentifiers (URI) provide a sinple and extensible
means for identifying a resource. This specification of URl syntax
and senmantics is derived fromconcepts introduced by the Wrld Wde
Web gl obal information initiative, whose use of such objects dates
from 1990 and is described in "Universal Resource Identifiers in WWW
[ RFC1630]. The specification of URI is designed to neet the
recomendations laid out in "Functional Recommendations for |nternet
Resource Locators" [RFC1736] and "Functional Requirenents for Uniform
Resource Names" [RFC1737].

Thi s docunent updates and nerges "Uniform Resource Locators"

[ RFC1738] and "Rel ative Uniform Resource Locators" [RFC1808] in order
to define a single, generic syntax for all URI. It excludes those
portions of RFC 1738 that defined the specific syntax of individua
URL schenes; those portions will be updated as separate docunents, as
will the process for registration of new URI schenes. This docunent
does not discuss the issues and recommendation for dealing with
characters outside of the US-ASCI| character set [ASCI1]; those
recomrendati ons are di scussed in a separate docunent.

Al'l significant changes fromthe prior RFCs are noted in Appendix G

1.1 Overview of UR

URI are characterized by the follow ng definitions:

Uni form
Uniformty provides several benefits: it allows different types
of resource identifiers to be used in the same context, even
when t he mechani sms used to access those resources may differ;
it allows uniformsenmantic interpretation of comon syntactic
conventions across different types of resource identifiers; it
all ows introduction of new types of resource identifiers
without interfering with the way that existing identifiers are
used; and, it allows the identifiers to be reused in many
different contexts, thus permtting new applications or
protocols to | everage a pre-existing, |arge, and w del y-used
set of resource identifiers.

Resour ce
A resource can be anything that has identity. Famliar
exanpl es include an el ectroni c docunent, an image, a service
(e.g., "today’'s weather report for Los Angeles"), and a
collection of other resources. Not all resources are network
"retrievable"; e.g., human bei ngs, corporations, and bound
books in a library can al so be consi dered resources.
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The resource is the conceptual mapping to an entity or set of
entities, not necessarily the entity which corresponds to that
mappi ng at any particular instance in time. Thus, a resource
can remain constant even when its content---the entities to
which it currently corresponds---changes over tine, provided
that the conceptual mapping is not changed in the process.

Identifier
An identifier is an object that can act as a reference to
sonet hing that has identity. 1In the case of URI, the object is

a sequence of characters with a restricted syntax.

Having identified a resource, a systemnmay performa variety of
operations on the resource, as mght be characterized by such words
as ‘access’, ‘update’, ‘replace’, or ‘find attributes’

1.2. URI, URL, and URN

A URI can be further classified as a |ocator, a nane, or both. The
term "Uni form Resource Locator"” (URL) refers to the subset of UR
that identify resources via a representation of their primry access
mechani sm (e.g., their network "location"), rather than identifying
the resource by nane or by sone other attribute(s) of that resource
The term "Uni form Resource Nanme" (URN) refers to the subset of UR
that are required to remain globally unique and persistent even when
the resource ceases to exi st or becomes unavail abl e.

The URI schene (Section 3.1) defines the nanespace of the URI, and
thus may further restrict the syntax and semantics of identifiers
usi ng that schene. This specification defines those elenents of the
URI syntax that are either required of all URH schemes or are conmon
to many URI schenes. It thus defines the syntax and semantics that
are needed to i nmplenent a schene-independent parsing nechani smfor

URI references, such that the schene-dependent handling of a URI can
be postponed until the schenme-dependent semantics are needed. W use
the term URL bel ow when describing syntax or senmantics that only
apply to locators.

Al t hough many URL schemes are naned after protocols, this does not
inply that the only way to access the URL’s resource is via the naned
protocol. Gateways, proxies, caches, and name resol ution services

m ght be used to access sone resources, independent of the protoco

of their origin, and the resolution of some URL nmay require the use
of nmore than one protocol (e.g., both DNS and HTTP are typically used
to access an "http" URL's resource when it can’'t be found in a loca
cache).
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A URN differs froma URL in that it’'s primary purpose is persistent

| abeling of a resource with an identifier. That identifier is drawn
fromone of a set of defined nanmespaces, each of which has its own
set nane structure and assi gnment procedures. The "urn" schene has
been reserved to establish the requirenents for a standardi zed URN
nanespace, as defined in "URN Syntax" [RFC2141] and its related
speci fications.

Most of the exanples in this specification denonstrate URL, since
they allow the nost varied use of the syntax and often have a

hi erarchi cal nanespace. A parser of the URI syntax is capabl e of
parsing both URL and URN references as a generic URI; once the schene
is determ ned, the schene-specific parsing can be performed on the
generic URI conponents. 1In other words, the URI syntax is a superset
of the syntax of all URI schenes

1.3. Exanple UR
The foll owing exanples illustrate URI that are in comopn use.

ftp://ftp.is.co.zalrfc/rfcl808.1txt
-- ftp schene for File Transfer Protocol services

gopher://spinaltap. m cro. um. edu/ 00/ Weat her/ Cal i f or ni a/ Los%20Angel es
-- gopher schene for CGopher and Gopher+ Protocol services

htt p: // www. mat h. ui 0. no/ f aq/ conpr essi on-f aq/ part 1. htm
-- http scheme for Hypertext Transfer Protocol services

mai | to: nduerst @fi.uni zh.ch
-- mailto schene for electronic nail addresses

news: conp. i nf osyst ens. www. servers. uni X
-- news schenme for USENET news groups and articles

tel net://mel vyl.ucop. edu/
-- telnet schene for interactive services via the TELNET Protoco

1.4. Hyerarchical URI and Rel ati ve Forns

An absolute identifier refers to a resource independent of the
context in which the identifier is used. |In contrast, a relative
identifier refers to a resource by describing the difference within a
hi er archi cal nanespace between the current context and an absol ute
identifier of the resource.
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Some URI schenes support a hierarchical naning system where the

hi erarchy of the name is denoted by a "/" delimter separating the
components in the schene. This docunent defines a scheme-independent
‘relative’ formof URI reference that can be used in conjunction with
a ‘base’ URI (of a hierarchical schene) to produce another URI. The
syntax of hierarchical URl is described in Section 3; the relative
URI calculation is described in Section 5.

1.5. URI Transcribability

The URI syntax was designed with global transcribability as one of
its main concerns. A URl is a sequence of characters froma very

limted set, i.e. the letters of the basic Latin al phabet, digits,
and a few special characters. A URI may be represented in a variety
of ways: e.g., ink on paper, pixels on a screen, or a sequence of

octets in a coded character set. The interpretation of a URl depends
only on the characters used and not how those characters are
represented in a network protocol

The goal of transcribability can be described by a sinple scenario.

I mgi ne two col | eagues, Samand Kim sitting in a pub at an

i nternational conference and exchangi ng research ideas. Sam asks Kim
for a location to get nore infornmation, so Kimwites the URI for the
research site on a napkin. Upon returning honme, Samtakes out the
napkin and types the URI into a conputer, which then retrieves the
information to which Kimreferred.

There are several design concerns reveal ed by the scenari o:

o A URl is a sequence of characters, which is not always
represented as a sequence of octets.

o A UR may be transcribed froma non-network source, and thus
shoul d consi st of characters that are nost likely to be able to
be typed into a conputer, within the constraints inposed by
keyboards (and rel ated i nput devices) across |anguages and
| ocal es.

o0 A URl often needs to be renmenbered by people, and it is easier
for people to renenber a URI when it consists of meaningfu
components.

These design concerns are not always in alignment. For exanmple, it
is often the case that the nost meani ngful name for a URI component
woul d require characters that cannot be typed into sone systens. The
ability to transcribe the resource identifier fromone nmediumto

anot her was considered nore inportant than having its URl consist of
the nost neani ngful of conponents. |In local and regional contexts
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and with inmproving technol ogy, users might benefit frombeing able to
use a wider range of characters; such use is not defined in this
docunent .

1.6. Syntax Notation and Conmon El enents

Thi s docunent uses two conventions to describe and define the syntax
for URI. The first, called the layout form is a general description
of the order of conmponents and conponent separators, as in

<first>/<second>; <t hi rd>?<fourth>

The conponent names are encl osed in angl e-brackets and any characters
out si de angl e-brackets are literal separators. Whitespace should be
i gnored. These descriptions are used informally and do not define
the syntax requirenents.

The second convention is a BNF-1ike grammar, used to define the

formal URI syntax. The grammar is that of [RFC822], except that "|"
is used to designate alternatives. Briefly, rules are separated from
definitions by an equal "=", indentation is used to continue a rule
definition over nore than one line, literals are quoted with "",
parentheses "(" and ")" are used to group elenents, optional elenents
are enclosed in "[" and "]" brackets, and el enments nay be preceded
with <n>* to designate n or nore repetitions of the follow ng

el ement; n defaults to O.

Unl i ke many specifications that use a BNF-Ii ke grammar to define the
bytes (octets) allowed by a protocol, the URI granmar is defined in
terms of characters. Each literal in the grammar corresponds to the
character it represents, rather than to the octet encodi ng of that
character in any particul ar coded character set. How a URl is
represented in ternms of bits and bytes on the wire i s dependent upon
the character encoding of the protocol used to transport it, or the
charset of the docunment which contains it.

The following definitions are common to many el ements:

al pha = | owal pha | upal pha

lowal pha = "a" | "b" | "c" | "d" | "e" | "f" | "g" | "h" | "i" |
I I I B O I T A I
s" |ttt tut |otvtootwe o txt ]ty ]tz

upal pha ="A" | "B" | "C" | "D" | "E" | "F" | "G | "H | "I" |
T KL L M| TN O | P g | TR
sl otTT O OTU TV W X Y ) 2
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dl gl t - On | " 1|| | " 2|| | " 3|| | " 4|| | " 5|| | " 6" | " 7|| |
" 8" | " 9||

al phanum = al pha | digit
The conplete URI syntax is collected in Appendix A.
2. URl Characters and Escape Sequences

URI consist of a restricted set of characters, primarily chosen to
aid transcribability and usability both in conputer systens and in
non- conmput er conmuni cations. Characters used conventionally as
delinmters around URI were excluded. The restricted set of
characters consists of digits, letters, and a few graphic synbols
were chosen fromthose common to nost of the character encodi ngs and
input facilities available to Internet users.

uric = reserved | unreserved | escaped

Wthin a URI, characters are either used as delinmters, or to
represent strings of data (octets) within the delimted portions.
Cctets are either represented directly by a character (using the US
ASCI | character for that octet [ASCII]) or by an escape encodi ng.
This representation is el aborated bel ow

2.1 URI and non-ASCI| characters

The rel ationship between URI and characters has been a source of
confusion for characters that are not part of US-ASCI|I. To describe
the relationship, it is useful to distinguish between a "character"
(as a distinguishable semantic entity) and an "octet" (an 8-bit

byte). There are two mappings, one from URl characters to octets, and
a second fromoctets to original characters:

URI character sequence->octet sequence->original character sequence

A URl is represented as a sequence of characters, not as a sequence
of octets. That is because URI might be "transported" by means that
are not through a conmputer network, e.g., printed on paper, read over
the radi o, etc.

A URI schene may define a mapping fromURI characters to octets;
whether this is done depends on the scheme. Commonly, within a
delinmted conmponent of a URI, a sequence of characters may be used to
represent a sequence of octets. For exanmple, the character "a
represents the octet 97 (decinmal), while the character sequence "%,
"0", "a" represents the octet 10 (decinal).
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There is a second translation for some resources: the sequence of
octets defined by a conponent of the URI is subsequently used to
represent a sequence of characters. A 'charset’ defines this mapping.
There are nmany charsets in use in Internet protocols. For exanple,
UTF-8 [UTF-8] defines a mapping from sequences of octets to sequences
of characters in the repertoire of |1SO 10646

In the sinplest case, the original character sequence contains only
characters that are defined in US-ASCI1, and the two | evels of
mappi ng are sinple and easily invertible: each 'original character’
is represented as the octet for the US-ASCI| code for it, which is,
inturn, represented as either the US-ASCI| character, or else the
"% escape sequence for that octet.

For original character sequences that contain non-ASCH | characters,
however, the situation is nore difficult. Internet protocols that
transmt octet sequences intended to represent character sequences
are expected to provide sonme way of identifying the charset used, if
there night be nore than one [ RFC2277]. However, there is currently
no provision within the generic URI syntax to acconplish this
identification. An individual URI schene may require a single
charset, define a default charset, or provide a way to indicate the
charset used

It is expected that a systematic treatnment of character encoding
within URl will be developed as a future nodification of this
speci fication.

2.2. Reserved Characters

Many URI include components consisting of or delimted by, certain
speci al characters. These characters are called "reserved", since
their usage within the URI conponent is limted to their reserved

purpose. If the data for a URI conponent would conflict with the

reserved purpose, then the conflicting data nust be escaped before
form ng the URI.

reserved ="ttt et t@ | & ="
" $Il | " , "

The "reserved" syntax class above refers to those characters that are
allowed within a URI, but which may not be allowed within a
particul ar component of the generic URI syntax; they are used as
delimters of the conponents described in Section 3.
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Characters in the "reserved" set are not reserved in all contexts.
The set of characters actually reserved within any given URI
component is defined by that conponent. In general, a character is
reserved if the semantics of the URI changes if the character is
replaced with its escaped US-ASCI | encodi ng.

2.3. Unreserved Characters

Data characters that are allowed in a URI but do not have a reserved
purpose are called unreserved. These include upper and | ower case
letters, decimal digits, and a limted set of punctuation marks and
synbol s.

unr eserved al phanum | mark

mar k = e e )

Unreserved characters can be escaped wi thout changi ng the senantics
of the URI, but this should not be done unless the URI is being used
in a context that does not allow the unescaped character to appear.

2.4. Escape Sequences

Data nust be escaped if it does not have a representation using an
unreserved character; this includes data that does not correspond to
a printable character of the US-ASCI| coded character set, or that
corresponds to any US-ASCI| character that is disallowed, as
expl ai ned bel ow.

2.4.1. Escaped Encoding

An escaped octet is encoded as a character triplet, consisting of the
percent character "% followed by the two hexadecimal digits
representing the octet code. For exanple, "9%0" is the escaped
encoding for the US-ASCI| space character

escaped = "% hex hex
hex =digit | "A" | "B" | "C | "D | “"E"| "F" |
"a" | "b" | "c" | "d" | "e" | "f"

2.4.2. \Wen to Escape and Unescape

A URl is always in an "escaped" form since escaping or unescaping a
completed URI m ght change its semantics. Normally, the only tine
escape encodi ngs can safely be made is when the URI is being created
fromits conponent parts; each conponent may have its own set of
characters that are reserved, so only the mechani smresponsible for
generating or interpreting that conponent can deterni ne whether or
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not escaping a character will change its semantics. Likew se, a URl
must be separated into its conmponents before the escaped characters
wi thin those conponents can be safely decoded.

In sone cases, data that could be represented by an unreserved
character may appear escaped; for exanple, sone of the unreserved
"mark" characters are automatically escaped by sonme systenms. |If the
given URI schene defines a canonicalization algorithm then
unreserved characters may be unescaped according to that algorithm
For exanple, "%e" is sonmetines used instead of "~" in an http URL
path, but the two are equivalent for an http URL.

Because the percent "% character always has the reserved purpose of
bei ng the escape indicator, it must be escaped as "%5" in order to
be used as data within a URI. Inplenenters should be careful not to
escape or unescape the same string nore than once, since unescaping
an al ready unescaped string mght lead to misinterpreting a percent
data character as another escaped character, or vice versa in the
case of escaping an already escaped string.

2.4.3. Excluded US-ASCI| Characters

Al t hough they are disallowed within the URI syntax, we include here a
description of those US-ASCI| characters that have been excluded and
the reasons for their exclusion

The control characters in the US-ASCI|I coded character set are not
used within a URI, both because they are non-printable and because
they are likely to be msinterpreted by sone control nmechani sns.

control = <US- ASCI | coded characters 00-1F and 7F hexadeci mal >

The space character is excluded because significant spaces may

di sappear and insignificant spaces nmay be introduced when URI are
transcribed or typeset or subjected to the treatnent of word-
processing prograns. \Witespace is also used to delimit UR in nany
cont exts.

space = <US-ASCI | coded character 20 hexadeci mal >

The angl e-bracket "<" and ">" and doubl e-quote (") characters are
excl uded because they are often used as the delinmters around URl in
text documents and protocol fields. The character "#" is excluded
because it is used to delimt a URI froma fragment identifier in UR
references (Section 4). The percent character "% is excluded because
it is used for the encodi ng of escaped characters.

del | ms = " | " | " #u | " %l | <">
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O her characters are excluded because gateways and other transport
agents are known to sonetinmes nodify such characters, or they are
used as delimters.

unwi se i S N S A A A A A A R

Data correspondi ng to excluded characters nust be escaped in order to
be properly represented within a URI.

3. URI Syntactic Conponents

The URI syntax is dependent upon the schene. In general, absolute
URI are witten as follows:

<scheme>: <schene- speci fic-part>

An absolute URI contains the nane of the schene being used (<schene>)
followed by a colon (":") and then a string (the <schene-specific-
part>) whose interpretation depends on the schene.

The URI syntax does not require that the schene-specific-part have
any general structure or set of semantics which is compbn anong al
URI. However, a subset of URI do share a common syntax for
representing hierarchical relationships within the namespace. This
"generic URI" syntax consists of a sequence of four main conmponents:

<scheme>: // <aut hori t y><pat h>?<quer y>

each of which, except <schene> nay be absent froma particular URI
For exanpl e, some URI schenes do not allow an <authority> conponent,
and others do not use a <query> conponent.

absol ut eURI = schenme ":" ( hier_part | opaque_part )

URI that are hierarchical in nature use the slash "/" character for
separating hierarchical conmponents. For sone file systens, a "/"
character (used to denote the hierarchical structure of a URI) is the
delinmter used to construct a file nane hierarchy, and thus the URI

path will ook simlar to a file pathname. This does NOT inply that
the resource is a file or that the URI maps to an actual fil esystem
pat hnare.

hi er _part = ( net_path | abs_path ) [ "?" query ]

net _path ="//" authority [ abs_path ]

abs _path ="/" path_segnents
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URI that do not nake use of the slash "/" character for separating
hi erarchi cal conponents are consi dered opaque by the generic UR

parser.
opaque_part = uric_no_slash *uric
uric_no_slash = unreserved | escaped | ";" | "?" | ":" | "@ |
n &Il | n :Il | n +Il | n $Il | n , n

We use the term<path> to refer to both the <abs_path> and
<opaque_part> constructs, since they are nutually exclusive for any
given URI and can be parsed as a single conmponent.

3.1. Schene Conponent

Just as there are many di fferent nmethods of access to resources,
there are a variety of schenmes for identifying such resources. The
URI syntax consists of a sequence of conponents separated by reserved
characters, with the first conponent defining the semantics for the
remai nder of the URI string.

Schene nanes consi st of a sequence of characters beginning with a

| ower case letter and foll owed by any conbi nation of | ower case
letters, digits, plus ("+"), period ("."), or hyphen ("-"). For
resiliency, prograns interpreting URI should treat upper case letters
as equivalent to | ower case in schene nanes (e.g., allow "HITP" as
well as "http").

schene = alpha *( alpha | digit | "+" | "-" ] ".")

Rel ati ve URI references are distinguished fromabsolute URl in that
they do not begin with a schene nane. Instead, the scheme is
inherited fromthe base URI, as described in Section 5.2.

3.2. Authority Conponent

Many URI schenes include a top hierarchical elenent for a naning
authority, such that the nanespace defined by the remai nder of the
URI is governed by that authority. This authority conponent is
typically defined by an Internet-based server or a schene-specific
registry of naming authorities.

authority = server | reg_nane

The authority conmponent is preceded by a double slash "//" and is
term nated by the next slash "/", question-mark "?", or by the end of

the URI. Wthin the authority conponent, the characters ";", ":",
"@, "?", and "/" are reserved.
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An authority conponent is not required for a URI schene to make use
of relative references. A base URI without an authority conponent
inplies that any relative reference will also be without an authority
conmponent .

3.2.1. Registry-based Naning Authority

The structure of a registry-based naming authority is specific to the
URI schene, but constrained to the all owed characters for an
aut hority conponent.

reg_nane = 1*( unreserved | escaped | "$" | "," |
n ; n | n : n | n @ | n &II | n :II | n +II )

3.2.2. Server-based Nam ng Authority

URL schenes that involve the direct use of an | P-based protocol to a
specified server on the Internet use a common syntax for the server
component of the URI's schene-specific data:

<useri nf o>@host >: <port >

where <userinfo> may consist of a user nane and, optionally, schemne-
specific informati on about how to gain authorization to access the
server. The parts "<userinfo>@ and ":<port>" rmay be omitted.

server = [ [ userinfo "@ ] hostport ]

The user information, if present, is followed by a comercial at-sign

u@.

userinfo = *( unreserved | escaped
" ; " | n : n | n &Il | n :Il | n +Il | n $Il | n , n )

Sone URL schemes use the fornmat "user:password" in the userinfo
field. This practice is NOI RECOWENDED, because the passing of

aut hentication information in clear text (such as URI) has proven to
be a security risk in alnost every case where it has been used

The host is a domain nane of a network host, or its |IPv4 address as a
set of four decimal digit groups separated by ".". Literal |Pv6
addresses are not supported.

host port = host [ ":" port ]

host = hostname | | Pv4address

host nane = *( domainlabel "." ) toplabel [ "." ]

domai nl abel = al phanum | al phanum *( al phanum | "-" ) al phanum
t opl abel = al pha | alpha *( al phanum| "-" ) al phanum
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| Pv4addr ess
port

1*digit "." 1*digit "." 1*digit "." 1*digit
*digit

Host names take the formdescribed in Section 3 of [RFC1034] and
Section 2.1 of [RFC1123]: a sequence of donmin |abels separated by
".", each domain |abel starting and ending with an al phanuneric
character and possibly also containing "-" characters. The rightnost

domain | abel of a fully qualified domain nane will never start with a
digit, thus syntactically distinguishing domain names from | Pv4
addresses, and may be followed by a single "." if it is necessary to

di stingui sh between the conpl ete domain nanme and any | ocal donain.

To actually be "Unifornl' as a resource locator, a URL hostnanme shoul d
be a fully qualified domain nane. |In practice, however, the host
component may be a | ocal domain literal

Note: A suitable representation for including a literal |Pv6
address as the host part of a URL is desired, but has not yet been
determned or inplenmented in practice.

The port is the network port number for the server. Mst schenes
designate protocols that have a default port nunmber. Another port
nunber nmay optionally be supplied, in decinmal, separated fromthe
host by a colon. |If the port is onmtted, the default port nunber is
assumed.

3.3. Path Conponent
The path conponent contains data, specific to the authority (or the

schene if there is no authority conponent), identifying the resource
within the scope of that schene and authority.

pat h = [ abs_path | opaque_part ]
pat h_segnents = segnment *( "/" segnent )
segnent = *pchar *( ";" param)
param = *pchar

pchar = unreserved | escaped

@ | e R e e

The path nay consist of a sequence of path segnments separated by a
single slash "/" character. Wthin a path segnment, the characters
oMyt "=", and "?" are reserved. Each path segnent nay include a
sequence of paranmeters, indicated by the sem colon ";" character.

The paraneters are not significant to the parsing of relative

r ef er ences.
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3.4. Query Conponent

The query conponent is a string of information to be interpreted by
the resource.

query = *uric
Wthin a query conponent, the characters ";", "/", "?", ":", "@,
" &ll , " :H , " +ll , " , " , and " $ll ar e r eser Ved,

4. URlI References

The term "URI -reference" is used here to denote the comon usage of a
resource identifier. A UR reference may be absolute or relative,
and may have additional information attached in the formof a
fragnment identifier. However, "the URI" that results fromsuch a
reference includes only the absolute URI after the fragnent
identifier (if any) is renoved and after any relative UR is resolved
to its absolute form Although it is possible tolimt the

di scussion of URI syntax and semantics to that of the absolute
result, most usage of URI is within general URI references, and it is
i mpossible to obtain the URI fromsuch a reference wi thout also
parsing the fragnent and resolving the relative form

URI -reference = [ absoluteURl | relativeURI ] [ "#" fragnment ]

The syntax for relative URI is a shortened formof that for absolute
URI, where sone prefix of the URI is mssing and certain path
conponents ("." and "..") have a special neaning when, and only when,
interpreting a relative path. The relative URI syntax is defined in
Section 5.

4.1. Fragnent Ildentifier

When a URI reference is used to performa retrieval action on the
identified resource, the optional fragnent identifier, separated from
the URI by a crosshatch ("#") character, consists of additiona
reference information to be interpreted by the user agent after the
retrieval action has been successfully conpleted. As such, it is not
part of a URI, but is often used in conjunction with a URI

f ragnment = *uric

The semantics of a fragment identifier is a property of the data
resulting froma retrieval action, regardless of the type of UR used
in the reference. Therefore, the format and interpretation of
fragnment identifiers is dependent on the nedia type [ RFC2046] of the
retrieval result. The character restrictions described in Section 2
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for URI also apply to the fragnment in a URI-reference. |ndividua
medi a types may define additional restrictions or structure within
the fragnent for specifying different types of "partial views" that
can be identified within that nedia type

A fragment identifier is only meani ngful when a URI reference is
intended for retrieval and the result of that retrieval is a docunent
for which the identified fragnent is consistently defined.

4.2. Same-docunent References

A URI reference that does not contain a URI is a reference to the
current docunment. In other words, an enpty URI reference within a
docunent is interpreted as a reference to the start of that docunent,
and a reference containing only a fragnent identifier is a reference
to the identified fragment of that docunent. Traversal of such a
reference should not result in an additional retrieval action
However, if the URI reference occurs in a context that is always
intended to result in a new request, as in the case of HTM.'s FORM
el ement, then an enpty URI reference represents the base URI of the
current docunment and should be replaced by that URI when transformed
into a request.

4.3. Parsing a URl Reference

A URl reference is typically parsed according to the four main
components and fragnent identifier in order to determ ne what
conponents are present and whether the reference is relative or
absolute. The individual conponents are then parsed for their
subparts and, if not opaque, to verify their validity.

Al t hough the BNF defines what is allowed in each component, it is
anbi guous in terms of differentiating between an authority conponent
and a path conmponent that begins with two slash characters. The
greedy algorithmis used for disanbiguation: the |left-npost matching
rul e soaks up as nuch of the URI reference string as it is capable of
mat ching. | n other words, the authority conponent wi ns.

Readers fam liar with regul ar expressions should see Appendix B for a
concrete parsing exanple and test oracle.

5. Relative URI References
It is often the case that a group or "tree" of documents has been

constructed to serve a conmon purpose; the vast majority of URl in
these docunents point to resources within the tree rather than
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outside of it. Similarly, docunments located at a particular site are
much nmore likely to refer to other resources at that site than to
resources at renote sites.

Rel ati ve addressing of URI allows docunent trees to be partially

i ndependent of their |ocation and access schene. For instance, it is
possible for a single set of hypertext docunents to be sinultaneously
accessible and traversable via each of the "file", "http", and "ftp"
schenes if the docunents refer to each other using relative URI.

Furt hernore, such docunent trees can be noved, as a whole, without
changing any of the relative references. Experience within the WW
has denmponstrated that the ability to performrelative referencing is
necessary for the long-termusability of enbedded URI

The syntax for relative URl takes advantage of the <hier_part> syntax
of <absoluteURI > (Section 3) in order to express a reference that is
relative to the namespace of another hierarchical UR

relativeURI = ( net_path | abs_path | rel _path ) [ "?" query ]

A relative reference beginning with two slash characters is terned a
net wor k-path reference, as defined by <net _path> in Section 3. Such
references are rarely used.

A relative reference beginning with a single slash character is
ternmed an absol ute-path reference, as defined by <abs_path> in
Section 3.

A relative reference that does not begin with a schene nane or a
sl ash character is terned a relative-path reference

rel _path rel _segnent [ abs_path ]

rel _segnent = 1*( unreserved | escaped

L@ e = e s )

Wthin a relative-path reference, the conplete path segnents "." and
".." have special neanings: "the current hierarchy level" and "the
| evel above this hierarchy level", respectively. A though this is
very simlar to their use within Unix-based filesystens to indicate
directory levels, these path conponents are only consi dered speci al
when resolving a relative-path reference to its absolute form
(Section 5.2).

Aut hors shoul d be aware that a path segnment which contains a col on
character cannot be used as the first segnment of a relative URI path
(e.g., "this:that"), because it would be nmistaken for a scheme nane.
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It is therefore necessary to precede such segnments with other
segnents (e.g., "./this:that") in order for themto be referenced as
a relative path.

It is not necessary for all URI within a given schene to be
restricted to the <hier_part> syntax, since the hierarchica
properties of that syntax are only necessary when relative URl are
used within a particular docunment. Docunments can only make use of
relative URI when their base URI fits within the <hier_part> syntax.
It is assuned that any docunent which contains a relative reference
will also have a base URI that obeys the syntax. In other words,
relative URI cannot be used within a docunment that has an unsuitable
base URI .

Sone URI schemes do not allow a hierarchical syntax matching the
<hi er _part> syntax, and thus cannot use relative references.

5.1. Establishing a Base URI

The term"relative URI" inplies that there exists some absol ute "base
URI " agai nst which the relative reference is applied. Indeed, the
base URI is necessary to define the semantics of any relative UR
reference; without it, a relative reference is neaningless. In order
for relative URI to be usable within a docunment, the base URI of that
docunent nust be known to the parser.

The base URI of a docunent can be established in one of four ways,
listed below in order of precedence. The order of precedence can be
thought of in terns of |ayers, where the innernost defined base UR
has the hi ghest precedence. This can be visualized graphically as:

(5.1.1) Base URI enbedded in the
docunent’ s cont ent

(5.1.2) Base URI of the encapsulating entity
(message, document, or none).

(5.1.4) Default Base URI is application-dependent
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5.1.1. Base URI within Docunent Content

Wthin certain docunent nedia types, the base UR of the document can
be enbedded within the content itself such that it can be readily
obtai ned by a parser. This can be useful for descriptive docunents,
such as tables of content, which may be transmtted to others through
protocols other than their usual retrieval context (e.g., E-Miil or
USENET news) .

It is beyond the scope of this docunent to specify how, for each
medi a type, the base URI can be enbedded. It is assuned that user
agents mani pul ating such nedia types will be able to obtain the
appropriate syntax fromthat nmedia type's specification. An exanple
of how the base URI can be enbedded in the Hypertext Markup Language
(HTML) [ RFC1866] is provided in Appendi x D

A mechani sm for enbeddi ng the base URI within M ME container types
(e.g., the nessage and nultipart types) is defined by MHTM.

[ RFC2110]. Protocols that do not use the M ME nessage header syntax,
but which do allow some form of tagged nmetainformation to be included
wi thin messages, may define their own syntax for defining the base
URI as part of a nmessage.

5.1.2. Base URI fromthe Encapsulating Entity

If no base URI is enbedded, the base URI of a docunent is defined by
the docunent’s retrieval context. For a docunent that is enclosed
within another entity (such as a nessage or another docunment), the
retrieval context is that entity; thus, the default base URl of the
docunent is the base URI of the entity in which the docunent is
encapsul at ed.

5.1.3. Base URI fromthe Retrieval UR

If no base URI is enbedded and the docunent is not encapsul ated
within some other entity (e.g., the top level of a conposite entity),
then, if a URI was used to retrieve the base docurment, that URI shal
be considered the base URI. Note that if the retrieval was the
result of a redirected request, the last URl used (i.e., that which
resulted in the actual retrieval of the docunent) is the base URI.

5.1.4. Default Base UR
If none of the conditions described in Sections 5.1.1--5.1.3 apply,

then the base URI is defined by the context of the application
Since this definition is necessarily application-dependent, failing
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to define the base UR using one of the other methods may result in
the sane content being interpreted differently by different types of
appl i cati on.

It is the responsibility of the distributor(s) of a docunent
containing relative URI to ensure that the base URI for that docunent
can be established. It nust be enphasized that relative UR cannot
be used reliably in situations where the docunment’s base URI is not
wel | - defi ned.

5.2. Resolving Relative References to Absolute Form

This section describes an exanple algorithmfor resolving URI
references that might be relative to a given base URI.

The base URI is established according to the rules of Section 5.1 and
parsed into the four nmamin conponents as described in Section 3. Note
that only the schenme conponent is required to be present in the base
URI; the other conponents nay be enpty or undefined. A conponent is
undefined if its preceding separator does not appear in the URI
reference; the path conponent is never undefined, though it may be
enpty. The base URI's query conponent is not used by the resolution
al gorithm and may be di scarded.

For each URI reference, the followi ng steps are performed in order

1) The URI reference is parsed into the potential four conponents and
fragnment identifier, as described in Section 4.3.

2) If the path conponent is enpty and the schene, authority, and
query conponents are undefined, then it is a reference to the
current docunent and we are done. Qherwise, the reference URI's
query and fragnent conponents are defined as found (or not found)
within the URI reference and not inherited fromthe base URI

3) If the schene conmponent is defined, indicating that the reference
starts with a schene name, then the reference is interpreted as an
absolute URI and we are done. Oherw se, the reference URI’s
schene is inherited fromthe base URI’s scheme component.

Due to a |l oophole in prior specifications [RFC1630], sone parsers
all ow the schene nane to be present in arelative URl if it is the
same as the base URI schene. Unfortunately, this can conflict
with the correct parsing of non-hierarchical URI. For backwards
compatibility, an inplementation may work around such references
by renmoving the schene if it matches that of the base URI and the
schene is known to always use the <hier_part> syntax. The parser
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4)

5)

6)

can then continue with the steps below for the remai nder of the
ref erence conponents. Validating parsers should mark such a
m sformed rel ative reference as an error.

If the authority conponent is defined, then the reference is a
networ k-path and we skip to step 7. QOherw se, the reference
URI’'s authority is inherited fromthe base URI's authority
component, which will also be undefined if the URI schene does not
use an authority conponent.

If the path conponent begins with a slash character ("/"), then
the reference is an absolute-path and we skip to step 7

If this step is reached, then we are resolving a relative-path
reference. The relative path needs to be nmerged with the base
URI's path. Although there are many ways to do this, we wll
describe a sinple nethod using a separate string buffer

a) Al but the | ast segment of the base URI's path conponent is
copied to the buffer. |In other words, any characters after the
| ast (right-nost) slash character, if any, are excluded.

b) The reference’'s path conponent is appended to the buffer
string.

c) Al occurrences of "./", where "." is a conplete path segnent,
are renoved fromthe buffer string

d) If the buffer string ends with "." as a conplete path segnent,
that "." is renoved.

e) Al occurrences of "<segnent>/../", where <segnment> is a
compl ete path segnent not equal to "..", are renoved fromthe
buffer string. Renpbval of these path segnents is perforned
iteratively, renoving the | eftnbst matching pattern on each

iteration, until no matching pattern renuains.

f) If the buffer string ends with "<segnent>/..", where <segnent>
is a conplete path segnment not equal to "..", that
"<segnent>/.." is renoved.

g) If the resulting buffer string still begins with one or nore
conmpl ete path segnents of "..", then the reference is
considered to be in error. Inplementations may handle this

error by retaining these conponents in the resolved path (i.e.,
treating themas part of the final URI), by renpving them from
the resolved path (i.e., discarding relative |evels above the
root), or by avoiding traversal of the reference.

Berners-Lee, et. al. St andards Track [ Page 21]



RFC 2396 URI Ceneric Syntax August 1998

h) The remaining buffer string is the reference URI's new path
conponent .

7) The resulting URI conponents, including any inherited fromthe
base URI, are reconbined to give the absolute formof the UR
reference. Using pseudocode, this would be

result =

if schene is defined then
append schene to result
append ":" to result

if authority is defined then
append "//" to result
append authority to result

append path to result

if query is defined then
append "?" to result
append query to result

if fragnent is defined then
append "#" to result
append fragment to result

return result

Note that we nust be careful to preserve the distinction between a
component that is undefined, meaning that its separator was not
present in the reference, and a component that is enpty, neaning
that the separator was present and was i medi ately followed by the
next conponent separator or the end of the reference.

The above algorithmis intended to provide an exanpl e by which the
out put of inplementations can be tested -- inplenentation of the
algorithmitself is not required. For exanple, sone systens nmay find
it nore efficient to inplement step 6 as a pair of segnent stacks
bei ng merged, rather than as a series of string pattern repl acenents.

Note: Sone WMV client applications will fail to separate the
reference’s query conponent fromits path conponent before nerging
the base and reference paths in step 6 above. This may result in
a loss of information if the query conponent contains the strings
VAP A o | SR A

Resol uti on exanples are provided in Appendix C
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6. URI Normalization and Equival ence

In many cases, different URI strings may actually identify the

i dentical resource. For exanple, the host names used in URL are
actually case insensitive, and the URL <http://ww. XEROX. conP is

equi val ent to <http://ww. xerox.comr. In general, the rules for
equi val ence and definition of a normal form if any, are schene
dependent. When a schene uses el enments of the common syntax, it wll
al so use the common syntax equival ence rules, nanely that the schene
and hostnane are case insensitive and a URL with an explicit ":port",
where the port is the default for the schene, is equivalent to one
where the port is elided.

7. Security Considerations

A URI does not in itself pose a security threat. Users should beware
that there is no general guarantee that a URL, which at one tine

| ocated a given resource, will continue to do so. Nor is there any
guarantee that a URL will not locate a different resource at sone
|later point in tine, due to the lack of any constraint on how a given
authority apportions its nanespace. Such a guarantee can only be
obtai ned fromthe person(s) controlling that nanmespace and the
resource in question. A specific URI schene may include additiona
semanti cs, such as nanme persistence, if those senantics are required
of all naming authorities for that schene.

It is sonetimes possible to construct a URL such that an attenpt to
performa seem ngly harnl ess, idenpotent operation, such as the
retrieval of an entity associated with the resource, will in fact
cause a possi bly damagi ng renote operation to occur. The unsafe URL
is typically constructed by specifying a port nunber other than that
reserved for the network protocol in question. The client
unwittingly contacts a site that is in fact running a different
protocol. The content of the URL contains instructions that, when
interpreted according to this other protocol, cause an unexpected
operation. An exanple has been the use of a gopher URL to cause an
uni nt ended or inpersonating nessage to be sent via a SMIP server

Cauti on shoul d be used when using any URL that specifies a port
nunber other than the default for the protocol, especially when it is
a nunber within the reserved space.

Care shoul d be taken when a URL contains escaped delimters for a
gi ven protocol (for exanple, CR and LF characters for telnet
protocol s) that these are not unescaped before transm ssion. This
m ght violate the protocol, but avoids the potential for such

Berners-Lee, et. al. St andards Track [ Page 23]



RFC 2396 URI Ceneric Syntax August 1998

characters to be used to sinulate an extra operation or parameter in
that protocol, which mght |ead to an unexpected and possi bly harnful
renote operation to be perforned.

It is clearly unwise to use a URL that contains a password which is
intended to be secret. In particular, the use of a password within
the "userinfo’ component of a URL is strongly di sreconmended except
in those rare cases where the 'password’ paraneter is intended to be
publi c.
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A. Coll ected BNF for

URI - ref erence

absol ut eUR
rel ati veURI

hi er _part
opaque_part

uric_no_sl ash

net _path
abs_path
rel _path

rel _segnent

schene
authority

reg_name

server
userinfo

host port
host

host nane
donmai nl abel
t opl abel

| Pv4addr ess
port

pat h

pat h_segnents

segment
param
pchar

query

f ragnment

Ber ners-Lee, et.

al .
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URI

[ absoluteURl | relativeURI ] [ "#" fragnment |
scheme ":" ( hier_part | opaque_part )
( net_path | abs path | rel _path ) [ "?" query ]

( net_path | abs_path ) [ "?" query ]
uric_no_slash *uric
unreserved

| escaped | ";" | "?" | ":" | "@ |
& | t=" | " | n g

$
"/1" authority [ abs_path ]
"/" path_segments

rel _segnent [ abs_path ]

1*( unreserved | escaped
SR I R e e N I

al pha *( alpha | digit | "+" | "-" | ".")
server | reg_name

1*( unreserved | escaped | "$" | "," |
n ; n | n : n | n @ | n &II | n :II | n +II )

[ [ userinfo "@ ] hostport ]

*( unreserved | escaped

AT R A B I -
host [ ":" port ]
host name | | Pv4address
*( domainlabel "." ) toplabel [ "." ]
al phanum | al phanum *( al phanum | "-" ) al phanum
al pha | al pha *( al phanum| "-" ) al phanum
1*digit "." 1*digit "." 1*digit "." 1*digit

*digit

[ abs_path | opaque_part ]
segnent *( "/" segnent )

*pchar *( ";" param)

*pchar

unreserved | escaped

@ e e e e |
*uric

*uric
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uric reserved | unreserved | escaped

r eser Ved n ; n | Il/ n | n ?Il | n : n | n @ | n &Il | n :Il | n +Il
n $Il | n , n

al phanum | mark

unr eser ved

mar k S B B B A e B B
M
escaped = "% hex hex
hex =digit | "A" | "B" | "C | "D | "E"| "F"|
"a" | "b" | "c" | "d" | "e" | "f"

al phanum = alpha | digit

al pha = | owal pha | upal pha

| owal pha = "a" | "b" | "c" | "d" | "e" | "“f" | "g" | "h" | "i" |
SO I S A T e T B B I B
sttt ol ou ot otwe | oyt ]2

upal pha ="A" | "B" | "C"'| "D'"| "E" | "F" | "G | "H" | "I" |
S UKOL L] MO N O P g ] R
s otTTO OCUT TV W X Y e

digit ="o" | "1" | "2" | "3" | "4" | "“5" | "6 | "7"
ll8ll | ll9ll
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B. Parsing a URI Reference with a Regul ar Expression

As described in Section 4.3, the generic URI syntax is not sufficient
to di sanbi guate the conmponents of sone forns of URI. Since the
"greedy algorithm' described in that section is identical to the

di sanbi guati on met hod used by PCSI X regul ar expressions, it is

nat ural and comonpl ace to use a regul ar expression for parsing the
potential four conponents and fragment identifier of a URI reference.

The following line is the regular expression for breaking-down a UR
reference into its conponents.

OO 24 +) ) 200D (D24 %) ) 2007241 %) (V2(0#] %) ) 2(#(. %)) ?
12 3 4 5 6 7 8 9

The nunbers in the second |line above are only to assist readability;

they indicate the reference points for each subexpression (i.e., each

paired parenthesis). W refer to the value matched for subexpression

<n> as $<n>. For exanple, matching the above expression to
http://wwv. ics. uci.edu/ pub/ietf/uri/#Rel ated

results in the foll owi ng subexpressi on matches:

$1 = http:

$2 = http

$3 = //ww\. i CcS. uci . edu
$4 = www. i cs. uci.edu
$5 = /pub/ietf/uri/

$6 = <undefi ned>

$7 = <undefined>

$8 = #Rel at ed

$9 = Rel ated

wher e <undefi ned> indicates that the conponent is not present, as is
the case for the query conponent in the above exanple. Therefore, we
can determ ne the value of the four conponents and fragment as

schene = $2
authority = $4
pat h = $5
query = $7
fragnent = $9

and, going in the opposite direction, we can recreate a URl reference
fromits conponents using the algorithmin step 7 of Section 5.2.
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C. Exanpl es of Resolving Relative UR References
Wthin an object with a well-defined base URI of
http://albl/cl/d;p?q
the relative URI would be resolved as foll ows:

C.1. Normal Exanples

g:h = g:h

g = http://alblclg

.lg = http://alblclg

al = http://alblclgl/

/g = http://alg

/1lg = http://g

?y = http://alblc/?y
g?y = http://alblclg?y
#s = (current document)#s
g#s = http://alblclg#s
g?y#s = http://alblclg?y#s
i X = http://alblc/;x

g; X = http://alblclg;x
g; X?y#s = http://alblclg;x?y#s
. = http://alblcl

. = http://alblcl

.. = http://alb/

o = http://alb/

..1g = http://alblg

R A = http://al

- = http://al

... 1g = http://alg

C. 2. Abnornmal Exanpl es
Al t hough the followi ng abnormal exanples are unlikely to occur in
normal practice, all URl parsers should be capable of resolving t
consi stently. Each exanple uses the sanme base as above.
An enpty reference refers to the start of the current docunent.

<> = (current docunent)

Parsers nmust be careful in handling the case where there are nore
relative path ".." segnments than there are hierarchical levels in

1998

hem

t he

base URI's path. Note that the ".." syntax cannot be used to change

the authority conponent of a UR
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Y A B = http://al..lg

Aol lg = http://lal..l..]g
In practice, sone inplenentations strip leading relative synbolic
elenments (".", "..") after applying a relative URl cal cul ati on, based
on the theory that conpensating for obvious author errors is better
than allowi ng the request to fail. Thus, the above two references
will be interpreted as "http://a/g" by sonme inplenmentations.
Simlarly, parsers nmust avoid treating "." and ".." as special when

they are not conpl ete conponents of a relative path.

/.19 = http://al.lg

/..19 = http://al..lg

g. = http://alblc/g.

. g = http://alblc/.g

g.. = http://alblc/qg.

. g = http://alblcl/..g

Less likely are cases where the relative URl uses unnecessary or
nonsensical forns of the "." and ".." conplete path segments.

d.olg = http://alblg

.1gl. = http://alblclgl/

g/./h = http://alblc/g/h

g/../h = http://alblc/h

g;x=1/.1y = http://alblclg;x=1ly

g;x=1/..1y = http://alblcly

Al'l client applications renove the query conponent fromthe base UR
before resolving relative URI. However, sone applications fail to
separate the reference’s query and/or fragment conmponents from a
relative path before merging it with the base path. This error is
rarely noticed, since typical usage of a fragment never includes the
hi erarchy ("/") character, and the query conmponent is not nornally
used within relative references.

g?y/ . /x = http://alblclg?yl.lx
g?y/../x = http://alblc/g?yl..Ix
g#ts/ . I x = http://alblclg#sl.lx
g#tsl .. /X = http://alblclg#sl../x

Berners-Lee, et. al. St andards Track [ Page 31]



RFC 2396 URI Ceneric Syntax August 1998

Sone parsers allow the schenme name to be present in a relative URl if
it is the same as the base URI schenme. This is considered to be a

| oophole in prior specifications of partial URI [RFC1630]. Its use
shoul d be avoi ded.

http:g = http:g ; for validating parsers
| http://alblclg ; for backwards conpatibility
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D. Enbedding the Base URI in HTM. docunents

It is useful to consider an exanple of how the base URI of a docunent
can be enbedded within the docunent’s content. In this appendix, we
descri be how docunents witten in the Hypertext Markup Language
(HTML) [ RFC1866] can include an enbedded base URI. This appendi x
does not forma part of the URI specification and shoul d not be

consi dered as anything nore than a descriptive exanple.

HTML defines a special elenent "BASE' whi ch, when present in the
"HEAD' portion of a docunent, signals that the parser should use the
BASE el enent’s "HREF" attribute as the base URI for resolving any
relative URI. The "HREF" attribute nust be an absolute URI. Note
that, in HTM.,, elenment and attribute names are case-insensitive. For
exanpl e:

<!'doctype htm public "-//1ETF//DTD HTM.// EN'>
<HTM_><HEAD>

<TI TLE>An exanpl e HTM. docunent </ Tl TLE>

<BASE href="http://ww.ics.uci.edu/ Test/al/b/c">
</ HEAD><BCDY>

... <A href="../x">a hypertext anchor</A> ..

</ BODY></ HTML>

A parser reading the exanpl e docunent should interpret the given
relative URI "../x" as representing the absolute URI

<http://ww.ics.uci.edul Test/al x>

regardl ess of the context in which the exanple docunent was obt ai ned.
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E. Recommendations for Delimting URI in Context

URI are often transmitted through formats that do not provide a clear
context for their interpretation. For exanple, there are many
occasions when URI are included in plain text; exanples include text
sent in electronic mail, USENET news messages, and, nost inportantly,
printed on paper. In such cases, it is inportant to be able to
delimt the URI fromthe rest of the text, and in particular from
punctuati on marks that mght be m staken for part of the UR.

In practice, URI are delimited in a variety of ways, but usually
wi t hi n doubl e-quotes "http://test.com", angle brackets
<http://test.conl> or just using whitespace

http://test.conm
These wrappers do not formpart of the URI.

In the case where a fragnment identifier is associated with a UR
reference, the fragment woul d be placed within the brackets as well
(separated fromthe URI with a "#" character).

In sone cases, extra whitespace (spaces, |inebreaks, tabs, etc.) may
need to be added to break I ong URI across lines. The whitespace
shoul d be ignored when extracting the URI

No whitespace should be introduced after a hyphen ("-") character
Because sone typesetters and printers may (erroneously) introduce a
hyphen at the end of |ine when breaking a line, the interpreter of a
URI containing a line break imedi ately after a hyphen should ignore
al | unescaped whitespace around the |ine break, and should be aware
that the hyphen nmay or may not actually be part of the URI.

Usi ng <> angl e brackets around each URI is especially recommended as
a delimting style for URI that contain whitespace.

The prefix "URL:" (with or without a trailing space) was reconmended
as a way to used to help distinguish a URL from other bracketed
designators, although this is not comon in practice.

For robustness, software that accepts user-typed URlI should attenpt
to recogni ze and strip both deliniters and enbedded whitespace.

For exanple, the text:

Berners-Lee, et. al. St andards Track [ Page 34]



RFC 2396 URI Ceneric Syntax August

Yes, Jim | found it under "http://ww. w3. org/ Addr essi ng/",
but you can probably pick it up from<ftp://ds.internic.
net/rfc/>  Note the warning in <http://ww.ics.uci.edu/ pub/
ietf/uri/historical.htnm #WARNI NG>.

contains the URI references
http: //ww. w3. or g/ Addr essi ng/

ftp://ds.internic.net/rfc/
http://ww. ics.uci.edu/ pub/ietf/uri/historical.htm #WARNI NG

1998
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F. Abbrevi ated URLs

The URL syntax was designed for unanbi guous reference to network
resources and extensibility via the URL schene. However, as URL
identification and usage have beconme commonpl ace, traditional nedia
(television, radio, newspapers, billboards, etc.) have increasingly
used abbreviated URL references. That is, a reference consisting of
only the authority and path portions of the identified resource, such
as

www. W3. or g/ Addr essi ng/

or sinply the DNS hostname on its own. Such references are primarily
i ntended for human interpretation rather than nachine, with the
assunption that context-based heuristics are sufficient to conplete
the URL (e.g., nost hostnanes beginning with "www' are likely to have
a URL prefix of "http://"). A though there is no standard set of
heuristics for disanbiguating abbreviated URL references, many client
i mpl erentations allow themto be entered by the user and
heuristically resolved. It should be noted that such heuristics nmay
change over tine, particularly when new URL schenes are introduced

Since an abbreviated URL has the sane syntax as a relative URL path,
abbreviated URL references cannot be used in contexts where relative
URLs are expected. This limts the use of abbreviated URLs to pl aces
where there is no defined base URL, such as dial og boxes and off-1line
adverti senents.
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G Summary of Non-editorial Changes
G 1. Additions

Section 4 (URI References) was added to stemthe confusion regarding
"what is a URI" and how to describe fragnent identifiers given that
they are not part of the URI, but are part of the URI syntax and
parsing concerns. |In addition, it provides a reference definition
for use by other |ETF specifications (HTM.,, HTTP, etc.) that have
previously attenpted to redefine the URI syntax in order to account
for the presence of fragnent identifiers in URl references.

Section 2.4 was rewitten to clarify a nunber of misinterpretations
and to |l eave roomfor fully internationalized UR .

Appendi x F on abbrevi ated URLs was added to descri be the shortened
references often seen on television and magazi ne adverti senents and
expl ain why they are not used in other contexts.

G 2. Mdifications fromboth RFC 1738 and RFC 1808
Changed to URI syntax instead of just URL.

Confusion regarding the terms "character encoding", the URI
"character set", and the escaping of characters with %hex><hex>
equi val ents has (hopefully) been reduced. Many of the BNF rul e nanes
regardi ng the character sets have been changed to nore accurately
describe their purpose and to enconpass all "characters" rather than
just US-ASCI| octets. Unless otherw se noted here, these

nmodi fications do not affect the URI syntax.

Both RFC 1738 and RFC 1808 refer to the "reserved" set of characters
as if URI-interpreting software were linmted to a single set of
characters with a reserved purpose (i.e., as nmeani ng sonething other
than the data to which the characters correspond), and that this set
was fixed by the URI schenme. However, this has not been true in
practice; any character that is interpreted differently when it is
escaped is, in effect, reserved. Furthermore, the interpreting
engi ne on a HITP server is often dependent on the resource, not just
the URI schene. The description of reserved characters has been
changed accordingly.

The plus "+", dollar "$", and comma "," characters have been added to

those in the "reserved" set, since they are treated as reserved
within the query conponent.
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The tilde "~" character was added to those in the "unreserved" set,
since it is extensively used on the Internet in spite of the
difficulty to transcribe it with sone keyboards.

The syntax for URI schene has been changed to require that al
schenmes begin with an al pha character

The "user:password" formin the previous BNF was changed to a
"userinfo" token, and the possibility that it mght be

"user: password" made schene specific. In particular, the use of
passwords in the clear is not even suggested by the syntax.

The question-mark "?" character was renoved fromthe set of allowed
characters for the userinfo in the authority conmponent, since testing
showed that many applications treat it as reserved for separating the
query conponent fromthe rest of the URI.

The semi colon ";" character was added to those stated as being
reserved within the authority conmponent, since several new schenes
are using it as a separator within userinfo to indicate the type of
user authenticati on.

RFC 1738 specified that the path was separated fromthe authority
portion of a URI by a slash. RFC 1808 followed suit, but with a
fudge of carrying around the separator as a "prefix" in order to
describe the parsing algorithm RFC 1630 never had this problem
since it considered the slash to be part of the path. In witing
this specification, it was found to be inpossible to accurately
describe and retain the difference between the two UR

<foo:/bar> and <f 0oo: bar >
wi t hout either considering the slash to be part of the path (as
corresponds to actual practice) or creating a separate component just
to hold that slash. W chose the forner

G 3. Mdifications from RFC 1738

The definition of specific URL schemes and their schene-specific
syntax and semantics has been noved to separate documents

The URL host was defined as a fully-qualified domain nanme. However
many URLs are used without fully-qualified domain names (in contexts
for which the full qualification is not necessary), w thout any host
(as in sone file URLS), or with a host of "local host".

The URL port is now *digit instead of 1*digit, since systens are

expected to handl e the case where the ":" separator between host and
port is supplied without a port.
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The reconmmendations for delinmiting URI in context (Appendix E) have
been adjusted to reflect current practice.

G 4. Mdifications from RFC 1808

RFC 1808 (Section 4) defined an enpty URL reference (a reference
cont ai ni ng nothing aside fromthe fragnent identifier) as being a
reference to the base URL. Unfortunately, that definition could be
interpreted, upon selection of such a reference, as a new retrieva
action on that resource. Since the normal intent of such references
is for the user agent to change its view of the current docunent to
t he begi nning of the specified fragment within that document, not to
make an additional request of the resource, a description of howto
correctly interpret an enpty reference has been added in Section 4.

The description of the nythical Base header field has been replaced
with a reference to the Content-Location header field defined by
MHTM. [ RFC2110].

RFC 1808 descri bed various schenes as either having or not having the
properties of the generic URI syntax. However, the only requirenent
is that the particul ar docunment containing the relative references
have a base URI that abides by the generic URI syntax, regardl ess of
the URI schene, so the associated description has been updated to
reflect that.

The BNF term <net _| oc> has been replaced with <authority>, since the
|latter nore accurately describes its use and purpose. Likew se, the
authority is no longer restricted to the I P server syntax.

Extensive testing of current client applications denonstrated that
the mpjority of deployed systems do not use the ";" character to
indicate trailing paraneter information, and that the presence of a
sem colon in a path segnent does not affect the relative parsing of
that segnent. Therefore, paranmeters have been renoved as a separate
conmponent and nmay now appear in any path segnment. Their influence
has been renoved fromthe algorithmfor resolving a relative UR
reference. The resolution exanples in Appendi x C have been nodified

to reflect this change
I mpl enent ati ons are now al l owed to work around m sformed relative

references that are prefixed by the sane schene as the base URI, but
only for schenmes known to use the <hier_part> syntax.
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H  Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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