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1. Abstract

Thi s specification defines an Internet Media Type, nultipart/form
data, which can be used by a wide variety of applications and
transported by a wide variety of protocols as a way of returning a
set of values as the result of a user filling out a form

2. Introduction

In many applications, it is possible for a user to be presented with
a form The user will fill out the form including information that
is typed, generated by user input, or included fromfiles that the
user has selected. Wien the formis filled out, the data fromthe
formis sent fromthe user to the receiving application

The definition of MiultiPart/FormData is derived fromone of those
applications, originally set out in [RFCL867] and subsequently
i ncorporated into [ HTM.40], where forns are expressed in HIM., and in

which the formvalues are sent via HITP or electronic nmail. This
representation is widely inplenented in nunmerous web browsers and web
servers.

However, multipart/formdata can be used for forms that are presented
usi ng representati ons other than HTM. (spreadsheets, Portable
Docunent Format, etc), and for transport using other means than
electronic mail or HTTP. This docunment defines the representation of
form val ues independently of the application for which it is used.
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4.

Definition of multipart/formdata

The nedi a-type multipart/formdata follows the rules of all multipart
M ME data streans as outlined in [RFC 2046]. |In forns, there are a
series of fields to be supplied by the user who fills out the form
Each field has a nanme. Wthin a given form the names are unique.

"mul tipart/formdata" contains a series of parts. Each part is
expected to contain a content-disposition header [RFC 2183] where the
di sposition type is "formdata", and where the disposition contains
an (additional) parameter of "nane", where the value of that
paraneter is the original field name in the form For exanple, a part
m ght contain a header

Content-Di sposition: formdata; name="user"
with the value corresponding to the entry of the "user" field.
Field nanes originally in non-ASCI| character sets nmay be encoded
within the value of the "nanme" paraneter using the standard net hod

descri bed in RFC 2047

As with all nultipart M ME types, each part has an optiona
"Content - Type", which defaults to text/plain. |f the contents of a

file are returned via filling out a form then the file input is
identified as the appropriate nmedia type, if known, or
"application/octet-streanmt. |If nultiple files are to be returned as

the result of a single formentry, they should be represented as a
"mul tipart/mxed" part enbedded within the "nultipart/formdata"

Each part may be encoded and the "content-transfer-encoding" header
supplied if the value of that part does not conformto the default
encodi ng.

Use of nmultipart/formdata

4.1 Boundary

As with other nmultipart types, a boundary is selected that does not
occur in any of the data. Each field of the formis sent, in the
order defined by the sending appliction and form as a part of the
mul tipart stream [Each part identifies the INPUT nanme within the
original form Each part should be | abelled with an appropriate
content-type if the media type is known (e.g., inferred fromthe file
ext ensi on or operating systemtyping information) or as
"application/octet-streant.
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4.2 Sets of files

If the value of a formfield is a set of files rather than a single
file, that value can be transferred together using the
"mul tipart/ m xed" fornat.

4.3 Encoding

VWil e the HTTP protocol can transport arbitrary binary data, the
default for mail transport is the 7BIT encoding. The val ue supplied
for a part nay need to be encoded and the "content-transfer-encodi ng"
header supplied if the value does not conformto the default
encoding. |[See section 5 of RFC 2046 for nore details.]

4.4 her attributes

Forms may request file inputs fromthe user; the form software may
include the file name and other file attributes, as specified in [RFC
2184] .

The original local file name may be supplied as well, either as a
"filename" paranmeter either of the "content-disposition: formdata"
header or, in the case of nultiple files, in a "content-disposition
file" header of the subpart. The sending application MAY supply a
file name; if the file name of the sender’s operating systemis not
in US-ASCI1, the file name m ght be approxi mated, or encoded using
the met hod of RFC 2231.

This is a convenience for those cases where the files supplied by the
formmght contain references to each other, e.g., a TeXfile and its
.sty auxiliary style description

4.5 Charset of text in formdata

Each part of a nultipart/formdata is supposed to have a content-
type. In the case where a field elenent is text, the charset
parameter for the text indicates the character encodi ng used.

For exanple, a formwith a text field in which a user typed ' Joe owes
<eu>100" where <eu> is the Euro synbol m ght have form data returned
as:

- - AaB03x

content-disposition: formdata; name="fiel d1"
content-type: text/plain;charset=w ndows-1250
content-transfer-encoding: quoted-printable
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Joe owes =80100.
- - AaB03x

5. Qperability considerations
5.1 Conpression, encryption

Sone of the data in forns may be conpressed or encrypted, using other
M ME nechani sns. This is a function of the application that is
generating the formdata.

5.2 O her data encodings rather than multipart

Vari ous peopl e have suggested using new nine top-level type
"aggregate", e.g., aggregate/ m xed or a content-transfer-encodi ng of
"packet" to express indeterm nate-length binary data, rather than
relying on the nultipart-style boundaries. Wiile this would be
useful, the "multipart"” nmechanisns are well established, sinple to

i npl ement on both the sending client and receiving server, and as
efficient as other nethods of dealing with nultiple comnbinations of
bi nary dat a.

The nultipart/formdata encodi ng has a hi gh overhead and performance
impact if there are nmany fields with short values. However, in
practice, for the forms in use, for exanple, in HTM, the average
overhead is not significant.

5.3 Renpote files with third-party transfer

In sone scenarios, the user operating the formsoftware nmight want to
specify a URL for renmpote data rather than a local file. In this case,
is there a way to allow the browser to send to the client a pointer
to the external data rather than the entire contents? This capability
could be inplenented, for exanple, by having the client send to the
server data of type "nessage/external -body" with "access-type" set
to, say, "uri", and the URL of the renpte data in the body of the
nmessage

5.4 Non-ASCI| field nanes
Note that M ME headers are generally required to consist only of 7-
bit data in the US-ASCI| character set. Hence field nanes shoul d be

encoded according to the method in RFC 2047 if they contain
characters outside of that set.
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5.5 Ordered fields and duplicated field nanes

The rel ationship of the ordering of fields within a formand the
ordering of returned values within "nultipart/formdata" is not
defined by this specification, nor is the handling of the case where
a formhas multiple fields with the sane name. Wile HTM.-based forns
may send back results in the order received, and internediaries
shoul d not reorder the results, there are some systems whi ch m ght
not define a natural order for formfields.

5.6 Interoperability with web applications

Many web applications use the "application/x-url-encoded" mnethod for
returning data fromforns. This format is quite conpact, e.qg.

nane=Xavi er +Xant i co&ver di ct =Yes&col our =Bl ue&happy=sad&Ut f %-6r =Send

however, there is no opportunity to | abel the enclosed data with
content type, apply a charset, or use other encodi ng nechani sns.

Many forminterpreting prograns (primarly web browsers) now i mpl enent
and generate multipart/formdata, but an existing application mght
need to optionally support both the application/x-url-encoded fornat
as wel .

5.7 Correlating formdata with the original form

Thi s specification provides no specific nechani sm by which

mul tipart/formdata can be associated with the formthat caused it to
be transmitted. This separation is intentional; many different forns
m ght be used for transnmitting the same data. In practice,
applications may supply a specific form processing resource (in HTM,
the ACTION attribute in a FORM tag) for each different form

Al ternatively, data about the form m ght be encoded in a "hidden
field" (a field which is part of the formbut which has a fixed val ue
to be transnmitted back to the formdata processor.)

6. Security Considerations

The data format described in this docunent introduces no new security
consi derati ons outside of those introduced by the protocols that use
it and of the component elenents. It is inportant when interpreting
content-disposition to not overwite files in the recipients address
space inadvertently.

User applications that request forminformation fromusers nust be

careful not to cause a user to send information to the requestor or a
third party unwillingly or unwittingly. For exanple, a form m ght
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request ’'spami information to be sent to an unintended third party,
or private information to be sent to someone that the user mght not
actually intend. Wiile this is primarily an issue for the
representation and interpretation of fornms thenselves, rather than
the data representation of the result of formtransm ssion, the
transportation of private information nust be done in a way that does
not expose it to unwanted prying.

Wth the introduction of formdata that can reasonably send back the
content of files fromuser's file space, the possibility that a user
m ght be sent an automated script that fills out a formand then
sends the user’s local file to another address arises. Thus,

addi tional caution is required when executing automated scripting
where formdata m ght include user’'s files.
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Appendi x A. Media type registration for nultipart/formdata

Medi a Type nane:
mul ti part

Medi a subtype nane:
formdata

Requi red paraneters
none

Optional paraneters
none

Encodi ng consi derati ons:
No additional considerations other than as for other nultipart

types.

Security Considerations
Appl i cations which receive forms and process them nust be carefu
not to supply data back to the requesting form processing site that
was not intended to be sent by the recipient. This is a
consideration for any application that generates a nultipart/form
dat a.

The nmultipart/formdata type introduces no new security

consi derations for recipients beyond what m ght occur with any of
the encl osed parts.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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