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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1998). All R ghts Reserved.
1. Introduction

[POP3] is a widely-deployed nail access protocol. Many prograns
access POP3 nessage stores, and thus need POP3 configuration
information. Since there are nultiple configuration el enents which
are required in order to access a nuail box, a single string
representation is convenient.

A POP3 mmil box (like an [I MAP4] nmil box) is a network resource, and
URLs are a wi del y-supported generalized representati on of network
resour ces.

A nmeans of specifying a POP3 nailbox as a URL will likely be useful
in many progranms and protocols. [ACAP] is one case where a string
encapsul ati on of elenments required to access network services is
needed. For exanple, an [|IMAP4] nessage store is usually specified
in ACAP datasets as an [l MAP-URL].

This nmeno defines a URL schenme for referencing a POP nail box.
2. Conventions Used in this Docunent
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY"

in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenment Levels" [ KEYWORDS] .
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3.

POP Schemre

The POP URL schene designates a POP server, and optionally a port
nunber, authentication nechanism authentication ID, and/or
aut hori zation |ID.

The POP URL foll ows the common |Internet scheme syntax as defined in
RFC 1738 [BASI C- URL] except that clear text passwords are not
permtted. |If :<port>is omtted, the port defaults to 110.

The POP URL is described using [ABNF] in Section 8.
A POP URL is of the general form
pop: /[ <user >; aut h=<aut h>@host >: <port >

Where <user>, <host>, and <port> are as defined in RFC 1738, and sone
or all of the elenents, except "pop://" and <host>, may be omitted.

POP User Nanme and Aut henticati on Mechani sm

An aut hori zation (which nailbox to access) and authentication (whose
password to check against) identity (referred to as "user name" for
sinplicity) and/or authentication nechani smnane nmay be suppli ed.
These are used in a "USER', "APOP", "AUTH' [POP-AUTH], or extension
command after naking the connection to the POP server. |If the URL
doesn’t supply an authentication identifier, the programinterpreting
the POP URL SHOULD request one fromthe user

An aut henticati on nmechani sm can be expressed by addi ng "; AUTH=<enc-

auth-type>" to the end of the user nane. |f the authentication
mechani sm nane is not preceded by a "+", it is a SASL POP [ SASL]
mechanism If it is preceded by a "+", it is either "APOP" or an

ext ensi on mechani sm

When an <enc-auth-type> is specified, the client SHOULD request
appropriate credentials fromthat mechani smand use the "AUTH',
"APOP", or extension command instead of the "USER' command. |If no
user nane is specified, one SHOULD be obtained fromthe nechani sm or
requested fromthe user as appropriate.

The string "; AUTH=*" indicates that the client SHOULD sel ect an
appropri ate authenticati on nechanism |t MAY use any mechani sm
supported by the POP server.

If an <enc-auth-type> other than "; AUTH=*" is specified, the client
SHOULD NOT use a different mechani smw thout explicit user
per mi ssi on.
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If a user nane is included with no authenticati on nmechani sm then
" AUTH=*" is assuned.

Since URLs can easily cone fromuntrusted sources, care nust be taken
when resolving a URL which requires or requests any sort of

aut hentication. |If authentication credentials are supplied to the
wong server, it may conpronise the security of the user’s account.
The programresolving the URL should make sure it nmeets at |east one
of the following criteria in this case:

(1) The URL cones froma trusted source, such as a referral server
which the client has validated and trusts according to site policy.
Note that user entry of the URL may or nmay not count as a trusted
source, depending on the experience |level of the user and site

policy.

(2) Explicit local site policy pernmits the client to connect to the
server in the URL. For exanple, if the client knows the site domain
nane, site policy may dictate that any hostnanme ending in that domain
is trusted.

(3) The user confirnms that connecting to that domain name with the
specified credentials and/or nmechanismis permtted.

(4) A nmechanismis used which validates the server before passing
potentially conmpronising client credential s.

(5) An authentication nmechanismis used which will not revea
information to the server which could be used to conprom se future
connecti ons.

A URL containing "; AUTH=*" should be treated with extra care since it
m ght fall back on a weaker security mechanism Finally, clients are
di scouraged fromusing a plain text password as a fallback with

"; AUTH=*" unl ess the connection has strong encryption (e.g., a key

I ength of greater than 56 bits).

Note that if unsafe or reserved characters such as or ";" are
present in the user name or authentication mechanism they MJST be
encoded as described in RFC 1738 [ BASI C- URL] .

5. Relative POP URLs

Rel ati ve POP URLs are not pernitted.
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6.

Mul ti nati onal Consi derations

Since 8-bit characters are not permtted in URLs, [UTF8] characters
are encoded as required by the URL specification [BASIC URL].

Exanpl es
The foll owi ng exanpl es denonstrate how a POP client program m ght
transl ate various POP URLs into a series of POP conmmands. Commmands
sent fromthe client to the server are prefixed with "C:", and
responses sent fromthe server to the client are prefixed with "S:".
The URL:

<pop://rg@mail srv. qual conrm conp

Results in the follow ng client conmands:

<request password from user>
<connect to nmuailsrv.qual coomcom port 110>

S: +OK POP3 server ready <1896.697170952@mai | srv. qual comm conp
C. USER rg
S +XK
C. PASS secret
S: +OK rg’s nmail box has 2 messages (320 octets)
The URL:

<pop://rg; AUTH=+APOP@rei | . eudora. com 8110>
Results in the follow ng client conmands:
<client requests password from user>
<connect to mail.eudora.com port 8110>
S: +OK POP3 server ready <1896.697170952@mi | . eudor a. conw
C. APOP rg c4c9334bac560ecc979e58001b3e22f b
S: +OK nmil box has 1 nmessage (369 octets)
The URL:
<pop: // baz; AUTH=SCRAM MD5@ o0o0. bar >
Results in the follow ng client conmands:

<connect to foo.bar, port 110>

S: +OK POP3 server ready <1896.697170952@ o0o0. bar >
C. AUTH SCRAM MD5 AGNocm zADXxONGAOUGF OUhCVEFt L1IFMAEI 3MmWnQGVs ZW
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8.

9.

Fub3l uaWsub3NvZnQuY29t Pg==

+ dGVzdHNhbHQBAAAAaWLhc EBI bGvhbmBy L ubnBzb2Z0LnNvb(Bq
aGNOWN SdVBi eml GcCt 2TFYr TkN3

AQAAAMY9j UBCeB4KOf k7sUnSQPs=

+ U0odqYwW3B7XI | W0Sz650Q==

wono w

+CK mai | box has 1 message (369 octets)
ABNF for POP URL schene
The POP URL schene is described using [ ABNF]:

achar = uchar [/ "&" [ "=" ]
; see [BASIC-URL] for "uchar" definition

aut h = "; AUTH=" ( "*" [/ enc-auth-type )

enc-sasl / enc-ext

enc- aut h-type

enc- ext = "+" ("APOP" |/ 1*achar)
; APOP or encoded extensi on nechani sm nane

enc- sasl = 1*achar
;encoded version of [SASL] "auth_type"

enc- user = l1*achar
;encoded version of [POP3] mail box

pop-url = "pop://" server

server = [user-auth "@] hostport
; See [BASI G- URL] for "hostport"” definition

user-auth = enc-user [auth]
Security Considerations

Security considerations discussed in the [POP3] specification and the
[ BASI C-URL] specification are relevant. Security considerations
related to authenticated URLs are discussed in section 4 of this
docunent .

Many email clients store the plain text password for |later use after
l ogging into a POP server. Such clients MJUST NOT use a stored
password in response to a POP URL wi thout explicit perm ssion from
the user to supply that password to the specified host nane.
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13. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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