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Abst ract
The Ph Naneserver fromthe Conputing and Conmuni cations Services
Ofice (CCSO, University of Illinois at Urbana-Chanpai gn has for
some time now been used by several organizations as their choice of
publicly avail abl e database for information about people as well as
other things. This docunent provides a fornal definition of the
client-server protocol. The Ph service as specified in this docunent
is built around an information nodel, a client conmand | anguage and
the server responses.
1. Overview
1.1. Basic Information Mdel

At its sinmplest the Ph database can be thought of as a conputer-

resi dent "phone book". However, it can be used to collect arbitrary
i nformati on about people, and in response to a query about an object
naned in the database, return information about that entity. It is
in short a nameserver for people and objects. It was designed to

keep a relatively small anmount of arbitrary information about a
relatively |large nunber of people or things, and provide access to
that information over the Internet. In order to structure the

i nformati on the manager of the database has to decide which views to
present of the real-world objects that are to be represented in the
dat abase. Each view is then conposed of a nunber of fields and their
val ues. To support this concept Ph has the notion of naned
information, i.e., categorizing information into what are called
fields and assigning descriptive names to those fields.
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Even if the database resides and is reachable fromthe Internet it is
Il ocal in the meaning that no server is supposed to be able to refer a
client to another server which mght hold the wanted information
However a server may contain a |ist of other Naneservers which can be
used by clients to query other Naneservers for information.

1.1.1. Fields

A field descriptor is associated with each field and is used to
descri be the type and behavior of the field. A field descriptor
includes the fieldnane, the naxi mumlength of information the field
can store before truncation, keywords describing the properties of
the field as well as free text describing what kind of information
the field is supposed to hol d.

The keywords can be any of the follow ng:

Al ways: Forces the field s contents to be always printed in
addition to whatever fields specified by the query.

Any: This field is al ways searched by queries. To be nost
use ful, a field marked as Any shoul d al so have the | ndexed
and Lookup keywords as well.

Change: Can be changed by the owner of the entry.

Default: Printed if no return clause is given in the query.

Encrypt: Mist be encrypted before transm ssion

For cePub: Vi ewabl e/ searchabl e regardl ess of the content of the
suppress field

I ndexed: Fields that are kept track of in the database’s index for
efficient | ookups. At |east one indexed field nust be
present in each query.

Local Pub: May be viewed by anyone in the "local" domain or address
space. Fields with this keyword are conpletely invisible
outside of the "local" domain. They will not be shown with
the fields command (section 3.3), and are disallowed in
query comuands or return clauses (section 3.8).

Lookup: May be used in the selection part of a query. A Field
wi thout this keyword may not be used to select entries.

NoMet a: W | dcard searches are disal |l owed.
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NoPeopl e: No entry of type "person" may include this field.

Private: Field may be viewed by Heros (section 1.4) only.

Publ i c: May be viewed by anyone. Fields not marked with this
keyword may only be viewed by the entry’'s owner or a Hero.

Sacr ed: Changes to the field are prohibited except via non-network
i nvocations of the server, i.e., froma tty, file, or pipe.

Tur n: Users may turn off visibility of a field to everyone except

thensel ves and Heros by prefixing the field text with '*",

Uni que: Any change to the field will be rejected if the change
causes the nodified field to match the same field in any
other entry.

1.1.2. Character Sets

Hi storically Ph has been restricted to only handl e printable
characters, that is characters with hexadeci mal val ues between 0x20
and Ox7f. Lately with the spreading of 8-bit clean Operating Systens
there is no reason to keep this limtation

Thi s docunent therefore proposes that |1SO 8859-1 shall be regarded as
an alternative character set for Ph, the default still being US
ASCl | .

Clients that utilize |1S0O 8859-1 should request that the server return
| SO-8859-1 by using the "set"-command.

In the instance that values are stored using |1 SO 8859-1 and are to be
shown to a client expecting US-ASCII, the characters with character
codes outside of the US-ASCI| range should be displayed in the
"Quot ed- Printabl e" content-transfer-encodi ng formdefined in RFC 2045

[M Mg .
1.2. Standardi zati on i ssues

Each Naneserver manager is in essence free to nanme new fields to suit
the special needs of his/her organization. But in order to nmake the
directory service useful outside of the organization it is
recomrended that a core set of standard fields always should be
present.

Therefore this docunent defines a couple of standard collections of
fields (Appendix A).
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Al so note that the architecture nakes no assunption about the search
and retrieval nechani sns used within individual servers. Operators
are thereby free to use any kind of dedi cated databases, fast

i ndexi ng software or even gateways to other directory services to
store and retrieve the information, if desired.

Ph simply functions as a known front-end, offering a sinple data
model in addition to a well known port and sinple query | anguage.

1.3. Conventions Used in this Document

In exanples, "C:" and "S:" indicate lines sent by the client and
server respectively.

1. 4. Her os

For Ph a Hero is equivalent to a superuser or operator. Being in
Hero node neans that sone or all artificial linmts are removed; ful
Heros may change any field in any entry in the database, as well as
view as nmany entries as they wish. Heros can also be linmted to one
field of one other entry. Hero node is used nostly for

adm ni strative purposes, delegation of group authority over selected
fields, and is controlled by the acl field.

2. Basic Operation

Initially, the server host starts the Ph service by |listening on TCP
port 105. Whien a client host wi shes to make use of the service, it
establ i shes a TCP connection to the server host. The client and the
Ph server then exchange conmmands and responses (respectively) unti
the connection is closed or aborted.

2.1. Command syntax

Conmands in Ph consist of a keyword optionally foll owed by zero or
nmore keywords or val ues, separated by spaces, tabs or new ines, and
followed by a carriage return-linefeed (CRLF) pair. A nore thorough
description using BNF is given in Appendix C

Val ues contai ni ng spaces, tabs or new ines nust be enclosed in double
quotes (""'). In addition the sequences "\n", "\t", "\"" and "\\" nay
be used to nmean new ine, tab, doubl e quote and backsl ash,
respectivel y.

Keywords must be given in | ower case; case in the values of fields is
preserved, although queries are not case-sensitive.
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2.2. Response syntax
Responses consist of a result code followed by additional information
possi bly separated by entry index and/or field nane and are
term nated by a CRLF pair.

result code:[entry index:][field nane:]text

Responses to sone commands might be nulti-lined. 1In these cases each
line in the response, except the last, has the appropriate result
code negated (prefaced with "-"). The last line then starts with the

appropriate result code wi thout negation. Each |ine nust be
term nated by a CRLF pair.

If a particular conmand can apply to nore than one entry, then the
multilined response nust be so organized that all infornmation
pertaining to each entry is returned on consecutive |lines, and that
each of those lines nust have one and the sanme entry index directly
followi ng the resultcode. The first entry index should be 1 and
incremented each time a newentry is referred to.

C. query hedberg return email nane title

S: 102: There were 3 nmatches to your request.

S: -200: 1: emai | : canheg95@t udent . unu. se
S: -200: 1: nane: Carl Johan Hedberg

S: -200: 1: title: Student

S -200: 2: emai | : parheg95@t udent . unu. se
S: -200: 2: nane: Par Hedberg

S: -200: 2: title: Student

S: -200: 3: emai | : Rol and. Hedber g@ndac. umu. se
S: -200: 3: nane: Rol and Hedberg

S: -200: 3: title: Boss of the Network group
S 200: &

Conmands that can apply to nore than one field nmust have the nane of
the field to which the response applies directly following the entry
i ndex.

The text of the response will be either an error message in human
readabl e format, or data fromthe Nameserver. Witespace (spaces or
tabs) nmay appear anywhere in the response, but the field nane and
text colums if present nust each begin with a whitespace character

Since nore than one specific piece of information may be mani pul at ed
by a particular comrand, it is possible for parts of a conmand to
succeed, while other parts of the sanme command fail. This situation
is handled as a single nulti-line response with the result code
changi ng as appropri ate.
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As for FTP, the result codes are in the range 100-699 (or from -699
to -100 for multiline responses), where the leading digit has the
foll owi ng significance

I n progress

Success

More information needed

Temporary failure; it may be worthwhile to try again.
Per manent failure

Phquery specific codes

QuhwnNkE

Many commands generate nore than one |ine of response; every client
shoul d be prepared to deal with such continued responses. Note that
a command is finished when and only when the result code on a
response line (treated as a signed integer) is greater than or equa
to 200.

Clients should assune that any nuneric response, within the above
mentioned ranges, are valid. Al so note that the server is allowed to
send one or nore lines with result codes between -199 - -100 (the
leading "-" indicates a continuation line) and 100 - 199, as status
information, before the actual results are transnitted.

2.3. Format of a search string

Mat ching is not sensitive to upper or lower case letters and is
normal |y done on a word-by-word basis. That is, both the query
expression and the entry infornmation is broken up into words, and

i ndi vi dual words are conpared using exact matching. |f the order of
the words is inportant in a query, then the query string can be
surrounded by '"’ (doubl e quotes), whereby the conplete search string
is matched against the information in the Naneserver database.

Wrd delimters are the followi ng characters: <SPACE>, <TAB> <NEW
LINE> ",", ";" and ":" . These characters are not indexed and
shoul d not be part of the search string.

However, special symnbols, called "wldcard" characters, can be used
if the exact spelling is unknown. The '*’ (asterisk, O0x2A) is used
in place of zero or nore characters, '+ (plus, Ox2B) in place of one
or nore unknown characters, and '?" (question mark, Ox3F) can be used
when exactly one character is unknown. |f the unknown character can
be one of alimted set this can be specified by surrounding the set
with brackets, e.g., [ei] means that in that place an 'e’ or an i
woul d mat ch.
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3. Commands
3. 1. st at us
st at us

Prints the message of the day and the current status of the
naneserver.

status

100: @ server $Revision: 1.6 $

100: Ph passwords may be obtained at CCSO Accounti ng,

100: 1420 Digital Computer Lab, between 8:30 and 5 Monday- Fri day.
100: Be sure to bring your U of | ID card.

200: Dat abase ready

DLOHONO

3.2. siteinfo
siteinfo

Returns informati on about the servers site. Possible fields are

Ver si on Version information for the server

Mai | domai n The mail domain to use for phquery-type mail.

Mail field The field containing the specific enmail address.

Mai | box Mandatory entry that nanes the field to use as
mai | dr op

Adm nistrator GQuru in charge of service

Passwor ds Person in charge of ordinary password/change requests.

Aut henti cate Aut henti cati on nmethods supported by the server,
ordered in the site-preferred way. Presently the
foll owi ng options are defined:

1 attenpt auto login

2 allowed to be interactive if needed

4 use ANSI X9.9 chal |l enge/ response

8 use v4 Kerberos login

16 use v5 Kerberos [KRB5] login

32 use GSS-API [GSS-API] login

64 use email login

128 password encrypted response to chall enge

256 use cl ear-text password

512 use HVAC [HVAC] with SHA-1 of challenge string
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Exanpl e
C. siteinfo
S: -200:1:version:3.1
S: -200: 2: mai | dommi n: unu. se
S: -200:3:mailfield:alias
S: -200:4: mai | box: emai |
S: -200: 5: adm ni strator:rol and. hedber g@ndac. unu. se
S: -200: 6: passwor ds: rol and. hedber g@ndac. unu. se
S: -200: 7:authenticate: 64:32:128
S: 200: k.

The mail fields in the siteinfo conmand direct how address
information stored in the Naneserver is to be used for delivering
mai | .

The specific (username, host) pair to where a user’s mail should be
sent for final delivery is stored in the field named by {mail box}.
Phquery and like utilities will use this field.

To construct a useable email address from Naneserver information, the
al gorithm below is foll owed:

if ({maildomain} is not null) then

address = (contents of {mailfield})@ mail domai n}
el se

address = (contents of {mailfield})

Sone existing client software will not format emmil addresses
correctly if the value of {nmailbox} is set to anything other than
"emai | " when {nmail domain} is non-enpty.

If {mailbox} is set to anything other than {email}, {mail domain} nust
be reported enpty by the siteinfo conmand. Also reformatting of each
record’ s {mailfield} nust be done by the server before reporting it
to the client.

3.3. fields
fields [field ...]
Wthout an argunent, a list of all available field descriptors should
be delivered. Any space-separated argument(s) restricts the list to

the naned fields. Fields marked with the "Local Pub" keyword (section
1.1.1) should not be delivered outside of the |ocal domain.
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The out put of the conmmand consists of two |ines describing each
field. The first line defines the field in technical terms (max
length and field attributes), while the second line is a brief
description of what the field is intended to hol d. The second
nunber of each response is the field id nunber.

C fields
S: -200:6:alias:max 32 I ndexed Lookup Public Default
S: -200: 6: alias: Uni que nane for user
S: -200: 3: nane: nax 64 | ndexed Lookup Public Default
S: -200: 3: name: Ful | nane
S: -200:2:emuail :max 128 Lookup Public Default
S: -200:2:emnil : Account to receive electronic nail
S: -200: 16: ot her: max 256 Lookup Public Default Change
S: -200:16:other: Gther info the user finds inportant.
S: -200: 33: home_phone: max 60 Lookup Public Change Turn
S: -200: 33: home_phone: Hone t el ephone nunber.
S: 200: k.

3.4. id

idinformation

Enters the given information in the Nameserver’s log. This comrand
is used by the Ph client to enter the user id of the person running
it.

3.5. set
set [option[=value] ...]

Sets the named option for this naneserver session to a value. The
default string "on" is used if no value is supplied. Used w thout
argunents it return the settable options and their current val ue.
Some common options are

echo If on, echo the client’s commands back to the client.

limt Changes that affect nore than the specified nunber of
entries results in an error.

char set Return responses to the client in the character set

speci fi ed.
ver bose If on, report interimprogress nessages to the client.
addonl y If on, change conmmands can only create fields in entries,
not nodify them
nol og If on, disable |ogging.
external |If on, make Fields marked as "Local Pub" invisible.
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3.

3.

3.

Exanpl e
C. set verbose=off
S: 200: Done.
C set
S: -200: echo: of f
S -200:1imt:2
S: -200: charset:iso-8859-1
S: -200: verbose: of f
S: -200: addonl y: of f
S: -200: nol og: of f
S: -200: external :on
S: 200: Done.
6. login, logout, answer, clear, email, and xlogin
6.1. login
I ogin [alias]
The "l ogin" command allows client users to identify thenselves to the
Naneserver. More specifically it identifies a client user with a
particular entry in the Nanmeserver and allows themto change fields
in that entry and possibly other entries. It is also necessary to be
logged in to the Nameserver to view certain sensitive fields in the
user’s own entry.
In order to use the "login" comand the client nust pronpt the user
for their ph alias and password. The client is then responsible for
(optionally) encrypting the password and sending it to the server
This will be covered in sections 3.6.3 (answer) and 3.6.4 (clear).
C. login foo
S: 301:,: P"_Y$ONUYW SDUQB&N" ZZ' ?*#Y' A . Z] A>?@BH>* -
6.2. |ogout

| ogout

The "l ogout” command allows a user who is logged in to the Naneserver
to | ogout.

C. logout S: 200: k.
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3.6.3. answer
answer encrypted-response

In response to the | ogin command, the Naneserver responds with a
random chal | enge string. The Nameserver client encrypts the
chal l enge with the password supplied by the user, uuencodes the
result into US-ASCII, and returns the printable result in the
"answer" command:

C. login ppones

S: 301: . %& DN67$* 1?7<. 2S@R: Z@F) AV- <: 4AQW-#R>M HT

C. answer MK F: NI (a?M?Q2+- a9‘ 48RA#ZF=L9) G / XRS7Q*0>0@ R7X$WEh* 508B]
S: 200: ppones: H how are you?

The encryption algorithmis based on a three rotor Eni gma engine.
There are known attacks on the security of this approach

The answer command is al so used to return method-specific responses
to the xlogin command (section 3.6.6).

3.6.4. clear
cl ear cleartext-password
The "clear" conmand can be used instead of the "answer" conmand to
complete a login sequence. It’s argument is the user’s cleartext

password. This command is supplied only to support those clients
that have not inplenented one of the encryption engi nes used by the

"answer" command. It’'s use is strongly discouraged.

C. login ppones

S: 301: E=@&VW _9VYVI ; D5. [ EBO: B) 9Z# &X$: 2) / eL$VICB7

C. clear MySecret

S: 200: ppones: H how are you?

3.6.5. email

emai |l |ocal -userid
The "emai|l" command can al so be used instead of the "answer" comrand
to conplete a login sequence. The value of local-userid is the
user’'s login nane on the |l ocal nmachine. |If all of the follow ng
conditions are true, then the email conmand will be accepted by the
server:
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1) The connection to the server originates on port 1023 or |less on
the client. Note: This is a systemport. Port 1023 is not
all ocated to this use.

2) The canonical nanme of the client’s host matches the right-hand
side of the ermail address of the requested alias specified in the
"l ogi n" conmand.

3) The "local -userid" matches the | eft-hand side of the emnai
address belonging to the requested ali as.

This is a weak but convenient form of authentication. Depending on
the information users are allowed to change about thensel ves and the
threat environnment the server operates in, this nmethod may be
appropriate. Servers should take care to avoid DNS spoofi ng.

3.6.6. xlogin
xl ogin option alias

Ext ended | ogin command for GSS, Kerberos v4 and v5, ANSI X9.9 token
devices (e.g., SNK/4), etc. The option is one of the val ues returned
in the Authenticate field of the "siteinfo" conmand (section 3.2).
Alias is the user’s alias.

xl ogin 16 ppones

301: DoKr bLogi n started; send Kerberos nutual authenticator
answer MJa8QUOlcJHYz2l dWg7uhAni xVqgCZQBW 64ci XYkulkt du. . .
200: ppones: H how are you?

xl ogi n 4 ppones
302: SNK Chal | enge "024142"
answer 82344338
200: ppones: H how are you?

WO wWowon

The answer comand returns the requested quantity, Kerberos
aut henticator, X9.9 device response, etc. Binary quantities are
first uuencoded into US-ASCII.
3.7. add
add fiel d=val ue..

This command is used to add new entries to the database. You nust be
| ogged in and have full Hero privileges (section 1.4) to use "add"

C. add nane="doe john" id="123456789" alias="j-doe"
S: 200: k.
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3.8. query
query [field=]value [field=value] . . . [return fieldl [field2]]

If no field is specified together with a value then the field is
assuned to be "name" and/or "nickname". \Wen nore than one field-
val ue specification are given in a query, entries matching al
specifications are returned (inplicit AND).

It is possible to define which fields should be returned by adding a
"return” clause. |If no return clause is defined the Ph server wll
return a default list of fields. Typical default fields are "alias",
"name", "title", "email", "phone", "address", "departnent", "ww',
and "other". A return clause consists of the word "return” foll owed
by alist of fields or the word "all". If the word "all" is used
then all viewable fields will be returned.

C. query nanme=doe nane=j ohn
S: 102: There was 1 match to your request.
S: -200: 1: alias: j-doe
S -200: 1: nane: doe john
S: 200: Ck.
3.9. delete

delete [field=]val ue..

This command is used to delete entire entries fromthe database. You
must be | ogged in and have full Hero (section 1.4) privileges to use
"del ete".

The argunments to the "del ete" command are the sane as the sel ection
part of a "query" command. "Delete" finds all the entries that match
the argunent (s) and del etes them

The "del ete" command obeys the Naneserver "limit" option, which can
be used to prevent deletion of nore entries than intended.

C. del ete nane="doe john" id="123456789" alias="j-doe"
S: 200:1 entries del eted.

3.10. change
change [fi el d=] val ue [ mke|force] field="value"..
This command is used to change one or nore fields in one or nore

entries to the values specified. The "change" command consists of
two cl auses, the "change" clause and the "nake" or "force" clause.
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The "change" cl ause determines which entries will be affected by the

command. It uses the sane argunments as the selection clause of a
"query" command. The "make" or "force" clause specifies which
field(s) will be changed and the new val ue(s) of the specified

field(s). The "force" clause is only used to nake non-encrypted
changes to fields marked "Encrypt”.

You nust be logged in to use "change"

The "change" conmmand obeys the Nameserver "limt" option, which can
be used to prevent changing the field contents of nore entries than
i nt ended.

C. change alias=j-doe force password=NewSecr et

S: 200:1 entry changed.

C. set limt=500

S: 200: Done.

C. change fax="(619) 555-1212" nmke fax="(760) 555-1212"

S: 200: 113 entries changed.

3.11. help

hel p [{native|client} [topic ...]]

Prints help on the Naneserver or on specific clients. |If client is
specified, it should be a valid Nanmeserver client identifier, such as
"ph". The client-specific help will first be searched for topic, and
then the native help will be searched. |If topic is onmitted, a list
of all available help texts will be returned. |If "native" or client
are also omtted, a list of clients will be returned.

C. help native 101

-200: 1: 101:

-200: 1: The Naneserver echo option is set. The text of this response is
-200:1: the command you just gave, which has not (yet) been executed.
200: .

3.12. quit/exit/stop
qui t

Term nates the session with the Naneserver and causes the client to
exit.

C quit
S: 200: Bye!
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4. Security
4.1. Transport Layer

In the absence of encryption between client and server, all

Nanmeserver traffic is unsecure. Kerberos v4, v5, and the GSS-API al
provi de encryption mechani sms, however the Nanmeserver protocol does
not support the means to negotiate encrypti on between client and
server. This inmplies that all traffic can be seen by ot her machines
havi ng access to the network Iinking the client and server
Furthernore clear-text traffic is subject to nodification in transit
bet ween client and server. Possible ways of augnmenting this would be
to use sonething like TLS [TLS] or |PSec [IPSEC .

4.2. Server Authentication

Unl ess one of the nutual authentication mechanisns is used, e.g.,
Kerberos 4/5 or GSS-APlI, there is no way to prove the identity of a
server. Further, there is no nechanismto prove a given server is
authoritative for a set of information.

4.3. Secure User Authentication

The Ph protocol allows the negotiation of several authentication
protocol s between client and server, sone weak and some strong. It
does not prohibit the use of cleartext passwords, something which
shoul d be depreciated, but is useful when dealing with sonme clients.

4. 4. Privacy and Access Lists

Directory services |like the CCSO white pages server that contain

i nformati on on persons have to consider privacy issues. This paper
descri bes one way of partitioning specific attributes from unwanted
access by designating themvisible only to the "local" comunity,
visible only to the person connected with the information, or visible
only to the database adm nistrator
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Appendi x A

Default fields and suggested | engths connected to different object

types.

Al entries: Information commopn to all entries

type 64

nanme 256

addr ess 128

pr oxy 32

password 32

t ype=phone: I nformation found in a phonebook

phone 64

f ax 64

type=person: Information about a human being

alias 32

f or enane 64

sur nane 64

group 32

enui | 128

public_key 4096

ni ckname 128

VWY 256

acl 128

type=st af f: I nformati on about an enpl oyee

enpno 16

depart nent 64

supervi sor 64

secretary 64

of fice | ocation 128

of fi ce_address 128

of fi ce_phone 64

title 64

pager 64

hour s 128

type=unit: I nformati on about an organi zational unit

enmui | 128

VW 256

public_key 4096

Hedberg & Pones
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Appendi x B

Result codes

100
101
102
103
200
201
300
301
302
400
401
402
403
475
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
520
521
and
522
523
524
525
526
527
528
529

In progress (general).

Echo of current conmand.

Count of nunber of nmatches to query.

No hostnanme found for |P address.

Success (general).

Dat abase ready, but read-only.

More information (general).

Encrypt this string.

Print this pronpt.

Temporary error (general).

I nternal database error

Lock not obtained within tinmeout period.

Logi n woul d have been OK, but database read-only
Dat abase unavail able; try later

Per manent error (general).

No matches to query.

Too many matches to query.

Not aut horized for requested infornation.

Not aut horized for requested search criteria.
Not aut horized to change requested field.
Request refused; must be logged in to execute.
Fi el d does not exist.

Field is not present in requested entry.

Alias already in use

Not authorized to change this entry.

Not authorized to add entries.

Il egal val ue.

Unknown opti on.

Unknown command

No i ndexed field in query.

No aut horization for request.

peration fail ed because database is read-only.
To many entries selected by change command.
CPU usage limt exceeded.

Change command woul d have overridden existing field,
the "addonl y" option is on

Attenpt to view "Encrypted" field.

Expecting "answer" or "clear".

Nanes of help topics nmay not contain "/".
Emai | authentication failed

Host nane address not found in DNS

Reverse DNS | ookup does not match forward DNS | ookup
General Kerberos database error

Sel ected aut henticati on method not avail abl e

Hedberg & Pones I nf ormati ona
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590 Renote queries not all owed.
598 Comand unknown.

599 Syntax error.

600 Anbi guous or nultiple match
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Appendi x C

Description of the client command | anguage usi ng the augmented
Backus- Naur Form ( RFC822).

response = code [index] [field] text CRLF

code =[-] LDG2DIGET ":"

i ndex = nunber ":"

field = 1*SPACE attribute ":" 1*SPACE

t ext = 1*( CHAR / LWSP-char )

command = ph-conmand CRLF

ph-command = "status" / a-command / oa-conmmand

ph-command =/ av-command / answer-conmand / query-comand
ph-command =/ del ete-comand / change-conmand / "hel p" / quit-conmand

a- conmand siteinfo"/"fields"/"id"/"login"/"hel p"/"email"/

(
) [attribute]

("xlogin") nunber attribute
(

(

"cl ea

=

oa- conmand

av- conmand
answer - command
quer y- comand
qui t - comrand
change- conmand
del et e- command

"set"/"add"/"make") 1l*attribute-val ue

"answer") 1*printable

("query"/"ph") 1*selection ["return" 1*attri bute]
"quit" / "exit" [/ "stop"

"change" 1*sel ection make 1*attri bute-val ue

"del ete" sel ection

value / attri bute-val ue

sel ection

attribute "=" val ue

attri bute-val ue

val ue = 1*(cstring / quoted-string / set)

cstring = 1*( ALPHA/ DIG T/ S SPEC/ set / quoted-pair )
attribute = 1*( ALPHA/ D QAT / "_" | "-")

nunber = 1*(DIAT

quot ed-string <"> 1*(qtext/quoted-pair) <">

quot ed- pai r "\'" CHAR

gt ext = 1*( CHAR/ CR/ SPEC1L / DELIMT1l / DELIMT2 / LWS)
set ='[" 1*(ALPHA/DIGT) ']’

LWSP- char = SPACE / HTAB

LWS = 1*([ CRLF] (LWSP-char))

CRLF = CR LF
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AR A
o omon g
Y

SPACE / HTAB / LF

n " / n.on / nm.n

%132. . %6126

%l0. . %631 / %127.. %160
%I65. . %d90 / %97.. %122
%148. . ¥d57

%49. . %d54

%132
(CR LF) / LF
%13
%110
%9
%133 . %126 / %I160. . %255
A EI A A SR AL
L A A A
- A D N AP
SR E A NS
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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