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Abstract

Thi s docunent defines the format of Uniform Resource Locators (URL)
for designating electronic nail addresses. It is one of a suite of
docunents which replace RFC 1738, ’'Uniform Resource Locators’, and
RFC 1808, 'Rel ative Uniform Resource Locators’. The syntax of

"mailto’ URLs from RFC 1738 is extended to allow creation of nore RFC
822 nmessages by allowing the URL to express additional header and
body fi el ds.

1. Introduction
The mailto URL schene is used to designate the Internet mailing
address of an individual or service. Inits sinplest form a mailto
URL contains an Internet mail address.
For greater functionality, because interaction with sonme resources
may require nessage headers or nessage bodies to be specified as well
as the mail address, the mailto URL schene is extended to all ow
setting mail header fields and the nessage body.

2. Syntax of a mailto URL

Fol l owi ng the syntax conventions of RFC 1738 [RFC1738], a "mailto"
URL has the form
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mai ltoURL = "mailto:" [ to ] [ headers ]
to = #mail box

header s = "?" header *( "&" header )
header = hnanme "=" hval ue

hnane = *urlc

hval ue = *urlc

"#mai | box" is as specified in RFC 822 [ RFC822]. This nmeans that it
consi sts of zero or nore comma-separated mail addresses, possibly

i ncluding "phrase" and "comment" conponents. Note that all URL
reserved characters in "to" nust be encoded: in particular,

par ent heses, conmas, and the percent sign ("%), which commonly occur
in the "mail box" syntax.

"hnanme” and "hval ue" are encodi ngs of an RFC 822 header nane and
val ue, respectively. As with "to", all URL reserved characters nust
be encoded.

The special hname "body" indicates that the associated hvalue is the
body of the nessage. The "body" hnane should contain the content for
the first text/plain body part of the message. The mailto URL is
primarily intended for generation of short text nmessages that are
actually the content of automatic processing (such as "subscribe"
messages for mailing lists), not general M ME bodi es.

Wthin mailto URLs, the characters "?", "=", "&" are reserved

Because the "&" (anpersand) character is reserved in HTM.,, any mailto
URL whi ch contains an anpersand nust be spelled differently in HTM
than in other contexts. A mauilto URL which appears in an HTM
docunent nust use "&anp;" instead of "&'

Also note that it is legal to specify both "to" and an "hname" whose

value is "to". That is,
mai | t o: addr 192C%20addr 2
is equivalent to
mai | t 0: ?t o=addr 192C¥20addr 2
is equivalent to
mai | t o: addr 1?t o=addr 2
8-bit characters in mailto URLs are forbidden. M M encoded words (as

defined in [ RFC2047]) are permitted in header values, but not for any
part of a "body" hnane.
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3. Semantics and operations

A mailto URL designates an "internet resource”, which is the mail box
specified in the address. Wen additional headers are supplied, the
resource designated is the sane address, but with an additiona
profile for accessing the resource. Wile there are Internet
resources that can only be accessed via electronic nmail, the mailto
URL is not intended as a way of retrieving such objects

aut omati cal l y.

In current practice, resolving URLs such as those in the "http"
schenme causes an inmmediate interaction between client software and a
host running an interactive server. The "mailto" URL has unusua
semanti cs because resol ving such a URL does not cause an i medi ate
interaction. Instead, the client creates a nessage to the designated
address with the various header fields set as default. The user can
edit the nessage, send this nessage unedited, or choose not to send
the nmessage. The operation of how any URL schene is resolved is not
mandated by the URL specifications.

4. Unsafe headers

The user agent interpreting a nmailto URL SHOULD choose not to create
a nmessage if any of the headers are considered dangerous; it nay al so
choose to create a nessage with only a subset of the headers given in
the URL. Only the Subject, Keywords, and Body headers are believed
to be both safe and useful

The creator of a nmailto URL cannot expect the resolver of a URL to
understand nore than the "subject" and "body" headers. Cients that
resolve mailto URLs into mail messages should be able to correctly
create RFC 822-conpliant mail nessages using the "subject" and "body"
header s.

5. Encodi ng

RFC 1738 requires that many characters in URLs be encoded. This
affects the mailto scheme for sone comon characters that m ght
appear in addresses, headers or nessage contents. One such character
is space (" ", ASCII hex 20). Note the exanpl es above that use "%0"
for space in the nessage body. Also note that |ine breaks in the
body of a nessage MJST be encoded with "%DVQA"

Peopl e creating mailto URLs nust be careful to encode any reserved
characters that are used in the URLs so that properly-witten URL
interpreters can read them Also, client software that reads URLs
must be careful to decode strings before creating the nail nessage so
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that the mail nessages appear in a formthat the recipient wll
under stand. These strings shoul d be decoded before showi ng the user
the message.
The mailto URL schene is Iimted in that it does not provide for
substitution of variables. Thus, a nessage body that nust include a
user’'s emmil| address can not be encoded using the mailto URL. This
limtation also prevents mailto URLs that are signed with public keys
and ot her such variable information.

6. Exanpl es
URLs for an ordinary individual mailing address:

<mai | t o: chri s@xanpl e. con

A URL for a nmail response systemthat requires the nane of the file
in the subject:

<mai | t o: i nf obot @xanpl e. con’subj ect =current -i ssue>
A mail response systemthat requires a "send" request in the body:
<mai | t 0: i nf obot @xanpl e. con?body=send%20current-i ssue>

A simlar URL could have two lines with different "send" requests (in
this case, "send current-issue" and, on the next line, "send index".)

<mai | t 0: i nf obot @xanpl e. con?body=send%20cur r ent -
i ssueOD¥®Asend¥20i ndex>

An interesting use of your mailto URL is when browsing archives of
messages. Each browsed nessage might contain a mailto URL |ike:

<mai | t o: f oobar @xanpl e. con?l n- Repl y-
To=%3c3469A91. D10AF4C@xanpl e. conp

A request to subscribe to a mailing list:
<mai | t o: maj or dono@xanpl e. con?body=subscri be%20banboo- | >
A URL for a single user which includes a CC of another user:
<mai | t 0: ] oe@xanpl e. conPcc=bob@xanpl e. con&body=hel | 0>
Anot her way of expressing the sane thing:

<mai | t 0: ?t 0=j oe@xanpl e. com&cc=bob@xanpl e. com&body=hel | 0>
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Note the use of the "&" reserved character, above. The foll ow ng
exanple, by using "?" twice, is incorrect:

<mai | t 0: ] oe@xanpl e. conPcc=bob@xanpl e. con?body=hel | 0> ;. V\RONG

According to RFC 822, the characters "?", "&", and even "% may occur
in addr-specs. The fact that they are reserved characters in this URL
schene is not a problem those characters may appear in mailto URLs,
they just may not appear in unencoded form The standard URL encodi ng
mechani sns ("% followed by a two-digit hex nunber) nust be used in
certain cases

To indicate the address "gorby%renmax@xanpl e. com one woul d do:
<mai | t o: gor by%25kr emvax@xanpl e. con

To indicate the address "unli kel y?address@xanpl e. cont', and i ncl ude
anot her header, one woul d do:

<mai | t o: unl i kel y¥8Faddr ess@xanpl e. con?bl at =f oop>

As described above, the "&" (anpersand) character is reserved in HTM.
and nust be replacded with "&np;". Thus, a conplex URL that has
i nternal anpersands might | ook |ike:

Cick

<a href="milto: ?to=j oe@yz. com&anp; cc=bob@yz. con&anp; body=hel | 0" >
mai | t 0: ?t 0=j oe@yz. conkanp; cc=bob@yz. comRanp; body=hel | o</a> to
send a greeting nessage to <i >Joe and Bob</i >.

7. Security Considerations

The mailto scheme can be used to send a nessage fromone user to

anot her, and thus can introduce many security concerns. Mil nessages
can be logged at the originating site, the recipient site, and
intermediary sites along the delivery path. If the nessages are not
encoded, they can al so be read at any of those sites.

A mailto URL gives a tenplate for a nmessage that can be sent by mai
client software. The contents of that tenplate may be opaque or
difficult to read by the user at the tine of specifying the URL.

Thus, a mail client should never send a nessage based on a mailto URL
wi thout first showing the user the full nessage that will be sent
(including all headers that were specified by the mailto URL), fully
decoded, and asking the user for approval to send the nessage as
electronic mail. The mail client should also nake it clear that the
user is about to send an el ectronic nail nessage, since the user may
not be aware that this is the result of a nmailto URL.
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A mail client should never send anything w thout conplete disclosure
to the user of what is will be sent; it should disclose not only the
message destination, but also any headers. Unrecogni zed headers, or
headers with val ues inconsistent with those the nail client would
normal |y send shoul d be especially suspect. M ME headers (M Me-
Version, Content-*) are nost |ikely inappropriate, as are those
relating to routing (From Bcc, Apparently-To, etc.)

Note that some headers are inherently unsafe to include in a nessage
generated froma URL. For exanple, headers such as "From", "Bcc:",
and so on, should never be interpreted froma URL. In general, the
fewer headers interpreted fromthe URL, the less likely it is that a
sending agent will create an unsafe nessage.

Exampl es of problens with sendi ng unapproved mail i nclude:
* mail that breaks | aws upon delivery, such as making illega
t hreats;

* mail that identifies the sender as sonmeone interested in breaking
| aws;

* mail that identifies the sender to an unwanted third party;
* mail that causes a financial charge to be incurred on the sender;

* mai|l that causes an action on the recipient machine that causes
damage that might be attributed to the sender.

Progranms that interpret mailto URLs shoul d ensure that the SMIP
"Fronl' address is set and correct.

8. | ANA Consi derations
Thi s docunent changes the definition of the mailto: URI schene; any

registry of URI schenes should refer to this docunent rather than its
predecessor, RFC 1738.
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A. Change from RFC 1738

B

RFC 1738 defined only a sinple "mailto’ with no headers, just an
addr-spec (not a full mailbox.) However, required usage and

i npl ementation has led to the devel opnent of an extended syntax that
i ncl uded nore header fields.
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D. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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