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Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
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Abst ract

The Trivial File Transfer Protocol [1] is a sinple, |ock-step, file
transfer protocol which allows a client to get or put a file onto a
renote host. One of its primary uses is the booting of diskless
nodes on a Local Area Network. TFTP is used because it is very
sinple to inplement in a small node’'s linited ROM space. However,
the choice of a 512-octet bl ocksize is not the nost efficient for use
on a LAN whose MIU may 1500 octets or greater.

Thi s docunent describes a TFTP option which allows the client and
server to negotiate a bl ocksize nore applicable to the network
medium  The TFTP Option Extension nechanismis described in [2].

Bl ocksi ze Option Specification
The TFTP Read Request or Wite Request packet is nodified to include

the bl ocksize option as follows. Note that all fields except "opc"
are NULL-terni nated

B S, B T T T T S S S T T T T T T o TSI e S S
| opc |filenane|] O | mode | O | blksize| 0 | #octets| O
Fomm - e ST e R e Sl Tt R S
opc

The opcode field contains either a 1, for Read Requests, or 2,
for Wite Requests, as defined in [1].
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fil ename
The nane of the file to be read or witten, as defined in [1].

nmode
The node of the file transfer: "netascii"”, "octet”, or "mmil",
as defined in [1].

bl ksi ze
The Bl ocksi ze option, "blksize" (case in-sensitive).

#octets
The nunber of octets in a block, specified in ASCIl. Valid
val ues range between "8" and "65464" octets, inclusive. The
bl ocksi ze refers to the nunber of data octets; it does not
include the four octets of TFTP header

For exanpl e:

S S Foomdo oo Foomdo oo Foomdo oo +-- -+
| 1 | foobar | O | octet | O | blksize] O | 1428 | O
R, Fomm oo R R R +---+

is a Read Request, for the file naned "foobar", in octet (binary)

transfer node, with a block size of 1428 octets (Ethernet MU, |ess
the TFTP, UDP and | P header |engths).

If the server is willing to accept the bl ocksize option, it sends an
Opti on Acknowl edgnent (OACK) to the client. The specified val ue nust
be less than or equal to the value specified by the client. The
client must then either use the size specified in the OQACK, or send
an ERROR packet, with error code 8, to terminate the transfer

The rules for determ ning the final packet are unchanged from[1].
The reception of a data packet with a data length |ess than the

negoti ated bl ocksize is the final packet. |[|f the blocksize is
greater than the anobunt of data to be transfered, the first packet is
the final packet. |If the anount of data to be transfered is an

integral multiple of the bl ocksize, an extra data packet contai ning
no data is sent to end the transfer

Pr oof of Concept

Performance tests were run on the prototype inplenentation using a
variety of block sizes. The tests were run on a lightly | oaded

Et her net, between two HP-UX 9000, in "octet" node, on 2.25MB files.
The average (5x) transfer tinmes for paths with (g-tinme) and without
(n-time) a internedi ate gateway are graphed as foll ows:
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The conpari sons between transfer tines (wi thout a gateway) between
the standard 512-octet bl ocksize and the negoti ated bl ocksi zes are:

1024 2X -32%
1428 2. 8x -42%
2048 4x -54%
4096 8x -71%

8192 16x -80%

Mal ki n & Har ki n St andards Track [ Page 3]



RFC 2348 TFTP Bl ocksi ze Option May 1998

As was anticipated, the transfer tinme decreases with an increase in
bl ocksi ze. The reason for the reduction in tine is the reduction in
the nunber of packets sent. For exanple, by increasing the blocksize
from512 octets to 1024 octets, not only are the nunber of data
packets hal ved, but the nunber of acknow edgenent packets is al so

hal ved (al ong with the nunber of times the data transmitter nust wait
for an ACK). A secondary effect is the efficiency gained by reducing
the per-packet fram ng and processi ng overhead.

O course, if the blocksize exceeds the path MIU, | P fragnmentation
and reassenbly will begin to add nore overhead. This will be nore
noticable the greater the number of gateways in the path.

Security Considerations

The basic TFTP protocol has no security nechanism This is why it
has no rename, delete, or file overwite capabilities. This docunent
does not add any security to TFTP;, however, the specified extensions
do not add any additional security risks.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Mal ki n & Har ki n St andards Track [ Page 5]






