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Abstract

This menmo presents two reconmendations to the Internet community
concerni ng neasures to i nprove and preserve |nternet perfornance.
It presents a strong recomendation for testing, standardization,
and wi despread depl oynment of active queue managenent in routers,
to inprove the performance of today's Internet. It also urges a
concerted effort of research, neasurenment, and ultinmate depl oynent
of router mechanisns to protect the Internet fromflows that are
not sufficiently responsive to congestion notification
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1. | NTRODUCTI ON

The Internet protocol architecture is based on a connectionl ess end-
to-end packet service using the IP protocol. The advantages of its
connectionl ess design, flexibility and robustness, have been amply
denmonstrated. However, these advantages are not w thout cost:
careful design is required to provide good service under heavy | oad.
In fact, lack of attention to the dynam cs of packet forwarding can
result in severe service degradation or "Internet neltdown". This
phenomenon was first observed during the early grow h phase of the
Internet of the md 1980s [ Nagle84], and is technically called
"congestion col |l apse".

The original fix for Internet neltdown was provided by Van Jacobson
Begi nning in 1986, Jacobson devel oped the congesti on avoi dance
mechani sns that are now required in TCP inpl enentati ons [ Jacobson88,
Host Req89]. These nechani sns operate in the hosts to cause TCP
connections to "back off" during congestion. W say that TCP fl ows
are "responsive" to congestion signals (i.e., dropped packets) from
the network. It is primarily these TCP congesti on avoi dance

al gorithms that prevent the congestion collapse of today’s Internet.

However, that is not the end of the story. Considerable research has
been done on Internet dynam cs since 1988, and the Internet has
grown. It has becone clear that the TCP congestion avoi dance
mechani sms [ RFC2001], whil e necessary and powerful, are not
sufficient to provide good service in all circunstances. Basically,
there is alimt to how nuch control can be acconplished fromthe
edges of the network. Sone nmechani snms are needed in the routers to
conpl enent the endpoi nt congestion avoi dance nechani sns.

It is useful to distinguish between two cl asses of router algorithns
related to congestion control: "queue nmanagenment” versus "schedul i ng"
algorithms. To a rough approxinmation, queue managenent al gorithns
manage the | ength of packet queues by droppi ng packets when necessary
or appropriate, while scheduling algorithnms deternine which packet to
send next and are used primarily to manage the allocation of

bandwi dth anong flows. While these two router mechani sms are closely
rel ated, they address rather different performance issues.

This nmeno highlights two router perfornance issues. The first issue
is the need for an advanced form of router queue nmanagenent that we
call "active queue managenment." Section 2 sumarizes the benefits
that active queue managenent can bring. Section 3 describes a
recomrended active queue nmanagenment nechani sm called Random Early
Detection or "RED'. W expect that the RED al gorithm can be used
with a wide variety of scheduling algorithns, can be inpl enented
relatively efficiently, and will provide significant |nternet
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performance i nprovenent.

The second issue, discussed in Section 4 of this meno, is the
potential for future congestion collapse of the Internet due to flows
that are unresponsive, or not sufficiently responsive, to congestion
i ndications. Unfortunately, there is no consensus solution to
controlling congestion caused by such aggressive flows; significant
research and engineering will be required before any solution will be
available. It is inperative that this work be energetically pursued,
to ensure the future stability of the Internet.

Section 5 concludes the menb with a set of recomrendations to the
| ETF concerning these topics.

The discussion in this meno applies to "best-effort” traffic. The
Internet integrated services architecture, which provides a nechani sm
for protecting individual flows from congestion, introduces its own
queue nmanagenent and schedul i ng al gorithns [ Shenker96, Wocl awski 96].
Simlarly, the discussion of queue managenent and congestion contro
requirenents for differential services is a separate issue. However,
we do not expect the deploynent of integrated services and
differential services to significantly dimnish the inportance of the
best-effort traffic i ssues discussed in this meno.

Preparation of this meno resulted from past discussions of end-to-end
performance, Internet congestion, and RED in the End-to-End Research
G oup of the Internet Research Task Force (IRTF)

2. THE NEED FOR ACTI VE QUEUE MANAGEMENT

The traditional technique for nanaging router queue lengths is to set
a maximum length (in ternms of packets) for each queue, accept packets
for the queue until the maxi mumlength is reached, then reject (drop)
subsequent incom ng packets until the queue decreases because a
packet fromthe queue has been transnmitted. This technique is known
as "tail drop", since the packet that arrived nost recently (i.e.,
the one on the tail of the queue) is dropped when the queue is full
This nmethod has served the Internet well for years, but it has two

i mportant drawbacks.

1. Lock- Qut
In sone situations tail drop allows a single connection or a few
fl ows to nmonopolize queue space, preventing other connections

fromgetting roomin the queue. This "lock-out” phenonenon is
often the result of synchronization or other timng effects.
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2. Ful | Queues

The tail drop discipline allows queues to maintain a full (or,
al nrost full) status for long periods of tinme, since tail drop
signals congestion (via a packet drop) only when the queue has

becone full. It is inportant to reduce the steady-state queue
size, and this is perhaps queue managenent’s nost inportant
goal .

The nai ve assunption might be that there is a sinple tradeoff
bet ween del ay and t hroughput, and that the recomrendation that
gueues be maintained in a "non-full" state essentially
translates to a recommendation that | ow end-to-end delay is nore
i mportant than high throughput. However, this does not take
into account the critical role that packet bursts play in

I nternet performance. Even though TCP constrains a flow s

wi ndow si ze, packets often arrive at routers in bursts
[Leland94]. |If the queue is full or alnobst full, an arriving
burst will cause nmultiple packets to be dropped. This can
result in a global synchronization of flows throttling back,
foll owed by a sustained period of lowered link utilization,
reduci ng overal |l throughput.

The point of buffering in the network is to absorb data bursts
and to transnit them during the (hopefully) ensuing bursts of
silence. This is essential to permt the transm ssion of bursty
data. It should be clear why we would like to have normally-
smal | queues in routers: we want to have queue capacity to
absorb the bursts. The counter-intuitive result is that

mai ntai ni ng normal | y-smal | queues can result in higher

t hroughput as well as |ower end-to-end delay. |In short, queue
limts should not reflect the steady state queues we want

mai ntained in the network; instead, they should reflect the size
of bursts we need to absorb

Besides tail drop, two alternative queue disciplines that can be
appl i ed when the queue becones full are "randomdrop on full" or
"drop front on full". Under the randomdrop on full discipline, a
router drops a randomy sel ected packet fromthe queue (which can be
an expensive operation, since it naively requires an QN wal k

t hrough the packet queue) when the queue is full and a new packet
arrives. Under the "drop front on full" discipline [Lakshnman96], the
router drops the packet at the front of the queue when the queue is
full and a new packet arrives. Both of these solve the | ock-out

probl em but neither solves the full-queues probl em described above.
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We know in general how to solve the full-queues problem for
"responsive" flows, i.e., those flows that throttle back in response
to congestion notification. In the current Internet, dropped packets
serve as a critical mechani smof congestion notification to end
nodes. The solution to the full-queues problemis for routers to

drop packets before a queue becones full, so that end nodes can
respond to congestion before buffers overflow. W call such a
proactive approach "active queue nanagenment”. By droppi ng packets

before buffers overflow, active queue managenent allows routers to
control when and how many packets to drop. The next section

i ntroduces RED, an active queue managenent nechani smthat sol ves both
probl ens |isted above (given responsive flows).

In summary, an active queue managenent nechani sm can provide the
foll owi ng advant ages for responsive fl ows.

1. Reduce nunber of packets dropped in routers

Packet bursts are an unavoi dabl e aspect of packet networks
[WIlinger95]. If all the queue space in a router is already
committed to "steady state" traffic or if the buffer space is
i nadequate, then the router will have no ability to buffer
bursts. By keeping the average queue size small, active queue
managenment will provide greater capacity to absorb naturally-
occurring bursts w thout dropping packets.

Furthernore, w thout active queue managenent, nore packets wll
be dropped when a queue does overflow. This is undesirable for
several reasons. First, with a shared queue and the tail drop
di sci pline, an unnecessary gl obal synchronization of flows
cutting back can result in | owered average link utilization, and
hence | owered network throughput. Second, TCP recovers wth
more difficulty froma burst of packet drops than froma single
packet drop. Third, unnecessary packet drops represent a
possi bl e waste of bandwi dth on the way to the drop point.

We note that while RED can manage queue | engths and reduce end-
to-end |l atency even in the absence of end-to-end congestion
control, RED will be able to reduce packet dropping only in an
environment that continues to be dom nated by end-to-end
congestion control

2. Provide | ower-delay interactive service
By keeping the average queue size small, queue managenent wl |
reduce the del ays seen by flows. This is particularly inportant

for interactive applications such as short Wb transfers, Tel net
traffic, or interactive audi o-vi deo sessions, whose subjective
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(and objective) performance is better when the end-to-end del ay
is |ow

3. Avoi d | ock-out behavi or

Active queue nanagenent can prevent | ock-out behavior by
ensuring that there will al nost always be a buffer available for
an incom ng packet. For the same reason, active queue
managenent can prevent a router bias against | ow bandw dth but
hi ghly bursty fl ows.

It is clear that | ock-out is undesirable because it constitutes
a gross unfairness anmong groups of flows. However, we stop
short of calling this benefit "increased fairness", because
general fairness anong flows requires per-flow state, which is
not provided by queue managenent. For exanple, in a router
usi ng queue nmanagenent but only FI FO scheduling, two TCP fl ows
may receive very different bandw dths sinply because they have
different round-trip times [Floyd91l], and a flow that does not
use congestion control may receive nore bandwidth than a fl ow
that does. Per-flow state to achi eve general fairness mght be
mai ntai ned by a per-fl ow scheduling algorithmsuch as Fair
Queueing (FQ [Deners90], or a class-based scheduling al gorithm
such as CBQ [ Fl oyd95], for exanpl e.

On the other hand, active queue managenent is needed even for
routers that use per-flow scheduling algorithms such as FQ or

cl ass-based scheduling algorithns such as CBQ This is because
per-fl ow scheduling al gorithns by thensel ves do nothing to
control the overall queue size or the size of individual queues.
Active queue nmanagenent is needed to control the overall average
queue sizes, so that arriving bursts can be acconmmpbdat ed w t hout
droppi ng packets. In addition, active queue managenent shoul d
be used to control the queue size for each individual flow or
class, so that they do not experience unnecessarily high del ays.
Therefore, active queue managenent shoul d be applied across the
classes or flows as well as within each class or flow.

In short, scheduling algorithnms and queue management shoul d be
seen as conplenentary, not as replacenents for each other. In
particul ar, there have been inpl enentations of queue nmanagenent
added to FQ and work is in progress to add RED queue nmnhagenent
to CBQ
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3. THE QUEUE MANAGEMENT ALGORI THM " RED"

Random Early Detection, or RED, is an active queue managenent
algorithmfor routers that will provide the Internet performance
advantages cited in the previous section [RED93]. 1In contrast to
traditi onal queue managenment al gorithns, which drop packets only when
the buffer is full, the RED al gorithmdrops arriving packets
probabilistically. The probability of drop increases as the
estimated average queue size grows. Note that RED responds to a

ti me-averaged queue |length, not an instantaneous one. Thus, if the
queue has been nostly enpty in the "recent past”, RED won't tend to
drop packets (unless the queue overfl ows, of course!). On the other
hand, if the queue has recently been relatively full, indicating
persi stent congestion, newy arriving packets are nore likely to be
dr opped.

The RED algorithmitself consists of two main parts: estimation of
the average queue size and the decision of whether or not to drop an
i ncom ng packet .

(a) Estimation of Average Queue Size

RED estinmates the average queue size, either in the forwarding
pat h using a sinple exponentially weighted noving average (such
as presented in Appendix A of [Jacobson88]), or in the
background (i.e., not in the forwarding path) using a simlar
mechani sm

Not e: The queue size can be neasured either in units of
packets or of bytes. This issue is discussed briefly in
[ RED93] in the "Future Wirk" section

Not e: when the average queue size is conputed in the
forwarding path, there is a special case when a packet
arrives and the queue is enpty. 1In this case, the

comput ation of the average queue size nust take into account
how rmuch time has passed since the queue went enpty. This is
di scussed further in [RED93].

(b) Packet Drop Decision

In the second portion of the algorithm RED decides whether or
not to drop an incomng packet. It is RED s particular
algorithmfor dropping that results in performance inprovenent
for responsive flows. Two RED paranmeters, minth (mninmm
threshol d) and maxth (maxi mumthreshold), figure promnently in
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this decision process. Mnth specifies the average queue size
*pel ow whi ch* no packets will be dropped, while maxth specifies
the average queue size *above which* all packets wll be
dropped. As the average queue size varies fromnnth to naxth,
packets will be dropped with a probability that varies linearly
fromO to maxp.

Note: a sinplistic method of inplenenting this would be to
cal cul ate a new random nunber at each packet arrival, then
conpare that nunber with the above probability which varies
fromO to maxp. A nore efficient inplenentation, described
in [REDO3], conputes a random nunber *once* for each dropped
packet .

Not e: the decision whether or not to drop an incom ng packet
can be made in "packet node", ignoring packet sizes, or in
"byte node", taking into account the size of the incom ng
packet. The performance inplications of the choice between
packet node or byte nmode is discussed further in [Fl oyd97].

RED effectively controls the average queue size while stil
acconmodati ng bursts of packets without |loss. RED s use of
randommess breaks up synchroni zed processes that |ead to | ock-out
phenonena.

There have been several inplenmentations of RED in routers, and papers
have been published reporting on experience with these
implementations ([Villam zar94], [Gaynor96]). Additional reports of

i npl ement ati on experience would be wel conme, and will be posted on the
RED web page [ REDWAY .

Al'l avail able enmpirical evidence shows that the depl oynent of active
queue managenent nechanisns in the Internet woul d have substantia
performance benefits. There are seeningly no di sadvantages to using
the RED al gorithm and nunmerous advantages. Consequently, we believe
that the RED active queue nanagenent al gorithm should be widely

depl oyed.

We should note that there are sone extrene scenarios for which RED
will not be a cure, although it won't hurt and may still help. An
exanpl e of such a scenario would be a very |arge nunber of flows,
each so tiny that its fair share would be | ess than a single packet
per RTT.
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4. MANAG NG AGGRESSI VE FLOAS

One of the keys to the success of the Internet has been the
congesti on avoi dance nechani sns of TCP. Because TCP "backs of f"
during congestion, a |arge nunmber of TCP connections can share a
single, congested link in such a way that bandwi dth is shared
reasonably equitably anong simlarly situated flows. The equitable
sharing of bandw dth anobng fl ows depends on the fact that all flows
are runni ng basically the same congestion avoi dance al gorithms,
conformant with the current TCP specification [HostReq89].

We introduce the term"TCP-conpatible" for a flow that behaves under
congestion like a flow produced by a conformant TCP. A TCP-
compatible flowis responsive to congestion notification, and in
steady-state it uses no nore bandwi dth than a conformant TCP runni ng
under conparable conditions (drop rate, RTT, MIU, etc.)

It is convenient to divide flows into three classes: (1) TCP-
conmpatible flows, (2) unresponsive flows, i.e., flows that do not

sl ow down when congestion occurs, and (3) flows that are responsive
but are not TCP-conmpatible. The last two classes contain nore
aggressive flows that pose significant threats to Internet
performance, as we will now di scuss.

0 Non- Responsi ve Fl ows

There is a growi ng set of UDP-based applicati ons whose
congesti on avoi dance algorithns are i nadequate or nonexi stent
(i.e, the flow does not throttle back upon receipt of congestion
notification). Such UDP applications include stream ng
applications |ike packet voice and video, and al so nulticast
bul k data transport [SRWB6]. |If no action is taken, such
unresponsi ve flows could | ead to a new congestion coll apse.

In general, all UDP-based stream ng applications should

i ncorporate effective congesti on avoi dance nechani sns. For
exampl e, recent research has shown the possibility of

i ncorporating congestion avoi dance mechani sns such as Recei ver-
driven Layered Multicast (RLM w thin UDP-based stream ng
applications such as packet video [ MCanne96; Bol ot94]. Further
research and devel opnent on ways to acconplish congestion

avoi dance for stream ng applications will be very inportant.

However, it will also be inportant for the network to be able to
protect itself against unresponsive flows, and nmechanisns to
acconplish this nmust be devel oped and depl oyed. Depl oynent of
such nmechani sns woul d provide incentive for every stream ng
application to becone responsive by incorporating its own
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congestion control
0 Non- TCP- Conpat i bl e Transport Protocol s

The second threat is posed by transport protocol inplenentations
that are responsive to congestion notification but, either
deliberately or through faulty inplenmentations, are not TCP-
compati ble. Such applications can grab an unfair share of the
net wor k bandwi dt h.

For exanple, the popularity of the Internet has caused a
proliferation in the nunber of TCP inplenentations. Sone of
these may fail to inplenment the TCP congesti on avoi dance
mechani sms correctly because of poor inplementation. O hers may
del i berately be inplenmented with congesti on avoi dance al gorithns
that are nore aggressive in their use of bandw dth than ot her
TCP i npl enentations; this would allow a vendor to claimto have
a "faster TCP'. The |ogical consequence of such inplenentations
woul d be a spiral of increasingly aggressive TCP

i mpl ement ati ons, | eading back to the point where there is
effectively no congestion avoi dance and the Internet is
chroni cal | y congest ed.

Note that there is a well-known way to achi eve nore aggressive
TCP perfornmance w t hout even changing TCP: open nultiple
connections to the same place, as has been done in sone Wb
browsers.

The projected increase in nore aggressive flows of both these
classes, as a fraction of total Internet traffic, clearly poses a
threat to the future Internet. There is an urgent need for
measurenents of current conditions and for further research into the
various ways of managi ng such flows. There are many difficult issues
in identifying and isolating unresponsive or non-TCP-conpatible flows
at an acceptable router overhead cost. Finally, thereis little
measur enent or sinulation evidence avail able about the rate at which
these threats are likely to be realized, or about the expected
benefit of router algorithms for nmanagi ng such fl ows.

There is an issue about the appropriate granularity of a "fl ow'

There are a few "natural” answers: 1) a TCP or UDP connection (source
address/ port, destination address/port); 2) a source/destination host
pair; 3) a given source host or a given destination host. W would
guess that the source/destination host pair gives the npst
appropriate granularity in many circunstances. However, it is

possi ble that different vendors/providers could set different
granularities for defining a flow (as a way of "distinguishing"
thensel ves fromone another), or that different granularities could
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be chosen for different places in the network. It may be the case
that the granularity is less inmportant than the fact that we are
dealing with nore unresponsive flows at *sone* granularity. The
granularity of flows for congestion managenent is, at least in part,
a policy question that needs to be addressed in the w der |ETF
communi ty.

5. CONCLUSI ONS AND RECOWVMENDATI ONS

Thi s discussion |l eads us to nmake the followi ng recommrendati ons to the
| ETF and to the Internet community as a whol e.

o] RECOMMENDATI ON 1:

Internet routers should inplenent sone active queue nanagenent
mechani smto nmanage queue | engths, reduce end-to-end | atency,
reduce packet dropping, and avoid | ock-out phenonena within the
I nternet.

The default mechani smfor managi ng queue | engths to neet these
goal s in FIFO queues is Random Early Detection (RED) [ RED93].
Unl ess a devel oper has reasons to provi de another equival ent
mechani sm we recommend that RED be used.

o] RECOVIVENDATI ON 2

It is urgent to begin or continue research, engineering, and
measurenent efforts contributing to the design of nechanisns to
deal with flows that are unresponsive to congestion notification
or are responsive but nore aggressive than TCP

Al t hough there has already been sone limted deploynment of RED in the
Internet, we may expect that w despread inplenentation and depl oynent
of RED in accordance with Recommendation 1 will expose a nunber of
engi neering issues. For exanple, such issues may include:

i npl ementation questions for G gabit routers, the use of RED in | ayer
2 switches, and the possible use of additional considerations, such
as priority, in deciding which packets to drop

We agai n enphasi ze that the wi despread i npl enentation and depl oynent
of RED would not, in and of itself, achieve the goals of
Recomendati on 2.

W despread i npl enentati on and depl oynment of RED will al so enable the
i ntroduction of other new functionality into the Internet. One
exanpl e of an enabled functionality would be the addition of explicit
congestion notification [ Ranakri shnan97] to the Internet
architecture, as a nechani smfor congestion notification in addition
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to packet drops. A second exanple of new functionality would be

i mpl ement ati on of queues with packets of different drop priorities;
packets would be transmitted in the order in which they arrived, but
during tines of congestion packets of the |lower drop priority would
be preferentially dropped.
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Security Considerations

Wil e security is a very inportant issue, it is largely orthogonal to
the performance issues discussed in this nmeno. W note, however,
that denial -of-service attacks may create unresponsive traffic flows
that are indistinguishable fromflows from normal high-bandw dth

i sochronous applications, and the nechani sm suggested in
Recommendation 2 will be equally applicable to such attacks.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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