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2. Abstract

Currently BGP-4 [BGP-4] is capable of carrying routing information
only for IPv4 [I1Pv4]. This document defines extensions to BGP-4 to
enable it to carry routing information for nultiple Network Layer
protocols (e.g., IPv6, IPX etc...). The extensions are backward
conpatible - a router that supports the extensions can interoperate
with a router that doesn’t support the extensions.

3. Overview

The only three pieces of information carried by BGP-4 that are |Pv4
specific are (a) the NEXT_HOP attribute (expressed as an | Pv4d
address), (b) AGCREGATOR (contains an |IPv4 address), and (c) NLR
(expressed as | Pv4 address prefixes). This docunment assunes that any
BGP speaker (including the one that supports multiprotocol
capabilities defined in this docunment) has to have an | Pv4 address
(which will be used, anpbng other things, in the AGGREGATOR
attribute). Therefore, to enable BGP-4 to support routing for

mul tiple Network Layer protocols the only two things that have to be
added to BGP-4 are (a) the ability to associate a particular Network
Layer protocol with the next hop information, and (b) the ability to
associ ated a particular Network Layer protocol with NLRI. To identify
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i ndi vi dual Network Layer protocols this docunment uses Address Famly,
as defined in [ RFC1700].

One could further observe that the next hop information (the

i nformati on provided by the NEXT _HOP attribute) is neaningful (and
necessary) only in conjunction with the advertisenents of reachabl e
destinations - in conjunction with the adverti senents of unreachable
destinations (w thdrawi ng routes from service) the next hop
informati on i s neani ngl ess. This suggests that the advertisement of
reachabl e destinations should be grouped with the adverti senent of
the next hop to be used for these destinations, and that the
advertisement of reachabl e destinations should be segregated fromthe
advertisement of unreachabl e destinations.

To provide backward conpatibility, as well as to sinplify

i ntroduction of the nmultiprotocol capabilities into BGP-4 this
docunent uses two new attributes, Miltiprotocol Reachable NLR
(MP_REACH NLRI'), and Ml tiprotocol Unreachable NLRI

(MP_UNREACH _NLRI'). The first one (MP_REACH NLRI) is used to carry the
set of reachabl e destinations together with the next hop information
to be used for forwarding to these destinations. The second one
(MP_UNREACH NLRI) is used to carry the set of unreachabl e
destinations. Both of these attributes are optional and non-
transitive. This way a BGP speaker that doesn't support the

mul ti protocol capabilities will just ignore the information carried
in these attributes, and will not pass it to other BGP speakers.

4. Multiprotocol Reachable NLRI - MP_REACH NLRI (Type Code 14):

This is an optional non-transitive attribute that can be used for the
fol |l owi ng purposes:

(a) to advertise a feasible route to a peer

(b) to pernmit a router to advertise the Network Layer address of
the router that should be used as the next hop to the destinations
listed in the Network Layer Reachability Information field of the
MP_NLRI attribute.

(c) to allow a given router to report sonme or all of the
Subnetwork Points of Attachnment (SNPAs) that exist within the
| ocal system

The attribute contains one or nore triples <Address Fanmly

I nformation, Next Hop Information, Network Layer Reachability
I nformati on>, where each triple is encoded as shown bel ow
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T T e +
| Address Family ldentifier (2 octets) |
T +
| Subsequent Address Family Identifier (1 octet) |
. +
| Length of Next Hop Network Address (1 octet) |
T +
| Network Address of Next Hop (vari abl e) |
T +
| Nunmber of SNPAs (1 octet) |
. +
| Length of first SNPA(1 octet) |
T T T T +
| First SNPA (variable) |
T +
| Length of second SNPA (1 octet) |
Fe e MMM e MM eiiiiaaaeciiiaasassciassasseaaaaaas +
| Second SNPA (vari abl e) |
T T T T +
I I
T +
| Length of Last SNPA (1 octet) |
Fo e e i e e Maeiaieaaaesiiiassassciassasseaasaaas +
| Last SNPA (vari abl e) |
T T TS +
| Network Layer Reachability Information (variable) |
T +

The use and neani ng of these fields are as foll ows:

Address Family ldentifier:
This field carries the identity of the Network Layer protoco
associated with the Network Address that follows. Presently
defined values for this field are specified in RFCL700 (see the
Address Fami |y Nunbers section).

Subsequent Address Family ldentifier:
This field provides additional infornmation about the type of
the Network Layer Reachability Information carried in the
attribute.

Length of Next Hop Networ k Address:

A 1 octet field whose val ue expresses the |l ength of the
"Net wor k Address of Next Hop" field as neasured in octets
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Net wor k Address of Next Hop:

A variable length field that contains the Network Address of
the next router on the path to the destination system

Nunber of SNPAs:

A 1 octet field which contains the nunber of distinct SNPAs to
be listed in the following fields. The value O may be used to
indicate that no SNPAs are listed in this attri bute.

Length of Nth SNPA:

A 1 octet field whose value expresses the length of the "Nth
SNPA of Next Hop" field as nmeasured in sem -octets

Nt h SNPA of Next Hop:

A variable length field that contains an SNPA of the router
whose Network Address is contained in the "Network Address of
Next Hop" field. The field length is an integral nunber of
octets in length, namely the rounded-up integer val ue of one
hal f the SNPA | ength expressed in sem -octets; if the SNPA
contains an odd nunber of seni-octets, a value in this field
will be padded with a trailing all-zero sem -octet.

Net wor k Layer Reachability Information

A variable length field that |lists NLRI for the feasible routes
that are being advertised in this attribute. Wen the
Subsequent Address Family ldentifier field is set to one of the
val ues defined in this docunent, each NLRI is encoded as
specified in the "NLRl encodi ng" section of this docunent.

The next hop information carried in the MP_ REACH NLRI path attribute
defines the Network Layer address of the border router that should be
used as the next hop to the destinations listed in the MP_NLR
attribute in the UPDATE nmessage. When advertising a MP_REACH NLRI
attribute to an external peer, a router nmay use one of its own
interface addresses in the next hop conponent of the attribute,

provi ded the external peer to which the route is being advertised
shares a comon subnet with the next hop address. This is known as a
"first party" next hop. A BGP speaker can advertise to an externa
peer an interface of any internal peer router in the next hop
component, provided the external peer to which the route is being
adverti sed shares a commopn subnet with the next hop address. This is
known as a "third party" next hop information. A BGP speaker can
advertise any external peer router in the next hop component,
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provi ded that the Network Layer address of this border router was

| earned from an external peer, and the external peer to which the

route is being advertised shares a common subnet with the next hop
address. This is a second formof "third party" next hop

i nformation.

Normal Iy the next hop information is chosen such that the shortest
avail able path will be taken. A BGP speaker nust be able to support
di sabling advertisenent of third party next hop information to handl e
imperfectly bridged nedia or for reasons of policy.

A BGP speaker nust never advertise an address of a peer to that peer
as a next hop, for a route that the speaker is originating. A BGP
speaker must never install a route with itself as the next hop

When a BGP speaker advertises the route to an internal peer, the
advertising speaker should not nodify the next hop infornmation
associated with the route. Wen a BGP speaker receives the route via
an internal link, it may forward packets to the next hop address if
the address contained in the attribute is on a cormon subnet with the
| ocal and renote BGP speakers.

An UPDATE nessage that carries the MP_REACH NLRI rnust al so carry the
ORIG N and the AS PATH attributes (both in EBGP and in |BGP
exchanges). Moreover, in |BGP exchanges such a nessage nust al so
carry the LOCAL_PREF attribute. If such a message is received from an
external peer, the |local systemshall check whether the |eftnost AS
in the AS PATH attribute is equal to the autononmpbus system nunber of
the peer than sent the nessage. If that is not the case, the loca
system shall send the NOTIFI CATI ON message with Error Code UPDATE
Message Error, and the Error Subcode set to Ml forned AS PATH.

5. Multiprotocol Unreachable NLRI - MP_UNREACH NLRI (Type Code 15):

This is an optional non-transitive attribute that can be used for the
pur pose of wi thdrawing nultiple unfeasible routes from service.

The attribute contains one or nore triples <Address Fanmly
I nformation, Unfeasible Routes Length, Wthdrawn Routes> where each
triple is encoded as shown bel ow.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e eeee e +
| Address Family ldentifier (2 octets) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ma—mao +
| Subsequent Address Family ldentifier (1 octet) |
o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Wthdrawn Routes (variable) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e eeee e +

Bates, et. al. St andards Track [ Page 5]



RFC 2283 Mul ti protocol Extensions for BGP-4 February 1998

The use and the nmeaning of these fields are as foll ows:
Address Family ldentifier:

This field carries the identity of the Network Layer protoco
associated with the NLRI that follows. Presently defined val ues
for this field are specified in RFCL700 (see the Address Fanmily
Nunbers section).

Subsequent Address Family ldentifier

This field provides additional information about the type of
the Network Layer Reachability Information carried in the
attribute

W t hdr awn Rout es:

A variable length field that lists NLRI for the routes that are
bei ng withdrawn from service. Wen the Subsequent Address

Fam |y ldentifier field is set to one of the values defined in
this document, each NLRI is encoded as specified in the "NLRI
encodi ng" section of this docunent.

An UPDATE nessage that contains the MP_UNREACH NLRI is not required
to carry any other path attributes.

6. NLRI encoding

The Network Layer Reachability information is encoded as one or nore
2-tuples of the form<length, prefix> whose fields are described

bel ow
o e e e e e +
| Length (1 octet) |
o e e e oo +
| Prefix (variable) |
o oo +

The use and the nmeaning of these fields are as foll ows:
a) Length:
The Length field indicates the length in bits of the address
prefix. Alength of zero indicates a prefix that matches al

(as specified by the address famly) addresses (with prefix,
itself, of zero octets).
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b) Prefix:
The Prefix field contains address prefixes foll owed by enough
trailing bits to make the end of the field fall on an octet
boundary. Note that the value of trailing bits is irrel evant.
7. Subsequent Address Family ldentifier

Thi s docunent defines the follow ng val ues for the Subsequent Address

Famly Identifier field carried in the MP_ REACH NLRI and

MP_UNREACH NLRI attributes

1 - Network Layer Reachability Information used for unicast
f orwar di ng

2 - Network Layer Reachability Information used for nulticast
f orwar di ng

3 - Network Layer Reachability Information used for both unicast
and nul ticast forwarding

Thi s docunent reserves val ues 128-255 for vendor-specific
appl i cations.

Thi s docunment reserves val ue O.
Subsequent Address Family ldentifiers (other than those reserved for
vendor specific use) are assigned only by the | ETF consensus process
and | ESG appr oval

8. Security Considerations
This extension to BGP does not change the underlying security issues.
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12. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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