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Abst r act

| SO | EC 10646-1 defines a nulti-octet character set called the

Uni versal Character Set (UCS) whi ch encompasses nmpost of the world' s
witing systens. Milti-octet characters, however, are not conpatible
with many current applications and protocols, and this has led to the
devel opment of a few so-called UCS transfornmation formats (UTF), each
with different characteristics. UTF-8, the object of this nmenp, has
the characteristic of preserving the full US-ASCI| range, providing
compatibility with file systems, parsers and other software that rely
on US-ASCI| values but are transparent to other values. This neno
updat es and replaces RFC 2044, in particular addressing the question
of versions of the rel evant standards.

1. Introduction

I SO EC 10646-1 [1 SO 10646] defines a multi-octet character set
called the Universal Character Set (UCS), which enconpasses nost of
the world's witing systens. Two nulti-octet encodings are defined,
a four-octet per character encoding called UCS-4 and a two-octet per
character encoding called UCS-2, able to address only the first 64K
characters of the UCS (the Basic Multilingual Plane, BMP), outside of
which there are currently no assignnents.

It is noteworthy that the sane set of characters is defined by the
Uni code standard [ UNI CODE], which further defines additiona
character properties and other application details of great interest
to i mplenentors, but does not have the UCS-4 encoding. Up to the
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present tinme, changes in Unicode and anendnments to | SO'| EC 10646 have
tracked each other, so that the character repertoires and code point
assi gnnents have remained in sync. The rel evant standardization
conmmittees have committed to maintain this very useful synchroni sm

The UCS-2 and UCS-4 encodi ngs, however, are hard to use in nmany
current applications and protocols that assunme 8 or even 7 bit
characters. Even newer systenms able to deal with 16 bit characters
cannot process UCS-4 data. This situation has led to the devel opnent
of so-called UCS transformation formats (UTF), each with different
characteristics.

UTF-1 has only historical interest, having been renoved froml| SO |EC
10646. UTF-7 has the quality of encoding the full BMP repertoire
using only octets with the high-order bit clear (7 bit US-ASClI
values, [US-ASCII]), and is thus deened a mail-safe encodi ng

([ RFC2152]). UTF-8, the object of this nmenpo, uses all bits of an
octet, but has the quality of preserving the full US-ASCI| range:

US- ASClI | characters are encoded in one octet having the normal US-
ASCI | value, and any octet with such a value can only stand for an
US- ASClI | character, and nothing el se.

UTF-16 is a scheme for transform ng a subset of the UCS-4 repertoire
into pairs of UCS-2 values froma reserved range. UTF-16 inpacts
UTF-8 in that UCS-2 values fromthe reserved range nmust be treated
specially in the UTF-8 transformation

UTF-8 encodes UCS-2 or UCS-4 characters as a varyi ng nunber of
octets, where the nunber of octets, and the val ue of each, depend on
the integer value assigned to the character in ISO|EC 10646. This
transformation format has the follow ng characteristics (all val ues
are in hexadeci mal):

- Character values from 0000 0000 to 0000 007F (US-ASCI| repertoire)
correspond to octets 00 to 7F (7 bit US-ASCI| values). A direct
consequence is that a plain ASCII string is also a valid UTF-8
string.

- US-ASCI| val ues do not appear otherwi se in a UTF-8 encoded
character stream This provides conpatibility with file systens
or other software (e.g. the printf() function in Clibraries) that
parse based on US-ASCI| values but are transparent to other
val ues.

- Round-trip conversion is easy between UTF-8 and either of UCS-4,
UCs- 2.
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- The first octet of a nulti-octet sequence indicates the nunber of
octets in the sequence.

- The octet values FE and FF never appear

- Character boundaries are easily found from anywhere in an octet
stream

- The | exicographic sorting order of UCS-4 strings is preserved. O
course this is of limted interest since the sort order is not
culturally valid in either case.

- The Boyer-More fast search al gorithm can be used with UTF-8 dat a.

- UTF-8 strings can be fairly reliably recognized as such by a
sinple algorithm i.e. the probability that a string of characters
in any other encoding appears as valid UTF-8 is |ow, dimnishing
with increasing string | ength.

UTF-8 was originally a project of the X/ Open Joint
Internationalization Goup XQJIGwith the objective to specify a File
System Safe UCS Transfornmation Format [FSS-UTF] that is conpatible
with UNI X systens, supporting nultilingual text in a single encoding.
The original authors were Gary MIler, Geger Leijonhufvud and John
Ent enmann. Later, Ken Thonpson and Rob Pike did significant work for
the formal UTF-8.

A description can also be found in Unicode Technical Report #4 and in
the Unicode Standard, version 2.0 [UNICODE]. The definitive
reference, including provisions for UTF-16 data within UTF-8, is
Annex R of 1SQO | EC 10646-1 [ SO 10646] .

2. UTF-8 definition

In UTF-8, characters are encoded using sequences of 1 to 6 octets.
The only octet of a "sequence" of one has the higher-order bit set to
0, the remaining 7 bits being used to encode the character value. In
a sequence of n octets, n>1, the initial octet has the n higher-order
bits set to 1, followed by a bit set to 0. The remaining bit(s) of
that octet contain bits fromthe value of the character to be
encoded. The followi ng octet(s) all have the higher-order bit set to
1 and the following bit set to 0, leaving 6 bits in each to contain
bits fromthe character to be encoded

The tabl e bel ow summari zes the format of these different octet types.

The letter x indicates bits available for encoding bits of the UCS-4
character val ue.
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UCS-4 range (hex.) UTF-8 octet sequence (binary)
0000 0000- 0000 0O0O7F OXXXXXXX

0000 0080-0000 O7FF 110xXXXXX L1OXXXXXX

0000 0800- 0000 FFFF 1110XXXX L1OXXXXXX L1OXXXXXX

0001 0000-001F FFFF 11110xxX L1OXXXXXX L1OXXXXXX L1OXXXXXX
0020 0000- O3FF FFFF 111110xX L1OXXXXXX LOXXXXXX LOXXXXXX 1OXXXXXX
0400 0000- 7FFF FFFF 1111110Xx 1O0XXXXXX ... LOXXXXXX

Encoding from UCS-4 to UTF-8 proceeds as foll ows:

1) Determ ne the nunber of octets required fromthe character val ue
and the first colum of the table above. It is inmportant to note
that the rows of the table are nmutually exclusive, i.e. there is
only one valid way to encode a given UCS-4 character

2) Prepare the high-order bits of the octets as per the second col um
of the table.

3) Fill inthe bits marked x fromthe bits of the character val ue,
starting fromthe | ower-order bits of the character val ue and
putting themfirst in the | ast octet of the sequence, then the
next to last, etc. until all x bits are filled in.

The al gorithm for encoding UCS-2 (or Unicode) to UTF-8 can be
obt ai ned fromthe above, in principle, by sinply extending each
UCS-2 character with two zero-val ued octets. However, pairs of
UCS- 2 val ues between D800 and DFFF (surrogate pairs in Unicode
parl ance), being actually UCS-4 characters transforned through
UTF- 16, need special treatnent: the UTF-16 transformati on nust be
undone, yielding a UCS-4 character that is then transformed as
above.

Decoding from UTF-8 to UCS-4 proceeds as foll ows:

1) Initialize the 4 octets of the UCS-4 character with all bits set
to 0.

2) Determ ne which bits encode the character value fromthe nunber of
octets in the sequence and the second colum of the table above
(the bits marked x).

3) Distribute the bits fromthe sequence to the UCS-4 character,
first the lower-order bits fromthe |last octet of the sequence and
proceeding to the left until no x bits are left.

If the UTF-8 sequence is no nore than three octets |ong, decoding
can proceed directly to UCS- 2.
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NOTE -- actual inplenmentations of the decoding al gorithm above
shoul d protect agai nst decoding invalid sequences. For

instance, a naive inplenentation my (wongly) decode the
invalid UTF-8 sequence CO 80 into the character W+0000, which
may have security consequences and/or cause other problens. See
the Security Considerations section bel ow

A nore detailed algorithmand formul ae can be found in [ FSS_UTF],
[ UNI CODE] or Annex R to [ISO 10646] .

3. Versions of the standards

I SO'I EC 10646 is updated fromtime to time by published anendnents;
simlarly, different versions of the Unicode standard exist: 1.0, 1.1
and 2.0 as of this witing. Each new version obsol etes and repl aces
the previous one, but inplenentations, and nore significantly data,
are not updated instantly.

I n general, the changes anount to addi ng new characters, which does
not pose particular problems with old data. Anendnent 5 to I1SQOIEC
10646, however, has noved and expanded the Korean Hangul bl ock,

t her eby maki ng any previous data containing Hangul characters invalid
under the new version. Unicode 2.0 has the sane difference from

Uni code 1.1. The official justification for allow ng such an

i nconmpati bl e change was that no inplenmentations and no data
cont ai ni ng Hangul existed, a statenment that is likely to be true but
remai ns unprovable. The incident has been dubbed the "Korean ness"”,
and the rel evant conmttees have pledged to never, ever again nmake
such an inconpati bl e change.

New versions, and in particular any inconpatible changes, have q
conseuences regarding M ME character encoding | abels, to be discussed
in section 5.

4. Exanpl es

The UCS-2 sequence "A<NOT | DENTI CAL TO><ALPHA>. " (0041, 2262, 0391
002E) may be encoded in UTF-8 as foll ows:

41 E2 89 A2 CE 91 2E

The UCS-2 sequence representing the Hangul characters for the Korean
word "hangugo" (D55C, AD6D, C5B4) may be encoded as foll ows:

ED 95 9C EA B5 AD EC 96 B4
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The UCS-2 sequence representing the Han characters for the Japanese
word "ni hongo" (65E5, 672C, 8A9E) may be encoded as foll ows:

E6 97 A5 E6 9C AC E8 AA 9E
5. MME registration

This menmo is meant to serve as the basis for registration of a MM
character set paraneter (charset) [CHARSET-REG. The proposed
charset parameter value is "UTF-8". This string |abels nedia types
containing text consisting of characters fromthe repertoire of

| SO'| EC 10646 including all anendnents at |east up to anendnent 5
(Korean bl ock), encoded to a sequence of octets using the encoding
schene outlined above. UTF-8 is suitable for use in MM content
types under the "text" top-Ilevel type.

It is noteworthy that the | abel "UTF-8" does not contain a version
identification, referring generically to | SOIEC 10646. This is
intentional, the rationale being as foll ows:

A M ME charset |abel is designed to give just the information needed
to interpret a sequence of bytes received on the wire into a sequence
of characters, nothing nore (see RFC 2045, section 2.2, in [MMg]).
As long as a character set standard does not change inconpatibly,
versi on nunbers serve no purpose, because one gai ns nothi ng by

|l earning fromthe tag that newy assigned characters may be received
that one doesn’t know about. The tag itself doesn’t teach anything
about the new characters, which are going to be received anyway.

Hence, as long as the standards evol ve conpatibly, the apparent
advant age of having |l abels that identify the versions is only that,
apparent. But there is a disadvantage to such versi on-dependent

| abel s: when an ol der application receives data accomnpani ed by a
newer, unknown label, it may fail to recognize the | abel and be
conpletely unable to deal with the data, whereas a generic, known

| abel woul d have triggered nostly correct processing of the data,
whi ch may well not contain any new characters.

Now t he "Korean nmess” (I1SO'| EC 10646 anendnent 5) is an inconpatible
change, in principle contradicting the appropri ateness of a version

i ndependent M ME charset | abel as described above. But the
conpatibility problemcan only appear with data containi ng Korean
Hangul characters encoded according to Unicode 1.1 (or equivalently

I SO'| EC 10646 before amendnent 5), and there is arguably no such data
to worry about, this being the very reason the inconpatible change
was deened accept abl e.
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In practice, then, a version-independent |abel is warranted, provided
the label is understood to refer to all versions after Amendnment 5,
and provided no inconpatible change actually occurs. Shoul d

i nconpati bl e changes occur in a later version of |1SQOIEC 10646, the
M ME charset | abel defined here will stay aligned with the previous
version until and unless the | ETF specifically decides otherwi se.

It is also proposed to register the charset paraneter val ue

"UNI CODE- 1- 1- UTF-8", for the exclusive purpose of labelling text data
cont ai ni ng Hangul syllables encoded to UTF-8 without taking into
account Anendnent 5 of |1SQO' I EC 10646 (i.e. using the pre-anmendnent 5
code point assignnents). Any other UTF-8 data SHOULD NOT use this

| abel, in particular data not containing any Hangul syllables, and it
is felt inportant to strongly recommend agai nst creating any new
Hangul - cont ai ni ng data wi thout taking Anmendnent 5 of |1SQ | EC 10646
into account.

6. Security Considerations

I mpl enentors of UTF-8 need to consider the security aspects of how
they handle illegal UTF-8 sequences. It is conceivable that in sone
circunstances an attacker would be able to exploit an incautious
UTF-8 parser by sending it an octet sequence that is not permtted by
t he UTF-8 synt ax.

A particularly subtle formof this attack could be carried out

agai nst a parser which perfornms security-critical validity checks
agai nst the UTF-8 encoded formof its input, but interprets certain
illegal octet sequences as characters. For exanple, a parser night
prohibit the NUL character when encoded as the single-octet sequence
00, but allowthe illegal two-octet sequence CO 80 and interpret it
as a NUL character. Another exanple mght be a parser which
prohibits the octet sequence 2F 2E 2E 2F ("/../"), yet permts the
illegal octet sequence 2F CO AE 2E 2F.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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