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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.
Copyri ght Notice
Copyright (C The Internet Society (1998). All Ri ghts Reserved.
| ANA Not e
Due to a clerical error in the assignnment of the snnpMddules in this
meno, this RFC provides the corrected nunber assignnents for this
protocol. This nmeno obsol etes RFC 2263.
Abstract
This meno describes five types of SNMP applications which make use of
an SNVP engi ne as described in [RFC2271]. The types of application
descri bed are Command Generators, Command Responders, Notification
Oiginators, Notification Receivers, and Proxy Forwarders.
This menmo al so defines M B nodul es for specifying targets of
managenent operations, for notification filtering, and for proxy
f orwar di ng.
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1. Overview
Thi s docunent describes five types of SNWMP applications:

- Applications which initiate SNWP Get, GetNext, GetBul k, and/or
Set requests, called 'command generators.’

- Applications which respond to SNWP Get, GetNext, GetBulKk,
and/ or Set requests, called ’'command responders.’

- Applications which generate notifications, called
"notification originators.’
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- Applications which receive notifications, called 'notification
receivers.’

- Applications which forward SNMP Get, GetNext, GetBulk, and/or
Set requests or notifications, called 'proxy forwarder.

Note that there are no restrictions on which types of applications
may be associated with a particular SNMP engi ne. For example, a
singl e SNVMP engine may, in fact, be associated with both conmand
generator and comuand responder applications.

1.1. Conmmand Generator Applications

A command generator application initiates SNWP Get, GetNext, GetBulk,

and/ or Set requests, as well as processing the response to a request
which it generat ed.

1.2. Command Responder Applications

A command responder application receives SNWP Get, GetNext, GCetBulKk,
and/ or Set requests destined for the |ocal systemas indicated by the
fact that the contextEnginelD in the received request is equal to
that of the | ocal engine through which the request was received. The
command responder application will performthe appropriate protoco
operation, using access control, and will generate a response nessage
to be sent to the request’s originator.

1.3. Notification Oiginator Applications

A notification originator application conceptually nmonitors a system
for particular events or conditions, and generates Trap and/or Inform
messages based on these events or conditions. A notification

origi nator nmust have a mechani sm for determ ning where to send
messages, and what SNMP version and security paraneters to use when
sendi ng nessages. A nmechanismand M B nodule for this purpose is
provided in this docunent.

1.4. Notification Receiver Applications

A notification receiver application listens for notification

nmessages, and generates response nessages when a nessage contai ning
an Inform PDU is received.

1.5. Proxy Forwarder Applications
A proxy forwarder application forwards SNVP nessages. Note that

i npl ementation of a proxy forwarder application is optional. The
sections describing proxy (4.5, 5.3, and 8) may be skipped for
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(1)

(2)

(3)

i npl erentations that do not include a proxy forwarder application

The term "proxy" has historically been used very |loosely, with
multiple different nmeanings. These different neanings include (anbng
ot hers):

the forwarding of SNWP requests to other SNMP entities w thout
regard for what managed object types are being accessed; for
exanple, in order to forward an SNWP request from one transport
domain to another, or to translate SNWVP requests of one version
into SNVP requests of another version;

the translation of SNWP requests into operations of some non- SNWP
managemnent protocol; and

support for aggregated nmanaged objects where the val ue of one
managed obj ect instance depends upon the values of nultiple other
(renote) itens of managenent information.

Each of these scenarios can be advantageous; for exanple, support for
aggregation of managenent information can significantly reduce the
bandwi dt h requirenents of |arge-scal e managenent activities

However, using a single termto cover multiple different scenarios
causes confusi on.

To avoid such confusion, this document uses the term"proxy" with a
much nmore tightly defined meaning. The term"proxy" is used in this
docunent to refer to a proxy forwarder application which forwards
either SNWP requests, notifications, and responses w thout regard for
what managed objects are contained within requests or notifications.
This definition is nost closely related to the first definition
above. Note, however, that in the SNWP architecture [ RFC2271], a
proxy forwarder is actually an application, and need not be
associated with what is traditionally thought of as an SNMP agent.

Specifically, the distinction between a traditional SNWMP agent and a
proxy forwarder application is sinple:

- a proxy forwarder application forwards requests and/or
notifications to other SNMP engi nes according to the context,
and irrespective of the specific nmanaged object types being
accessed, and forwards the response to such previously
f orwar ded messages back to the SNWP engi ne from which the
ori gi nal nessage was received;

- in contrast, the command responder application that is part of
what is traditionally thought of as an SNMP agent, and which
processes SNWVP requests according to the (nanes of the)
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i ndi vi dual managed obj ect types and instances bei ng accessed,
is NOT a proxy forwarder application fromthe perspective of
this docunent.

Thus, when a proxy forwarder application forwards a request or
notification for a particular contextEnginelD/ contextNane pair, not
only is the information on how to forward the request specifically
associated with that context, but the proxy forwarder application has
no need of a detailed definition of a MB view (since the proxy
forwarder application forwards the request irrespective of the
managed obj ect types).

In contrast, a comand responder application must have the detailed
definition of the MB view, and even if it needs to issue requests to
other entities, via SNVP or otherw se, that need is dependent on the
i ndi vi dual managed obj ect instances being accessed (i.e., not only on
the context).

Note that it is a design goal of a proxy forwarder application to act
as an internediary between the endpoints of a transaction. In
particul ar, when forwardi ng I nformrequests, the associated response
is forwarded when it is received fromthe target to which the Inform
request was forwarded, rather than generating a response i mediately
when an Informrequest is received.

2. Managenent Targets

Sone types of applications (notification generators and proxy
forwarders in particular) require a nmechanismfor determ ning where
and how to send generated nessages. This docunent provides a
mechani sm and M B nodul e for this purpose. The set of information
that describes where and how to send a nmessage is called a

" Managenent Target’, and consists of two kinds of information

- Destination information, consisting of a transport donain and
a transport address. This is also ternmed a transport
endpoi nt .

- SNWP paraneters, consisting of nmessage processing nodel
security nodel, security level, and security nanme information

The SNWP- TARGET-M B nodul e described later in this document contains
one table for each of these types of information. There can be a
many-to-many relationship in the MB between these two types of
information. That is, there may be nmultiple transport endpoints
associated with a particular set of SNVWP paraneters, or a particular
transport endpoint nay be associated with several sets of SNW

par amet ers
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3. Elenents O Procedure

The foll owi ng sections describe the procedures followed by each type
of application when generating nessages for transm ssion or when
processing received nessages. Applications communicate with the

Di spatcher using the abstract service interfaces defined in [ RFC2271].

3.1. Command Generator Applications

A command generator initiates an SNMP request by calling the
Di spatcher using the foll owing abstract service interface:

statuslinformation = -- sendPduHandl e if success
-- errorindication if failure
sendPdu(
IN transport Domain -- transport dommin to be used
IN transport Address -- destination network address
IN messageProcessi nghbdel -- typically, SNV version
IN securityMdel -- Security Moddel to use
IN securityNanme -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN context Nanme -- data from'in this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN expect Response -- TRUE or FALSE
Wher e:

- The transportDomain is that of the destination of the nessage.

- The transportAddress is that of the destination of the
nessage.

- The messageProcessi nghMbdel indicates which Message Processing
Model the application wi shes to use.

- The securityModel is the security nodel that the application
wi shes to use

- The securityNane is the security nodel independent nane for
the principal on whose behalf the application w shes the
message is to be generated.

- The securitylLevel is the security level that the application
wi shes to use
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- The contextEnginelD is provided by the command generator if it
wi shes to explicitly specify the |l ocation of the managenent
information it is requesting.

-  The contextNane is provided by the command generator if it
wi shes to explicitly specify the local context name for the
management information it is requesting.

- The pduVersion indicates the version of the PDU to be sent.

- The PDU is a value constructed by the conmand gener at or
contai ni ng the managenent operation that the command generat or
wi shes to perform

- The expect Response argunent indicates that a response is
expect ed.

The result of the sendPdu interface indicates whether the PDU was

successfully sent. If it was successfully sent, the returned val ue
will be a sendPduHandl e. The conmmand generator should store the
sendPduHandl e so that it can correlate a response to the origina
request.

The Dispatcher is responsible for delivering the response to a
particul ar request to the correct conmand generator application. The
abstract service interface used is:

pr ocessResponsePdu( -- process Response PDU
IN nessageProcessi nghodel -- typically, SNWP version
IN  securityModel -- Security Model in use
IN securityNanme -- on behalf of this principa
IN securitylevel -- Level of Security
IN contextEnginelD -- data fromat this SNWP entity
IN  context Nanme -- data fromin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN statuslnformation -- success or errorlndication
IN  sendPduHandl e -- handl e from sendPDU

)
Wher e:

- The messageProcessi ngMbdel is the value fromthe received
response.

- The securityModel is the value fromthe received response.

- The securityName is the value fromthe received response.
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- The securitylLevel is the value fromthe received response.
- The contextEnginelD is the value fromthe received response.
- The contextNanme is the value fromthe received response.

- The pduVersion indicates the version of the PDU in the
recei ved response.

- The PDU is the value fromthe received response.

- The statuslnformation indicates success or failure in
receiving the response.

- The sendPduHandl e is the value returned by the sendPdu cal
whi ch generated the original request to which this is a
response.

The procedure when a command generator receives a nmessage is as
fol |l ows:

(1

(2)

(3)

3. 2.

If the received val ues of nessageProcessi nghMdel, securityMdel,
securityNanme, contextEngi nel D, contextNane, and pduVersion are not
all equal to the values used in the original request, the response
i s discarded

The operation type, request-id, error-status, error-index, and
vari abl e-bi ndings are extracted fromthe PDU and saved. |f the
request-id is not equal to the value used in the original request,
the response is discarded.

At this point, it is up to the application to take an appropriate
action. The specific action is inplenentation dependent. If the
statusinformation indicates that the request failed, an appropriate
action mght be to attenpt to transnit the request again, or to
notify the person operating the application that a failure

occurr ed.

Conmand Responder Applications

Bef ore a command responder application can process nessages, it nust

fi

rst associate itself with an SNVMP engine. The abstract service

interface used for this purpose is:

Levi,

et. al. St andards Track [ Page 8]



RFC 2273 SNWVPv3 Applications January 1998

statuslinformation = -- success or errorlndication
regi st er Cont ext Engi nel D
IN  contextEnginel D -- take responsibility for this one
IN  pduType -- the pduType(s) to be registered
Wher e:

- The statuslnformation indicates success or failure of the
registration attenpt.

- The contextEnginelD is equal to the snnpEnginel D of the SNWP
engi ne with which the command responder is registering.

- The pduType indicates a Get, GetNext, GetBulk, or Set pdu

Note that if another command responder application is already
registered with an SNMP engine, any further attenpts to register with
the sane cont ext Engi nel D and pduType will be denied. This inplies
that separate conmmand responder applications could register
separately for the various pdu types. However, in practice this is
undesirable, and only a single command responder application should
be registered with an SNVWP engi ne at any given tine.

A command responder application can disassociate with an SNMP engi ne
using the foll owi ng abstract service interface:

unr egi st er Cont ext Engi nel I
IN contextEnginelD -- give up responsibility for this one
IN  pduType -- the pduType(s) to be unregistered

Wher e:

- The contextEnginelD is equal to the snnpEngi nel D of the SNWP
engi ne with which the command responder is cancelling the
regi stration.

- The pduType indicates a Get, GetNext, GetBulk, or Set pdu
Once the command responder has registered with the SNVWP engine, it

waits to receive SNVWP nessages. The abstract service interface used
for receiving nessages is:

processPdu( -- process Request/Notification PDU
IN nessageProcessi nghodel -- typically, SNWP version
IN securityMdel -- Security Model in use
IN securityNane -- on behalf of this principa
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IN securitylLevel -- Level of Security
IN  contextEnginel D -- data fromat this SNWP entity
IN  context Name -- data fromin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN  maxSi zeResponseScopedPDU -- maxi mum si ze of the Response PDU
IN stateReference -- reference to state information
) -- needed when sending a response
Wher e:

- The messageProcessi nghMbdel indicates which Message Processing
Model received and processed the message.

- The securityModel is the value fromthe received nmessage.

- The securityNane is the value fromthe received nessage

- The securitylLevel is the value fromthe received nessage.

- The contextEnginelD is the value fromthe recei ved nmessage.
- The contextNanme is the value fromthe recei ved nessage.

- The pduVersion indicates the version of the PDU in the
recei ved nessage

- The PDU is the value fromthe recei ved nessage.

- The maxSi zeResponseScopedPDU i s the maxi mum al | owabl e si ze of
a ScopedPDU cont ai ni ng a Response PDU (based on the maxi num
message size that the originator of the message can accept).

- The stateReference is a value which references cached
i nformati on about each received request nessage. This value
must be returned to the Dispatcher in order to generate a
response.

The procedure when a nmessage is received is as foll ows.

(1) The operation type is determined fromthe ASN. 1 tag val ue
associ ated with the PDU paraneter. The operation type should
al ways be one of the types previously registered by the
appl i cati on.

(2) The request-id is extracted fromthe PDU and saved.
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(3)

(4)
(5)

Levi,

If the SNMPv2 operation type is GetBul k, the non-repeaters and
max-repetitions values are extracted fromthe PDU and saved.

The vari abl e-bi ndi ngs are extracted fromthe PDU and saved.

The nmanagenent operation represented by the SNMPv2 operation type
is performed with respect to the relevant MB view within the

cont ext named by the contextNane, according to the procedures set
forth in [RFC1905]. The relevant MB view is determ ned by the
securitylLevel, securityModel, contextNane, securityNane, and SNWPv2
operation type. To deternine whether a particular object instance
is within the relevant MB view, the follow ng abstract service
interface is called:

statuslinformation = -- success or errorlndication
i sAccessAl | owed(
IN securityMdel -- Security Model in use
IN securityNane -- principal who wants to access
IN securitylLevel -- Level of Security
IN viewlype -- read, wite, or notify view
IN  cont ext Name -- context containing variabl eNanme
IN variabl eNane -- O D for the nmanaged object

)
Wher e:

- The securityModel is the value fromthe received nmessage.
-  The securityNane is the value fromthe received nessage
- The securitylLevel is the value fromthe received nessage.

- The viewlype indicates whether the PDU type is a read or wite
operati on.

- The contextNanme is the value fromthe recei ved nessage.

- The variableNane is the object instance of the variable for
whi ch access rights are to be checked.

Normal |y, the result of the managenent operation will be a new PDU
val ue, and processing will continue in step (6) below However, at
any tinme during the processing of the nanagenment operation:

- If the isAccessAllowed ASI returns a noSuchVi ew,
noAccessEntry, or noG oupNane error, processing of the
managenent operation is halted, a PDU value is contructed
using the values fromthe originally received PDU, but
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replacing the error_status with an authorizati onError code,
and error_index value of 0, and control is passed to step (6)
bel ow.

If the isAccessAllowed ASI returns an otherError, processing
of the managenment operation is halted, a different PDU val ue
is contructed using the values fromthe originally received
PDU, but replacing the error_status with a genError code, and
control is passed to step (6) bel ow.

If the isAccessAll owed ASI returns a noSuchContext error
processi ng of the managenent operation is halted, no result
PDU i s generated, the snmpUnknownContexts counter is
incremented, and control is passed to step (6) bel ow

If the context named by the context Name paraneter is
unavai | abl e, processing of the managenent operation is halted,
no result PDU is generated, the snnmpUnavail abl eCont exts
counter is incremented, and control is passed to step (6)

bel ow.

Di spatcher is called to generate a response or report message.

The abstract service interface is:

re

rnResponsePdu(
messagePr ocessi nghbdel -- typically, SNWP version
securit yModel -- Security Moddel in use
securityNane -- on behalf of this principa
securitylLevel -- same as on inconing request
cont ext Engi nel D -- data fromat this SNWP entity
cont ext Nane -- data fromin this context
pduVer si on -- the version of the PDU
PDU -- SNWP Protocol Data Unit
maxSi zeResponseScopedPDU -- naxi mum si ze of the Response PDU
st at eRef erence -- reference to state information

-- as presented with the request

stat usl nformation -- success or errorlndication
) -- error counter OD/value if error

The nessageProcessi nghMbdel is the value fromthe processPdu
call.

The securityMdel is the value fromthe processPdu call.

The securityNane is the value fromthe processPdu call
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- The securitylLevel is the value fromthe processPdu call.
- The contextEnginelD is the value fromthe processPdu call
- The contextNanme is the value fromthe processPdu call

- The pduVersion indicates the version of the PDU to be
returned. |If no result PDU was generated, the pduVersion is
an undefined val ue.

- The PDUis the result generated in step (5) above. |If no
result PDU was generated, the PDU is an undefined val ue.

-  The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslinformation either contains an indication that no
error occurred and that a response should be generated, or
contains an indication that an error occurred along with the
O D and counter value of the appropriate error counter object.

Note that a command responder application should always call the

ret urnResponsePdu abstract service interface, even in the event of an
error such as a resource allocation error. |In the event of such an
error, the PDU val ue passed to returnResponsePdu shoul d contain
appropriate values for errorStatus and errorl ndex.

3.3. Notification Oiginator Applications

A notification originator application generates SNVP notification
messages. A notification nmessage may, for exanple, contain an
SNVPv2- Trap PDU or an Inform PDU. However, a particul ar

i mpl ementation is not required to be capabl e of generating both types
of messages.

Notification originator applications require a nechanismfor
identifying the managenent targets to which notifications should be
sent. The particular nechanismused is inplenentation dependent.
However, if an inplenentation nmakes the configuration of nanagenent
targets SNWP nmanageable, it MJST use the SNWVP- TARGET- M B nodul e
described in this docunent.

VWhen a notification originator wishes to generate a notification, it
must first determine in which context the information to be conveyed
in the notification exists, i.e., it nust determ ne the

cont ext Engi nel D and contextName. It nust then deternine the set of
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(1

(2)

(3)

(4)

managenent targets to which the notification should be sent. The
application nust also determ ne, for each managenent target, whether
the notification message should contain an SNMPv2-Trap PDU or | nform
PDU, and if it is to contain an Inform PDU, the nunber of retries and
retransm ssion al gorithm

The mechani sm by which a notification originator determines this
information is inplenentati on dependent. Once the application has
determined this information, the followi ng procedure is perfornmed for
each managenent target:

Any appropriate filtering mechanisnms are applied to determ ne

whet her the notification should be sent to the nanagenent target.

If such filtering nechani sns deternmine that the notification should
not be sent, processing continues with the next managenent target.
Q her wi se,

The appropriate set of variable-bindings is retrieved fromloca

M B instrunentation within the relevant MB view. The relevant MB
view is determ ned by the securitylLevel, securityhMbdel

cont ext Nane, and securityNane of the managenent target. To
determ ne whether a particular object instance is within the
relevant MB view, the isAccessAl | owed abstract service interface
is used, in the sane manner as described in the preceding section
If the statuslnformation returned by isAccessAl | owed does not

i ndi cate accessAll owed, the notification is not sent to the
managenent target.

A PDU is constructed using a |locally unique request-id value, an
operation type of SNMPv2-Trap or Inform an error-status and
error-index value of 0, and the vari abl e-bi ndi ngs supplied
previously in step (2).

If the notification contains an SNVPv2-Trap PDU, the Dispatcher is
called using the foll owing abstract service interface:
statuslnformation = -- sendPduHandl e if success
-- errorindication if failure
sendPdu(
IN transport Domain -- transport dommin to be used
IN transport Address -- destination network address
IN messageProcessi nghbdel -- typically, SNMP version
IN securityMdel -- Security Model to use
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN context Nanme -- data from'in this context
IN  pduVersion -- the version of the PDU
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PDU -- SNWP Protocol Data Unit
expect Response -- TRUE or FALSE

)

I'N
I'N

Wher e:

The transportDomain is that of the nmanagenent target.

The transport Address is that of the managenent target.

The nessageProcessi nghbdel is that of the managenent target.
The securityMdel is that of the managenent target.

The securityNane is that of the managenent target.

The securitylLevel is that of the nmanagenent target.

The contextEnginelD is the value originally determined for the
notification.

The contextNane is the value originally determ ned for the
notification.

The pduVersion is the version of the PDU to be sent.
The PDU is the value constructed in step (3) above.

The expect Response argunent indicates that no response is
expect ed.

O herw se,

If the notification contains an |Inform PDU, then

a)

b)

c)

The Dispatcher is called using the sendPdu abstract service
interface as described in step (4) above, except that the
expect Response argunent indicates that a response is expected.

The application caches information about the nanagenent
target.

If a response is received within an appropriate tine interva
fromthe transport endpoint of the managenent target, the
notification is considered acknow edged and t he cached
information is deleted. O herwi se,
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d) If a response is not received within an appropriate tine
period, or if a report indication is received, information
about the managenent target is retrieved fromthe cache, and
steps a) through d) are repeated. The nunber of tines these
steps are repeated is equal to the previously deternmned retry
count. If this retry count is exceeded, the acknow edgenent
of the notification is considered to have failed, and
processing of the notification for this managenent target is
hal t ed.

Responses to Inform PDU notifications will be received via the
processResponsePDU abstract service interface.

3.4. Notification Receiver Applications
Notification receiver applications receive SNMP Notification nessages
fromthe Dispatcher. Before any nessages can be received, the
notification receiver nmust register with the Dispatcher using the
regi st er Cont ext Engi nel D abstract service interface. The paraneters
used are:

- The contextEnginelD is an undefined 'wildcard val ue.
Notifications are delivered to a registered notification
receiver regardl ess of the contextEnginelD contained in the
notification nmessage.

-  The pduType indicates the type of notifications that the
application w shes to receive (for exanple, SNWPv2-Trap PDUs
or I nform PDUs).

Once the notification receiver has registered with the D spatcher,
messages are received using the processPdu abstract service
interface. Paraneters are:

- The messageProcessi nghbdel indicates which Message Processing
Model received and processed the message.

- The securityModel is the value fromthe recei ved nmessage.

- The securityNane is the value fromthe received nessage

- The securitylLevel is the value fromthe received nmessage.

- The contextEnginelD is the value fromthe recei ved nmessage.

- The contextNane is the value fromthe recei ved nessage.
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(1

(2)

(3)

- The pduVersion indicates the version of the PDU in the
recei ved nessage

- The PDU is the value fromthe recei ved nessage.

- The maxSi zeResponseScopedPDU i s the maxi mum al | owabl e si ze of
a ScopedPDU cont ai ni ng a Response PDU (based on the maxi num
message size that the originator of the message can accept).

- |If the nessage contains an SNMPv2-Trap PDU, the stateReference
i s undefined and unused. Qherw se, the stateReference is a
val ue which references cached i nformati on about the
notification. This value nmust be returned to the D spatcher
in order to generate a response.

When an SNWPv2-Trap PDU is delivered to a notification receiver
application, it first extracts the SNWP operation type, request-id,
error-status, error-index, and variable-bindings fromthe PDU. After
this, processing depends on the particular inplenmentation

VWhen an Inform PDU is received, the notification receiver application
follows the follow ng procedure:

The SNMPv2 operation type, request-id, error-status, error-index,
and vari abl e-bi ndi ngs are extracted fromthe PDU

A Response PDU is constructed using the extracted request-id and
vari abl e-bi ndings, and with error-status and error-index both set
to O.

The Dispatcher is called to generate a response nessage using the
ret urnResponsePdu abstract service interface. Paraneters are

- The messageProcessi ngMbdel is the value fromthe processPdu
call.

- The securityModel is the value fromthe processPdu call.
- The securityNane is the value fromthe processPdu call

- The securitylLevel is the value fromthe processPdu call.
- The contextEnginelD is the value fromthe processPdu call
- The contextNanme is the value fromthe processPdu call

- The pduVersion indicates the version of the PDU to be
r et ur ned.
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- The PDUis the result generated in step (2) above.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslnformation indicates that no error occurred and
that a response shoul d be generat ed.

3.5. Proxy Forwarder Applications

A proxy forwarder application deals with forwardi ng SNMP nessages.
There are four basic types of nessages which a proxy forwarder
application may need to forward. These are grouped according to the
PDU type contained in a nmessage, or according to whether a report
indication is contained in the nessage. The four basic types of
nmessages are:

- Those containing PDU types which were generated by a command
generator application (for exanple, Get, GetNext, GCetBulk, and
Set PDU types). These deal with requesting or nodifying
information |ocated within a particular context.

- Those containing PDU types which were generated by a
notification originator application (for exanmple, SNMPv2-Trap
and I nform PDU types). These deal with notifications
concerning information | ocated within a particul ar context.

- Those containing a Response PDU type. Forwardi ng of Response
PDUs al ways occurs as a result of receiving a response to a
previ ously forwarded nmessage.

- Those containing a report indication. Forwarding of report
i ndi cations always occurs as a result of receiving a report
indication for a previously forwarded nessage.

For the first type, the proxy forwarder’'s role is to deliver a
request for nmanagenent information to an SNVP engi ne which is
"closer" or "downstreamin the path" to the SNVP engi ne which has
access to that information, and to deliver the response containing
the informati on back to the SNMP engi ne from which the request was
received. The context information in a request is used to determ ne
whi ch SNVP engi ne has access to the requested information, and this
is used to determ ne where and how to forward the request.
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For the second type, the proxy forwarder’'s role is to determ ne which
SNWP engi nes shoul d receive notifications about managenent
information froma particular location. The context information in a
notification message determ nes the location to which the infornmation
contained in the notification applies. This is used to determ ne

whi ch SNMP engi nes shoul d receive notification about this

i nformati on.

For the third type, the proxy forwarder’s role is to determ ne which
previously forwarded request or notification (if any) the response
mat ches, and to forward the response back to the initiator of the
request or notification

For the fourth type, the proxy forwarder’s role is to determ ne which
previously forwarded request or notification (if any) the report

i ndi cation matches, and to forward the report indication back to the
initiator of the request or notification

When forwardi ng nessages, a proxy forwarder application nust perform
a translation of incom ng managenent target information into outgoing
managenent target information. How this translation is perforned is
i npl ementation specific. |In many cases, this will be driven by a
preconfigured translation table. |f a proxy forwarder application
makes the contents of this table SNWP nanageable, it MJST use the
SNWVP- PROXY- M B nodul e defined in this docunent.

3.5.1. Request Forwarding

There are two phases for request forwarding. First, the incomng
request needs to be passed through the proxy application. Then, the
resulting response needs to be passed back. These phases are
described in the following two sections.

3.5.1.1. Processing an Incon ng Request

A proxy forwarder application that wi shes to forward request nessages
must first register with the Dispatcher using the

regi st er Cont ext Engi nel D abstract service interface. The proxy
forwarder nust register each contextEnginelD for which it wi shes to
forward nessages, as well as for each pduType. Note that as the
configuration of a proxy forwarder is changed, the particul ar

cont ext Engi nel D values for which it is forwarding nay change. The
proxy forwarder should call the registerContextEnginel D and

unr egi st er Cont ext Engi nel D abstract service interfaces as needed to
reflect its current configuration
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A proxy forwarder application should never attenpt to register a
val ue of contextEngi nelD which is equal to the snnpEngi nel D of the
SNVP engi ne to which the proxy forwarder is associ ated.

Once the proxy forwarder has registered for the appropriate

cont ext Engi neld values, it can start processing nessages. The
foll owi ng procedure is used:

(1) A nessage is received using the processPdu abstract service
interface. The incom ng managenent target information received
fromthe processPdu interface is translated i nto outgoing
management target information. Note that this translation may vary
for different values of contextEnginel D and/ or contextName. The
translation should result in a single managenent target.

(2) If appropriate outgoing nmanagenent target information cannot be
found, the proxy forwarder increnents the snnpProxyDrops counter
[ RFC1907], and then calls the D spatcher using the
returnResponsePdu abstract service interface. Paraneters are:

- The messageProcessi ngvbdel is the value fromthe processPdu
cal |l .

- The securityModel is the value fromthe processPdu call.
- The securityNane is the value fromthe processPdu call.

- The securitylLevel is the value fromthe processPdu call

- The contextEnginelD is the value fromthe processPdu call
- The contextName is the value fromthe processPdu call.

- The pduVersion is the value fromthe processPdu call.

- The PDU is an undefined val ue.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslinformation indicates that an error occurred and
i ncludes the O D and val ue of the snnpProxyDrops object.

Processing of the nessage stops at this point. Oherw se,
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(3)

(4)

(5)

Levi,

A new PDU is constructed. A unique value of request-id should be
used in the new PDU (this value will enable a subsequent response
message to be correlated with this request). The remainder of the
new PDU is identical to the received PDU, unless the incom ng SNWP
version is SNWPv2 or SNWPv3 and the outgoi ng SNVP version is
SNWVPv1, in which case the proxy forwarder nust apply the
translation rules as docunented in [ RFC1908].
The proxy forwarder calls the D spatcher to generate the forwarded
message, using the sendPdu abstract service interface. The
paraneters are:

- The transportDomain is that of the outgoing managenent target.

- The transportAddress is that of the outgoi ng nanagenent
target.

- The messageProcessi nghbdel is that of the outgoi ng managenent
target.

- The securityModel is that of the outgoing managenent target.
- The securityNane is that of the outgoing nmanagenent target.
- The securitylLevel is that of the outgoi ng managenent target.
- The contextEnginelD is the value originally received.

- The contextNanme is the value originally received.

- The pduVersion is the version of the PDU to be sent.

- The PDU is the value constructed in step (3) above.

- The expect Response argunent indicates that a response is

expected. |If the sendPdu call is unsuccessful, the proxy
forwarder perforns the steps described in (2) above.
O herw se:

The proxy forwarder caches the following information in order to
mat ch an incom ng response to the forwarded request:

- The sendPduHandl e returned fromthe call to sendPdu,
- The request-id fromthe recei ved PDU

- the context Engi nel D,
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(6)

- the contextNane,

- the stateReference,

- the incom ng managenent target information
- the outgoing managenent information

- any other information needed to match an incom ng response to
the forwarded request.

If this information cannot be cached (possibly due to a | ack of
resources), the proxy forwarder perforns the steps described in (2)
above. Qherwi se:

Processi ng of the request stops until a response to the forwarded
request is received, or until an appropriate tinme interval has
expired. If this time interval expires before a response has been
recei ved, the cached informati on about this request is renoved.

3.5.1.2. Processing an Incom ng Response

A

proxy forwarder follows the followi ng procedure when an incom ng

response i s received

(1)

(2)
(3)

(4)

(5)

Levi,

The incom ng response is received using the processResponsePdu
interface. The proxy forwarder uses the received paraneters to

| ocate an entry in its cache of pending forwarded requests. This
is done by matching the received paraneters with the cached val ues
of sendPduHandl e, context Engi nel D, cont ext Name, out goi ng managenent
target information, and the request-id contained in the received
PDU (the proxy forwarder nust extract the request-id for this
purpose). |If an appropriate cache entry cannot be found,
processing of the response is halted. Oherw se:

The cache information is extracted, and renoved fromthe cache.

A new Response PDU is constructed, using the request-id value from
the original forwarded request (as extracted fromthe cache). A
other values are identical to those in the received Response PDU
If the incom ng SNMP version is SNVPvl and the outgoi ng SNWP
version is SNMPv2 or SNMPv3, the proxy forwarder nust apply the
translation rul es documented in [ RFC1908].

The proxy forwarder calls the D spatcher using the
ret urnResponsePdu abstract service interface. Paraneters are:
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- The messageProcessi nghbdel indicates the Message Processing
Model by which the original incom ng nmessage was processed.

- The securityModel is that of the original incom ng managenent
target extracted fromthe cache

- The securityNane is that of the original incom ng nmanagenent
target extracted fromthe cache

- The securitylLevel is that of the original incom ng managenent
target extracted fromthe cache

- The contextEnginelD is the value extracted fromthe cache.
- The contextNane is the value extracted fromthe cache.

- The pduVersion indicates the version of the PDU to be
r et ur ned.

- The PDU is the (possibly transl ated) Response PDU

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the value extracted fromthe cache.

- The statuslnformation indicates that no error occurred and
that a Response PDU nessage shoul d be generat ed.

3.5.1.3. Processing an Incom ng Report Indication

A proxy forwarder follows the follow ng procedure when an incom ng
report indication is received:

(1) The incomng report indication is received using the
processResponsePdu interface. The proxy forwarder uses the
received paraneters to locate an entry in its cache of pending
forwarded requests. This is done by matching the received
paraneters with the cached val ues of sendPduHandle. |If an
appropriate cache entry cannot be found, processing of the report
indication is halted. O herw se:

(2) The cache information is extracted, and renoved fromthe cache.

(3) If the original incom ng managenent target information indicates
SNWVPv1, processing of the report indication is halted.
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(4) The proxy forwarder calls the Dispatcher using the
returnResponsePdu abstract service interface. Paraneters are

- The messageProcessi ngvbdel indicates the Message Processing
Model by which the original incom ng nessage was processed.

- The securityModel is that of the original incom ng nmanagenent
target extracted fromthe cache

- The securityNane is that of the original incom ng managenent
target extracted fromthe cache

- The securitylLevel is that of the original incom ng nmanagenent
target extracted fromthe cache

- The contextEnginelD is the value extracted fromthe cache.
- The contextNane is the value extracted fromthe cache.

- The pduVersion indicates the version of the PDU to be
returned.

-  The PDU is unused.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the value extracted fromthe cache.

- The statuslinformati on contain the contextEnginel D,
cont ext Nane, counter O D, and counter value received in the
report indication.

3.5.2. Notification Forwarding

A proxy forwarder receives notifications in the same nanner as a
notification receiver application, using the processPdu abstract
service interface. The follow ng procedure is used when a
notification is received:

(1) The incom ng nmanagenent target information received fromthe
processPdu interface is translated i nto outgoi ng nanagenent target
information. Note that this translation nay vary for different
val ues of context Engi neld and/or contextNane. The translation nmay
result in nmultiple managenent targets.

Levi, et. al. St andards Track [ Page 24]



RFC 2273 SNWVPv3 Applications January 1998

(2) If appropriate outgoing managenent target information cannot be
found and the notification was a Trap, processing of the
notification is halted. |If appropriate outgoi ng managenment target
i nformati on cannot be found and the notification was an Inform the
proxy forwarder increnents the snnpProxyDrops object, and calls the
Di spat cher using the returnResponsePdu abstract service interface.
The paraneters are:

- The messageProcessi nghbdel is the received val ue.
- The securityModel is the received val ue.

- The securityNane is the received val ue.

- The securitylLevel is the received val ue.

- The contextEnginelD is the received val ue.

- The contextNanme is the received val ue.

- The pduVersion is the received val ue.

- The PDU is an undefi ned and unused val ue.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the recei ved val ue.

- The statuslinformation indicates that an error occurred and
that a Report message shoul d be generat ed.

Processing of the nessage stops at this point. Oherw se,
(3) The proxy forwarder generates a notification using the procedures
described in the preceding section on Notification Oiginators,

with the foll owi ng exceptions:

- The cont ext Engi nel D and cont ext Nanme val ues fromthe origina
received notification are used.

- The out goi ng managenent targets previously deternined are
used.

- No filtering mechani snms are applied.
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(4)

(5)

(6)

(7

Levi,

- The variabl e-bindings fromthe original received notification
are used, rather than retrieving variabl e-bindings fromloca
M B instrunentation. |In particular, no access-control is
applied to these vari abl e- bi ndi ngs.

- |If for any of the outgoing nanagenent targets, the incom ng
SNWMP version is SNMWPv1l and the outgoi ng SNWP version is SNWPv2
or SNMPv3, the proxy forwarder rnust apply the translation
rul es as documented in [ RFC1908].

- |If for any of the outgoing nanagenent targets, the incom ng
SNWP version is SNMPv2 or SNMPv3, and the outgoi ng SNW
version is SNWPv1l, this outgoing managenent target is not used
when generating the forwarded notifications.

If the original received notification contains an SNMPv2-Trap PDU
processing of the notification is now conpleted. Oherw se, the
original received notification nmust contain an Inform PDU, and
processi ng conti nues.

If the forwarded notifications included any Inform PDUs, processing
conti nues when the procedures described in the section for
Notification Originators determine that either

- None of the generated notifications containing Inform PDUs
have been successfully acknow edged within the | ongest of the
time intervals, in which case processing of the origina
notification is halted, or,

- At least one of the generated notifications containing Inform
PDUs is successfully acknowl edged, in which case a response to
the original received notification containing an InformPDU is
generated as described in the follow ng steps.

A Response PDU is constructed, using the values of request-id and
vari abl e-bi ndings fromthe original received InformPDU, and
error-status and error-index val ues of O.

The Dispatcher is called using the returnResponsePdu abstract
service interface. Paraneters are:

- The messageProcessi nghbdel is the originally received val ue.
- The securityModel is the originally received val ue.
- The securityNane is the originally received val ue.

- The securitylLevel is the originally received val ue.
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4.

4.

1.

- The contextEnginelDis the originally received val ue.
- The contextNanme is the originally received val ue.

- The pduVersion indicates the version of the PDU constructed in
step (6) above.

- The PDU is the value constructed in step (6) above.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU t hat the application can accept.

- The stateReference is the originally received val ue.

- The statuslnformation indicates that no error occurred and
that a Response PDU nessage shoul d be generat ed.

The Structure of the M B Mdul es

There are three separate M B nodul es described in this docunent, the
managenent target M B, the notification MB, and the proxy MB. The
foll owi ng sections describe the structure of these three M B nodul es.

The use of these MBs by particular types of applications is
described later in this docunent:

- The use of the managenent target M B and the notification MB
in notification originator applications is described in
section 6.

- The use of the notification MB for filtering notifications in
notification originator applications is described in section
7

-  The use of the nmanagenent target MB and the proxy MB in
proxy forwardi ng applications is described in section 8.

The Management Target M B Modul e

The SNMP- TARGET- M B nodul e cont ai ns objects for defining managenent
targets. It consists of two tables and confornmance/ conpliance
st at enent s.

The first table, the snnpTarget Addr Tabl e, contains information about
transport dommi ns and addresses. It also contains an object,
snnpTar get Addr TagLi st, which provi des a nechani sm for grouping
entries.
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4.

4.

1.

1.

The second table, the snnpTarget ParansTabl e, contains information
about SNWP version and security information to be used when sending
messages to particular transport domai ns and addresses.
1. Tag Lists
The snnpTar get Addr TagLi st object is used for grouping entries in the
snnpTar get Addr Tabl e.  The value of this object contains a list of tag
val ues which are used to select target addresses to be used for a
particul ar operation.
A tag value, which nay also be used in M B objects other than
snnpTar get Addr TagList, is an arbitrary string of octets, but nay not
contain a delimter character. Delimter characters are defined to
be one of the follow ng characters:

- An ASCI| space character (0x20).

- An ASCI| TAB character (0x09).

- An ASCI| carriage return (CR) character (0x0D).

- An ASCI| line feed (LF) character (0xOB)

In addition, a tag value may not have a zero length. Cenerally, a
particular M B object may contain either

- asingle tag value, in which case the value of the M B object
may not contain a delimter character, or

- a MB object may contain a list of tag values, separated by
single delimter characters.

For a list of tag values, these constraints inply certain
restrictions on the value of a M B object:

- There cannot be a leading or trailing delimter character

- There cannot be nultiple adjacent delimter charaters.

2. Definitions
SNVP- TARGET-M B DEFINI TIONS :: = BEG N
| MPORTS

TEXTUAL- CONVENTI ON
MODULE- | DENTI TY,
OBJECT- TYPE,
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snnphMbdul es,
I nt eger 32
FROM SNWPv2- SM

TDomai n,
TAddr ess,

Ti mel nt erval ,
RowsSt at us,

SNWVPv3 Applications

St or ageType,
Test Andl ncr
FROM SNWPv2-TC
SnnpSecuri t yMbdel ,
SnnpMessagePr ocessi nghbdel
SnnpSecuritylevel ,

SnnpAdmi nStri ng

FROM SNVP- FRAVEWORK- M B

OBJECT- GROUP
FROM SNWVPv 2- CONF;

snnpTarget M B MODULE- | DENTI TY
LAST- UPDATED "9711210000Z"
ORGANI ZATI ON " | ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO

Levi, et.

"WG emai | :

Subscri be:

Chai r:

Post al :

Emai | :
Phone:

Co-editor:

Post al :

E-mai | :
Phone:

Co-editor:

Post al :

E-mail :

al .

snmpv3@i s. com
maj or dono@i s. com
I n message body: subscribe snnmpv3

Russ Mundy

Trusted Information Systens
3060 Washi ngton Rd

G enwood MD 21738

USA

mundy@i s. com

+1- 301- 854- 6889

David B. Levi

SNMP Research, Inc.

3001 Kimberlin Heights Road
Knoxville, TN 37920-9716

| evi @nnp. com

+1 423 573 1434

Paul Meyer

Secur e Conputing Corporation
2675 Long Lake Road

Roseville, M 55113

paul _meyer @ecur econputi ng. com
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Phone: +1 612 628 1592

Co-editor: Bob Stewart
Cisco Systens, Inc.

Post al : 170 West Tasman Drive
San Jose, CA 95134-1706
E-muil : bst ewart @i sco. com
Phone: +1 603 654 6923"
DESCRI PTI ON

"This MB nodul e defines M B objects which provide
mechani sns to renotely configure the paraneters used
by an SNMP entity for the generation of SNWP nessages."

REVI SI ON "97071400002"
DESCRI PTI ON

"The initial revision."
::={ snnpModul es 12 }

snnpTar get bj ect s OBJECT IDENTIFIER ::={ snnpTargetMB 1 }
snipTar get Conf or mance OBJECT IDENTIFIER ::={ snnmpTargetM B 3 }
SnnpTagVal ue :: = TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "255a"

STATUS current

DESCRI PTI ON

"An octet string containing a tag val ue.
Tag val ues are preferably in human-readabl e form

To facilitate internationalization, this information
is represented using the ISOIEC IS 10646-1 character
set, encoded as an octet string using the UTF-8
character encodi ng scheme described in RFC 2044.

Since additional code points are added by anendments
to the 10646 standard fromtine to tine,

i npl ementations nust be prepared to encounter any code
poi nt from 0x00000000 to Ox7fffffff.

The use of control codes should be avoi ded, and certain
control codes are not allowed as descri bed bel ow.

For code points not directly supported by user
interface hardware or software, an alternative neans
of entry and display, such as hexadeci mal, may be
provi ded.

For information encoded in 7-bit US-ASCI|1, the UTF-8
representation is identical to the US-ASCI| encodi ng.
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Note that when this TC is used for an object that

is used or envisioned to be used as an index, then a
SI ZE restriction nust be specified so that the nunber
sub-identifiers for any object instance do not exceed
the limt of 128, as defined by [ RFC1905].

An object of this type contains a single tag val ue
which is used to select a set of entries in a table.
A tag value is an arbitrary string of octets, but
may not contain a delimter character. Delimter
characters are defined to be one of the foll ow ng:

- An ASCI| space character (0x20).

- An ASCIlI TAB character (0x09)

- An ASCI| carriage return (CR) character (0x0D)

- An ASCI| line feed (LF) character (0xOB)
Delimter characters are used to separate tag val ues
inatag list. An object of this type may only
contain a single tag value, and so delimter
characters are not allowed in a value of this type
Sone examples of valid tag val ues are:

- acne’
- ’router’
- " host’

The use of a tag value to select table entries is
application and MB specific."

SYNTAX OCTET STRING (SI ZE (0. .255))
SnnpTagLi st :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "255a"

STATUS current

DESCRI PTI ON

"An octet string containing a list of tag val ues.
Tag values are preferably in human-readabl e form

To facilitate internationalization, this information
is represented using the ISOIEC IS 10646-1 character
set, encoded as an octet string using the UTF-8
character encodi ng schene described in RFC 2044.
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Since additional code points are added by anendnents
to the 10646 standard fromtine to tine,

i npl ement ati ons nust be prepared to encounter any code
poi nt from 0x00000000 to Ox7fffffff.

The use of control codes should be avoi ded, except as
descri bed bel ow.

For code points not directly supported by user
interface hardware or software, an alternative neans
of entry and display, such as hexadeci mal, nmay be
provi ded.

For information encoded in 7-bit US-ASCI|, the UTF-8
representation is identical to the US-ASCI | encodi ng.

An object of this type contains a list of tag val ues
which are used to select a set of entries in a table.

A tag value is an arbitrary string of octets, but
may not contain a delimter character. Delimter
characters are defined to be one of the foll ow ng:

- An ASCI| space character (0x20).

- An ASCII TAB character (0x09).

- An ASCI| carriage return (CR) character (0x0D)

- An ASCI| line feed (LF) character (0xOB)
Delimter characters are used to separate tag val ues
inatag list. Only a single delimter character may
occur between two tag values. A tag value nay not
have a zero length. These constraints inply certain
restrictions on the contents of this object:

- There cannot be a leading or trailing delimter
character.

- There cannot be nmultiple adjacent delimter
characters.

Sone examples of valid tag lists are:
- An enpty string

- acne router’
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- "host manager St ati on’

Note that although a tag value may not have a | ength of
zero, an enpty string is still valid. This indicates
an enpty list (i.e. there are no tag values in the list).

The use of the tag list to select table entries is
application and MB specific. Typically, an application
will provide one or nore tag val ues, and any entry
whi ch contains some conbination of these tag val ues
will be selected."”

SYNTAX OCTET STRING (SI ZE (0. . 255))

-- The snnpTar get Obj ects group

snipTar get Spi nLock OBJECT- TYPE

SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object is used to facilitate nodification of table
entries in the SNVP- TARGET-M B nodul e by multiple
managers. |In particular, it is useful when nodifying
the val ue of the snnpTarget Addr TagLi st obj ect.

The procedure for nodifying the snnpTarget Addr TagLi st
object is as foll ows:

1. Retrieve the value of snnpTarget Spi nLock and
of snnpTar get Addr TagLi st.

2. Cenerate a new val ue for snnpTarget Addr TagLi st .

3. Set the value of snmpTarget Spi nLock to the
retrieved value, and the val ue of
snnpTar get Addr TagLi st to the new value. |If
the set fails for the snnpTarget Spi nLock
obj ect, go back to step 1."

::={ snnpTarget Objects 1}

snnpTar get Addr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTar get Addr Entry
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
"A table of transport addresses to be used in the generation
of SNMP nessages. "

::={ snnpTarget Objects 2 }

snnpTar get Addr Entry OBJECT- TYPE
SYNTAX SnnpTar get Addr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A transport address to be used in the generation
of SNMP operati ons.

Entries in the snnpTarget Addr Tabl e are created and
del et ed using the snnpTar get Addr RowSt at us obj ect. "
I NDEX { | MPLI ED snnpTar get Addr Nanme }
::={ snnpTarget Addr Table 1 }

SnnpTarget AddrEntry ::= SEQUENCE {
snipTar get Addr Nane SnnpAdmi nStri ng,
snnpTar get Addr TDomai n TDomai n,
snnpTar get Addr TAddr ess TAddr ess,
snnpTar get Addr Ti neout Ti mel nterval ,
snnpTar get Addr Ret r yCount I nt eger 32,
snipTar get Addr TagLi st SnnpTagli st
snnpTar get Addr Par ans SnnpAdmi nStri ng,

snnpTar get Addr St or ageType St or ageType,
snnpTar get Addr RowSt at us RowSt at us

}
snipTar get Addr Nanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this snnpTarget AddrEntry."
::={ snnpTarget AddrEntry 1 }

snnpTar get Addr TDonai n OBJECT- TYPE
SYNTAX TDomai n
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the transport type of the address
contained in the snnpTar get Addr TAddr ess obj ect."
::={ snnpTarget AddrEntry 2 }
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snnpTar get Addr TAddr ess OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object contains a transport address. The format of
this address depends on the value of the
snipTar get Addr TDomai n obj ect . "

::={ snnpTarget AddrEntry 3 }

snnpTar get Addr Ti meout OBJECT- TYPE

SYNTAX Ti mel nterva
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object should reflect the expected nmaxi mum round
trip time for comunicating with the transport address
defined by this row \Wen a nessage is sent to this
address, and a response (if one is expected) is not
received within this tine period, an inplementation
may assume that the response will not be delivered.

Note that the time interval that an application waits
for a response may actually be derived fromthe val ue
of this object. The method for deriving the actual tine
interval is inplenentation dependent. One such net hod
is to derive the expected round trip time based on a
particul ar retransm ssion algorithm and on the nunber
of tinmeouts which have occurred. The type of nessage may
al so be considered when deriving expected round trip
times for retransm ssions. For exanple, if a message is
being sent with a securitylLevel that indicates both
aut hentication and privacy, the derived val ue may be
increased to conpensate for extra processing tinme spent
during authentication and encryption processing."

DEFVAL { 1500 }

::={ snnpTarget AddrEntry 4 }

snnpTar get Addr Ret r yCount OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object specifies a default nunber of retries to be
attenpted when a response is not received for a generated
message. An application may provide its own retry count,
in which case the value of this object is ignored."

DEFVAL { 3}
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::={ snnpTarget AddrEntry 5 }

snnpTar get Addr TagLi st OBJECT- TYPE

SYNTAX SnnpTagLi st
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object contains a list of tag val ues which are
used to select target addresses for a particul ar
operation."

::={ snnpTarget AddrEntry 6 }

snipTar get Addr Par ans OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object identifies an entry in the
snnpTar get ParansTabl e. The identified entry
contains SNVP paraneters to be used when generating
messages to be sent to this transport address.”

::={ snnpTarget AddrEntry 7 }

snnpTar get Addr St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row
::={ snnpTarget AddrEntry 8 }

snipTar get Addr RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

To create a rowin this table, a manager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all correspondi ng colums are
appropriately configured, the value of the
correspondi ng i nstance of the snnpTarget Addr RowSt at us
columm i s ’'not Ready’ .

In particular, a newy created row cannot be made
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active until the correspondi ng snnpTar get Addr TDonai n
and snnpTar get Addr TAddr ess have both been set.

The foll owi ng objects nay not be nodified while the
val ue of this object is active(l):
- snnpTar get Addr TDonai n
- snnpTar get Addr TAddr ess”
::={ snnpTarget AddrEntry 9 }

snnpTar get Par ansTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTar get ParansEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of SNWP target information to be used
in the generation of SNWP nessages."”
::={ snnpTarget Obj ects 3 }

snnpTar get Par ansEnt ry OBJECT- TYPE

SYNTAX SnnpTar get Par ansEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of SNWMP target infornation.

Entries in the snnpTarget ParansTabl e are created and
del et ed using the snnmpTar get Par ansRowSt at us obj ect . ™
I NDEX { | MPLI ED snnpTar get Par ansNane }
::={ snnpTarget ParansTable 1 }

SnnpTar get ParamsEntry :: = SEQUENCE {
snmpTar get Par ansName SnnpAdmi nStri ng,
snmpTar get Par ans MPModel SnnpMessagePr ocessi nghbdel

snnpTar get Par ansSecurityMbdel SnnpSecurityhodel ,
snnpTar get Par ansSecur i t yNanme SnnpAdmi nStri ng,
snnpTar get Par ansSecuritylLevel SnhnpSecuritylLevel,
snnpTar get Par ansSt or ageType St or ageType,
snnpTar get Par ansRowSt at us RowSt at us

}

snnpTar get Par ansNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The locally arbitrary, but unique identifier associated
with this snnpTarget ParansEntry. "
::={ snnpTarget ParanmsEntry 1 }
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snnpTar get Par ansMPModel OBJECT- TYPE
SYNTAX SnnpMessagePr ocessi nghbdel
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Message Processing Mdel to be used when generating
SNWVP nmessages using this entry."
::={ snnpTarget ParanmsEntry 2 }

snnpTar get Par ansSecuri t yMbdel OBJECT- TYPE
SYNTAX SnnpSecurityModel (0..254 | 256..2147483647)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Security Mddel to be used when generating SNW
messages using this entry. "
::={ snnpTarget ParansEntry 3 }

snipTar get Par ansSecuri t yName OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The securityName which identifies the Principal on

whose behal f SNMP messages wi |l be generated using
this entry."

::={ snnpTarget ParansEntry 4 }

snnpTar get Par ansSecuritylLevel OBJECT- TYPE
SYNTAX SnnpSecuritylLevel
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Level of Security to be used when generating
SNVP nmessages using this entry."
::={ snnpTarget ParanmsEntry 5 }

snnpTar get Par ans St or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row "
::={ snnpTarget ParanmsEntry 6 }

snnpTar get Par ans RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The status of this conceptual row

To create arowin this table, a nanager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all corresponding colums are
appropriately configured, the value of the

correspondi ng i nstance of the snnpTarget Par ansRowSt at us
colum is ’'notReady’ .

In particular, a newWy created row cannot be made
active until the correspondi ng

snnpTar get Par ans MPModel

snnpTar get Par ansSecuri t yMbdel ,

snnpTar get Par ansSecuri t yNane,

and snnpTar get ParansSecuritylLevel have all been set.

The foll owi ng objects may not be nodified while the
val ue of this object is active(l):
- snnpTar get Par ans MPModel
- snnpTar get Par anmsSecuri t yModel
- snnpTar get Par anmsSecuri t yName
- snnpTar get ParanmsSecuritylLevel
::={ snnpTarget ParansEntry 7 }

snnpUnavai | abl eCont exts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received by the SNW
engi ne which were dropped because the context
contained in the nesage was unavail able."

::={ snnpTarget bj ects 4 }

snmpUnknownCont ext s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received by the SNW
engi ne which were dropped because the context
contained in the nesage was unknown."

::={ snnpTarget Obj ects 5 }
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-- Conformance i nfornmation

snipTar get Conpl i ances OBJECT | DENTI FIER :: =

{ snmpTar get Conf ormance 1 }
snnpTar get G oups OBJECT I DENTIFIER :: =

{ snnpTar get Conf or mance 2 }

-- Conpliance statenents

snipTar get ConmandResponder Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for SNMP entities which include
a conmand responder application.”

MODULE -- This Mdul e
MANDATORY- GROUPS { snnpTar get CommandResponder G oup }

::={ snnpTarget Conpliances 1 }

snnpTar get Basi cG oup OBJECT- GROUP
OBJECTS {

snnpTar get Spi nLock
snnpTar get Addr TDonai n,
snipTar get Addr TAddr ess,
snnpTar get Addr TaglLi st ,
snnpTar get Addr Par ans,
snnpTar get Addr St or ageType,
snnpTar get Addr RowsSt at us,
snipTar get Par ans MPMbdel
snipTar get Par ansSecur i t yMbdel
snnpTar get Par ansSecuri t yNane,
snnpTar get Par ansSecuri tyLevel
snnpTar get Par ans St or ageType,
snnpTar get Par ansRowSt at us

}
STATUS current
DESCRI PTI ON

"A collection of objects providing basic renote
configuration of nanagenent targets."
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::={ snnpTarget Groups 1 }

snnpTar get ResponseG oup OBJECT- GROUP
OBJECTS {
snnpTar get Addr Ti neout ,
snnpTar get Addr Ret r yCount

}

STATUS current

DESCRI PTI ON
"A collection of objects providing renote configuration
of managenent targets for applications which generate
SNVP nmessages for which a response nessage woul d be
expected. "

::={ snnmpTarget G oups 2 }

snnpTar get CommandResponder G oup OBJECT- GROUP
OBJECTS {
snnpUnavai | abl eCont ext s,
snnpUnknownCont ext s

}
STATUS current
DESCRI PTI ON
"A collection of objects required for command responder
applications, used for counting error conditions."
::={ snnpTarget G oups 3 }

END
4.2. The Notification M B Mdul e

The SNMP- NOTI FI CATI ON-M B nodul e contai ns objects for the renote
configuration of the parameters used by an SNWP entity for the
generation of notifications. 1t consists of three tables and
conformance/ conpl i ance statenents. The first table, the

snnpNot i fyTabl e, contains entries which select which entries in the
snnpTar get Addr Tabl e shoul d be used for generating notifications, and
the type of notifications to be generated.

The second tabl e sparsely augnments the snnpTarget Addr Table with an
obj ect which is used to associate a set of filters with a particular
managenent target.

The third table defines filters which are used to |limt the nunber of

notifications which are generated using particul ar nmanagenent
targets.
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Def i

nitions

SNWVPv3 Applications

SNVP- NOT1 FI CATION-M B DEFI NI TIONS ::= BEG N

I MPORTS

MODULE- | DENTI TY,

OBJECT- TYPE,
snipModul es
FROM SNWPv2- SM

RowSt at us,
St or ageType
FROM SNWPv2- TC

SnnpAdmi nStri ng

FROM SNVP- FRAVEWORK- M B

SnnpTagVal ue,
snnpTar get Par ansNane
FROM SNWVP- TARGET- M B

MCDUL E- COMPLI ANCE,
OBJECT- GROUP
FROM SNMVPv 2- CONF;

snimpNot i fi cati onM B MODULE- | DENTI TY

LAST- UPDATED "97112100002"

ORGANI ZATI ON " | ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO
"WG emai | :

Levi,

et.

Subscri be:

Chai r:
Post al :
Emai | :
Phone:
Co-editor:
Post al :

E-mail :
Phone:

al .

snmpv3@i s. com
maj or dono@i s. com
I n message body: subscribe snmpv3

Russ Mundy

Trusted Informati on Systens
3060 Washi ngton Rd

G enwood MD 21738

USA

mundy@i s. com

+1- 301- 854- 6889

David B. Levi

SNVP Resear ch, Inc.

3001 Kimberlin Heights Road
Knoxville, TN 37920-9716

| evi @nnp. com

+1 423 573 1434

St andards Track

January 1998
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Co-editor: Paul Meyer
Secur e Conputing Corporation

Post al : 2675 Long Lake Road

Roseville, MN 55113
E-mail : paul _meyer @ecur econputi ng. com
Phone: +1 612 628 1592

Co-editor: Bob Stewart
Cisco Systemns, Inc.

Post al : 170 West Tasman Drive
San Jose, CA 95134-1706
E-mail : bst ewart @i sco. com
Phone: +1 603 654 6923"
DESCRI PTI ON

"This MB nodul e defines M B objects which provide
mechani sns to renotely configure the paraneters
used by an SNMP entity for the generation of
notifications."

REVI SI ON "97071400002"
DESCRI PTI ON

"The initial revision."
::={ snnpModul es 13 }

snmpNot i f yQoj ect's OBJECT I DENTIFIER :: =

{ snmpNotificationMB 1 }
snimpNot i f yConf or mance OBJECT I DENTIFIER :: =

{ snmpNotificationMB 3 }

-- The snnpNoti fyObj ects group

snnpNot i f yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpNoti fyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used to sel ect nanagenent targets which shoul d
receive notifications, as well as the type of notification
whi ch shoul d be sent to each sel ected managenent target."

2= { snnpNotifyQbjects 1}

snnpNot i fyEntry OBJECT- TYPE

SYNTAX SnnpNot i fyEntry
MAX- ACCESS not-accessi bl e
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STATUS current

DESCRI PTI ON
"An entry in this table selects a set of managenent targets
whi ch should receive notifications, as well as the type of
notification which should be sent to each sel ected
managenent target.

Entries in the snnmpNotifyTable are created and
del eted using the snnmpNoti f yRowSt at us obj ect.”
I NDEX { | MPLI ED snnpNot i f yName }
::={ snnpNotifyTable 1 }

SnimpNot i fyEntry ::= SEQUENCE {
snipNot i f yNane SnnpAdmi nStri ng,
snmpNot i f yTag SnnpTagVal ue,
snnpNot i fyType | NTECER,

snnpNot i f ySt orageType StorageType,
snnpNot i f yRowSt at us RowSt at us

}
snmpNot i f yName OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this snmpNotifyEntry."
::={ snnpNotifyEntry 1}

snnpNot i f yTag OBJECT- TYPE
SYNTAX SnnpTagVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object contains a single tag value which is used
to select entries in the snnpTarget Addr Table. Any entry
in the snnpTar get Addr Tabl e which contains a tag val ue
which is equal to the value of an instance of this
object is selected. |If this object contains a val ue
of zero length, no entries are selected.”
::={ snnpNotifyEntry 2 }
snimpNot i f yType OBJECT- TYPE
SYNTAX I NTEGER {
trap(1),
i nform(2)

}
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"This object determnes the type of notification to
be generated for entries in the snnpTarget Addr Tabl e
sel ected by the correspondi ng i nstance of
snnpNot i f yTag.

If the value of this object is trap(l), then any
messages generated for selected rows will contain
SNWPv2- Tr ap PDUs.

If the value of this object is inform(2), then any
messages generated for selected rows will contain
I nf or m PDUs.

Note that if an SNMP entity only supports
generation of traps (and not infornms), then this
obj ect may be read-only."

DEFVAL { trap }

:={ snnpNotifyEntry 3 }

snnpNot i f ySt orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row "
::={ snnpNotifyEntry 4 }

snnpNot i f yRowSt at us OBJECT- TYPE

Levi,

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

To create a rowin this table, a nmanager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the snnpNotifyRowSt at us
columm i s ’'not Ready’ .

In particular, a newy created row cannot be made

active until the correspondi ng snnpNotifyTag has
been set."
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:={ snnpNotifyEntry 5 }

snmpNoti fyFilterProfil eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpNotifyFilterProfileEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table is used to associate a notification filter
profile with a particular set of target paraneters.”
::={ snnpNotifyOojects 2 }

snmpNoti fyFilterProfil eEntry OBJECT- TYPE

SYNTAX SnmpNoti fyFilterProfil eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table indicates the nane of the filter
profile to be used when generating notifications using
the corresponding entry in the snnpTarget Par ansTabl e.

Entries in the snnpNotifyFilterProfileTable are created
and del eted using the snnpNotifyFilterProfil eRowSt at us
obj ect . "

I NDEX { | MPLI ED snnpTar get Par ansNane }

c:={ snnpNotifyFilterProfileTable 1 }

SnnpNotifyFilterProfil eEntry ::= SEQUENCE {
snnpNot i fyFi I terProfil eNane SnnpAdm nString,
snnpNoti fyFilterProfil eStorType St or ageType,
snnpNot i fyFilterProfil eRowsSt at us RowsSt at us
}
snimpNot i fyFil terProfil eNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The name of the filter profile to be used when generating
notifications using the corresponding entry in the
snnpTar get Addr Tabl e. "

::={ snnpNotifyFilterProfileEntry 1 }

snimpNot i fyFilterProfil eStor Type OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type of this conceptual row
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c:={ snnpNotifyFilterProfileEntry 2 }

snimpNot i fyFil terProfil eRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row

To create arowin this table, a nanager nust
set this object to either createAndGo(4) or
creat eAndWait (5)."

c:={ snnpNotifyFilterProfileEntry 3}

snimpNot i fyFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpNotifyFilterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The table of filter profiles. Filter profiles are used
to determ ne whether particul ar managenment targets should
receive particular notifications.

When a notification is generated, it nust be conpared
with the filters associated with each managenent target
which is configured to receive notifications. |If the
notification is matched by a filter, it is not sent to
the managenent target with which the filter is
associ ated. "

::={ snnpNotifyQbjects 3}

snimpNot i fyFilterEntry OBJECT- TYPE

SYNTAX SnnpNotifyFilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An element of a filter profile.

Entries in the snnpNotifyFilterTable are created and
del eted using the snnpNotifyFilter RowSt at us object."
I NDEX { snnpNot i fyFilterProfil eNane,
| MPLI ED snnpNoti fyFilterSubtree }
c:={ snnpNotifyFilterTable 1 }

SnnpNotifyFilterEntry ::= SEQUENCE {
snnpNot i fyFil terSubtree OBJECT | DENTI FI ER,
snnpNot i fyFilter Mask OCTET STRI NG
snmpNot i fyFilter Type | NTEGER,
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snipNot i fyFi | t er St or ageType St or ageType,
snimpNot i fyFi | t er RowsSt at us RowSt at us
}
snnpNot i fyFi | ter Subtree OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"The M B subtree which, when conbined with the corresponding
i nstance of snnpNotifyFilterMask, defines a famly of
subtrees which are included in or excluded fromthe
filter profile."
:={ snnpNotifyFilterEntry 1 }

snnpNot i fyFi | ter Mask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(O.. 16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The bit mask which, in conbination with the correspondi ng
i nstance of snnmpNotifyFilterSubtree, defines a famly of
subtrees which are included in or excluded fromthe
filter profile.

Each bit of this bit mask corresponds to a
sub-identifier of snnmpNotifyFilterSubtree, with the
nmost significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier, and
the least significant bit of the i-th octet of this
octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through 16

Each bit of this bit nmask specifies whether or not
the correspondi ng sub-identifiers nust nmatch when
determining if an OBJECT | DENTI FI ER mat ches this
famly of filter subtrees; a '1' indicates that an
exact match nmust occur; a 0 indicates 'wild card ,
i.e., any sub-identifier value matches.

Thus, the OBJECT | DENTI FI ER X of an object instance
is contained in a famly of filter subtrees if, for
each sub-identifier of the value of
snmpNot i fyFil ter Subtree, either

the i-th bit of snnpNotifyFilterMask is 0, or
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the i-th sub-identifier of Xis equal to the i-th
sub-identifier of the val ue of
snipNot i fyFi | t er Subtr ee.

If the value of this bit mask is Mbits | ong and
there are nore than M sub-identifiers in the
correspondi ng i nstance of snnmpNotifyFilterSubtree,
then the bit mask is extended with 1's to be the
required | ength.

Not e that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no 'wild card),
and the famly of filter subtrees is the one
subtree uniquely identified by the correspondi ng
i nstance of snnpNotifyFilterSubtree."

DEFVAL { "' H}

c:={ snnpNotifyFilterEntry 2 }

snimpNot i fyFil ter Type OBJECT- TYPE
SYNTAX | NTEGER {
i ncl uded(1),
excl uded(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates whether the famly of filter subtrees
defined by this entry are included in or excluded froma
filter."
DEFVAL { included }
:={ snnpNotifyFilterEntry 3 }

snnpNot i fyFi |l ter St orageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type of this conceptual row.
::={ snnpNotifyFilterEntry 4 }

snnpNot i fyFi | t er RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.
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To create a rowin this table, a nmanager nust
set this object to either createAndGo(4) or
creat eAndWait (5)."

::={ snnpNotifyFilterEntry 5 }

-- Conformance i nfornmation

snnpNot i f yConpl i ances OBJECT | DENTI FIER :: =

{ snmpNoti f yConf ormance 1 }
snmpNot i f yGroups OBJECT I DENTIFIER :: =

{ snmpNoti f yConf or mance 2 }

-- Conpliance statenents

snnpNot i f yBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conmpliance staterment for minimal SNWVP entities which
i mpl ement only SNMP Traps and read-create operations on
only the snnpTarget Addr Tabl e. "
MODULE SNWP- TARCET-M B
MANDATORY- GROUPS { snnpTar get Basi cG oup }

OBJECT snnpTar get Par ans MPMbdel
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required.”

OBJECT snnpTar get ParansSecurit yModel
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required.”

OBJECT snnpTar get Par ansSecurit yNane
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nmodify access is not required.”

OBJECT snnpTar get ParansSecuritylLevel
M N- ACCESS read-only
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DESCRI PTI ON
"Create/del ete/nmodify access is not required.”

OBJECT snnpTar get Par ansSt or ageType
SYNTAX | NTEGER ({
readOnl y(5)

}
M N- ACCESS read-only
DESCRI PTI ON
"Createl/del ete/nodi fy access is not required.
Support of the values other(1l), volatile(2),
nonVol atil e(3), and permanent(4) is not required."

OBJECT snnpTar get Par ans RowSt at us
SYNTAX | NTEGER {
active(l)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access to the
snnpTar get Par ansTabl e i s not required.
Support of the values notlnService(2), notReady(3),
creat eAndGo(4), createAndWait(5), and destroy(6) is
not required."

MODULE -- This Mdul e
MANDATORY- GROUPS { snmpNoti fyG oup }

OBJECT snnpNoti fyTag
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nmodify access is not required.”

OBJECT snnpNoti fyType
SYNTAX | NTEGER ({
trap(1)

M N- ACCESS read-only
DESCRI PTI ON
"Createl/del ete/nodi fy access is not required.
Support of the value notify(2) is not required."

OBJECT snnpNoti fySt orageType
SYNTAX | NTEGER ({
readOnl y(5)

}
M N- ACCESS read-only
DESCRI PTI ON
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"Create/del ete/nmodify access is not required.
Support of the values other(1l), volatile(2),
nonVol atil e(3), and permanent(4) is not required."

OBJECT snnpNoti f yRowSt at us
SYNTAX | NTEGER {
active(1l)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access to the
snnpNot i fyTable is not required.
Support of the values notlnService(2), notReady(3),
creat eAndGo(4), createAndWait(5), and destroy(6) is
not required."

::={ snnpNotifyConpliances 1 }

snnpNot i f yBasi cFi | t er sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNVP entities which inplenent
SNVP Traps with filtering, and read-create operations on
all related tables."
MODULE SNWVP- TARCET- M B
MANDATORY- GROUPS { snnpTar get Basi cG oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpNoti f yGroup,
snnpNot i fyFilterGoup }
::={ snnpNotifyConpliances 2 }

snimpNot i f yFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP entities which either
i npl emrent only SNMP Infornms, or both SNMP Traps and SNWP
Inforns, plus filtering and read-create operations on
all related tables.”
MODULE SNWMP- TARGET- M B
MANDATORY- GROUPS { snnpTar get Basi cG oup,
snnpTar get ResponseG oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpNoti f yG oup,
snimpNot i fyFilter G oup }
::={ snnpNotifyConpliances 3 }

snnpNot i f yGroup OBJECT- GROUP
OBJECTS {
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snmpNot i f yTag,

snimpNot i f yType,
snmpNot i f ySt or ageType,
snnpNot i f yRowSt at us

}

STATUS current

DESCRI PTI ON

"A collection of objects for selecting which nmanagenent

targets are used for generating notifications, and the
type of notification to be generated for each sel ected
managenent target."

::={ snnmpNotifyGoups 1}

snimpNot i fyFi |t er G oup OBJECT- GROUP
OBJECTS {

snnpNot i fyFilterProfil eNane,
snnpNoti fyFilterProfil eStorType,
snnpNot i fyFilterProfil eRowSt at us,
snmpNot i fyFi | t er Mask,
snimpNot i fyFi |l ter Type,
snimpNot i fyFi |l t er St or ageType,
snnpNot i fyFi | t er RowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing renpote configuration
of notification filters."
::={ snmpNotifyGoups 2 }

END
4.3. The Proxy M B Modul e
The SNMP- PROXY-M B nodul e, which defines MB objects that provide

mechani sns to renotely configure the paraneters used by an SNW
entity for proxy forwardi ng operations, contains a single table.

This table, snnpProxyTable, is used to define translations between

managenent targets for use when forwardi ng nessages.
4.3.1. Definitions
SNWVP- PROXY-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
snnpModul es
FROM SNWPv2- SM
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RowSt at us,
St or ageType
FROM SNWPv2-TC

SnnpEngi nel D,
SnipAdmi nStri ng
FROM SNWVP- FRAVEWORK- M B

SnnpTagVal ue,
FROM SNMP- TARGET- M B

MODUL E- COVPLI ANCE
OBJECT- GROUP
FROM SNVPv2- CONF;

snmpPr oxyM B MODULE- | DENTI TY
LAST- UPDATED "9711210000Z"

ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup"

CONTACT- I NFO

I n message body: subscribe snnmpv3

paul _meyer @ecur econputi ng. com

"WG enni | : snmpv3@i s. com
Subscribe: nmajordonmo@is. com
Chair: Russ Mundy
Trusted Information Systens
Post al : 3060 Washi ngton Rd
G enwood MD 21738
USA
Enai | : mundy@i s. com
Phone: +1- 301- 854- 6889
Co-editor: David B. Levi
SNVP Resear ch, Inc.
Post al : 3001 Kinberlin Heights Road
Knoxville, TN 37920-9716
E-mail : | evi @nnp. com
Phone: +1 423 573 1434
Co-editor: Paul Meyer
Secure Conputing Corporation
Post al : 2675 Long Lake Road
Roseville, M\ 55113
E- mai | : _
Phone: +1 612 628 1592
Co-editor: Bob Stewart
Cisco Systens, Inc.
Post al : 170 West Tasman Drive

al .
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San Jose, CA 95134-1706

E-muail : bstewart @i sco. com
Phone: +1 603 654 6923"
DESCRI PTI ON

"This MB nodul e defines M B objects which provide
mechani snms to renotely configure the paraneters
used by a proxy forwarding application."

REVI SI ON "97071400002"
DESCRI PTI ON

"The initial revision."
::={ snnpModul es 14 }

snmpPr oxyQbj ect s OBJECT | DENTI FI ER ::
snmpPr oxyConf or mance OBJECT | DENTI FI ER : :

{ snnpProxyM B 1 }
{ snmpProxyM B 3 }

-- The snnpProxyQbj ects group

snnpPr oxyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpProxyEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The table of translation paraneters used by proxy forwarder
applications for forwardi ng SNVP nessages. "
::={ snnmpProxyQbjects 2 }

snmpProxyEntry OBJECT- TYPE
SYNTAX SnnpPr oxyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of translation paraneters used by a proxy forwarder
application for forwardi ng SNVP nessages.

Entries in the snnmpProxyTabl e are created and del et ed
usi ng the snnpProxyRowSt at us obj ect. "

I NDEX { | MPLI ED snnpProxyName }

::={ snnpProxyTable 1}

SnnpProxyEntry ::= SEQUENCE ({
snpPr oxyName SnnpAdmi nStri ng,
snnpPr oxyType | NTEGER,
snnpPr oxyCont ext Engi nel D SnnpEngi nel D,
snmpPr oxyCont ext Name SnnpAdmi nStri ng,
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snnpPr oxyTar get Par ansl n SnnpAdmi nStri ng,
snpPr oxySi ngl eTar get Qut SnnpAdmi nStri ng,
snmpProxyMul ti pl eTarget Qut  SnnpTagVal ue,
snnpPr oxy St or ageType St or ageType,
snnpPr oxy RowSt at us RowsSt at us

}

snnpPr oxyName OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The locally arbitrary, but unique identifier associated
with this snmpProxyEntry."
::={ snnpProxyEntry 1 }

snnpPr oxyType OBJECT- TYPE

SYNTAX | NTEGER {
read(1),
wite(2),
trap(3),

i nform(4)
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of message that may be forwarded using
the transl ation paraneters defined by this entry."
::={ snnpProxyEntry 2 }

snpPr oxyCont ext Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The cont ext Engi nel D cont ai ned i n nessages that

may be forwarded using the translation paraneters
defined by this entry."

::={ snnpProxyEntry 3}

snnpPr oxyCont ext Nane OBJECT- TYPE

SYNTAX SnipAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The context Nanme contai ned in nessages that may be

forwarded using the translation paraneters defined
by this entry.
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This object is optional, and if not supported, the
cont ext Nane contained in a nessage is ignhored when
selecting an entry in the snnpProxyTabl e. "

::={ snnpProxyEntry 4 }

snnpPr oxyTar get Par ansl n OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object selects an entry in the snnpTarget ParansTabl e.

The selected entry is used to deternine which row of the

snmpProxyTabl e to use for forwardi ng recei ved nmessages.”
::={ snnpProxyEntry 5 }

snnpPr oxySi ngl eTar get Qut OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object selects a managenent target defined in the
snnpTar get Addr Tabl e (in the SNVP- TARGET-M B). The

sel ected target is defined by an entry in the

snnpTar get Addr Tabl e whose i ndex val ue (snnpTarget Addr Nane)
is equal to this object.

This object is only used when sel ection of a single
target is required (i.e. when forwarding an i ncom ng
read or wite request)."

::={ snnpProxyEntry 6 }

snmpProxyMul ti pl eTar get Qut OBJECT- TYPE

SYNTAX SnnpTagVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object selects a set of nanagenent targets defined
in the snnpTarget Addr Table (in the SNWP- TARGET-M B).

This object is only used when selection of nultiple
targets is required (i.e. when forwardi ng an incom ng
notification)."

c:={ snnpProxyEntry 7 }

snnpPr oxy St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The storage type of this conceptual row.

::={ snnpProxyEntry 8 }

snnpPr oxyRowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

To create arowin this table, a nanager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

The foll owi ng objects nay not be nodified while the
val ue of this object is active(l):

- snnpProxyType

- snnpPr oxyCont ext Engi nel D

- snnpPr oxyCont ext Name

- snnpPr oxyTar get Par ansl n

- snnpPr oxySi ngl eTar get Qut

- snnpProxyMil ti pl eTar get Qut "

::={ snnpProxyEntry 9 }

-- Conformance information

snpPr oxyConpl i ances OBJECT | DENTI FI ER ::
snnpPr oxyConf or mance 1 }

snnpPr oxy G oups OBJECT | DENTI FI ER : :

[ | e ||

snnmpPr oxyConf or mance 2 }

-- Conpliance statenents

snmpPr oxyConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"The conpliance statenment for SNMP entities which include

a proxy forwardi ng application.”
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MODULE SNWP- TARGET- M B
MANDATORY- GROUPS { snnpTar get Basi cG oup,
snnpTar get ResponseG oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpProxyG oup }
::={ snnpProxyConpliances 1}

snnpPr oxyG oup OBJECT- GROUP
OBJECTS {

snnpPr oxyType,
snnpPr oxyCont ext Engi nel D,
snnpPr oxyCont ext Nane,
snnpPr oxyTar get Par ansl n,
snmpPr oxySi ngl eTar get CQut ,
snmpProxyMul ti pl eTar get Qut
snnpPr oxy St or ageType,
snnpPr oxyRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing renote configuration of
managenent target translation parameters for use by
proxy forwarder applications."

2= { snnpProxyGoups 3}
END
5. ldentification of Managenent Targets in Notification Oiginators

Thi s section describes the nechanisns used by a notification

ori gi nator application when using the M B nodul e described in this
docunent to deternmine the set of managenent targets to be used when
generating a notification.

A notification originator uses the snnpNotifyTable to find the
managenent targets to be used for generating notifications. Each
active entry in this table identifies zero or nore entries in the
snnpTar get Addr Tabl e.  Any entry in the snnpTarget Addr Tabl e whose
snnpTar get Addr TagLi st obj ect contains a tag value which is equal to a
val ue of snnpNotifyTag is selected by the snnpNotifyEntry which
contains that instance of snnpNotifyTag. Note that a particul ar
snnpTar get AddrEntry may be selected by multiple entries in the
snmpNoti fyTable, resulting in nultiple notifications being generated
usi ng that snnpTarget AddrEntry.
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Each snnpTarget AddrEntry contains a pointer to the
snnpTar get Par ansTabl e (snnpTar get Addr Parans). This pointer selects a
set of SNMP paraneters to be used for generating notifications. |If
the selected entry in the snnpTarget ParansTabl e does not exist, the
managenent target is not used to generate notifications.

The decision as to whether a notification should contain an SNWPv2-
Trap or Inform PDU is determ ned by the value of the snnpNotifyType
object. If the value of this object is trap(1l), the notification
should contain an SNMPv2-Trap PDU. |If the value of this object is
inform2), then the notification should contain an Inform PDU, and
the timeout time and nunber of retries for the Informare the val ue
of snnpTarget Addr Ti neout and snnpTar get AddrRetryCount. Note that the
exception to these rules is when the snnpTar get Par ans MPMbdel obj ect
indicates SNMPvl. |In this case, the notification is sent as a Trap
if the value of snnpNotifyTarget Type is either trap(l) or infornm(2).

6. Notification Filtering

This section describes the nechanisns used by a notification
ori gi nator application when using the M B nodul e described in this
docunent to filter generation of notifications.

A notification originator uses the snnpNotifyFilterTable to filter
notifications. A notification filter profile nay be associated with
a particular entry in the snnpTarget ParansTabl e. The associ at ed
filter profile is identified by an entry in the

snnpNoti fyFilterProfil eTabl e whose index is equal to the index of the
entry in the snnpTarget ParansTable. |f no such entry exists in the
snmpNoti fyFilterProfileTable, no filtering is perfornmed for that
managenent target.

If such an entry does exist, the value of snnpNotifyFilterProfil eNanme
of the entry is conpared with the correspondi ng portion of the index
of all active entries in the snnpNotifyFilterTable. Al such entries
for which this conparison results in an exact match are used for
filtering a notification generated using the associated
snipTar get ParansEntry. |f no such entries exist, no filtering is
performed, and a notification my be sent to the managenment target.

O herwise, if matching entries do exist, a notification my be sent

i f the NOTIFI CATI ON- TYPE OBJECT | DENTI FI ER of the notification (this
is the value of the el enent of the variable bindings whose nane is
snmpTrapO D. 0, i.e., the second variable binding), and all of the
obj ect instances to be included in the variabl e-bi ndings of the
notification, are not specifically excluded by the matching entries.
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Each set of snnpNotifyFilterTable entries is divided into two
collections of filter subtrees: the included filter subtrees, and
the excluded filter subtrees. The snnpNotifyFilterType object
defines the collection to which each matchi ng entry bel ongs.

To determ ne whether a particular notification name or object
instance is excluded by the set of matching entries, conpare the
notification nane’s or object instance’s OBJECT | DENTIFIER wi th each

of the matching entries. |f none match, then the notification name
or object instance is considered excluded, and the notification
shoul d not be sent to this nanagenent target. |f one or nore match,

then the notification nane or object instance is included or

excl uded, according to the value of snnpNotifyFilterType in the entry
whose val ue of snmpNotifyFilterSubtree has the nost sub-identifiers
If multiple entries match and have the sane nunber of sub-
identifiers, then the | exicographically greatest instance of

snnpNoti fyFilter Type anbng those which match determ nes the inclusion
or excl usion.

A notification name’s or object instance’s OBJECT | DENTI FI ER X

mat ches an entry in the snnmpNotifyFilterTable when the nunber of
sub-identifiers in Xis at |east as many as in the val ue of

snnpNoti fyFilterSubtree for the entry, and each sub-identifier in the
val ue of snnpNotifyFilterSubtree matches its correspondi ng sub-
identifier in X. Two sub-identifiers match either if the
corresponding bit of snmpNotifyFilterMask is zero (the "wild card
value), or if the two sub-identifiers are equal

7. Managenent Target Translation in Proxy Forwarder Applications

This section describes the nechani sns used by a proxy forwarder
application when using the MB nodul e described in this docunment to
transl ate i ncom ng managenent target information into outgoing
managenent target information for the purpose of forwardi ng nmessages
There are actually two nmechani sns a proxy forwarder nmay use, one for
forwardi ng request nessages, and one for forwarding notification
messages.

7.1. Managenent Target Translation for Request Forwarding
When forwardi ng request nessages, the proxy forwarder will select a
single entry in the snnpProxyTable. To select this entry, it wll
performthe foll owi ng compari sons
- The snnpProxyType nust be read(1) if the request is a GCet,

Get Next, or GetBul k request. The snnpProxyType nust be
wite(2) if the request is a Set request.
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- The context Engi neld nmust equal the snnpProxyCont ext Engi nel D
obj ect .

- | f the snnpProxyCont ext Name object is supported, it nust equa
t he cont ext Nane.

- The snnpProxyTarget Paransl n object identifies an entry in the
snipTar get Par ansTabl e.  The messagePr ocessi nghbdel
securitylLevel, security nodel, and securityNane nust match the
val ues of snnpTar get Par ansMPModel
snnpTar get Par ansSecuri t yMbdel , snnpTar get Par ansSecuri t yNamne,
and snnpTar get ParansSecuritylLevel of the identified entry in
the snnpTar get Par ansTabl e.

There may be multiple entries in the snnmpProxyTabl e for which these
conpari sons succeed. The entry whose snnpProxyNanme has the

| exi cographically smallest value and for which the conparisons
succeed will be selected by the proxy forwarder

The out goi ng managenent target information is identified by the value
of the snnpProxySingl eTarget Qut object of the selected entry. This
object identifies an entry in the snnpTarget Addr Tabl e. The
identified entry in the snnpTarget Addr Tabl e al so contains a reference
to the snnpTarget ParansTabl e (snnpTarget Addr Parans). |f either the
identified entry in the snnpTarget Addr Tabl e does not exist, or the
identified entry in the snnmpTarget ParansTabl e does not exist, then
this snnpProxyEntry does not identify valid forwarding informtion,
and the proxy forwarder should attenpt to identify another row.

If there is no entry in the snnpProxyTable for which all of the
condi ti ons above may be net, then there is no appropriate forwarding
i nformati on, and the proxy forwarder should take appropriate actions.

O herwi se, The snnpTar get Addr TDormai n, snnpTar get Addr TAddr ess,
snnpTar get Addr Ti meout, and snnpTar get RetryCount of the identified
snnpTar get Addr Entry, and t he snnpTar get Par ans MPModel

snipTar get Par ansSecuri t yMbdel , snnpTar get Par ansSecuri t yName, and
snipTar get Par ansSecuritylLevel of the identified snnpTarget ParanmsEntry
are used as the destination managenent target.

7.2. Managenent Target Translation for Notification Forwarding
When forwardi ng notification nessages, the proxy forwarder wll

select multiple entries in the snmpProxyTable. To sel ect these
entries, it will performthe foll ow ng conpari sons:
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- The snnpProxyType nust be trap(3) if the notification is a
Trap. The snnpProxyType nust be inform(4) if the request is
an Inform

- The context Engi neld nust equal the snnpProxyCont ext Engi nel D
obj ect .

- | f the snnpProxyCont ext Name object is supported, it nust equa
t he cont ext Nane.

- The snnpProxyTarget Paransl n object identifies an entry in the
snnpTar get Par ansTabl e.  The nmessagePr ocessi nghbdel
securitylLevel, security nodel, and securityNane nust natch the
val ues of snmpTar get Par ansMPModel
snnpTar get Par ansSecur i t yMbdel , snnpTar get Par ansSecur i t yName,
and snnpTar get ParansSecuritylLevel of the identified entry in
t he snnpTar get Par ansTabl e.

Al'l entries for which these conditions are net are selected. The
snmpProxyMul ti pl eTarget Qut obj ect of each such entry is used to

sel ect a set of entries in the snnpTarget Addr Tabl e. Any
snnpTar get Addr Entry whose snnpTar get Addr TagLi st obj ect contains a tag
val ue equal to the value of snnpProxyMiltipl eTarget Qut, and whose
snnpTar get Addr Par ans obj ect references an existing entry in the
snnpTar get ParansTabl e, is selected as a destination for the forwarded
notification.

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10. Security Considerations

The SNWMP applications described in this docunment typically have
direct access to MB instrunentation. Thus, it is very important
that these applications be strict in their application of access
control as described in this docunent.

In addition, there may be sone types of notification generator

appl i cations which, rather than accessing MB instrunmentation using
access control, will obtain MB information through other neans (such
as froma command line). The inplenentors and users of such
applications nust be responsible for not divulging MB infornmation
that normally woul d be inaccessible due to access control.
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APPENDI X A - Trap Configuration Exanple

Thi s section describes an exanple configuration for a Notification
Generator application which inplenents the snnpNoti fyBasi cConpliance

| evel

The exanpl e configuration specifies that the Notification
Generator should send notifications to 3 separate managers,
aut henti cation and no privacy for the first 2 managers,

usi ng
and using

bot h aut hentication and privacy for the third nanager.

The configuration consists of three rows in the snnpTarget Addr Tabl e,
and two rows in the snnpTarget Tabl e.

snnpTar get Addr Narre
snipTar get Addr TDomai n
snnpTar get Addr TAddr ess
snnpTar get Addr Ti neout
snnpTar get Addr Ret r yCount
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snipTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Addr Nane
snnpTar get Addr TDonai n
snnpTar get Addr TAddr ess
snipTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Addr Narne
snipTar get Addr TDomai n
snnpTar get Addr TAddr ess
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Addr Name
snnpTar get Addr TDomai n
snnpTar get Addr TAddr ess
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snipTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Par ansNane
snnpTar get Par ans MPModel

Levi, et. al.
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SnnpAdmi nStri ng,
TDomai n,

TAddr ess,

Ti el nt er val

I nt eger 32,
SnnpAdmi nStri ng,
SnnpAdmi nStri ng,
St or ageType,
RowsSt at us

"addr 1"
snnpUDPDonai n
128.1.2.3:162
"groupl”

" Aut hNoPriv joe"
readOnl y(5)
active(l)

"addr 2"
snipUDPDonai n
128.2.4.6: 162
"groupl”

" Aut hNoPri v-j oe"
readOnl y(5)
active(1l)

"addr 3"
snnpUDPDomai n
128. 1. 2. 3:162

"group2"
"Aut hPri v-bob"
readOnl y(5)
active(l)
= "Aut hNoPri v-j oe"
=3
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snipTar get Par ansSecur i t yMbdel = 3 (USM
snipTar get Par ansSecur i t yName = "joe"
snnpTar get Par ansSecuritylLevel = aut hNoPri v(2)
snnpTar get Par ans St or ageType = readOnl y(5)
snnpTar get Par ans RowSt at us = active(l)

snnpTar get Par ansNane
snipTar get Par ans MPModel

"Aut hPri v- bob"
3

snnpTar get Par ansSecur i t yMbdel = 3 (USM
snnpTar get Par ansSecur i t yNanme = "bob"
snnpTar get Par ansSecuritylLevel = authPriv(3)
snnpTar get Par ans St or ageType = readOnl y(5)
snipTar get Par ans RowsSt at us = active(l)

* snnpNot i f yNane = "groupl”
snnmpNot i fyTag = "groupl”
snnmpNot i f yType = trap(l)
snnpNot i f ySt orageType = readOnly(5)
snnpNot i f yRowSt at us = active(1)

* snnpNot i f yNane = "group2”
snnmpNot i fyTag = "group2"
snnmpNot i fyType = trap(l)
snnpNot i f ySt orageType = readOnly(5)
snnpNot i f yRowSt at us = active(1)

These entries define two groups of nmanagenment targets. The first

group contains two managenent targets:

first target

second target

messagePr ocessi nghbdel SNWPv 3 SNWPv 3
securit yModel 3 (UsMm 3 (UsMm
securityNane "] oe" "] oe"

securitylLevel
t ransport Donai n
transport Addr ess

aut hNoPri v(2)
snnpUDPDonai n
128.1.2.3:162

aut hNoPri v(2)
snnpUDPDonai n
128.2.4.6:162

And the second group contains a single managenent target:

Levi,

nmessagePr ocessi nghbdel SNWPV 3
securitylLevel aut hPri v(3)
securit yModel 3 (UsMm

securit yName "bob"

et.

al .

transport Domai n
transport Addr ess

snnpUDPDonai n
128.1.5.9:162
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B. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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