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Abst ract

Wth the increased growth of the Internet, the nunber of custoners
usi ng BGP4 has grown significantly. RFCL930 outlines a set of

gui del i nes for when one needs and should use an AS. However, the
custoner and service provider (I1SP) are left with a problemas a
result of this in that while there is no need for an allocated AS
under the guidelines, certain conditions nmake the use of BGP4 a very
pragmati c and perhaps only way to connect a custoner homed to a
single 1SP. This paper proposes a solution to this problemin line
with recomendati ons set forth in RFC1930.

1. Problens

Wth the increased growth of the Internet, the nunber of customners
using BGP4 [1],[2] has grown significantly. RFC1930 [4] outlines a
set of guidelines for when one needs and should use an AS. However,
the customer and service provider (1SP) are left with a problemas a
result of this in that while there is no need for an allocated AS
under the guidelines, certain conditions nmake the use of BGP4 a very
pragmati c and perhaps only way to connect a custoner homed to a
single 1 SP. These conditions are as foll ows:

1) Custoners nulti-honed to single provider
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Consi der the scenario outlined in Figure 1 bel ow
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Figure 1. Custoners multi-honme to a single provider

Here both custoner X and customer Y are multi-homed to a single
provider, |1SP A Because these nultiple connections are "localized"
between the ISP A and its custonmers, the rest of the routing system
(ISP Band ISP Cin this case) doesn’'t need to see routing
information for a single nmulti-honed custonmer any differently than a
singl y-honed customer as it has the sane routing policy as ISP A
relative to ISP B and ISP C. In other words, with respect to the
rest of the Internet routing systemthe organization is singly-honed,
so the conplexity of the nmultiple connections is not relevant in a

gl obal sense. Autononmous System Nunbers (AS) are identifiers used in
routing protocols and are needed by routing donmains as part of the

gl obal routing system However, as [4] correctly outlines,

organi zations with the sane routing policy as their upstream provider
do not need an AS.

Despite this fact, a problemexists in that nmany | SPs can only
support the load-sharing and reliability requirenents of a nulti-
homed customer if that custoner exchanges routing information using
BGP-4 which does require an AS as part of the protocol

2) Singly-honed custoners requiring dynam c advertisenment of NLRI's

Wiile this is not a cormon case as static routing is generally
used for this purpose, if a large anbunt of NLRI’'s need to be
advertised fromthe custoner to the ISP it is often

adm nistratively easier for these prefixes to be advertised using
a dynam c routing protocol. Today, the only exterior gateway
protocol (EGP) that is able to do this is BGP. This leads to the
same problemoutlined in condition 1 above.
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3.

As can be seen there is clearly a problemw th the recomendati ons
set forth in [4] and the practice of using BGP4 in the scenarios
above. Section 2 proposes a solution to this problemw th foll ow ng
sections describing the inplications and application of the proposed
sol uti on.

It should also be noted that if a custoner is nulti-homed to nore
than one 1SP then they are advised to obtain an official allocated AS
fromtheir allocation registry.

Sol ution

The solution we are proposing is that all BGP custoners homed to the
same single |1 SP use a single, dedicated AS specified by the ISP

Logically, this solution results in an ISP having nmany peers with the
same AS, although that AS exists in "islands" conpletely disconnected
from one anot her.

Several practical inplications of this solution are discussed in the
next section.

I mplications

3.1 Full Routing Tabl e Announcenent

The solution precludes the ability for a BGP custoner using the

dedi cated AS to receive 100%full routes. Because of routing | oop
detection of AS path, a BGP speaker rejects routes with its own AS
nunber in the AS path. |nagine Custonmer X and Customer Y maintain
BGP peers with Provider A using AS nunber N. Then, Customer X will
not be able to received routes of Customer Y. We do not believe that
this would cause a problem for Custonmer X, though, because Customer X
and Custoner Y are both stub networks so default routing is adequate,
and the absence of a very snall portion of the full routing table is
unlikely to have a noticeable inpact on traffic patterns guided by
MEDs received.

A BGP custoner using the dedicated AS nust carry a default route
(preferably receiving fromits provider via BGP).

3.2 Change of External Connectivity

The dedicated AS specified by a provider is purely for use in peering
between its custoners and the provider. Wen a custoner using the
dedi cated AS changes its external connectivity, it nmay be necessary
for the custoner to reconfigure their network to use a different AS
nunber (either a globally unique one if honmed to nultiple providers,
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or a dedicated AS of a different provider).
3.3 Aggregation

As BGP custoners using this dedicated AS are only honed to one ISP
their routes allocated fromits providers CIDR bl ock do not need to
be announced upstreamby its provider as the providers wll already
be originating the |larger block. [6].

3.4 Routing Registries

The Internet Routing Registry (IRR) [5] is used by providers to
generate route filtering lists. Such lists are derived primarily
fromthe "origin" attribute of the route objects. The "origin" is
the AS that originates the route. Wth nultiple customers using the
same AS, finer granularity will be necessary to generate the correct
route filtering. For exanple, the "mmtner" attribute or the
"comunity" attribute of a route object can be used along with the
"origin" attribute in generating the filtering lists.

4. Practice
The AS nunber specified by a provider can either be an AS fromthe
private AS space (64512 - 65535) [4], or be an AS previously
all ocated to the provider. Wth the forner, the dedicated AS |ike
all other private AS' s should be stripped fromits AS path while the
route is being propagated to the rest of the Internet routing system

5. Security Considerations
The usage of AS nunbers described in this docunent has no effective
security inmpact. Acceptance and filtering of AS nunbers from
custonmers is an issue dealt with in other docunents.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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