Net wor k Wor ki ng G oup R Rivest

Request for Comments: 2268 M T Laboratory for Conputer Science
Cat egory: I nfornmational and RSA Data Security, Inc.
March 1998

A Description of the RC2(r) Encryption Al gorithm
Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1998). All Ri ghts Reserved.
1. Introduction

This nmenp is an RSA Laboratories Technical Note. It is neant for
i nformati onal use by the Internet conmmunity.

This meno describes a conventional (secret-key) bl ock encryption
algorithm called RC2, which may be considered as a proposal for a
DES repl acenment. The input and output block sizes are 64 bits each
The key size is variable, fromone byte up to 128 bytes, although the
current inplenentation uses eight bytes.

The algorithmis designed to be easy to inplenment on 16-bit
m croprocessors. On an |IBM AT, the encryption runs about tw ce as
fast as DES (assuming that key expansion has been done).

1.1 Algorithmdescription

We use the term"word" to denote a 16-bit quantity. The synbol + will
denot e twos-conpl enment addition. The synbol & will denote the bitw se
"and" operation. The term XOR will denote the bitw se "excl usive-or"
operation. The synbol ~ will denote bitw se conpl enent. The synbol *
will denote the exponentiation operation. The term MOD will denote

t he modul o operati on.

There are three separate algorithns invol ved

Key expansion. This takes a (variable-length) input key and
produces an expanded key consisting of 64 words K[O0],..., K 63].
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Encryption. This takes a 64-bit input quantity stored in words
RO], ..., R3] and encrypts it "in place" (the result is left in

RIO], ..., R3]).
Decryption. The inverse operation to encryption
2. Key expansion

Since we will be dealing with eight-bit byte operations as well as
16-bit word operations, we will use two alternative notations

for referring to the key buffer:

For word operations, we will refer to the positions of the
buffer as K[0], ..., K[ 63]; each K[i] is a 16-bit word.

For byte operations, we will refer to the key buffer as
L[O], ..., L[127]; each L[i] is an eight-bit byte

These are alternative views of the sane data buffer. At all tines it
will be true that

K[i] = L[2*%i] + 256*L[2*i +1].

(Note that the | oworder byte of each K word is given before the
hi gh- order byte.)

We will assune that exactly T bytes of key are supplied, for sone T
inthe range 1 <= T <= 128. (Qur current inplenentation uses T = 8.)
However, regardless of T, the algorithmhas a maxi rum effective key
length in bits, denoted T1. That is, the search space is 27(8*T), or
2"T1, whichever is snaller.

The purpose of the key-expansion algorithmis to nodify the key
buffer so that each bit of the expanded key depends in a conplicated
way on every bit of the supplied input key.

The key expansion al gorithm begins by placing the supplied T-byte key
into bytes L[O], ..., L[T-1] of the key buffer

The key expansion algorithmthen conputes the effective key length in
bytes T8 and a nask TM based on the effective key length in bits T1
It uses the follow ng operations:

T8
™

(T1+7)/8;
255 MOD 2~(8 + T1 - 8*T8);

Thus TM has its 8 - (8*T8 - T1) least significant bits set.
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For exanpl e,
and TM = Oxff.
= 8 and TM = Ox7f.

Here PI TABLE[ 0],
based on the digits of P

00:
10:
20:
30:
40:
50:
60:
70:
80:
90:
a0:
bO:
cO0:
do:
e0:
fO:

with an effective key length of 64 bits,
Wth an effective key length of 63 bits,

RC2(r) Encryption Al gorithm

Pl TABLE[ 255]

is an array of

= 3.14159..
PI TABLE i s a random pernutation of the values O,
the PI TABLE i n hexadeci nal

not ati on:

0 1 2 3 45 6 7 8 9 a b

do
c6
17
bd
54
12
6f

f8
08
96
c2
99
2d
d3
0d
c5

78
7e
9a
8f

dé
75
bf

11
e8
la
el
7c
5d
00
38
f3

fo
37
59
40
65
ca
Oe
c7
ea
d2
41
3a
fa
e6
34
db

c4
83
f5
eb
93
1f

da
foé
de
71
6e
85
98
cf

1b
47

19
2b
87
86
ce
3b
46
90
80
5a
Of

23
e3
el
ab
eb5

dd
76
b3
b7
60
be
69
ef

52
15
51
b8
8a
9e
33
ab

b5
53
Af

7b
b2
e4
07
3e
ee
49
cb
b4
92
a8
ff

9c

ed
8e
13
0Ob
1c
dl
57
e7
f7
74
cc
7a
ae
2c
b0
77

The key expansi on operation
i nternedi ate step:

for

L[i]
L[ 128- T8]

for

L[i]

(I'n the first

=T, T+1

127- T8,

nmodul o 256.)

The "effective key" consists of the values L[128-T8], ..

| oop,

L]

L]

the addition of L[i-1] and L[i-T]

.. 0 do
PI TABLE[ L[i +1] XOR L[i+T8]];

..., 127 do
PITABLE[L[i-1] + L[i-T]];

28
62
61
fo
73
42
27
06
84
4b
24
fc
05
63
bb
Oa

e9
4c
45
95
56
3d
f2
c3
aa
of

91
02
df

16
48
ab

fd
64
6d
21
cO
d4
1d
d5
72
do
af

36
29
01
Oc
20

consi sts

Pl TABLE[ L[ 128-T8] & TM;

79
88
8d
22
14
30
9b
2f

ac
5e
50
5b
10
3f

5f

68

More precisely,

c
4a
44
09
5c
a7
a3
bc
c8
35
04
al
25
67
58
b9
fe

d
a0
8b
81
6b
8c
3c
94
66
4d
18
fa
55
6¢C
e2
bl
7f

e
ds
fb
7d
4e
f1l
b6
43
le
6a
a4
70
97
ba
89
cd
cl

March 1998

64, T8 = 8
= 63, T8

"randont bytes

f
ad
az2
32
82
dc
26
03
d7
2a
ec
39
31
c9
a9
2e
ad

the array
255. Here is

of the following two | oops and

is perforned

L[ 127] .

The internediate step’s bitwi se "and" operation reduces the search

space for

The expanded key depends only on the effective key bits,

Ri vest

L[ 128-T8] so that the effective nunber of key bits is TI1.
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of the supplied key K. Since the expanded key is not itself nodified
during encryption or decryption, as a pragmatic natter one can expand
the key just once when encrypting or decrypting a | arge bl ock of

dat a.

3. Encryption al gorithm

The encryption operation is defined in ternms of primtive "mx" and
"mash" operations.

Here the expression "x rol k" denotes the 16-bit word x rotated |eft
by k bits, with the bits shifted out the top end entering the bottom
end.

3.1 Mx up Ri]

The primtive "Mx up Ri]" operation is defined as follows, where
s[0] is 1, s[1] is 2, s[2] is 3, and s[3] is 5, and where the indices
of the array R are always to be considered "nodulo 4," so that Ri-1]
refers to RI3] if i is O (these values are

"wr apped around” so that R always has a subscript in the range 0 to 3
i nclusive):

Rii] = 1i_] + Kl + (Rii-1] & Ri-2]) + ((-Ri-1]) & Ri-3]);

=] +

]R[i] = Ri] rol s[i];:

In words: The next key word K[j] is added to Ri], and j is advanced.
Then R[i-1] is used to create a "conposite" word which is added to
R(i]. The conposite word is identical with Ri-2] in those positions
where Ri-1] is one, and identical to Ri-3] in those positions where
Rli-1] is zero. Then Ri] is rotated left by s[i] bits (bits rotated
out the left end of Ri] are brought back in at the right). Here j is
a "global" variable so that K[j] is always the first key word in the
expanded key whi ch has not yet been used in a "m x" operation

3.2 Mxing round
A "m xi ng round" consists of the follow ng operations:
M x up R[ 0]
M x up R[1]

Mx up R 2]
M x up R[ 3]
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3.3 Mash R[]

The primtive "Mash Ri]" operation is defined as follows (using the
previ ous conventions regardi ng subscripts for R):

Ri] = Ri] + KKRi-1] & 63];

In words: Ri] is "mashed" by adding to it one of the words of the
expanded key. The key word to be used is determ ned by | ooking at the
| oworder six bits of Ri-1], and using that as an index into the key
array K

3.4 Mashing round
A "mashi ng round” consists of:

Mash R[ 0]
Mash R 1]
Mash R[ 2]
Mash R[ 3]

3.5 Encryption operation
The entire encryption operation can now be described as follows. Here

j is a global integer variable which is affected by the mixing
operati ons.

1. Initialize words R[0], ..., R3] to contain the
64-bit input val ue.

2. Expand the key, so that words K[0], ..., K 63] becone
def i ned.

3. Initialize j to zero.

4. Performfive mxing rounds.
5. Perform one nmashi ng round.
6. Perform six m xing rounds.
7. Perform one nashing round.
8. Performfive mxing rounds.

Not e that each m xing round uses four key words, and that there are
16 m xi ng rounds altogether, so that each key word is used exactly
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once in a mxing round. The mashing rounds will refer to up to eight
of the key words in a data-dependent manner. (There may be
repetitions, and the actual set of words referred to will vary from
encryption to encryption.)

4. Decryption algorithm

The decryption operation is defined in terms of prinitive operations
that undo the "m x" and "mash" operations of the encryption
algorithm They are naned "r-m x" and "r-mash" (r- denotes the
reverse operation).

Here the expression "x ror k" denotes the 16-bit word x rotated right
by k bits, with the bits shifted out the bottomend entering the top
end.

4.1 RMx up Ri]
The primtive "RRMx up R[i]" operation is defined as foll ows, where

s[0] is 1, s[1] is 2, s[2] is 3, and s[3] is 5, and where the indices
of the array R are always to be considered "nodulo 4," so that Ri-1]

refers to R3] if i is 0 (these values are "wapped around” so that R
al ways has a subscript in the range 0 to 3 inclusive):

Rii] = Ri] ror s[i];

R =

RiiT T]-NH-(NFH&NFH)-NHFH)&HFQN

] - L

In words: R[i] is rotated right by s[i] bits (bits rotated out the
right end of Ri] are brought back in at the left). Here j is a

"gl obal " variable so that K[j] is always the key word with greatest

i ndex in the expanded key which has not yet been used in a "r-m x"
operation. The key word K[j] is subtracted fromRi], and j is
decrenented. R[i-1] is used to create a "conposite" word which is
subtracted fromR[i]. The conposite word is identical with Ri-2] in
those positions where Ri-1] is one, and identical to Ri-3] in those
positions where Ri-1] is zero.

4.2 R- M xing round
An "r-m xi ng round" consists of the follow ng operations:
R-Mx up R 3]
R-Mx up R 2]

R Mx up R 1]
R-M x up R[0]
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4.3 R Mash R[i]

March 1998

The primtive "R-Mash Ri]" operation is defined as follows (using

the previous conventions regardi ng subscripts for R):

Rii] = Ri] - KIRi-1] & 63];

In words: R[i] is "r-mashed" by subtracting fromit one of the words
of the expanded key. The key word to be used is determ ned by | ooking
at the loworder six bits of Ri-1], and using that as an index into

the key array K
4.4 R-Mashing round
An "r-mashi ng round" consists of:
R- Mash R[ 3]
R- Mash R[ 2]
R- Mash R[ 1]
R- Mash R[ 0]

4.5 Decryption operation

The entire decryption operation can now be described as foll ows.
Here j is a global integer variable which is affected by the mixing

operati ons.

1. Initialize words R[0], ..., R3] to contain the 64-bit
ci phertext val ue.

2. Expand the key, so that words K[0], ..., K 63] becone
def i ned.

3. Initialize ] to 63.

4. Performfive r-m xing rounds.

5. Perform one r-mashi ng round.

6. Performsix r-mxing rounds.

7. Performone r-mashing round.

8. Performfive r-mxing rounds.
5. Test vectors

Test vectors for encryption with RC2 are provi ded bel ow.
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Al'l quantities are given in hexadeci mal

Key | ength (bytes)

RC2(r) Encryption Al gorithm

=8

Ef fective key length (bits) = 63
Key = 00000000 00000000

Pl ai nt ext = 00000000 00000000

C phertext = ebb773f9 93278ef f

Key | ength (bytes)

=8

Ef fective key length (bits) = 64
Key = ffffffff ffffffff

Plaintext = ffffffff ffffffff

C phertext = 278b27e4 2e2f0d49

Key | ength (bytes)

=8

Effective key length (bits) = 64
Key = 30000000 00000000

Pl ai nt ext = 10000000 00000001

C phertext = 30649edf 9be7d2c2

Key | ength (bytes)

=1

Effective key length (bits) = 64

Key = 88

Pl ai nt ext = 00000000 00000000
C phertext = 6la8a244 adacccfO

Key | ength (bytes)

=7

Effective key length (bits) = 64
Key = 88bca90e 90875a

Pl ai nt ext = 00000000 00000000

C phertext = 6c¢ccf4308 974c267f

Key | ength (bytes)

= 16

Ef fective key length (bits) = 64

Key = 88bca90e 90875a7f O0Of 79¢c384 627baf b2
Pl ai nt ext = 00000000 00000000

C phertext = 1a807d27 2bbe5dbl

Key | ength (bytes)

= 16

Ef fective key length (bits) = 128

Key = 88bca90e 90875a7f O0Of 79¢c384 627baf b2
Pl ai nt ext = 00000000 00000000

C phertext = 2269552a bO0f 85ca6

Key | ength (bytes)

= 33

Ef fective key length (bits) = 129

Key = 88bca90e 90875a7f Of 79c384 627baf b2 16f 80a6f 85920584

c42f ceb0 be255daf 1e

Ri vest
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Pl ai nt ext = 00000000 00000000
C phertext = 5b78d3a4 3dfffif1l

6. RC2 Al gorithm Cbject ldentifier
The Object Identifier for RC2 in cipher block chaining node is
r c2CBC OBJECT | DENTI FI ER
c:={iso(1) nenber-body(2) US(840) rsadsi(113549)
encrypti onAl gorithm(3) 2}
RC2- CBC t akes paraneters
RC2- CBCPar anmeter ::= CHO CE {
iv 1V,

par ans SEQUENCE {
ver si on RC2Ver si on

iv IV
}
}
wher e
IV ::= OCTET STRING -- 8 octets
RC2Version ::= I NTEGER -- 1-1024

RC2 in CBC node has two paraneters: an 8-byte initialization vector
(I'V) and a version nunber in the range 1-1024 which specifies in a
roundabout manner the nunber of effective key bits to be used for the
RC2 encryption/ decryption

The correspondence between effective key bits and version nunber is
as follows:

1. If the nunber EKB of effective key bits is in the range 1-255,
then the version nunber is given by Tabl e[ EKB], where the 256-byte
translation table Table[] is specified below Table[] specifies a
perrmut ati on on the numbers 0-255; note that it is not the same
tabl e that appears in the key expansi on phase of RC2.

2. If the nunber EKB of effective key bits is in the range
256- 1024, then the version nunber is sinply EKB

The default nunber of effective key bits for RC2 is 32. If RC2-CBC
is being perforned with 32 effective key bits, the parameters
shoul d be supplied as a sinple |V, rather than as a SEQUENCE
containing a version and an IV.
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0 1 2 3 45 6 7 8 9 a b c d e f

00: bd 56 ea f2 a2 f1 ac 2a b0 93 d1 9c 1b 33 fd dO
10: 30 04 b6 dc 7d df 32 4b f7 cb 45 9b 31 bb 21 5a
20: 41 9f el d9 4a 4d 9e da a0 68 2c c3 27 5f 80 36
30: 3e ee fb 95 1a fe ce a8 34 a9 13 f0 a6 3f d8 Oc
40: 78 24 af 23 52 cl1 67 17 f5 66 90 e7 e8 07 b8 60
50: 48 e6 l1le 53 f3 92 a4 72 8c 08 15 6e 86 00 84 fa
60: f4 7f 8a 42 19 f6 db cd 14 8d 50 12 ba 3c 06 4e
70: ec b3 35 11 al 88 8e 2b 94 99 b7 71 74 d3 e4 bf
80: 3a de 96 0Oe bc Oa ed 77 fc 37 6b 03 79 89 62 c6
90: d7 cO d2 7c 6a 8b 22 a3 5b 05 5d 02 75 d5 61 e3
a0: 18 8f 55 51 ad 1f Ob 5e 85 e5 c2 57 63 ca 3d 6¢
b0: b4 c5 cc 70 b2 91 59 0d 47 20 c8 4f 58 e0 01 e2
c0: 16 38 c4 6f 3b Of 65 46 be 7e 2d 7b 82 f9 40 b5
d0: 1d 73 f8 eb 26 c7 87 97 25 54 bl 28 aa 98 9d a5
e0: 64 6d 7a d4 10 81 44 ef 49 d6 ae 2e dd 76 5c¢ 2f
fO: a7 1c ¢c9 09 69 9a 83 cf 29 39 b9 €9 4c ff 43 ab

A. Intellectual Property Notice
RC2 is a registered trademark of RSA Data Security, Inc. RSA' s
copyrighted RC2 software is avail abl e under |icense from RSA Data
Security, Inc.
B. Author’s Address
Ron Ri vest
RSA Laboratories
100 Marine Parkway, #500
Redwood City, CA 94065 USA

Phone: (650) 595-7703
EMai | : rsa-labs@sa. com
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C. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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