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Abst r act

Thi s docunent describes the Message Processing and Di spatching for
SNVP messages within the SNWP architecture [ RFC2261]. It defines the
procedures for dispatching potentially multiple versions of SNWP
nmessages to the proper SNWMP Message Processing Models, and for

di spatching PDUs to SNWMP applications. This docunent al so describes
one Message Processing Mddel - the SNMPv3 Message Processing Mdel .
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1. Introduction

The Architecture for describing Internet Managenent Framewor ks
[ RFC2261] describes that an SNMP engine i s conposed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Appl i cati ons make use of the services of these subsystens.

It

Di spat cher described in this docunment fit
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interact with other subsystens within the architecture. The reader
is expected to have read and understood the description of the SNW
architecture, defined in [ RFC2261].

The Dispatcher in the SNVMP engi ne sends and receives SNVP nessages.
It al so dispatches SNVP PDUs to SNWP applications. Wien an SNWP
message needs to be prepared or when data needs to be extracted from
an SNMVP nessage, the Dispatcher del egates these tasks to a nessage
versi on-speci fi c Message Processing Mdel wi thin the Message

Pr ocessi ng Subsystem

A Message Processing Mddel is responsibile for processing a SNW
versi on-speci fic message and for coordinating the interaction with
the Security Subsystemto ensure proper security is applied to the
SNVP nmessage bei ng handl ed.

I nteractions between the Dispatcher, the Message Processing
Subsystem and applications are nodell ed using abstract data el enents
and abstract service interface primtives defined by the SNWP
architecture.

Simlarly, interactions between the Message Processing Subsystem and
the Security Subsystem are nodel |l ed using abstract data el enments and
abstract service interface primtives as defined by the SNWP
architecture.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Overview

The following illustration depicts the Message Processing in relation
to SNWP applications, the Security Subsystem and Transport Mappi ngs.

Case, et. al. St andards Track [ Page 3]
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2.1. The Dispatcher.

The Dispatcher is a key piece of an SNWP engine. There is only one in
an SNVP engine, and its job is to dispatch tasks to the nultiple
versi on-speci fi ¢ Message Processing Mdels, and to dispatch PDUs to
various applications.

For out goi ng nessages, an application provides a PDU to be sent, plus
the data needed to prepare and send the nessage, and the application
speci fies which version-specific Message Processing Mdel will be
used to prepare the nessage with the desired security processing.
Once the nessage is prepared, the D spatcher sends the nessage.

For inconi ng nessages, the Dispatcher determ nes the SNWP version of
the i ncom ng nessage and passes the nmessage to the version-specific
Message Processing Model to extract the conponents of the message and
to coordinate the processing of security services for the nessage.
After version-specific processing, the PDU D spatcher deternines

whi ch application, if any, should receive the PDU for processing and
forwards it accordingly.

The Dispatcher, while sending and receiving SNVWP nessages, collects
statistics about SNVMP nessages and the behavior of the SNMP engine in
managed objects to nmake them accessible to renote SNVP entities.

Thi s docunent defines these managed objects, the M B nodul e which
contains them and how these managed objects m ght be used to provide
useful nmanagenent.

2.2. Message Processing Subsystem

The SNVP Message Processing Subsystemis the part of an SNWP engi ne
which interacts with the D spatcher to handle the version-specific
SNVMP nmessages. It contains one or nore Message Processing Model s.

Thi s docunent describes one Message Processing Mdel, the SNWv3
Message Processing Mddel, in Section 6. The SNMPv3 Message Processing
Model is defined in a separate section to show that nultiple

(i ndependent) Message Processing Mddels can exist at the sane tine
and that such Mddels can be described in different docunments. The
SNVPv3 Message Processing Model can be replaced or supplenmented with
ot her Message Processing Models in the future. Two Message Processing
Model s which are expected to be developed in the future are the
SNWPv1l nessage format [ RFCL157] and the SNMPv2c message for nat

[ RFC1901]. Ohers may be devel oped as needed.

Case, et. al. St andards Track [ Page 5]



RFC 2262 SNVPv3 Managenent Prot ocol January 1998

3. Elements of Message Processing and Di spatchi ng

See [ RFC2261] for the definitions of
cont ext Engi nel D
cont ext Name
scopedPDU
max Si zeResponseScopedPDU
securit yModel
securit yName
securitylLevel
nmessagePr ocessi nghbdel

For inconi ng nessages, a version-specific nmessage processing nodul e
provi des these values to the Dispatcher. For outgoing nessages, an
application provides these values to the D spatcher

For sonme version-specific processing, the values nmay be extracted
fromrecei ved nessages; for other versions, the values may be
determined by algorithm or by an inplenmentation-defined mechani sm
The nechani sm by which the value is determned is irrelevant to the
Di spat cher

The foll owi ng additional or expanded definitions are for use within
the Di spatcher

3.1. nessageProcessi nghbde

The val ue of messageProcessi nghvbdel identifies a Message Processing
Model . A Message Processing Mddel describes the version-specific
procedures for extracting data from nessages, generating nessages,
calling upon a securityMddel to apply its security services to
messages, for converting data froma version-specific nessage format
into a generic format usable by the Dispatcher, and for converting
data from Di spatcher format into a version-specific nmessage format.

3.2. pduVersion

The val ue of pduVersion represents a specific version of protoco
operation and its associated PDU formats, such as SNMPv1l or SNWPv2
[ RFC1905]. The val ues of pduVersion are specific to the version of
the PDU contained in a nessage, and the PDUs processed by
applications. The Dispatcher does not use the value of pduVersion
directly.

An application specifies the pduVersion when it requests the PDU

Di spatcher to send a PDU to another SNWP engi ne. The Di spatcher
passes the pduVersion to a Message Processing Mdel, so it knows how
to handl e the PDU properly.

Case, et. al. St andards Track [ Page 6]
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For inconi ng nessages, pduVersion is provided to the Dispatcher by a
versi on-speci fi c Message Processing nodul e. The PDU Di spat cher passes
the pduVersion to the application so it knows how to handl e the PDU
properly. For exanple, a command responder application needs to know
whet her to use [ RFC1905] el ements of procedure and syntax instead of
those specified for SNWPv1.

3.3. pduType

A val ue of pduType represents a specific type of protocol operation
The val ues of pduType are specific to the version of the PDU
contai ned in a nmessage.

Applications register to support particular pduTypes for particul ar
cont ext Engi nel Ds.

For inconmi ng nessages, pduType is provided to the Dispatcher by a
versi on-speci fi c Message Processing nodule. It is subsequently used
to dispatch the PDU to the application which registered for the
pduType for the contextEngi nel D of the associ ated scopedPDU

3.4. sendPduHandl e
This handle is generated for coordinating the processing of requests
and responses between the SNMP engi ne and an application. The handl e
must be uni que across all version-specific Message Processi ng Mdel s,
and is of local significance only.

4. Dispatcher Elenents of Procedure

Thi s section describes the procedures foll owed by the D spatcher when
generati ng and processi ng SNMP nessages.

4.1. Sending an SNVMP Message to the Network

Thi s section describes the procedure foll owed by an SNMP engi ne
whenever it sends an SNVP nessage.

4.1.1. Sending a Request or Notification
The foll owi ng procedures are foll owed by the Di spatcher when an
application wants to send an SNMP PDU to anot her (renote)
application, i.e., to initiate a communication by originating a
message, such as one containing a request or a trap.

1) The application requests this using the abstract service
primtive:

Case, et. al. St andards Track [ Page 7]
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statuslinformation = -- sendPduHandl e if success
-- errorindication if failure

sendPdu(
IN transport Domain -- transport dommin to be used
IN transport Address -- destination network address
IN messageProcessi nghbdel -- typically, SNV version
IN securityMdel -- Security Model to use
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN context Nanme -- data from'in this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN expect Response -- TRUE or FALSE

2) |If the messageProcessi nghbdel val ue does not represent a Message
Processi ng Model known to the Dispatcher, then an errorlndication
(i npl emrent ati on-dependent) is returned to the calling application
No further processing is perforned.

3) The Dispatcher generates a sendPduHandl e to coordi nate
subsequent processing.

4) The Message Dispatcher sends the request to the version-specific
Message Processing nodul e identified by nmessageProcessi nghbdel
usi ng the abstract service primtive:

statusinformation = - success or error indication
pr epar eQut goi ngMessage(
IN transport Domain -- as specified by application
IN transport Address -- as specified by application
IN nessageProcessi nghbdel -- as specified by application
IN securityMdel -- as specified by application
IN securityNane -- as specified by application
IN securitylLevel -- as specified by application
IN contextEnginelD -- as specified by application
IN  cont ext Name -- as specified by application
IN  pduVersion -- the version of the PDU
IN PDU -- as specified by application
IN expect Response -- as specified by application
IN  sendPduHandl e -- as determined in step 3
OQUT dest Transport Domai n -- destination transport domain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the message to send
QUT out goi ngMessagelLengt h -- the nmessage length

)

Case, et. al. St andards Track [ Page 8]
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5)

6)

If the statuslinformation indicates an error, the errorlndication
is returned to the calling application. No further processing is
per f or med.

If the statuslnformation indicates success, the sendPduHandl e is
returned to the application, and the outgoi ngMessage is sent via
the transport specified by the transportDonain to the address
specified by the transport Address.

Qut goi ng Message Processing is conplete.

4.1. 2.

Sendi ng a Response to the Network

The followi ng procedure is foll owed when an application wants to
return a response back to the originator of an SNVP Request.

1)

2)

Case,

An application can request this using the abstract service
primtive:

r et ur nResponsePDU(

IN nessageProcessi nghbdel -- typically, SNWP version

IN securityMdel -- Security Moddel in use

IN securityNane -- on behalf of this principa

IN securitylLevel -- same as on incomng request

IN contextEngi nel D -- data fromat this SNWP entity

IN cont ext Nare -- data fromin this context

IN  pduVersion -- the version of the PDU

IN PDU -- SNWP Protocol Data Unit

IN naxSi zeResponseScopedPDU -- maxi num si ze of Response PDU

IN stateReference -- reference to state information
-- as presented with the request

IN statuslnformation -- success or errorlndication

) -- (error counter O D and val ue

-- when errorlndication)

The Message Di spatcher sends the request to the appropriate
Message Processing Model indicated by the received val ue of
messagePr ocessi ngvbdel using the abstract service primtive:

result = -- SUCCESS or errorlndication
pr epar eResponseMessage(

IN nessageProcessi nghbdel -- specified by application

IN securityMdel -- specified by application

IN securityNane -- specified by application

IN securitylLevel -- specified by application

IN contextEnginelD -- specified by application

IN  cont ext Nanme -- specified by application

IN  pduVersion -- specified by application

et. al. St andards Track [ Page 9]
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IN PDU -- specified by application

IN  nmaxSi zeResponseScopedPDU -- specified by application

IN stateReference -- specified by application

IN statuslnformation -- specified by application

QUT dest Transport Donmai n -- destination transport donmain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the nmessage to send

QUT out goi ngMessagelLengt h -- the message length

3) If the result is an errorlndication, the errorindication is
returned to the calling application. No further processing is
per f or med.

4) If the result is success, the outgoingMessage is sent over the
transport specified by the transportDonmain to the address
specified by the transport Address.

Message Processing is conplete.
4.2. Receiving an SNWP Message from the Network

Thi s section describes the procedure foll owed by an SNMP engi ne
whenever it receives an SNVP nessage.

Pl ease note, that for the sake of clarity and to prevent the text
from being even | onger and nore conplicated, sone details were
omtted fromthe steps below. |In particular, The el enents of
procedure do not always explicitly indicate when state infornmation
needs to be rel eased. The general rule is that if state information
is avail abl e when a nessage is to be "discarded without further
processing", then the state information nmust al so be rel eased at that
same timne.

4.2.1. Message Dispatching of received SNVWP Messages
1) The snmpl nPkts counter [RFC1907] is increnented.

2) The version of the SNWP nessage is determned in an
i mpl ement at i on-dependent manner. |f the packet cannot be
sufficiently parsed to determ ne the version of the SNWP nessage,
then the snnpl nASNPar seErrs [ RFC1907] counter is increnented, and
the message is discarded without further processing. |If the
version is not supported, then the snnplnBadVersions [ RFC1907]
counter is increnmented, and the nessage is discarded w thout
further processing.

Case, et. al. St andards Track [ Page 10]
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3) The origin transportDomain and origin transportAddress are
det er mi ned.

4)

5)

6) At this point,

4.2.2.

The nessage is passed to the version-specific Message Processing
Model

Di spat cher.

primtive:

resul t

If the result

pr epar eDat aEl enment s(

I'N

z2zZzZzZ

& G55EG5586868¢8

t ransport Donai n --
transport Addr ess --
whol eMsg --
whol eMsglLengt h --
messagePr ocessi nghbdel --
securit yMbdel --
securit yName --
securitylLevel --
cont ext Engi nel D --
cont ext Nane --
pduVer si on --
PDU --
pduType --
sendPduHandl e --
maxSi zeResponseScopedPDU - -
st at usl nf ormati on --

st at eRef erence --

) - -

which returns the abstract data el enents required by the
This is perforned using the abstract service

SUCCESS or errorlndication

origin as determned in step 3.
origin as determined in step 3.
as received fromthe network
as received fromthe network
typically, SNWP version
Security Mddel to use

on behal f of this principa
Level of Security requested
data fromat this entity

data fronmlin this context

the version of the PDU

SNVP Protocol Data Unit

SNVP PDU type

handl e for a nmatched request
maxi mum si ze of Response PDU
success or errorlndication
(error counter O D and val ue
when errorlndication)
reference to state information
to be used for a possible
Response

is a FAILURE errorlndication, the nmessage is

di scarded wi thout further processing.

the abstract data el enents have been prepared and

processing continues as described in Section 4.2.2, PDU
Di spat ching for |ncom ng Messages.

PDU Di spat ching for

I ncom ng Messages

The el ements of procedure for the dispatching of PDUs depends on the

val ue of sendPduHandl e.

I|f the value of sendPduHandl e is <none>,

then this is a request or notification and the procedures specified

in Section 4.2.2.1 apply.
<none>,

Section 4.2.2.2 apply.

Case,

et.
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The foll owi ng procedures are followed for the dispatching of PDUs
when the val ue of sendPduHandl e is <none>,
request or notification

indicating this is a

1) The conbi nati on of context Engi nel D and pduType is used to
determ ne which application has registered for this request or
notification.

2) If no application has registered for the conbination,

a) The snnpUnknownPDUHandl ers counter is increnented.

t hen

b) A Response nessage is generated using the abstract service
primtive:

result =
pr epar eResponseMessage(

I'N

2222222222

€888

messagePr ocessi nghbdel
securit yModel
securityNanme
securitylLevel

cont ext Engi nel D
cont ext Nanme
pduVer si on

PDU

maxSi zeResponseScopedPDU
st at eRef erence

statusl nformation

transport Domai n
transport Addr ess
out goi ngMessage
out goi ngMessagelengt h

as
as
as
as
as
as
as
as
as
as

SUCCESS or

provi ded
provi ded
provi ded
provi ded
provi ded
provi ded
provi ded
provi ded
provi ded
provi ded

FAI LURE
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e
by MP nodul e

errorlndi cation plus
snmpUnknownPDUHandl ers O D
val ue pair.
destination transportDomai n
destination transportAddress
the nessage to send

its length

c) If the result is SUCCESS, then the prepared nessage is sent to
the originator of the request as identified by the

transport Donai n and transport Addr ess.

d) The incom ng nmessage is discarded without further processing.
Message Processing for this nmessage is conplete.

3) The PDU is dispatched to the application,

service primtive

Case, et. al

St andards Track
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processPdu( -- process Request/Notification
IN nessageProcessi nghbdel -- as provided by MP nodul e
IN securityMdel -- as provided by MP nodul e
IN securityNane -- as provided by MP nodul e
IN securitylLevel -- as provided by MP nodul e
IN contextEnginelD -- as provided by MP nodul e
IN  context Name -- as provided by MP nodul e
IN  pduVersion -- as provided by MP nodul e
IN PDU -- as provided by MP nodul e
IN nmaxSi zeResponseScopedPDU -- as provided by MP nodul e
IN stateReference -- as provided by MP nodul e

-- needed when sendi ng response

)

Message processing for this nmessage is conplete.
4.2.2.2. |Incom ng Responses

The foll owi ng procedures are followed for the dispatching of PDUs
when the val ue of sendPduHandl e is not <none>, indicating this is a
response.

1) The val ue of sendPduHandl e is used to determine, in an
i mpl ement ati on-defi ned nanner, which application is waiting for
a response PDU associated with this sendPduHandl e.

2) If no waiting application is found, the nessage is discarded
wi thout further processing, and the stateReference is rel eased.
The snnpUnknownPDUHandl ers counter is increnented. Message
Processing is conplete for this nmessage.

3) Any cached information, including stateReference, about the
message i s di scarded.

4) The response is dispatched to the application using the
abstract service prinitive

pr ocessResponsePdu( -- process Response PDU
IN nessageProcessi nghbdel -- provided by the MP nodul e
IN securityMdel -- provided by the MP nodul e
IN securityNane -- provided by the MP nodul e
IN securitylLevel -- provided by the MP nodul e
IN contextEnginelD -- provided by the MP nodul e
IN  cont ext Name -- provided by the MP nodul e
IN  pduVersion -- provided by the MP nodul e
IN PDU -- provided by the MP nodul e

Case, et. al. St andards Track [ Page 13]
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stat usl nformation -- provided by the MP nodul e
sendPduHandl e -- provided by the MP nodul e

)

Message Processing is conplete for this nmessage.

I'N
I'N

4.3. Application Registration for Handling PDU types

Applications that want to process certain PDUs nust register with the
PDU Di spatcher. Applications specify the conbination of

cont ext Engi nel D and pduType(s) for which they want to take
responsibility

1) An application registers according to the abstract interface

primtive:

statusinformation = -- success or errorlndication
regi st er Cont ext Engi nel X
IN contextEnginelD -- take responsibility for this one
IN  pduType -- the pduType(s) to be registered

)

Note: inplenmentations nmay provide a neans of requesting
registration for simultaneous nultiple contextEnginelD val ues,
e.g., all contextEnginel D values, and may al so provi de neans for
requesting simultaneous registration for nultiple val ues of
pduType.

2) The paraneters may be checked for validity; if they are not, then
an errorlndication (invalidParanmeter) is returned to the
appl i cation.

3) Each conbi nation of contextEngi nel D and pduType can be registered
only once. |If another application has already registered for the
speci fied conbination, then an errorlndication (alreadyRegi stered)
is returned to the application

4) Otherwise, the registration is saved so that SNWP PDUs can be
di spatched to this application

4.4. Application Unregistration for Handling PDU Types

Applications that no | onger want to process certain PDUs nust
unregi ster with the PDU Di spat cher.

1) An application unregisters using the abstract service prinmtive:
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unr egi st er Cont ext Engi nel I
IN  contextEnginel D -- give up responsibility for this
IN  pduType -- the pduType(s) to be unregistered

Note: inplenmentations nmay provide neans for requesting

unregi stration for simultaneous multiple contextEnginel D val ues,
e.g., all contextEnginel D values, and may al so provide neans for
requesting simultaneous unregistration for nmultiple values of
pduType.

2) If the contextEnginel D and pduType conbi nati on has been
registered, then the registration is del eted.

If no such registration exists, then the request is ignored.
5. Definitions

5.1. Definitions for SNMP Message Processing and Di spatching

SNVP- MPD-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
snnmpModul es, Count er 32 FROM SNWVPv2- SM ;
snnpMPDM B MODULE- | DENTI TY
LAST- UPDATED "9711200000Z" -- 20 Novenber 1997
ORGANI ZATI ON " SNMPv3 Wor ki ng G oup”
CONTACT- | NFO "WG- ermmi | : snnpv3@is.com

Subscribe: nmajordomo@is.com
I n message body: subscribe snmpv3

Chair: Russ Mundy
Trusted Informati on Systens
post al : 3060 Washi ngt on Road
A enwood, MD 21738
USA
emai |l : mundy@i s. com
phone: +1 301- 854- 6889

Co-editor: Jeffrey Case
SNVP Resear ch, Inc.

post al : 3001 Kimberlin Heights Road
Knoxvill e, TN 37920-9716
USA

emai | : case@nnp. com

phone: +1 423-573-1434
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Co- edi t or Dave Harrington
Cabl etron Systens, |nc.
post al : Post O fice Box 5005
Mai | St op: Dur ham
35 Industrial Way
Rochester, NH 03867-5005
USA
emai |l : dbh@tron. com
phone: +1 603-337- 7357
Co-editor: Randy Presuhn
BMC Software, |nc.
postal : 1190 Saratoga Ave, Suite 190
San Jose, CA 95120
USA
emai | : rpresuhn@nt. com
phone: +1 408-556-0720
Co-editor: Bert Wjnen
IBMT. J. Watson Research
post al : Schagen 33
3461 CGL Linschoten
Net her | ands
emai | : Wi j nen@net.i bmcom
phone: +31 348-432-794
DESCRI PTION "The M B for Message Processing and Di spatching"

::={ snnpMbdules 3}

R I S O R SRR kS

-- Administrative assignnments

snmpMPDAdNi n OBJECT IDENTIFIER ::= { snnrpMPDM B 1 }
snnpMPDM Bhj ect s OBJECT IDENTIFIER ::={ snnpM°DM B 2 }
snnpMPDM BConf or mance OBJECT IDENTIFIER ::= { snmpM°DM B 3 }

Statistics for

SNIVP Ivbssages R I S O R R kR

snmpMPDSt at s OBJECT IDENTIFIER ::= { snnmpMPDM Bhj ects 1 }

snmpUnknownSecurit yMbdel s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunber of packets received by the SNW
engi ne which were dropped because they referenced a
securityMdel that was not known to or supported by
t he SNWMP engi ne.
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:={ snnpMPDStats 1 }

snnpl nval i dMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNW
engi ne whi ch were dropped because there were invalid
or inconsistent conponents in the SNVP nessage.

::={ snnpMPDStats 2 }

snmpUnknownPDUHandl er s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunber of packets received by the SNW
engi ne which were dropped because the PDU contai ned
in the packet could not be passed to an application
responsi ble for handling the pduType, e.g. no SNW
application had registered for the proper
conbi nation of the contextEngi nel D and the pduType.

::={ snnpMPDStats 3 }
- Q)nforrrance II’]fOl‘ITBtIOI’] EJR R R R S S I R R R S I I R R R I I I R S I I

snnmpMPDM BConpl i ances OBJECT | DENTI FI ER : :
snnmpMPDM BGr oups OBJECT | DENTI FI ER : :

{ snnpMPDM BConf or mrance 1}
{ snnpMPDM BConf or mance 2}

-- Conpliance statenents
snnpMPDConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statenment for SNWP entities which
i mpl ement t he SNMP- MPD- M B.
MODULE -- this nodul e
MANDATORY- GROUPS { snnmpMPDG oup }
::={ snnpMPDM BConpl i ances 1 }
snnpMPDG oup OBJECT- GROUP

OBJECTS {
snnpUnknownSecur it yModel s,
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snnpl nval i dMsgs,
snmpUnknownPDUHandl er s

}
STATUS current
DESCRI PTI ON "A col | ection of objects providing for renote
moni toring of the SNVMP Message Processing and
Di spat chi ng process.

2= { snnmpMPDM BG oups 1 }
END
6. The SNWPv3 Message Format

This section defines the SNMPv3 nessage format and the correspondi ng
SNWVP version 3 Message Processing Model (v3MP).

SNMPv3MessageSyntax DEFINITIONS | MPLICI T TAGS ::= BEA N

SNWVPv3Message :: = SEQUENCE {
-- identify the layout of the SNMPv3Message
-- this elenent is in same position as in SNWv1
-- and SNWPv2c, allow ng recognition
msgVer si on | NTEGER { snnpv3 (3) },
-- administrative paraneters
msgQd obal Dat a Header Dat a,
-- security nodel -specific parameters
-- format defined by Security Mdel
nmsgSecuri tyParaneters OCTET STRI NG,
msgDat a ScopedPduDat a

}
Header Dat a :: = SEQUENCE ({
nsgl D | NTEGER (0. .2147483647),
nmegMaxSi ze | NTEGER (484..2147483647),
msgFl ags OCTET STRING (SI ZE(1)),
R | aut hFl ag
-- ... L pri vFl ag
T r eport abl eFl ag
-- Pl ease observe:
--  .... ..00 is OK, neans noAut hNoPriv
T O § is OK, neans aut hNoPriv
--  .... ..10 reserved, nust NOT be used.
-- ... 1 is OK, neans authPriv
nmsgSecurityModel | NTEGER (0. .2147483647)
}
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ScopedPdubata ::= CHO CE {

pl ai nt ext ScopedPDU

encrypt edPDU OCTET STRING -- encrypted scopedPDU val ue
ScopedPDU : : = SEQUENCE ({

cont ext Engi nel D OCTET STRI NG

cont ext Nane CCTET STRI NG

dat a ANY -- e.g., PDUs as defined in RFCL1905
}

END
6.1. nsgVersion

The nsgVersion field is set to snnpv3(3) and identifies the nessage
as an SNWP version 3 Message.

6.2. nsglD

The nsgl D is used between two SNVP entities to coordi nate request
messages and responses, and by the v3MP to coordi nate the processing
of the message by different subsystem nodels within the architecture.

Val ues for nsgl D should be generated in a manner that avoi ds re-use
of any outstandi ng values. Doing so provides protection agai nst some
replay attacks. One possible inplenentation strategy would be to use
the | oworder bits of snnpEngi neBoots [RFC2261] as the hi gh-order
portion of the nsglD value and a nonotonically increasing integer for
the | oworder portion of nsglD.

Note that the request-id in a PDU is used by SNWP applications to
identify the PDU, the msglD is used by the engine to identify the
message which carries a PDU. The engine may need to identify the
message even if decrypting of the PDU (and request-id) fails. No
assunption shoul d be nmade that the value of the nsgl D and the val ue
of the request-id are equival ent.

6.3. nmsgMhxSi ze

The nsgMaxSi ze field of the nmessage conveys the maxi num nessage size
supported by the sender of the nessage, i.e., the maxi num nessage
size that the sender can accept when another SNMP engi ne sends an
SNVP nmessage (be it a response or any other nessage) to the sender of
this nmessage
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When an SNVWP nessage i s being generated, the nsgMaxSi ze is provided
by the SNWP engi ne whi ch generates the nessage. At the receiving
SNWP engi ne, the nsgMaxSi ze is used to determ ne how big the Response
to a Request message can be.

6.4. nsgFl ags

The nsgFl ags field of the nmessage contains several bit fields which
control processing of the nmessage.

When the reportabl eFlag is one, a Report PDU nust be returned to the
sender under those conditions which can cause the generation of

Report PDUs. Wen the reportableFlag is zero, then a Report PDU nust
not be sent. The reportabl eFlag nust al ways be zero when the nessage
contains a Report PDU, a response-type PDU (such as a Response PDU),
or an unacknow edged notification-type PDU (such as an SNMPv2-trap
PDU). The reportabl eFlag nust always be one for a request-type PDU
(such as a Get PDU) and an acknow edged notification-type PDU (such
as an | nform PDU).

If the reportableFlag is set to one for a nessage containing a Report
PDU, a response-type PDU (such as a Response PDU), or an

unacknow edged notification-type PDU (such as an SNWPv2-trap PDU),
then the receiver of that nessage nust process it as though the
reportabl eFl ag had been set to zero.

If the reportableFlag is set to zero for a nmessage containing a
request-type PDU (such as a Get PDU) or an acknow edged notificati on-
type PDU (such as an Inform PDU), then the receiver of that nessage
must process it as though the reportabl eFl ag had been set to one.

Report PDUs are engi ne-to-engi ne comuni cations and are processed
directly by the SNMPv3 Message Processing Mdel, and are generally
not passed to applications for processing, unlike all other PDU

types.

Note that the reportableFlag is a secondary aid in deternining

whet her a Report PDU nust be sent. It is only used in cases where
the PDU portion of a nessage cannot be decoded, due to, for exanple,
an incorrect ecryption key. |If the PDU can be decoded, the PDU type
forns the basis for decisions on sending Report PDUs.

The aut hFl ag and privFl ag portions of the nsgFlags field are set by
the sender to indicate the securitylLevel that was applied to the
message before it was sent on the wire. The receiver of the nessage
nmust apply the sane securitylLevel when the nessage is received and
the contents are being processed.
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There are three securityLevels, nanely noAut hNoPriv, which is |ess
than authNoPriv, which is in turn less than authPriv. See the SNW
architecture docunent [RFC2261] for details about the securitylLevel

a)

b)

Case,

aut hFl ag

If the authFlag is set to one, then the securityMdel used by the
SNVP engi ne whi ch sent the nmessage nmust identify the securityName
on whose behal f the SNMP nessage was generated and nust provide,
in a securityModel -specific manner, sufficient data for the

recei ver of the nessage to be able to authenticate that
identification. |In general, this authentication will allow the
receiver to determne with reasonable certainty that the nessage
was:

- sent on behalf of the principal associated with the
securit yName,

- was not redirected,
- was not nodified in transit, and
- was not replayed.

If the authFlag is zero, then the securityMdel used by the SNW
engi ne which sent the nessage nust identify the securityNane on
whose behal f the SNWVP message was generated but it does not need
to provide sufficient data for the receiver of the nmessage to
authenticate the identification, as there is no need to

aut henticate the nessage in this case.

pri vFl ag

If the privFlag is set, then the securityhMdel used by the SNW
engi ne which sent the nessage nust al so protect the scopedPDU in
an SNWP nessage from disclosure, i.e., rmust encrypt/decrypt the
scopedPDU. |If the privFlag is zero, then the securityMddel in use
does not need to protect the data from di scl osure.

It is an explicit requirenment of the SNMP architecture that if
privacy is selected, then authentication is also required. That
means that if the privFlag is set, then the authFlag nust al so be
set to one.

The conbi nation of the authFlag and the privFl ag conprises a Leve
of Security as follows:

aut hFl ag zero, privFlag zero -> securityLevel is noAuthNoPriv
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aut hFl ag zero, privFlag one -> invalid conbination
aut hFl ag one, privFlag zero -> securitylevel is authNoPriv
aut hFl ag one, privFlag one -> securitylLevel is authPriv

6.5. nsgSecurityhMdel

The v3MP supports the concurrent existence of nultiple Security

Model s to provide security services for SNVMPv3 nessages. The
msgSecurityMdel field in an SNMPv3 Message identifies which Security
Model was used by the sender to generate the nessage and therefore
whi ch securityMddel nust be used by the receiver to performsecurity
processing for the nmessage. The napping to the appropriate
securityModel inplementation within an SNVP engine is acconplished in
an i npl emrent ati on- dependent manner.

6.6. msgSecurityParaneters

The nsgSecurityParaneters field of the SNMPv3 Message is used for
conmuni cati on between the Security Mdel nodules in the sending and
recei ving SNVP engi nes. The data in the msgSecurityParaneters field
is used exclusively by the Security Mdel, and the contents and
format of the data is defined by the Security Mddel. This OCTET
STRING is not interpreted by the v3MP, but is passed to the |ocal

i mpl ementation of the Security Mdel indicated by the
msgSecurityMddel field in the nmessage.

6.7. scopedPduDat a

The scopedPduData field represents either the plain text scopedPDU if
the privFlag in the msgFlags is zero, or it represents an
encrypt edPDU (encoded as an OCTET STRING which nust be decrypted by
the securityMddel in use to produce a plaintext scopedPDU.

6.8. scopedPDU
The scopedPDU contains information to identify an adninistratively
uni que context and a PDU. The object identifiers in the PDU refer to
managed objects which are (expected to be) accessible within the
speci fied context.

6.8.1. contextEnginelD
The contextEnginel D in the SNWPv3 nmessage, uniquely identifies,

within an administrative domain, an SNMP entity that may realize an
instance of a context with a particul ar context Nane.
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For inconing nessages, the contextEnginelD is used to determne to
whi ch application the scopedPDU will be sent for processing.

For out goi ng nessages, the v3MP sets the contextEnginelD to the val ue
provided by the application in the request for a nessage to be sent.

6.8.2. context Name

The contextNanme field in an SNMPv3 nessage, in conjunction with the
contextEnginel D field, identifies the particular context associated
with the managenent information contained in the PDU portion of the
message. The contextNane is unique within the SNVP entity specified
by the context Engi nel D, which may realize the nanaged objects
referenced within the PDU. An application which originates a nessage
provi des the value for the contextNane field and this value may be
used during processing by an application at the receiving SNW

Engi ne.

6.8.3. data

The data field of the SNMPv3 Message contains the PDU. Anmpbng ot her
things, the PDU contains the PDU type that is used by the v3MP to
determne the type of the inconming SNVWP nessage. The v3MP specifies
that the PDU nust be one of those specified in [ RFC1905].

7. El ements of Procedure for v3MP

Thi s section describes the procedures foll owed by an SNVP engi ne when
generating and processi ng SNMP nessages according to the SNWPv3
Message Processing Model .

Pl ease note, that for the sake of clarity and to prevent the text
from being even | onger and nore conplicated, sone details were
omtted fromthe steps bel ow

a) Sone steps specify that when sonme error conditions are
encount ered when processing a received nessage, a nessage
containing a Report PDU is generated and the received nessage
is discarded wi thout further processing. However, a Report-PDU
must not be generated unless the reportableFlag is set in the
recei ved nessage

b) The el enents of procedure do not always explicitly indicate
when state information needs to be rel eased. The general rule
is that if state information is availabl e when a nessage is to
be "discarded without further processing", then the state
i nformati on nmust al so be released at that same tine.
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7.1

Prepare an Qut goi ng SNWP Message

Thi s section describes the procedure followed to prepare an SNWPv3
message fromthe data el enents passed by the Message Di spatcher.

1)

2)

Case,

The Message Di spatcher may request that an SNMPv3 nessage

contai ni ng a Get Request - PDU, GCet Next Request - PDU, Get Bul kRequest -
PDU, Set Request-PDU, I nfornRequest-PDU, or SNMPv2-Trap- PDU be
prepared for sending.

a) It nmakes such a request according to the abstract service

primtive:

statuslnformation = -- success or errorlndication
pr epar eQut goi ngMessage(
IN transport Domain -- requested transport domain
IN transport Address -- requested destination address
IN nessageProcessi nghvbdel -- typically, SNWP version
IN securityMdel -- Security Moddel to use
IN securityNanme -- on behalf of this principal
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN context Nanme -- data from'in this context
IN  pduVersion -- version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN expect Response -- TRUE or FALSE
IN  sendPduHandl e -- the handl e for matching

-- incom ng responses

QUT dest Transport Donmai n -- destination transport donmain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the nmessage to send
QUT out goi ngMessagelLength -- the length of the nessage
)

b) A unique nsglD is generated. The nunber used for nsgl D shoul d
not have been used recently, and nust not be the sane as was
used for any outstandi ng request.

* SNWPv3 does not use the val ues of expect Response or
pduVer si on.

The Message Di spatcher may request that an SNMPv3 nessage
contai ni ng a Response-PDU or Report-PDU be prepared for sending.

a) It nmakes such a request according to the abstract service
primtive:
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3)

Case,

resul t

SNVPv3 Managenent Prot ocol

pr epar eResponseMessage(

I'N

222222222

ouT
)

b) The cached information for the origina
via the stateReference,

The SNWPv3
to be overridden,

messagePr ocessi nghbdel --
securit yMbdel --
securityName --
securitylLevel --
cont ext Engi nel D --
cont ext Nane --
pduVer si on --
PDU --
maxSi zeResponseScopedPDU - -
st at eRef erence --

statuslnformation --

t ransport Donai n --
transport Addr ess --
out goi hgMessage --
out goi ngMessagelLengt h --

- nmsgl D,

- cont ext Engi nel D,
- cont ext Nane,

- securityModel,

- securityName,

- securitylLevel

i ncl udi ng

January 1998

- SUCCESS or FAI LURE
typically, SNWP version

same as on incom ng request
same as on incom ng request
same as on incom ng request
data fromat this SNWP entity
data fronmlin this context
versi on of the PDU

SNVP Protocol Data Unit
maxi mum si ze of Response PDU
reference to state

i nformati on presented with
the request

success or errorlndication
error counter O D and val ue
when errorlndication
destination transport domain
destination transport address
the message to send

the length of the nessage

request is retrieved

- securityStateReference,

- reportabl eFl ag,
- transport Donai n,
- transport Address.

and

except by error

(3) bel ow.

Message Processi ng Model

does not all ow cached data
indications as detailed in

I|f statuslnformation contains values for an O D/ val ue conbi nati on

(potentially also containing a securitylLeve
cont ext Engi nel D val ue,

a) If

reportabl eFlag is zero,
di scarded, and no further processing is done.

then t

or context Name val ue),

val ue,
t hen
he original nessage is

A result of

FAILURE is returned. SNMPv3 Message Processing is conplete.
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4)

5)

6)

Case,

b) If a PDUis provided, it is the PDU fromthe original request.
If possible, extract the request-id.

c) A Report PDU is prepared:

1) the varBindList is set to contain the OD and value fromthe
stat usl nformation

2) error-status is set to O
3) error-index is set to O.

4) request-id is set to the value extracted in step b)
O herwi se, request-id is set to O

d) The errorlndication in statuslnformati on may be acconpani ed by
a securitylLevel value, a contextEnginelD value, or a
cont ext Nane val ue.

1) If statuslinformation contains a value for securitylLevel,
then securitylLevel is set to that value, otherwise it is set
t o noAut hNoPri v.

2) If statusinformation contains a value for contextEngi nel D,
then contextEnginelD is set to that value, otherwise it is
set to the value of this entity s snnpEngi nel D

3) If statuslnformation contains a value for contextNanme, then
contextName is set to that value, otherwise it is set to the
default context of "" (zero-length string).

e) PDUis set to refer to the new Report-PDU. The old PDU is
di scarded

f) Processing continues with step 6) bel ow.
If contextEnginelD is not yet determnined, then the contextEnginel D
is determned, in an inplenmentation-dependent nmanner, possibly

usi ng the transportDomai n and transport Address.

If the contextName is not yet determined, the contextName is set
to the default context.

A scopedPDU i s prepared fromthe context Engi nel D, context Name, and
PDU.
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7) msgd obal Data is constructed as foll ows
a) The msgVersion field is set to snmpv3(3).
b) nmeglDis set as deternmined in step 1 or 2 above.
c) msgMaxSize is set to an inplenentation-dependent val ue.
d) msgFl ags are set as follows:

- |If securitylLevel specifies noAuthNoPriv, then authFlag and
privFlag are both set to zero.

- |If securitylLevel specifies authNoPriv, then authFlag is set
to one and privFlag is set to zero.

- |If securitylLevel specifies authPriv, then authFlag is set to
one and privFlag is set to one.

- If the PDU is a Response-PDU, Report-PDU or SNMPv2-Trap- PDU,
then the reportabl eFlag is set to zero.

- |If the PDU is a GetRequest-PDU, GetNextRequest-PDU,
Get Bul kRequest - PDU, Set Request - PDU, or | nfornRequest - PDU
then the reportabl eFlag is set to one.
- Al other nsgFlags bits are set to zero.
e) nmegSecurityMddel is set to the value of securityMdel

8) If the PDU is a Response-PDU or Report-PDU, then

a) The specified Security Mdel is called to generate the nessage
according to the primtive:

statuslnformation =
gener at eResponseMsg(

IN nessageProcessi ngbdel -- SNWPv3 Message Processing
-- Mbdel
IN gl obal Dat a -- nmegd obal Data fromstep 7
IN naxMessageSi ze -- from nmsgMaxSi ze (step 7c¢)
IN securityMdel -- as determned in step 7e
IN securityEnginel D -- the val ue of snnpEnginelD
IN securityNane -- on behalf of this principal
IN securitylLevel -- for the outgoing nessage
IN scopedPDU -- as prepared in step 6)
IN securityStateReference -- as deternined in step 2
QUT securityParaneters -- filled in by Security Mdule
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9)

Case,

b)

| f

SNVPv3 Managenent Prot ocol January 1998
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsgLengt h -- length of generated nmessage

)

If, upon return fromthe Security Mdel, the statuslnfornmation
i ncludes an errorlndication, then any cached information about
the outstandi ng request nessage is discarded, and an
errorlindication is returned, so it can be returned to the
calling application. SNMPv3 Message Processing is conplete.

A SUCCESS result is returned. SNMPv3 Message Processing is
conpl et e.

the PDU is a Get Request-PDU, Get Next Request - PDU,

Get Bul kRequest - PDU, Set Request - PDU, | nf or nRequest - PDU, or or
SNWVPv2- Tr ap- PDU, then

a)

b)

et.

If the PDUis an SNMPv2-Trap-PDU, then securityEnginelD is set
to the value of this entity s snnpEnginel D

O herwi se, the snnpEnginel D of the target entity is deternined,
in an inplenentation-dependent manner, possibly using

transport Donai n and transport Address. The val ue of
securityEnginelD is set to the value of the target entity’'s
snnpEngi nel D.

The specified Security Mddel is called to generate the nessage
according to the primtive:

statuslnformation =
gener at eRequest Msg(

I N messageProcessi ngvbdel -- SNMPv3 Message Processing Model
IN gl obal Dat a -- megd obal Data, fromstep 7

IN maxMessageSi ze -- fromnmsgMaxSize in step 7 ¢)

IN securityhMdel -- as provided by caller

IN securityEngi nel D -- authoritative SNWP entity

IN securityNane -- as provided by caller

IN securitylLevel -- as provided by caller

IN snmpEngi nel D -- as determined in step 9 a)

IN scopedPDU -- as prepared in step 6

QUT securityParaneters -- filled in by Security Module
QUT whol eMsg -- conpl ete generated nessage

QUT whol eMsglLengt h -- length of the generated nessage
)
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If, upon return fromthe Security Mdel, the statuslnformation
includes an errorlndication, then the nessage is discarded, and
the errorindication is returned, so it can be returned to the
calling application, and no further processing is done.

SNWVPv3 Message Processing is conplete.

c) Information about the outgoing nessage is cached, and a
stateReference is created (inplenentation-specific).
Information to be cached includes the val ues of:

- sendPduHandl e

- nmegl D

- snnpEngi nel D

- securityModel

- securityNane

- securitylLevel

- cont ext Engi nel D
- cont ext Nane

d) A SUCCESS result is returned. SNMPv3 Message Processing is
compl et e.

7.2. Prepare Data El enents froman | ncom ng SNMP Message
This section describes the procedure followed to extract data from an
SNWPv3 nessage, and to prepare the data elenents required for further

processing of the message by the Message Di spatcher.

1) The nessage is passed in fromthe Message D spatcher according to
the abstract service prinmitive:

result = -- SUCCESS or errorlndication
pr epar eDat aEl ermrent s(
IN transportDomain -- origin transport domain
IN transport Address -- origin transport address
I'N  whol eMsg -- as received fromthe network
I N whol eMsgLengt h -- as received fromthe network
QUT nessagePr ocessi nghbdel -- typically, SNWP version
QUT securityMdel -- Security Mddel to use
QUT securityNane -- on behalf of this principal
QUT securitylevel -- Level of Security requested
QUT cont ext Engi nel D -- data fromat this entity
QUT cont ext Nane -- data fromin this context
QUT pduVer si on -- version of the PDU
ouT PDU -- SNWP Protocol Data Unit
QUT pduType -- SNWP PDU type
QUT sendPduHandl e -- handl e for nmatched request
OUT maxSi zeResponseScopedPDU -- maxi mum si ze of Response PDU
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2)

3)

4)

5)

6)

Case,

QUT statuslnformation -- success or errorlndication
-- error counter O D and val ue
-- when errorlndication

QUT st at eRef er ence -- reference to state information
-- to be used for a possible
) -- Response

If the received nessage is not the serialization (according to
the conventions of [RFC1906]) of an SNMPv3Message val ue, then the
snnpl nASNPar seErrs counter [ RFC1907] is increnented, the nessage
is discarded without further processing, and a FAILURE result is
returned. SNVMPv3 Message Processing is conplete.

The val ues for msgVersion, nsglD, msgMaxSi ze, msgFl ags,
msgSecuri t yModel , nmsgSecurityParaneters, and nsgData are extracted
fromthe nmessage.

If the value of the nsgSecurityMdel conponent does not match a
supported securityhMdel, then the snnmpUnknownSecurityMdel s
counter is incremented, a Report PDU is generated, the nessage is
di scarded wi thout further processing, and a FAILURE result is
returned. SNMPv3 Message Processing is conplete.

The securitylLevel is determ ned fromthe authFlag and the
privFlag bits of the msgFl ags conponent as foll ows:

a) If the authFlag is not set and the privFlag is not set, then
securitylLevel is set to noAuthNoPriv.

b) If the authFlag is set and the privFlag is not set, then
securitylLevel is set to authNoPriv.

c) If the authFlag is set and the privFlag is set, then
securitylLevel is set to authPriv.

d) If the authFlag is not set and privFlag is set, then the
snnpl nval i dMsgs counter is incremented, a Report PDU is
generated, the message is discarded w thout further processing,
and a FAILURE result is returned. SNMPv3 Message Processing is
conpl et e.

The security nodul e inplenenting the Security Mdel as specified
by the securityMdel conponent is called for authentication and
privacy services. This is done according to the abstract service
primtive:

statuslinfornmation = -- errorlndication or success
-- error counter O D and
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Case,

a)

et.

SNVPv3 Managenent

rocessl nconi ngMsg(

messagePr ocessi nghbdel --
expect Response --
maxMessageSi ze --
securityParaneters --
securit yhModel --
securitylLevel --
whol eMsg --
whol eMsglLengt h --
securityEngi nel D --
securit yName --
scopedPDU, --
maxSi zeResponseScopedPDU - -
securitySt at eRef erence --

e |

22222222

58888

an errorlndication is returned by the security nodul e,

Pr ot ocol January 1998

value if error

SNWVPv3 Message Processi ng Model
TRUE or FALSE

of the sending SNWP entity

for the received nessage

for the received nmessage

Level of Security

as received on the wire

| ength as received on the wire
authoritative SNWP entity
identification of the principa
message (plaintext) payl oad
maxi mum si ze of Response PDU
reference to security state

i nformation, needed for
response

t hen

If statuslnformation contains values for an O D/val ue pair,

then a Report PDU i s generated.

1) If the scopedPDU has been returned from Processl nconi ngMsg
then determ ne cont ext Engi nel D, cont ext Name, and PDU.

2) Information about the nessage is cached and a
stateReference is created (inplenentation-specific).
Information to be cached includes the val ues of:

nmsgVer si on,
nsgl D,
securitylLevel,
nmsgFl ags,
nmsgMaxSi ze,
securit yModel ,

maxSi zeResponseScopedPDU,
securitySt at eRef erence

3) Request that a Report-PDU be prepared and sent,

accordi ng

to the abstract service prinitive:

result =

r et ur nResponsePDU(

IN messageProcessi nghbdel
IN securityhMbdel

IN securityNanme

IN securitylLevel

al . St andards Track
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-- SNWPv3(3)

-- sanme as on incom ng request
-- from Processl ncom ngMsg
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7)

8)

9)

10)

Case,

I N context Engi nel D -- fromstep 6 a) 1)

I N cont ext Nane -- fromstep 6 a) 1)

IN pduVersion -- SNWPv2- PDU

IN PDU -- fromstep 6 a) 1)

IN maxSi zeResponseScopedPDU -- from Processl nconm nghsg

IN stateReference -- fromstep 6 a) 2)

IN statuslnformtion -- from Processl ncom ngMsg

QUT transport Domain -- destination’s transport
-- domain

QUT transport Address -- destination’s transport
-- address

QUT out goi ngMessage -- the nmessage to send

QUT out goi ngMessagelLengt h -- the Iength of the nessage

)

b) The incom ng nessage is discarded w thout further processing,
and a FAILURE result is returned. SNMPv3 Message Processing is
conpl et e.

The scopedPDU is parsed to extract the contextEngi nelD, the

cont ext Nane and the PDU. |f any parse error occurs, then the
snnpl nASNPar seErrs counter [ RFC1907] is increnented, the security
state information is discarded, the nessage is discarded w thout
further processing, and a FAILURE result is returned. SNwPv3
Message Processing is conplete.

The pduVersion is set to an SNWPv2- PDU.

The pduType is determ ned, in an inplenentation-dependent manner,
to be:

Get Request - PDU,

Get Next Request - PDU,
Get Bul kRequest - PDU,
Set Request - PDU,

- an | nfornRequest - PDU,
- an SNMPv2- Tr ap- PDU,

- a Response-PDU, or

- a Report - PDU.

1
DYDY

If the pduType is a Response-PDU or Report-PDU, then

a) The value of the nmsgl D conmponent is used to find the cached
information for a correspondi ng outstandi ng Request message.
If no such outstandi ng Request nessage is found, then the
security state information is discarded, the nessage is
di scarded without further processing, and a FAILURE result is
returned. SNWMPv3 Message Processing is conplete.
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b)
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sendPduHandl e is retrieved fromthe cached i nfornmation.

O herw se, sendPduHandl e is set to <none>, an inplenentation
defined val ue.

11) If

a)

b)

12) If

b)

c)

d)

Case, et.

the pduType is a Report-PDU, then

statusinformation is created using the contents of the
Report-PDU, in an inplenentation-dependent manner. This
statusinformation will be forwarded to the application
associ ated with the sendPduHandl e.

Any cached information about the outstandi ng Request nessage
message i s di scarded.

The security state information for this incomng nessage is
di scar ded.

stateReference is set to <none>

A SUCCESS result is returned. SNMPv3 Message Processing is
conpl et e.

the pduType is a Response-PDU, then

The cached data for the outstanding request, referred to by
stateReference, is retrieved, including

- snnpEngi nel D

- securityModel

- securityNane

- securitylLevel

- cont ext Engi nel D
- cont ext Name

If the values extracted fromthe inconm ng nessage differ from
the cached data, then the security state information is

di scarded, any cached information about the outstanding
Request nessage is discarded, the incom ng nessage is

di scarded without further processing, and a FAILURE result is
returned. SNMPv3 Message Processing is conplete.

O herw se, any cached i nformati on about the outstanding
Request nessage is discarded, and stateReference is set to
<none>.

A SUCCESS result is returned. SNWMPv3 Message Processing is
conpl et e.
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13) If the pduType is a Get Request-PDU, GCetNextRequest-PDU
Get Bul kRequest - PDU, Set Request - PDU, or | nfornRequest-PDU, then

a) If the value of securityEnginelD is not equal to the val ue of
snnpEngi nel D, then the security state information is
di scarded, any cached information about the outstanding
Request nessage is discarded, the incomng nessage is
di scarded wi thout further processing, and a FAILURE result is
returned. SNWMPv3 Message Processing is conplete.

b) Information about the nessage is cached and a stateReference
is created (inplenmentation-specific). Information to be
cached includes the val ues of:

nmsgVer si on,

nmsgl D,

securitylLevel

megFl ags,

msgMaxSi ze,

securi t yModel ,

maxSi zeResponseScopedPDU
securitySt at eRef erence

c) A SUCCESS result is returned. SNWMPv3 Message Processing is
conpl et e.

14) If the pduType is an SNMPv2-Trap-PDU, then A SUCCESS result is
returned. SNMPv3 Message Processing is conplete.

8. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andar ds-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.
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The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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Security Considerations

The Di spatcher coordi nates the processing of nessages to provide a
| evel of security for managenent nessages and to direct the SNWP PDUs
to the proper SNWP application(s).

A Message Processing Mddel, and in particular the V3MP defined in
this docunment, interacts as part of the Message Processing with
Security Mddels in the Security Subsystemvia the abstract service
interface primtives defined in [ RFC2261] and el aborated above.

The | evel of security actually provided is primarily determ ned by
the specific Security Mdel inplenentation(s) and the specific SNW
application inplenentation(s) incorporated into this franework.
Applications have access to data which is not secured. Applications
shoul d take reasonabl e steps to protect the data from di scl osure, and
when they send data across the network, they should obey the
securitylLevel and call upon the services of an Access Control Model
as they apply access control.

The values for the msgl D el enent used in communi cati on bet ween SNWP
entities nust be chosen to avoid replay attacks. The val ues do not
need to be unpredictable; it is sufficient that they not repeat.

Ref er ences
[ RFC1901] Case, J., MO oghrie, K, Rose, M, and S. Wl dbusser,

"Introduction to Comrunity-based SNWPv2",
RFC 1901, January 1996.

Case, et. al. St andards Track [ Page 36]



RFC 2262 SNVPv3 Managenent Prot ocol January 1998

[ RFC1902] Case, J., MO oghrie, K, Rose, M, and S. Wl dbusser,
"Structure of Managenent |nformation for
Version 2 of the Sinple Network Managenment Protocol (SNWPv2)",
RFC 1902, January 1996.

[ RFC1905] Case, J., MO oghrie, K, Rose, M, and S. Wl dbusser,
"Protocol Qperations for Version 2 of the
Si npl e Net work Management Protocol (SNWPv2)", RFC 1905, January
1996.

[ RFC1906] Case, J., MO oghrie, K, Rose, M, and S. Wl dbusser,
"Transport Mappings for Version 2 of the
Si npl e Net work Management Protocol (SNWPv2)", RFC 1906, January
1996.

[ RFC1907] Case, J., MO oghrie, K, Rose, M, and S. Wl dbusser,
"Managenent | nformati on Base for Version 2
of the Sinple Network Managenent Protocol (SNWPv2)", RFC 1907
January 1996.

[ RFC1908] Case, J., McCoghrie, K, Rose, M, and S. V&l dbusser,
"Coexi stence between Version 1 and Version
2 of the Internet-standard Network Managenent Franework", RFC
1908, January 1996.

[ RFC 2028] Hovey, R, and S. Bradner, "The Organizations Involved in
the | ETF Standards Process”, BCP 11, RFC 2028, Cctober 1996.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", RFC 2119, BCP 14, March 1997.

[ RFC2261] Harrington, D., Presuhn, R, and B. Wjnen, "An
Architecture for describing SNVP Managenent Framewor ks",
RFC 2261, January 1998.

[ RFC2264] Blunenthal, U., and B. Wjnen, "The User-Based
Security Model for Version 3 of the Sinple Network
Management Protocol (SNWPv3)", RFC 2264, January 1998.

[ RFC2265] Wjnen, B., Presuhn, R, and K M oghri e,
"Vi ew based Access Control Mdel for the Sinple
Net wor k Managenment Protocol (SNWP)", RFC 2265, January 1998.

[ RFC2263] Levi, D., Meyer, P., and B. Stewart, "SNWv3
Applications”, RFC 2263, January 1998.

Case, et. al. St andards Track [ Page 37]



RFC 2262 SNVPv3 Managenent Prot ocol January 1998

12. Editors’ Addresses

Jeffrey Case

SNVP Research, Inc.

3001 Kinberlin Heights Road
Knoxvill e, TN 37920-9716

USA
Phone: +1 423-573-1434
EMai | : case@nnp. com

Dave Harrington

Cabl etron Systens, Inc
Post O fice Box 5005
Mai | St op: Durham

35 Industrial Way
Rochester, NH 03867-5005

USA
Phone: +1 603-337-7357
EMui | : dbh@tron. com

Randy Presuhn
BMC Software, |nc.
1190 Saratoga Avenue

Suite 130

San Jose, CA 95129

USA

Phone: +1 408-556-0720
EMai | : rpresuhn@nct. com
Bert Wjnen

IBMT. J. Watson Research
Schagen 33

3461 G Linschoten

Net her | ands

Phone: +31 348-432-794
EMai | : Wi j nen@net.i bmcom

Case, et. al. St andards Track [ Page 38]



RFC 2262 SNVPv3 Managenent Prot ocol January 1998

13. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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