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Abst r act

Thi s docunent describes an architecture for describing SNW
Managenment Frameworks. The architecture is designed to be nodular to
all ow the evolution of the SNWP protocol standards over tinme. The
maj or portions of the architecture are an SNVP engi ne containing a
Message Processing Subsystem a Security Subsystem and an Access
Control Subsystem and possibly multiple SNVWP applications which
provi de specific functional processing of managenent data.
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1. Introduction
1.1. Overview
Thi s docunent defines a vocabulary for describing SNMP Managenent

Framewor ks, and an architecture for describing the major portions of
SNVP Managemnent Framewor ks.
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Thi s docunent does not provide a general introduction to SNWP. O her
docunents and books can provide a rmuch better introduction to SNWP
Nor does this docunent provide a history of SNVMP. That al so can be
found i n books and ot her docunents.

Section 1 describes the purpose, goals, and design decisions of this
architecture.

Section 2 describes various types of docunents which define SNWP
Framewor ks, and how they fit into this architecture. It also provides
a mnimal road map to the docunents which have previously defined
SNWVP f ramewor ks

Section 3 details the vocabulary of this architecture and its pieces.
This section is inportant for understanding the remaining sections,
and for understandi ng docunents which are witten to fit within this
architecture.

Section 4 describes the primtives used for the abstract service
i nterfaces between the various subsystens, nodels and applications
within this architecture

Section 5 defines a collection of managed objects used to instrunent
SNVP entities within this architecture.

Sections 6, 7, 8 and 9 are adnmnistrative in nature.

Appendi x A contains guidelines for designers of Mdels which are
expected to fit within this architecture

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. SNWP
An SNVP management system contai ns:

- several (potentially many) nodes, each with an SNVP entity
contai ni ng command responder and notification originator
appl i cations, which have access to nanagenent instrunentation
(traditionally called agents);

- at least one SNWP entity containing command generator and/or

notification receiver applications (traditionally called a
manager) and,
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- a managenent protocol, used to convey managenent information
between the SNWP entities.

SNWVP entities executing command generator and notification receiver
applications nonitor and control managed el enents. Managed el enents
are devi ces such as hosts, routers, termnal servers, etc., which are
nmonitored and controlled via access to their managenent information.

It is the purpose of this docunment to define an architecture which
can evolve to realize effective managenent in a variety of
configurations and environnments. The architecture has been desi gned
to neet the needs of inplenentations of:

- mnimal SNWP entities with command responder and/or
notification originator applications (traditionally called SNW
agents),

- SNWP entities with proxy forwarder applications (traditionally
call ed SNWMP proxy agents),

- comand line driven SNVP entities with command generator and/ or
notification receiver applications (traditionally called SNWP
command | i ne managers),

- SNWP entities with conmand generator and/or notification
recei ver, plus command responder and/or notification originator
applications (traditionally called SNWP m d-1evel managers or
dual -role entities),

- SNWP entities with command generator and/or notification
recei ver and possibly other types of applications for nanagi ng
a potentially very |arge nunber of nanaged nodes (traditionally
call ed (network) nanagement stations).
1.3. Coals of this Architecture
This architecture was driven by the foll ow ng goals:

- Use existing materials as nmuch as possible. It is heavily based
on previous work, informally known as SNMPv2u and SNMPv2*.

- Address the need for secure SET support, which is considered
the nost inportant deficiency in SNMPvl and SNWPv2c.

- Mke it possible to nmove portions of the architecture forward

in the standards track, even if consensus has not been reached
on all pieces.
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- Define an architecture that allows for longevity of the SNWP
Framewor ks that have been and will be defined.

-  Keep SNWP as sinple as possible.

- Mke it relatively inexpensive to deploy a nmininmal conformng
i mpl ement ati on.

- Mke it possible to upgrade portions of SNVWP as new approaches
becone available, w thout disrupting an entire SNWVP franmeworKk.

- Mke it possible to support features required in |arge
net wor ks, but make the expense of supporting a feature directly
related to the support of the feature.

.4. Security Requirenents of this Architecture

Several of the classical threats to network protocols are applicable
to the managenent problem and therefore would be applicable to any
Security Mddel used in an SNWP Managenment Framework. Qther threats
are not applicable to the managenent problem This section discusses
principal threats, secondary threats, and threats which are of |esser
i mportance.

The principal threats against which any Security Mdel used within
this architecture SHOULD provi de protection are:

Modi fi cation of Information
The nodification threat is the danger that sone unauthorized SNW
entity may alter in-transit SNWMP nessages generated on behal f of
an aut horized principal in such a way as to effect unauthorized
managenent operations, including falsifying the value of an
obj ect .

Masquer ade
The masquerade threat is the danger that nmanagenent operations not
aut hori zed for sone principal nmay be attenpted by assuming the
identity of another principal that has the appropriate
aut hori zati ons.

Message Stream Modification
The SNWP protocol is typically based upon a connectionl ess
transport service which nay operate over any subnetwork service.
The re-ordering, delay or replay of messages can and does occur
through the natural operation of many such subnetwork services.
The nessage streamnodification threat is the danger that nessages
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may be maliciously re-ordered, del ayed or replayed to an extent
which is greater than can occur through the natural operation of a
subnetwork service, in order to effect unauthorized managenent
operati ons.

Di scl osure
The disclosure threat is the danger of eavesdropping on the
exchanges between SNMP engines. Protecting against this threat
may be required as a matter of local policy.

There are at least two threats against which a Security Mddel wthin
this architecture need not protect.

Deni al of Service
A Security Mdel need not attenpt to address the broad range of
attacks by which service on behalf of authorized users is denied.
I ndeed, such denial -of-service attacks are in nmany cases
i ndi stinguishable fromthe type of network failures with which any
vi abl e managenent protocol nust cope as a nmatter of course.

Traffic Analysis
A Security Mddel need not attenpt to address traffic analysis
attacks. Many traffic patterns are predictable - entities nmay be
managed on a regular basis by a relatively small nunber of
managenment stations - and therefore there is no significant
advant age afforded by protecting against traffic analysis.

Desi gn Deci si ons

Various design decisions were nmade in support of the goals of the
architecture and the security requirenments:

- Architecture
An architecture should be defined which identifies the
conceptual boundaries between the docunents. Subsystens shoul d
be defined which describe the abstract services provided by
specific portions of an SNWP franework. Abstract service
interfaces, as described by service primtives, define the
abstract boundari es between docunents, and the abstract
services that are provided by the conceptual subsystens of an
SNWVP f ramewor k

- Sel f-contained Docunents
El ements of procedure plus the MB objects which are needed for
processing for a specific portion of an SNMP framework shoul d
be defined in the sane docunment, and as much as possi bl e,
shoul d not be referenced in other docunents. This allows pieces
to be designed and docunented as i ndependent and sel f-contai ned
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parts, which is consistent with the general SNMP M B nodul e
approach. As portions of SNMP change over tine, the documents
describing other portions of SNMP are not directly inpacted.
This nodul arity allows, for exanple, Security Mdels,

aut hentication and privacy nechani sns, and nessage formats to
be upgraded and suppl enented as the need arises. The self-
cont ai ned docunents can nove al ong the standards track on
different time-1ines.

- Threats
The Security Mddels in the Security Subsystem SHOULD pr ot ect
agai nst the principal threats: nodification of information,
masquer ade, nessage stream nodi fication and di scl osure. They
do not need to protect against denial of service and traffic
anal ysi s.

- Renote Configuration
The Security and Access Control Subsystens add a whol e new set
of SNMP configuration paraneters. The Security Subsystem al so
requires frequent changes of secrets at the vari ous SNWP
entities. To nmake this deployable in a | arge operationa
environment, these SNVWP paraneters nust be able to be renotely
confi gured.

- Controlled Complexity
It is recognized that producers of sinple nanaged devi ces want
to keep the resources used by SNMP to a minimum At the same
time, there is a need for nore conpl ex configurations which can
spend nore resources for SNVMP and thus provide nore
functionality. The design tries to keep the conpeting
requirenents of these two environnents in bal ance and all ows
the nmore conpl ex environnents to logically extend the sinple
envi ronnent .

2. Docunentation Overview

The following figure shows the set of docunents that fit within the
SNWVP Architecture
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o Docunment Set ---------------------------- +
I R + R SN S + I
| | Docunent * | | Applicability * | | Coexistence * | |
| | Roadnmap | | Statenent | | & Transition | |
| +---mem - + e m e e R + |
I I
| o m m e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e me—mao + |
| | Message Handling | |
I B e SRR RS SRR RS + ||
| | | Transport | | Message | | Security | ] |
| | | Mappings | | Processing and | | |
[ 11 | | Dispatcher | (I
| | S e o T TS, e o T TS, + | |
I e e + |
I I
[ e R + |
| | PDU Handling | |
| | +-------mmeme - SRR U SRR U + | |
| | | Protocol | | Applications | | Access | ] |
| | | Operations | | | Control | ] |
I B e SRR RS SRR RS + ||
[ e R + |
I I
I S e e + |
| | I'nformation Mdel | |
| | +-------------- + R + S + | |
| | | Structure of | | Textual | | Confornmance | | |
| | | Managenent | | Conventions | | Statenents | | |
| | | I'nformation | | | | | | |
| | +--------aa--- + e + . + | |
| o m m e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e me—mao + |
| |
[ R e i + |
| | MBs ||
| | +----------- R + Fo-mmmeaaaa + Fo-mmmeaaaa + | |
| | | Standard v1 | | Standard vl | | Historic | | Draft v2 | | |
| | | RFCl1157 | | RFC1212 | | RFCL4XX | | RFCLOXX | | |
| | | format | | format | | format | | format | | |
| | == S SR SRR S S R S S R + | |
[ e R + |
I I
o +

Not e: RFC14XX neans RFCs 1442, 1443, and 1444. RFC19XX nmeans RFCs
1902, 1903, and 1904.
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Those marked with an asterisk (*) are expected to be witten in the
future. Each of these docunents may be replaced or suppl emented.
This Architecture docunent specifically describes how new documents
fit into the set of docunents in the area of Message and PDU
handl i ng.

2.1. Docunent Roadmap

One or nore docunments may be witten to describe how sets of
docunents taken together form specific Frameworks. The configuration
of document sets night change over tinme, so the "road nmap" should be
mai ntained in a docunent separate fromthe standards docunents

t hensel ves.

2.2. Applicability Statenent

SNVP is used in networks that vary widely in size and conplexity, by
organi zations that vary widely in their requirenments of nanagenent.
Sone nodels will be designed to address specific problenms of
management, such as nessage security.

One or nore docunents may be witten to describe the environnents to
whi ch certain versions of SNMP or nmodels within SNVWP woul d be
appropriately applied, and those to which a given nodel night be

i nappropriately applied.

2.3. Coexistence and Transition

The purpose of an evolutionary architecture is to permt new nodels
to replace or suppl enent existing nodels. The interactions between
nmodel s could result in inconpatibilities, security "holes", and other
undesi rabl e effects.

The purpose of Coexi stence docunents is to detail recognized
anonmal i es and to describe required and reconmended behaviors for
resolving the interactions between nodels within the architecture.

Coexi stence documents may be prepared separately from node
definition docunents, to describe and resol ve interaction anonalies
bet ween a nopdel definition and one or nore other nodel definitions.

Addi tionally, recomendations for transitions between nmodels may al so

be described, either in a coexistence docunment or in a separate
docurnent .
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2.4. Transport Mappi ngs

SNVP messages are sent over various transports. It is the purpose of
Transport Mappi ng docunents to define how the mappi ng between SNWVP
and the transport is done.

2.5. Message Processing

A Message Processing Mbdel docunent defines a message format, which
is typically identified by a version field in an SNMP nessage header
The docunent nmay al so define a M B nobdul e for use in nessage

processing and for instrunentation of version-specific interactions.

An SNVP engi ne includes one or nore Message Processing Mdels, and
thus may support sending and receiving nultiple versions of SNW
nmessages.

2.6. Security

Sone environnents require secure protocol interactions. Security is
normal ly applied at two different stages:

- in the transm ssion/recei pt of nessages, and

- in the processing of the contents of nessages.
For purposes of this docunment, "security" refers to nessage-|eve
security; "access control" refers to the security applied to protoco

operati ons.

Aut henti cation, encryption, and timneliness checking are comon
functions of nessage |evel security.

A security docunent describes a Security Mddel, the threats against
whi ch the nodel protects, the goals of the Security Mdel, the
protocols which it uses to neet those goals, and it may define a MB
modul e to describe the data used during processing, and to allow the
renote configuration of nmessage-level security paraneters, such as
passwor ds.

An SNVP engi ne may support nultiple Security Mdels concurrently.
2.7. Access Contro

During processing, it may be required to control access to managed
obj ects for operations.
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An Access Control Mdel defines mechanisnms to deterni ne whether
access to a managed object should be allowed. An Access Contro

Model may define a M B nodul e used during processing and to allow the
renote configuration of access control policies.

2.8. Protocol Operations

SNVP messages encapsul ate an SNMP Protocol Data Unit (PDU). It is the
pur pose of a Protocol Operations docunment to define the operations of
the protocol with respect to the processing of the PDUs.

An application docunent defines which Protocol Operations documents
are supported by the application.

2.9. Applications

An SNWVP entity normally includes a nunber of applications.
Applications use the services of an SNVWP engi ne to acconplish
specific tasks. They coordi nate the processing of nanagenent

i nformati on operations, and nay use SNMP nessages to communicate with
other SNWP entities.

Appli cations docunents describe the purpose of an application, the
services required of the associated SNVP engi ne, and the protoco
operations and i nformati onal nodel that the application uses to
per f or m managenent operati ons.

An application docunent defines which set of docunments are used to
specifically define the structure of managenent infornmation, textua
conventions, conformance requirenents, and operations supported by
the application.

2.10. Structure of Management |nformation

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, termed the Managenent
Informati on Base (MB). Collections of related objects are defined in
M B nodul es.

It is the purpose of a Structure of Managenent |nformation docunent

to establish the syntax for defining objects, nodul es, and ot her
el ements of nanaged i nfornation.
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2.11. Textual Conventions

When designing a MB nodule, it is often useful to define new types
simlar to those defined in the SM, but with nore preci se senantics,
or whi ch have special semantics associated with them These newy
defined types are ternmed textual conventions, and may defined in
separate docunents, or within a M B nodul e.

2.12. Conformance Statenents

It may be useful to define the acceptabl e | ower-bounds of

i npl ementation, along with the actual |evel of inplementation
achieved. It is the purpose of Conformance Statenents to define the
not ati on used for these purposes.

2.13. Managenent |nfornation Base Mdul es

M B docunents describe collections of managed objects which
i nstrument some aspect of a nanaged node.

2.13.1. SNWP Instrunentation M Bs

An SNVP M B docunent nay define a collection of managed objects which
instrument the SNMP protocol itself. In addition, MB nodul es may be
defined within the docunments which describe portions of the SNWP
architecture, such as the docunents for Message processi ng Mdel s,
Security Mddels, etc. for the purpose of instrumenting those Mdels,
and for the purpose of allowi ng renote configuration of the Model

2.14. SNWP Franmewor k Docunents

This architecture is designed to allow an orderly evol ution of
portions of SNWP Franeworks.

Thr oughout the rest of this docunent, the term "subsysten refers to
an abstract and inconplete specification of a portion of a Framework,
that is further refined by a nodel specification

A "nodel " describes a specific design of a subsystem defining

addi tional constraints and rules for conformance to the nodel. A
nmodel is sufficiently detailed to make it possible to inplenent the
speci fication.

An "inplementation” is an instantiation of a subsystem conforming to
one or mnore specific nodels.

SNWVP version 1 (SNMPv1l), is the original Internet-standard Network
Managenment Framework, as described in RFCs 1155, 1157, and 1212
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SNWP version 2 (SNMPv2), is the SNMPv2 Franework as derived fromthe
SNWPv1 Framework. It is described in RFCs 1902-1907. SNMPv2 has no
message definition

The Communi ty-based SNWMP version 2 (SNMPv2c), is an experinental SNWP
Framewor k whi ch suppl enments the SNVPv2 Framework, as described in
RFC1901. It adds the SNMPv2c nessage format, which is simlar to the
SNWPv1 nessage format.

SNWVP version 3 (SNMPv3), is an extensible SNVP Franmewor k which
suppl enents the SNMPv2 Franework, by supporting the foll ow ng:

- a new SNWP nessage format,

- Security for Messages, and

- Access Control
O her SNMP Framewor ks, i.e., other configurations of inplemnmented
subsystens, are expected to al so be consistent with this
architecture.

3. Elenments of the Architecture

Thi s section describes the various elenents of the architecture and
how t hey are naned. There are three kinds of nani ng:

1) the naming of entities,
2) the naning of identities, and
3) the nam ng of nmanagement i nformation

This architecture al so defines sone nanes for other constructs that
are used in the docunentation.

3.1. The Nanming of Entities
An SNWVP entity is an inplenentation of this architecture. Each such
SNWVP entity consists of an SNMP engi ne and one or nore associ ated
appl i cations.

The following figure shows details about an SNMP entity and the
components within it.
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engi ne and the SNWP entity which contains it.

The engi ne cont ai ns:

1) a Dispatcher,

2) a Message Processing Subsystem

o m ot o e e e eeeeeaoo - +
I
|

o ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e m— oo +
SNWVP engi ne (identified by snnpEngi nel D) |
||
. R T S - R T S - + |
I || _ || [
| Message | | Security | | Access I
| Processing | | Subsystem| | Control |
| Subsystem | | | | Subsystem| | |
I || || [
. R T S - R T S - + |
|
o m m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e a— oo +
I
N ... +
||
|
+ e e e aa oo + e e e aa oo + | |
| | Notification | | Proxy | |
| | Receiver | | Forwarder | |
+ demmmmeeaaaaas + demmmmeeaaaaas + | |
||
SR R SR R + | |
| | Notification | | GO her | |
| | Oiginator | | |
SN R SN R + | |
|
N T +
I
Tt +
An SNVP engi ne provi des services for sending and receiving nessages,
and controlling access to
There is a one-to-one associ ati on between an SNWVP
St andards Track [ Page 15]

Harrington, et. al.



RFC 2261 SNWVPv3 Architecture January 1998

3) a Security Subsystem and
4) an Access Control Subsystem
3.1.1.1. snnpEnginel D
Wthin an administrative domain, an snnpEnginelD is the unique and
unamnbi guous identifier of an SNMP engine. Since there is a one-to-one
associ ati on between SNWMP engi nes and SNVWP entities, it also uniquely
and unanbi guously identifies the SNVP entity.
3.1.1.2. D spatcher
There is only one Dispatcher in an SNWP engine. It allows for
concurrent support of nultiple versions of SNVWP nessages in the SNW
engine. It does so by:
- sending and receiving SNVP nessages to/fromthe network,

- determning the version of an SNVP nessage and interacting with
the correspondi ng Message Processing Mdel,

- providing an abstract interface to SNVWP applications for
delivery of a PDU to an application.

- providing an abstract interface for SNMP applications that
allows themto send a PDU to a renote SNWVP entity.

3.1.1.3. Message Processing Subsystem

The Message Processing Subsystemis responsible for preparing
messages for sending, and extracting data fromrecei ved nmessages.

The Message Processing Subsystempotentially contains nultiple
Message Processing Model s as shown in the next figure.

* One or nmore Message Processing Mdels may be present.
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I I
I I
I I
| R + deeemmeeaaaaa + deeemmeeaaaaa + deeemmeeaaaaa +
|| B B B B
| | SNwPv3 | | SNwPv1 | | SNwPv2c | | OGher | ]
| | Message | | Message | | Message | | Message | |
| | Processing | | Processing | | Processing | | Processing | |
| | Model | | Model | | Model | | Model |
|| (. (. (. [
| e S I S I S I +
I I
o m m e e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—o- +

3.1.1.3.1. Message Processi ng Model
Each Message Processing Model defines the format of a particul ar
versi on of an SNMP nessage and coordi nates the preparation and
extraction of each such version-specific nmessage fornmat.

3.1.1.4. Security Subsystem
The Security Subsystem provides security services such as the
aut henti cation and privacy of nessages and potentially contains
multiple Security Mddels as shown in the followi ng figure

* One or nore Security Models nay be present.

I I
I I
I I
| R T I + e e +
|| | | |
| | User-Based | | Gher | | Gher | ]
| | Security | | Security | | Security | ]
| | Model | | Model | | Model |
|| [ [ [
| R T I + e e +
I I
o m o e o e +

3.1.1.4.1. Security Mbdel
A Security Mdel defines the threats against which it protects, the

goals of its services, and the security protocols used to provide
security services such as authentication and privacy.
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3.1.1.4.2. Security Protocol

A Security Protocol defines the nechani sns, procedures, and MB data
used to provide a security service such as authentication or privacy.

3.1.2. Access Control Subsystem

The Access Control Subsystem provides authorization services by neans
of one or nore Access Control Mddels.

Access Control Subsystem

I

I

I

| Fom e + Fom - o - + I +
(. 1 1 *
| | View Based | | O her | | O her |
| | Access | | Access | | Access |
| | Control | | Control | | Control |
| | Model | | Model | | Model |
|| (. (. |
| R + R I + R +
I

3.1.2.1. Access Control Mbodel

An Access Control Mbdel defines a particular access decision function
in order to support decisions regarding access rights.

3.1.3. Applications
There are several types of applications, including:

- comand generators, which nonitor and mani pul at e managenent
dat a,

- comand responders, which provi de access to managenent dat a,
- notification originators, which initiate asynchronous nessages,

- notification receivers, which process asynchronous nessages,
and

- proxy forwarders, which forward nessages between entities.

These applications nake use of the services provided by the SNW
engi ne.
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3.1.3. 1

SNMP Manager

SNVPv3 Architecture

January 1998

An SNWP entity containing one or nore conmand generator and/or
notification receiver applications (along with their associ ated SNWP

engine) has traditionally been called an SNVMP nanager. *

nmodel s nmay be present.

One or nore

(traditional SNWVP manager)

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
R L L + SNWP entity |
| | NOTIFICATION | | NOTIFICATION | | COMVAND | |
| | ORIGANATOR | | RECEI VER | | CGENERATOR | |
| | applications | | applications | | applications | |
[ R I I + |
I " " I
I I I I
I v v I
| R R e |
I " I
| | o e e e e e a e oo + e e e e i oo + |
| | | Message Processing | | Security | |
| Dispatcher % | Subsystem | | Subsystem | |
| e + | R ERREEEEE o | |
| | PDU Di spatcher | | +> viwmP R B + 1 |
| | |1 e + | || Cher |1
| | | | L RSAEEEEE + | ]| security | ||
| | | +> v2eM ¥ |<--->] | Model |1
| | Message | | | +------------ + | +-----meee- - + ] |
| | Dispatcher <--------- >+ | | ]
| | | ] e R +] ]
| ] | | +->] v3wWP * | <--->| | User-based | | |
| | Transport | | | +------------ + | | Security | | |
| | Mapping | RS + ||| Model |1
| | (e.g RFC1906) | | +-> otherMP * |<--->| +------------ + ] |
| b + | R R ol | |
| A . - + |
I I I
I v I
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
+----- +----- + AR, +
| UubP | | IPX| | other |
+o-m o - +o-m o - + Fomm o - +

N N N

I I I

v v v
o e e e e e e e e e +
| Net wor k
o e e e e e e e i e +
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3.1.3.2. SNW Agent

An SNWP entity containing one or nore conmand responder and/or
notification originator applications (along with their associated
SNWVP engi ne) has traditionally been called an SNWP agent.

o e e e e e eeoao-- +
| Net wor k |
o e e e e e e e e m e e +

N N N

I I I

\Y; \Y; \Y;
R + - + e +
| UDP | | IPX| . | other |
+----- + - + Fo-em- - + (traditional SNWP agent)
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
I n I
| | S S S O + |
| | | Message Processing | | Security | |
| Di spatcher \Y; | Subsystem | | Subsystem | |
| - + | Homooee e + | | |
| | Transport | | +->] viMmP oo A------------ + ] |
| | Mapping [ | |+ + | | | OQher |||
| | (e.g. RFC1906) | | | +------------ + | | | Security | | |
| | | | +->] v2cM * | <--->] | Model | | |
| | Message [ T B L I + ||
| | Dispatcher <--------- b e T + | +--------- - + |
| | | | +-> v3W * | <--->| | User-based | | |
| | . [ | | A + | | | Security | | |
| | PDU D spatcher | | | +------------ + | | | Model | | |
R + | +-> otherMP * |<---> +------------ + |
I n I LR + [ |
| | o e e e e e a e oo + e e e e i oo +|
I v I
| B o e e e e e e oo oo o m e e oo oo + |
| VAN N VAN |
I I I I I
| \% \% \% |
| o e e e e oo o + B S + o e e e e o - + e e m oo +|
| COVIVAND | | ACCESS | | NOTIFICATION | | PROXY * |
| | RESPONDER |<->] CONTROL |<->] ORIGNATOR | | FORWARDER | |
| | application | | | | applications | | application | |
[ R + S - + e S S R + |
| " " |
I I I I
I v v I
| o m m e o e e e e e e e e e e e e e e e e e e e e e e e oo + |
| | M B i nstrunentation SNVP entity |
g +
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3.2. The Naning of ldentities

princi pal

VAN

I

I
T . I +
| SNMP engi ne % |
| e e e e e o + |
I I I
[ R i | securityNanme |---+ |
| | Security Model | | ]
| R +
| n |
[ [
|| v ||
[ B + | |
[ [
| | | Model [
| | | Dependent | | |
| | | Security ID |
[ [ |
| | A + |
| n |
| I [
| A [---------- + |
| | |
I I I
. I +

I

Y,

net wor k

3.2.1. Principa

A principal is the "who" on whose behal f services are provided or
processi ng takes pl ace.

A principal can be, anong other things, an individual acting in a
particular role; a set of individuals, with each acting in a
particular role; an application or a set of applications; and
conbi nati ons thereof.

3.2.2. securityName
A securityNanme is a human readabl e string representing a principal

It has a nodel -i ndependent format, and can be used outside a
particul ar Security Model
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3.2.3. Model -dependent security ID

A nodel - dependent security IDis the nodel -specific representation of
a securityName within a particular Security Model.

Model - dependent security IDs may or may not be human readabl e, and
have a nodel - dependent syntax. Exanpl es include community nanes, user
nanes, and parties.

The transformati on of nbdel -dependent security IDs into securityNanes
and vice versa is the responsibility of the rel evant Security Model.

3.3. The Naning of Managenent |nformation
Management information resides at an SNVWP entity where a Command
Responder Application has |ocal access to potentially nmultiple

contexts. This application uses a contextEnginelD equal to the
snnpEngi nel D of its associ ated SNVWP engi ne.
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SNWP entity (identified by snnmpEngi nel D, exanpl e: abcd)

I I
I I
[ R S ST E S SR E S SR +

|1 | | | | ] | |
| | Dispatcher | | Message | | Security | | Access | |
| | | | Processing | | Subsystem| | Control | |
| | | | Subsystem | | | | Subsystem]| |
|| [ | [ | [ | [ |
[ R S ST E S SR E S SR +

I I
o m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
o e o e o e e e e e e e e ee oo +

Conmand Responder Application
(cont ext Engi nel D, exanpl e: abcd)

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I
|
|
|
| | exanpl e cont ext Nanes:
||
|
I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

"bridgel” "bridge2" "" (default)
| ______________________________
I I I I
oo |- |- EEEREEEEEEEEEE +
I I I
RS |- |- [ERREEREEREEREE +
| MB | instrunentation | | |
| Y S R R Y R S R Y +
| | context | | context | | context |
|| | | | | ||
I I I R s
| | | bridge MB| | | | bridge MB | | | | other MB | | |
I ESEEEEEEEEEEE I e I e ]
|| | | | | ||
| | | ] oA +] o
|| | | | | | some MB | | |
| | | ] o +]
I (I (I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeemee e +

3.3.1. An SNWP Cont ext

An SNWVP context, or just "context" for short, is a collection of
managenent information accessible by an SNMP entity. An item of
managenent information nay exist in nore than one context. An SNWP
entity potentially has access to many contexts.
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Typically, there are many instances of each managed object type

wi thin a managenment domain. For sinplicity, the method for
identifying instances specified by the MB nodul e does not all ow each
instance to be distinguished anongst the set of all instances within
a managenent dommin; rather, it allows each instance to be identified
only within sone scope or "context", where there are nultiple such
contexts within the managenent domain. Often, a context is a

physi cal device, or perhaps, a |ogical device, although a context can
al so enconpass multiple devices, or a subset of a single device, or
even a subset of nultiple devices, but a context is always defined as
a subset of a single SNMP entity. Thus, in order to identify an

i ndi vidual item of nmanagenment information within the managenent
domai n, its contextName and context Engi nel D nmust be identified in
addition to its object type and its instance.

For exanple, the managed object type ifDescr [RFCL573], is defined as
the description of a network interface. To identify the description
of device-X's first network interface, four pieces of information are
needed: the snnpEnginel D of the SNMP entity which provides access to
the managenent information at device-X, the contextNane (device-X)
the managed object type (ifDescr), and the instance ("1").

Each context has (at |east) one unique identification within the
management domain. The sane item of managenment information can exi st
in mltiple contexts. An item of managenent information nay have
mul tiple unique identifications. This occurs when an item of
managenent information exists in nultiple contexts, and this al so
occurs when a context has nultiple unique identifications.

The conbi nati on of a context Engi nel D and a cont ext Name unanbi guously
identifies a context within an admninistrative domain; note that there
may be nultiple unique conbi nati ons of contextEngi nel D and
cont ext Nane t hat unanbi guously identify the same context.

3.3.2. contextEngi nel D
Wthin an administrative domain, a contextEnginel D uniquely
identifies an SNMP entity that may realize an instance of a context
with a particul ar context Name.

3.3.3. context Nane

A contextNane is used to nane a context. Each context Name MJST be
uni que within an SNWP entity.
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3.3.4. scopedPDU

A scopedPDU is a block of data containing a contextEnginelD, a
cont ext Name, and a PDU

The PDU is an SNMP Protocol Data Unit containing information naned in
the context which is unanbi guously identified within an
adm ni strative domain by the conbinati on of the contextEngi nel D and
the context Nane. See, for exanple, RFC1905 for nore informtion about
SNVP PDUs.

3.4. Oher Constructs

3.4.1. maxSi zeResponseScopedPDU
The nmaxSi zeResponseScopedPDU i s the maxi mum si ze of a scopedPDU to be
included in a response nessage. Note that the size of a scopedPDU
does not include the size of the SNMP nessage header

3.4.2. Local Configuration Datastore

The subsystens, npdels, and applications within an SNVP entity may
need to retain their own sets of configuration information.

Portions of the configuration informati on nay be accessible as
managed obj ects.

The coll ection of these sets of information is referred to as an
entity’'s Local Configuration Datastore (LCD).

3.4.3. securitylLeve
This architecture recogni zes three levels of security:
- without authentication and wi thout privacy (noAuthNoPriv)
- with authentication but without privacy (authNoPriv)
- with authentication and with privacy (authPriv)

These three values are ordered such that noAut hNoPriv is | ess than
aut hNoPriv and authNoPriv is |less than authPriv.

Every message has an associ ated securitylLevel. Al Subsystens
(Message Processing, Security, Access Control) and applications are
required to either supply a value of securitylLevel or to abide by the
suppl i ed val ue of securitylLevel while processing the nessage and its
contents.
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4. Abstract Service Interfaces

Abstract service interfaces have been defined to describe the
conceptual interfaces between the various subsystenms within an SNWP
entity.

These abstract service interfaces are defined by a set of prinmtives
that define the services provided and the abstract data el ements that
are to be passed when the services are invoked. This section lists
the primtives that have been defined for the various subsystens.

4.1. Dispatcher Prinitives
The Di spatcher typically provides services to the SNVWP applications
via its PDU Dispatcher. This section describes the primtives
provi ded by the PDU Di spatcher

4.1.1. Cenerate Qutgoing Request or Notification
The PDU Di spatcher provides the following primtive for an

application to send an SNVP Request or Notification to another SNW
entity:

statuslnformation = -- sendPduHandl e if success
-- errorindication if failure

sendPdu(
IN transport Domain -- transport dommin to be used
IN transport Address -- transport address to be used
IN nessageProcessi nghodel -- typically, SNWP version
IN securityMdel -- Security Model to use
IN securityNanme -- on behalf of this principa
IN securitylevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN  context Nanme -- data fromin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN expect Response -- TRUE or FALSE

4.1.2. Process Incom ng Request or Notification PDU

The PDU Di spatcher provides the following primtive to pass an
i ncoming SNVMP PDU to an application

processPdu( -- process Request/Notification PDU
IN nessageProcessi nghodel -- typically, SNWP version
IN securityMdel -- Security Model in use
IN securityNane -- on behalf of this principa
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IN securitylLevel -- Level of Security
IN  contextEnginel D -- data fromat this SNWP entity
IN  context Name -- data fromin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN  maxSi zeResponseScopedPDU -- maxi num size of the Response PDU
IN stateReference -- reference to state information
) -- needed when sending a response

4.1.3. Cenerate Qutgoing Response

The PDU Di spatcher provides the following primitive for an
application to return an SNVP Response PDU to the PDU Di spat cher:

ret ur nResponsePdu(

IN nessageProcessi nghodel -- typically, SNWP version
IN securityMdel -- Security Model in use
IN securityNane -- on behalf of this principal
IN securitylevel -- same as on incom ng request
IN  contextEnginel D -- data fromat this SNWP entity
IN  cont ext Name -- data fromin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN  maxSi zeResponseScopedPDU -- maxi num size of the Response PDU
IN stateReference -- reference to state information
-- as presented with the request
IN statuslnformation -- success or errorlndication
) -- error counter OD/value if error

4.1.4. Process |Inconing Response PDU

The PDU Di spatcher provides the following primtive to pass an
i ncom ng SNMP Response PDU to an application:

pr ocessResponsePdu( -- process Response PDU
IN messageProcessi nghbdel -- typically, SNMP version
IN securityMdel -- Security Model in use
IN securityNane -- on behalf of this principal
IN securitylLevel -- Level of Security
IN contextEnginelD -- data fromat this SNWP entity
IN context Nanme -- data from'in this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN statuslnformation -- success or errorlndication
IN  sendPduHandl e -- handl e from sendPdu

)
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4.1.5. Registering Responsibility for Handling SNVP PDUs

Applications can register/unregister responsibility for a specific
cont ext Engi nel D, for specific pduTypes, with the PDU Di spatcher
according to the following primtives. The list of particular
pduTypes that an application can register for is determ ned by the
Message Processing Model (s) supported by the SNWMP entity that
contains the PDU Di spat cher.

statuslnformation = -- success or errorlndication
regi st er Cont ext Engi nel Y
IN contextEnginelD -- take responsibility for this one
IN  pduType -- the pduType(s) to be registered
)
unr egi st er Cont ext Engi nel DX
I'N cont ext Engi nel D -- give up responsibility for this one
I'N pduType -- the pduType(s) to be unregistered
)

Note that realizations of the registerContextEnginelD and

unr egi st er Cont ext Engi nel D abstract service interfaces may provide

i npl ementation-specific ways for applications to register/deregister
responsiblity for all possible values of the contextEnginelD or
pduType paraneters.

4.2. Message Processing SubsystemPrimtives
The Dispatcher interacts with a Message Processing Mddel to process a
specific version of an SNVMP Message. This section describes the
primtives provided by the Message Processing Subsystem

4.2.1. Prepare Qutgoing SNVP Request or Notification Message

The Message Processing Subsystem provides this service primtive for
preparing an outgoi ng SNMP Request or Notification Message:

statuslnformation = -- success or errorlndication
pr epar eQut goi ngMessage(
IN transport Domain -- transport dommin to be used
IN transport Address -- transport address to be used
IN messageProcessi nghbdel -- typically, SNMP version
IN securityMdel -- Security Moddel to use
IN securityNane -- on behalf of this principal
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fromat this entity
IN context Nanme -- data from'in this context
IN  pduVersion -- the version of the PDU
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PDU
expect Response
sendPduHandl e

dest Tr ansport Donmai n
dest Transport Addr ess
out goi ngMessage

out goi ngMessagelLengt h

SNVP Protocol Data Unit

TRUE or FALSE

the handl e for matching

i ncom ng responses
destination transport donain
destination transport address
the message to send

its length

4.2.2. Prepare an Qutgoi ng SNVP Response Message

The Message Processing Subsystem provides this service primtive for
preparing an outgoi ng SNMP Response Message:

resul t

pr epar eResponseMessage(

I'N

222222222

2

SEE8

messagePr ocessi nghbdel
securit yMbdel

securit yName
securitylLevel

cont ext Engi nel D
cont ext Name

pduVer si on

PDU

maxSi zeResponseScopedPDU
st at eRef erence

statusl nf ornmati on

dest Transport Domai n
dest Transport Addr ess
out goi ngMessage

out goi ngMessagelLengt h

SUCCESS or FAI LURE

typically, SNWP version

same as on incom ng request

same as on incom ng request

same as on incom ng request

data fromat this SNWP entity
data fromin this context

the version of the PDU

SNVP Protocol Data Unit
maxi mum si ze of the Response PDU
reference to state information
as presented with the request
success or errorlndication

error counter O D/value if error
destination transport domain
destination transport address
the message to send

its length

4.2.3. Prepare Data El enents froman I ncom ng SNMP Message

The Message Processing Subsystem provides this service primtive for
preparing the abstract data el enents froman i ncomi ng SNVP nessage

resul t

pr epar eDat aEl erment s(

I'N

z2Zz2Z

g
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transport Domai n
transport Addr ess

whol eMsg

whol eMsglLengt h
messagePr ocessi nghbdel

SUCCESS or errorlndication

origin transport domain
origin transport address
as received fromthe network
as received fromthe network
typically, SNWP version
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QUT securityModel -- Security Model to use
QUT securityNane -- on behalf of this principal
QUT securitylevel -- Level of Security requested
QUT cont ext Engi nel D -- data fromat this entity
OQUT cont ext Nane -- data from'in this context
QUT pduVersi on -- the version of the PDU
QUT PDU -- SNWP Protocol Data Unit
QUT pduType -- SNWP PDU type
QUT sendPduHandl e -- handl e for matched request
QUT maxSi zeResponseScopedPDU -- maxi mum si ze of the Response PDU
OUT statuslinformation -- success or errorlndication
-- error counter OD/value if error
QUT stateReference -- reference to state information

-- to be used for possible Response

)

4.3. Access Control SubsystemPrimtives

Applications are the typical clients of the service(s) of the Access
Control Subsystem

The following prinmtive is provided by the Access Control Subsystem
to check if access is allowed:

statuslnformation = -- success or errorlndication
i sAccessAl | owed(
IN securityMdel -- Security Moddel in use
IN securityNane -- principal who wants to access
IN securitylLevel -- Level of Security
IN  viewType -- read, wite, or notify view
IN  context Name -- context containing variabl eName
IN variabl eNane -- AOD for the managed object

)

4.4. Security SubsystemPrimtives

The Message Processing Subsystemis the typical client of the
services of the Security Subsystem

4.4.1. Cenerate a Request or Notification Message

The Security Subsystem provides the following primtive to generate a
Request or Notification nessage:

statuslinformation =
gener at eRequest Msg(
IN nessageProcessi nghodel -- typically, SNWP version
IN gl obal Dat a -- nmessage header, admin data
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IN naxMessageSi ze -- of the sending SNWP entity

IN securityMdel -- for the outgoi ng nessage

IN securityEngi nel D -- authoritative SNVP entity

IN securityNane -- on behalf of this principal

IN securitylLevel -- Level of Security requested

IN scopedPDU -- message (plaintext) payl oad

QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage

QUT whol eMsgLengt h -- length of the generated nessage

)

4.4.2. Process |Incom ng Message

The Security Subsystem provides the following primtive to process an
i ncom ng nmessage:

statuslinfornmation = -- errorlndication or success
-- error counter O D/value if error

processl ncom ngivsg(
IN nessageProcessi nghbdel -- typically, SNWP version
IN nmaxMessageSi ze -- of the sending SNWP entity
IN securityParaneters -- for the received nessage
IN securityMdel -- for the received nessage
IN securitylLevel -- Level of Security
IN  whol eMsg -- as received on the wire
IN  whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- identification of the principal
QUT securityNane -- identification of the principal
QUT scopedPDU, -- nmessage (plaintext) payl oad
OUT nmaxSi zeResponseScopedPDU -- naxi num si ze of the Response PDU
QUT securityStateReference -- reference to security state

) -- information, needed for response

4.4.3. (Generate a Response Message

The Security Subsystem provides the following primtive to generate a
Response nessage:

statuslinformation =
gener at eResponselMsg(

IN nessageProcessi nghodel -- typically, SNWP version

IN gl obal Dat a -- nmessage header, admin data
IN naxMessageSi ze -- of the sending SNWP entity
IN securityMdel -- for the outgoi ng nessage

IN securityEngi nel D -- authoritative SNVP entity
IN securityNane -- on behalf of this principal
IN securitylLevel -- for the outgoi ng nessage

IN scopedPDU -- message (plaintext) payl oad
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IN securityStateReference -- reference to security state
-- information fromoriginal request
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsglLengt h -- length of the generated nessage
)

4.5. Comon Primtives
These primtive(s) are provided by nultiple Subsystens.

4.5.1. Release State Reference Infornation
Al'l Subsystens which pass stateReference information also provide a
primtive to release the nenory that holds the referenced state

i nf ormati on:

st at eRel ease(
I'N st at eRef erence -- handl e of reference to be rel eased

)

4.6. Scenario D agrans
4.6.1. Command Cenerator or Notification Originator
Thi s di agram shows how a Command Generator or Notification Oiginator

application requests that a PDU be sent, and how the response is
returned (asynchronously) to that application.
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Conmand Di spat cher Message Security
Gener at or | Processi ng Model
| | Model |
| sendPdu | | |
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| Receive SNMP | | |
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| from Network | | |

| <o o |

I I I

| pr epar eDat aEl emrents | |
----------------------- >| |

| processlncom ngMsg |
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N
]
1
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4.6.2. Scenario Diagramfor a Conmand Responder Application

Thi s di agram shows how a Commrand Responder or Notificati on Receiver
application registers for handling a pduType, how a PDU is di spatched
to the application after a SNMP nessage is received, and how the
Response i s (asynchronously) send back to the network.
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Conmand Di spat cher Message Security
Responder | Processi ng Model
| | Model |
I I I I
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| | Receive SNWVP | | |
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5.

SNWVP- FRAMEWCORK- M B DEFI NI TI ONS : :

I MPORTS

Architecture

Managed Object Definitions for SNVP Managenent Frameworks

MODULE- | DENTI TY, OBJECT- TYPE,

OBJECT- | DENTI TY,

snipModul es

TEXTUAL- CONVENTI ON

MODULE- COVPLI ANCE, OBJECT-
snnpFr amewor kM B MODULE- | DENTI

LAST- UPDATED "9711200000Z"

ORGANI ZATI ON " SNWPv3 Wor ki

CONTACT- | NFO "WG- emi | :
Subscri be:

Chai r:
post al :
emai | :
phone:
Co-edi tor

post al :

emai | :
phone:

Co- edi tor

post al :

emai | :
phone:

Co-editor:
post al :
al .

Harrington, et.

St andards Track

= BEG N
FROM SNMPv2- SM
FROM SNMPv2-TC
GROUP FROM SNMPv 2- CONF;
TY
-- 20 Novenber 1997
ng G oup"

snmpv3@i s. com
maj or dono@i s. com
I n message body: subscribe snnmpv3
Russ Mundy

Trusted Information Systens

3060 Washi ngton Rd

d enwood MD 21738

USA

mundy@i s. com

+1 301-854- 6889

Dave Harrington
Cabl etron Systens, Inc.
Post O fice Box 5005

Mai | St op: Durham

35 Industrial Way
Rochester, NH 03867-5005
USA

dbh@tron. com
+1 603-337-7357

Randy Presuhn

BMC Software, |nc.
1190 Saratoga Avenue
Suite 130
San Jose,
USA
rpresuhn@nt. com
+1 408-556-0720

CA 95129

Bert Wjnen
IBM T.J. Watson Research
Schagen 33

January 1998
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3461 G Linschoten

Net her | ands
emai |l : Wi j nen@net . i bm com
phone: +31 348-432-794

DESCRI PTI ON "The SNWP Managenent Architecture M B"
::={ snnpMbdules 2 }

-- Textual Conventions used in the SNVP Managenment Architecture ***

SnnpEngi nel D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "An SNMP engine’s adm ni stratively-unique identifier.

The value for this object may not be all zeros or
all "ff"Hor the enpty (zero length) string.

The initial value for this object may be configured
via an operator console entry or via an algorithnic
function. In the latter case, the follow ng
exanple algorithmis reconmended

In cases where there are multiple engines on the
same system the use of this algorithmis NOT
appropriate, as it would result in all of those
engi nes ending up with the sanme I D val ue.

1) The very first bit is used to indicate how the
rest of the data is conposed

0 - as defined by enterprise using forner methods
that existed before SNMPv3. See item 2 bel ow.

1 - as defined by this architecture, see item3
bel ow.

Note that this allows existing uses of the
engi nel D (al so known as Agent| D [ RFC1910]) to
co-exi st with any new uses.

2) The snnpEngi nel D has a | ength of 12 octets.

The first four octets are set to the binary

equi val ent of the agent’s SNMP managenent
private enterprise nunber as assigned by the

I nternet Assigned Numbers Authority (1ANA).

For exanple, if Acne Networks has been assi gned
{ enterprises 696 }, the first four octets would
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be assigned ' 000002b8 H

The remai ning ei ght octets are determned via
one or nore enterprise-specific nethods. Such
met hods nmust be designed so as to nmaxim ze the
possibility that the value of this object wll
be unique in the agent’s adm nistrative domain
For exanple, it may be the I P address of the SNWP
entity, or the MAC address of one of the
interfaces, with each address suitably padded
with randomoctets. |If nultiple nmethods are
defined, then it is recommended that the first
octet indicate the nethod being used and the
remai ni ng octets be a function of the nethod.

3) The length of the octet strings varies.

The first four octets are set to the binary
equi val ent of the agent’s SNMP managenent
private enterprise nunmber as assigned by the

I nternet Assigned Numbers Authority (1ANA).

For exanple, if Acne Networks has been assigned
{ enterprises 696 }, the first four octets would
be assigned ' 000002b8' H

The very first bit is set to 1. For exanple, the
above val ue for Acme Networks now changes to be
' 800002b8’ H.

The fifth octet indicates howthe rest (6th and
followi ng octets) are formatted. The values for
the fifth octet are:

0 - reserved, unused.
1 - I Pv4 address (4 octets)
| owest non-special | P address
2 - I Pv6 address (16 octets)
| owest non-special |P address
3 - MAC address (6 octets)
| owest | EEE MAC address, canonica
order
4 - Text, admi nistratively assigned

Maxi mum remai ni ng | ength 27
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SnnpSecuri t yModel

STATUS
DESCRI PTION "An identifier that uniquely identifies a

Harri ngt on,

et.

al .
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5 - Cctets, adninistratively assigned
Maxi mum remai ni ng | ength 27
6-127 - reserved, unused

127-255 - as defined by the enterprise
Maxi mum remai ni ng | ength 27

OCTET STRING (S| ZE(1..32))

.= TEXTUAL- CONVENTI ON
current

securityMdel of the Security Subsystemw thin the
SNVP Managenent Architecture.

The val ues for securityModel are allocated as
fol | ows:

The zero value is reserved.

Val ues between 1 and 255, inclusive, are reserved
for standards-track Security Mdels and are
managed by the Internet Assigned Numbers Authority
(1 ANA) .

Val ues greater than 255 are allocated to
enterprise-specific Security Mdels. An
enterprise-specific securityMdel value is defined
to be:

enterpriselD * 256 + security nodel wthin
enterprise

For exanple, the fourth Security Mdel defined by
the enterprise whose enterpriselDis 1 would be
260.

This schene for allocation of securityMdel
val ues allows for a maxi mum of 255 standards-
based Security Mddels, and for a nmaxi mum of
255 Security Model s per enterprise.

is believed that the assignnent of new

securityMdel values will be rare in practice
because the | arger the nunber of sinmultaneously
utilized Security Mdels, the larger the

chance that interoperability will suffer.
Consequently, it is believed that such a range
will be sufficient. In the unlikely event that

St andards Track [ Page 38]



RFC 2261 SNWVPv3 Architecture January 1998

the standards commttee finds this nunmber to be
insufficient over tine, an enterprise number
can be allocated to obtain an additional 255
possi bl e val ues.

Note that the nost significant bit nust be zero;
hence, there are 23 bits allocated for various
organi zations to desi gn and defi ne non-standard
securityMbdels. This limts the ability to

define new proprietary inplenmentations of Security
Models to the first 8,388,608 enterprises.

It is worthwhile to note that, in its encoded
form the securityMdel value will normally
require only a single byte since, in practice,
the leftnost bits will be zero for npbst nessages
and sign extension is suppressed by the encoding
rul es.

As of this witing, there are several val ues
of securityMdel defined for use with SNVP or
reserved for use with supporting M B objects.
They are as foll ows:

0 reserved for 'any’
1 reserved for SNwWPv1
2 reserved for SNWPv2c
3 User-Based Security Mdel (USM
SYNTAX | NTEGER( 0. . 2147483647)
SnnpMessagePr ocessi nghbdel ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTION "An identifier that uniquely identifies a Message
Processi ng Model of the Message Processing
Subsystem wi thin a SNMP Managenent Architecture.

The val ues for messageProcessi nghbdel are
al | ocated as foll ows:

- Val ues between 0 and 255, inclusive, are
reserved for standards-track Message Processing
Model s and are managed by the |Internet Assigned
Nunbers Authority (1 ANA)

- Val ues greater than 255 are allocated to
enterprise-specific Message Processi ng Model s.
An enterprise nessageProcessi nghbdel value is
defined to be:
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enterpriselD * 256 +
messageProcessi nghbdel within enterprise

For exanple, the fourth Message Processing Mde
defined by the enterprise whose enterpriselD
is 1 would be 260.

This schene for allocation of securityMde
val ues allows for a maxi num of 255 standards-
based Message Processing Mdels, and for a
maxi mum of 255 Message Processing Model s per
enterprise.

It is believed that the assignment of new
messageProcessi ngvbdel values will be rare

in practice because the larger the nunber of
simul taneously utilized Message Processing Mdel s,
the larger the chance that interoperability
will suffer. It is believed that such a range
will be sufficient. In the unlikely event that
the standards conmittee finds this nunber to be
insufficient over tine, an enterprise nunber
can be allocated to obtain an additional 256
possi bl e val ues.

Note that the nost significant bit nust be zero;
hence, there are 23 bits allocated for various
organi zations to design and defi ne non-standard
messageProcessi ngvbdels. This limts the ability
to define new proprietary inplenentations of
Message Processing Moddels to the first 8,388,608
enterpri ses.

It is worthwhile to note that, in its encoded
form the securityMddel value will nornmally
require only a single byte since, in practice,
the leftnost bits will be zero for nmpbst nessages
and sign extension is suppressed by the encoding
rul es.

As of this witing, there are several val ues of
messagePr ocessi ngvbdel defined for use with SNWP
They are as foll ows:

0 reserved for SNWv1
1 reserved for SNWMPv2c
2 reserved for SNVPv2u and SNWPv2*
3 reserved for SNWPv3
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SYNTAX | NTEGER( 0. . 2147483647)
SnnpSecuritylLevel ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON "A Level of Security at which SNVMP nessages can be
sent or with which operations are being processed;
in particular, one of:

noAut hNoPriv - without authentication and
wi t hout privacy,

aut hNoPri v - with authentication but
wi t hout privacy,
authPriv - with authentication and

with privacy.

These three val ues are ordered such that
noAut hNoPriv is | ess than aut hNoPriv and
aut hNoPriv is | ess than authPriv.
SYNTAX I NTEGER { noAut hNoPriv(1),
aut hNoPriv(2),
aut hPri v(3)

SnnpAdmi nString ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current

DESCRI PTI ON "An octet string containing admnistrative
information, preferably in human-readable form

To facilitate internationalization, this
information is represented using the 1SQO I EC
I'S 10646-1 character set, encoded as an octet
string using the UTF-8 transformation fornmat
described in [ RFC2044] .

Since additional code points are added by
anmendnents to the 10646 standard fromtine
to tinme, inplementations nust be prepared to
encounter any code point from 0x00000000 to
Ox7fffffff.

The use of control codes should be avoi ded.

When it is necessary to represent a new i ne,
the control code sequence CR LF should be used.
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The use of leading or trailing white space should
be avoi ded.

For code points not directly supported by user
interface hardware or software, an alternative
means of entry and display, such as hexadeci mal,
may be provi ded.

For information encoded in 7-bit US-ASCI,
the UTF-8 encoding is identical to the
US- ASCl | encodi ng.

Note that when this TC is used for an object that
is used or envisioned to be used as an index, then
a SIZE restriction nust be specified so that the
nunber of sub-identifiers for any object instance
does not exceed the linmt of 128, as defined by

[ RFC1905] .

SYNTAX OCTET STRING (S| ZE (0. . 255))

- - Adm nl Stratlve ass| gnrrents EE R R I R R R R R O S R I R R O

snipFr amewor kAdmi n

OBJECT IDENTIFIER ::= { snmpFrameworkM B 1 }
snpFr amewor kM BObj ect s

OBJECT IDENTIFIER ::= { snnmpFrameworkM B 2 }
snnpFr amewor kM BConf or mance

OBJECT I DENTIFIER ::= { snnpFraneworkM B 3 }

the SnITpEngI ne Goup Rk R I I R R I S O SRR S R R

snnpEngi ne OBJECT I DENTIFIER ::= { snnpFranmewor kM BObj ects 1 }
snnpEngi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "An SNMP engi ne’s admi nistrativel y-unique identifier.

::={ snnpEngine 1}

snpEngi neBoots OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of times that the SNMP engi ne has
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(re-)initialized itself since its initial
confi guration.

::={ snnpEngine 2}

snnpEngi neTi ne OBJECT- TYPE

SYNTAX | NTEGER (0..2147483647)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of seconds since the SNWP engi ne | ast
i ncrement ed the snnpEngi neBoots obj ect.

::={ snnpEngine 3}

snmpEngi neMaxMessageSi ze OBJECT- TYPE

SYNTAX | NTECER (484..2147483647)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The maxi numlength in octets of an SNMP nessage
whi ch this SNWP engi ne can send or receive and
process, determned as the mni mum of the maxi num
nmessage si ze val ues supported anong all of the
transports available to and supported by the engine.

::={ snnpEngine 4}

-- Registration Points for Authentication and Privacy Protocols **

snnpAut hPr ot ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTION "Regi stration point for standards-track
aut henti cation protocols used in SNVP Managenent
Fr amewor ks.

::= { snnpFramewor kAdmin 1 }

snmpPri vProt ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTION "Regi stration point for standards-track privacy
protocol s used in SNVP Managenent Framewor ks.
c:= { snnpFramewor kAdnmin 2 }
- - Q)nforrrance II’]fOl‘ITBtIOI’] EE R S I S R R S O I R Sk S S S Rk

snnpFr amewor kM BConpl i ances
OBJECT | DENTI FI ER : : = {snnpFr amewor kM BConf or mance 1}
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snipFr amewor kM BGr oups
OBJECT | DENTI FI ER : : = {snnpFr amewor kM BConf or mance 2}

-- conpliance statenents

snnpFr amewor kM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The compliance statenment for SNMP engi nes which
i mpl ement the SNMP Managenent Franework M B.

MODULE -- this nodul e
MANDATORY- GROUPS { snnpEngi neG oup }

::={ snnpFranewor kM BConpl i ances 1 }
-- units of conformance

snnpEngi neGr oup OBJECT- GROUP
OBJECTS {
snpEngi nel D,
snnpEngi neBoot s,
snnpEngi neTi ne,
snnpEngi neMaxMessageSi ze

}
STATUS current
DESCRI PTION "A col l ection of objects for identifying and
determ ning the configuration and current tinmeliness
val ues of an SNMP engi ne.

.= { snnpFranewor kM BGroups 1 }
END
6. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.
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The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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8. Security Considerations
Thi s docunent describes how an inplenentation can include a Security
Model to protect managenent nessages and an Access Control Mbdel to
control access to managenent information.
The | evel of security provided is determned by the specific Security
Model inplementation(s) and the specific Access Control Model
i mpl ement ation(s) used.

Applications have access to data which is not secured. Applications
shoul d take reasonable steps to protect the data from di scl osure.

It is the responsibility of the purchaser of an inplenmentation to
ensure that:

1) an inplementation conplies with the rules defined by this
architecture,

2) the Security and Access Control Mdels utilized satisfy the
security and access control needs of the organization,

3) the inplenentations of the Mbdels and Applications conply with
the nmodel and application specifications,

4) and the inplenentation protects configuration secrets from
i nadvertent disclosure.
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APPENDI X A

A

Gui del i nes for Mdel Designers

Thi s appendi x descri bes guidelines for designers of nodels which are
expected to fit into the architecture defined in this docunent.

SNWPv1l and SNMPv2c are two SNVP framewor ks which use conmunities to
provide trivial authentication and access control. SNMPv1l and SNWPv2c
Framewor ks can coexi st with Frameworks designed according to this
architecture, and nodified versions of SNMPvl and SNMPv2c Franewor ks
could be designed to neet the requirenents of this architecture, but
this docunment does not provide guidelines for that coexistence.

Wthin any subsystem nodel, there should be no reference to any
speci fic nodel of another subsystem or to data defined by a specific
nodel of another subsystem

Transfer of data between the subsystens is deliberately described as
a fixed set of abstract data elenents and primtive functions which
can be overl oaded to satisfy the needs of multiple nodel definitions.

Docunents which define nodels to be used within this architecture
SHOULD use the standard primtives between subsystens, possibly
defining specific nechanisns for converting the abstract data

el ements into nodel -usable formats. This constraint exists to allow
subsystem and nodel docunents to be witten recogni zi ng conmon
borders of the subsystem and nodel. Vendors are not constrained to
recogni ze these borders in their inplenentations.

The architecture defines certain standard services to be provided
bet ween subsystens, and the architecture defines abstract service
interfaces to request these services.

Each nodel definition for a subsystem SHOULD support the standard
service interfaces, but whether, or how, or howwell, it performs the
service is dependent on the nodel definition

A 1. Security Mddel Design Requirenents

A 1.1. Threats

A docunent describing a Security Mddel MJIST descri be how the nodel
protects against the threats described under "Security Requirenents
of this Architecture”, section 1.4.
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A.1.2. Security Processing

Recei ved nmessages MUST be validated by a Mbdel of the Security
Subsystem Validation includes authentication and privacy processing
if needed, but it is explicitly allowed to send nmessages which do not
requi re authentication or privacy.

A received nessage contains a specified securitylLevel to be used
during processing. Al nmessages requiring privacy MJST al so require
aut henti cati on.

A Security Mdel specifies rules by which authentication and privacy
are to be done. A nodel may define nmechanisns to provide additiona
security features, but the nodel definition is constrained to using
(possibly a subset of) the abstract data elements defined in this
docunent for transferring data between subsystens.

Each Security Mddel may allow rmultiple security protocols to be used
concurrently within an inplenmentation of the nodel. Each Security
Model defines how to determ ne which protocol to use, given the
securitylLevel and the security paraneters relevant to the nessage
Each Security Model, with its associated protocol (s) defines how the
sendi ng/receiving entities are identified, and how secrets are

confi gured.

Aut henti cation and Privacy protocols supported by Security Mdels are
uniquely identified using Object Identifiers. |ETF standard protocols
for authentication or privacy should have an identifier defined

wi thin the snnpAut hProtocols or the snnpPrivProtocols subtrees.
Enterprise specific protocol identifiers should be defined within the
enterprise subtree.

For privacy, the Security Mdel defines what portion of the nessage
is encrypted.

The persistent data used for security should be SNVP-nanageabl e, but
the Security Mdel defines whether an instantiation of the MBis a
conf ormance requirenent.

Security Mddels are replaceable within the Security Subsystem
Multiple Security Mdel inplenentations may exi st concurrently within
an SNMWP engi ne. The nunber of Security Mdels defined by the SNWP
conmmunity should remain small to pronpte interoperability.
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A.1.3. Validate the security-stanp in a received nessage

A Message Processing Mdel requests that a Security Mbdel:
- verifies that the nmessage has not been altered,
- authenticates the identification of the principal for whomthe
message was gener at ed.
- decrypts the message if it was encrypted.

Addi tional requirenents may be defined by the nodel, and additional
services nay be provided by the nodel, but the nodel is constrained
to use the following primtives for transferring data between
subsystens. |npl enentati ons are not so constrai ned.

A Message Processing Mbdel uses the processMsg prinitive as described
in section 4.5.

A 1.4, Security MBs

Each Security Mdel defines the MB nodul e(s) required for security
processing, including any M B nodul e(s) required for the security
protocol (s) supported. The M B nodul e(s) SHOULD be defi ned
concurrently with the procedures which use the M B nodul e(s). The
M B nodul e(s) are subject to nornmal access control rules.

The mappi ng between the nodel - dependent security ID and the
securityName MJUST be able to be determ ned using SNWP, if the nodel -
dependent MB is instantiated and if access control policy allows
access.

A.1.5. Cached Security Data

For each nmessage received, the Security Mddel caches the state
informati on such that a Response nessage can be generated using the
same security information, even if the Local Configuration Datastore
is altered between the tine of the incom ng request and the outgoing
response.

A Message Processing Mbdel has the responsibility for explicitly

rel easing the cached data if such data is no | onger needed. To enable
this, an abstract securityStateReference data el enent is passed from
the Security Mddel to the Message Processing Mdel .

The cached security data may be inplicitly rel eased via the

generation of a response, or explicitly released by using the
stateRel ease primtive, as described in section 4.1.
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A 2.

A 2.

A 2.

Har

Message Processing Model Design Requirenents

An SNVP engi ne contains a Message Processing Subsystem whi ch may
contain multiple Message Processi ng Model s.

The Message Processing Mddel MJUST al ways (conceptually) pass the

conplete PDU, i.e., it never forwards | ess than the conplete |ist of
var Bi nds.
1. Receiving an SNWP Message fromthe Network

Upon recei pt of a nessage fromthe network, the Dispatcher in the
SNWP engi ne deternines the version of the SNVWP nessage and interacts
with the correspondi ng Message Processing Mbdel to determne the
abstract data el ements.

A Message Processing Model specifies the SNMP Message format it
supports and describes how to determ ne the val ues of the abstract
data elenments (like nsgl D, nsgMaxSi ze, nsgFl ags,

msgSecuri tyParaneters, securityMdel, securitylevel etc). A Message
Processing Model interacts with a Security Mddel to provide security
processing for the nessage using the processMsg primtive, as
described in section 4.5.

2. Sending an SNMP Message to the Network

The Dispatcher in the SNVP engine interacts with a Message Processing
Model to prepare an outgoi ng nessage. For that it uses the follow ng
primtives:

- for requests and notifications: prepareCutgoi ngMessage, as
described in section 4.4

- for response nessages: prepareResponseMessage, as described in
section 4.4

A Message Processing Model, when preparing an Qutgoi ng SNVP Message,
interacts with a Security Mddel to secure the nessage. For that it
uses the following primtives:

- for requests and notifications: generateRequest Mg, as
described in section 4.5.

- for response nessages: generateResponseMsg as described in
section 4.5.
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A 3.

A 3.

Har

Once the SNWP nessage is prepared by a Message Processi ng Model
the Dispatcher sends the nmessage to the desired address using the
appropriate transport.

Application Design Requirenents

Wthin an application, there nay be an explicit binding to a specific
SNVP message version, i.e., a specific Message Processing Mdel, and
to a specific Access Control Mdel, but there should be no reference
to any data defined by a specific Message Processing Mddel or Access
Control Model.

Wthin an application, there should be no reference to any specific
Security Mddel, or any data defined by a specific Security Mdel

An application determi nes whether explicit or inplicit access contro
shoul d be applied to the operation, and, if access control is needed,
whi ch Access Control Mdel should be used.

An application has the responsibility to define any M B nodul e(s)
used to provide application-specific services.

Applications interact with the SNMP engine to initiate nessages,
recei ve responses, receive asynchronous nessages, and send responses.

1. Applications that Initiate Messages

Applications may request that the SNVP engi ne send nessages
contai ning SNMP commands or notifications using the sendPdu primtive
as described in section 4. 2.

If it is desired that a nmessage be sent to multiple targets, it is
the responsibility of the application to provide the iteration

The SNMP engi ne assunes necessary access control has been applied to
the PDU, and provi des no access control services.

The SNMP engi ne | ooks at the "expect Response" paraneter, and if a
response i s expected, then the appropriate information is cached such
that a |later response can be associated to this nmessage, and can then
be returned to the application. A sendPduHandle is returned to the
application so it can later correspond the response with this nessage
as wel | .
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A.3.2. Applications that Receive Responses

The SNMP engi ne matches the incom ng response nessages to outstanding
messages sent by this SNWP engine, and forwards the response to the
associ ated application using the processResponsePdu prinmitive, as
described in section 4. 2.

A.3.3. Applications that Receive Asynchronous Messages

When an SNVP engi ne receives a nessage that is not the response to a
request fromthis SNWMP engine, it nmust deternmine to which application
t he message shoul d be given.

An Application that wi shes to receive asynchronous messages registers
itself with the engine using the primtive registerContextEnginelD as
described in section 4. 2.

An Application that wi shes to stop receiving asynchronous nessages
shoul d unregister itself with the SNMP engine using the prinmtive
unr egi st er Cont ext Engi nel D as described in section 4. 2.

Only one registration per conbination of PDU type and cont ext Engi nel D
is permitted at the sane tinme. Duplicate registrations are ignored.
An errorindication will be returned to the application that attenpts
to duplicate a registration.

Al'l asynchronously received nessages containing a registered
conbi nation of PDU type and contextEnginelD are sent to the
application which registered to support that conbination

The engine forwards the PDU to the registered application, using the
processPdu primtive, as described in section 4.2.

A . 3.4. Applications that Send Responses

Request operations require responses. An application sends a
response via the returnResponsePdu primtive, as described in section
4. 2.

The cont ext Engi nel D, cont ext Nane, securityMdel, securityNane,
securitylLevel, and stateReference paraneters are fromthe initia
processPdu primtive. The PDU and statuslnformation are the results
of processing.
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A. 4. Access Control Mdel Design Requirements

An Access Control Mbdel determ nes whether the specified securityName
is allowed to performthe requested operation on a specified managed
obj ect. The Access Control Mdel specifies the rules by which access
control is determ ned.

The persistent data used for access control shoul d be manageabl e
usi ng SNMP, but the Access Control Mdel defines whether an
instantiation of the MB is a conformance requirenent.

The Access Control Mdel nust provide the primtive isAccessAl | owed.
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B. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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