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Abstract

Thi s docunent provides a specification for a type of response to an
OTP [ RFC 1938] challenge that carries explicit indication of the
response’ s encodi ng. Codings for the two nandatory OTP data fornats
using this new type of response are presented.

Thi s docunent al so provides a specification for a response that
all ows an OIP generator to request that a server re-initialize a
sequence and change paraneters such as the secret pass phrase.

1. Conventions, Terns, and Notation

Thi s docunent specifies the data formats and software behaviors
needed to use OTP extended responses. The data formats are descri bed
three ways: using an ad-hoc UNI X nmanual page style syntax, using
augnment ed BNF described in sections two and three of RFC 822, and by
exanpl es. Should there be any conflict between these descriptions,

t he augnented BNF takes precedence. The software behaviors are
described in words, and specific behavior conpliance requirenments are
item zed using the requirements term nol ogy (specifically, the words
MJUST, SHOULD, and MAY) defined in RFC 2119.
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2. Extended Chal | enges and Ext ended Responses

Thi s docunent builds on the protocol and term nol ogy specified in RFC
1938 and assunes that you have already read this docunent and
understand its contents.

An extended challenge is a single line of printable text term nated
by either a new |line sequence appropriate for the context of its use
(e.g., ASCIl CR followed by ASCII LF) or a whitespace character. It
contains a standard OTP chal | enge, a whitespace character, and a |i st
that generators use to deternine which extended responses are
supported by a server.

An extended response is a single line of printable text term nated by
a new | i ne sequence appropriate for the context of its use. It
contains two or nore tokens that are separated with a single colon
(":') character. The first token contains a type specifier that

i ndicates the format of the rest of the response. The tokens that
follow are argunent data for the OTP extended response. At |east one
token of data MJST be present.

2.1. Syntax

In UNI X manual page |ike syntax, the general form of an extended
chal I enge coul d be described as:

<standard OTP chal | enge> ext[, <extension set id>, ...]]
And the general form of an extended response could be described as:
<type-specifier> <argl>[:<arg2>[:...]]

I n augment ed BNF syntax, the syntax of the general formof an
ext ended chal |l enge and an extended response is:

ext ended- chal | enge = otp-chall enge 1*LWSP-char capability-1list
(NL / *LWSBP- char)

<a standard OTP chal | enge>

"ext" *("," extension-set-id)

*<any CHAR except LWsP, CTLs, or ",">

ot p-chal | enge
capability-1ist
extension-set-id

ext ended-response = type 1*(":" argunent) NL

type = token

ar gunent = token

t oken = 1*<any CHAR except ":" and CTLs>

NL = <new | i ne sequence appropriate for the context

in which OTP is being used>
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An exanpl e of an extended chall enge indicating support for OIP
ext ended responses and for a nythical response set "foo" is:

otp-nd5 123 m 1234 ext, foo

An exanpl e of an extended response using a mythical type nanmed "foo

is:
foo: some data: sone nore data: 12345
2.2. Requirenents
A server conpliant with this specification

1. MJST be able to receive and parse the general form of an
ext ended response

2. MJST be able to receive, parse, and correctly process al
extended responses specified in this docunent

3. MJST process the type field in a case-insensitive nmanner

4. MIST reject any authentication attenpt using an extended
response if it does not support that type of response

5. SHOULD provide an appropriate indication to the generator
if the response was rejected because of (4)

6. MUST limit the length of the input reasonably

7. MJST accept otherwi se arbitrary anounts of whitespace
wherever a response allows it

8. MJST be able to receive and correctly process standard OTP
responses

A generator conpliant with this specification:

1. MJST be able to generate standard OIP responses

2. MJST use standard responses unl ess an extended chal | enge
has been received for the particular server AND seed

3. MJST generate the type field in | ower case

4. MJUST NOT send a response type for which the server has not
i ndi cated support through an extended chal |l enge

Extension set identifiers and extension type identifiers named with

the prefix "x-" are reserved for private use anong nutually

consenting inplenentations. |Inplenmentations that do not recognise a

particul ar "x-
all "x-" extensions are likely to be non-interoperable with other

" extension MJST ignhore that extension. This neans that

ext ensi ons. Careful consideration should be given to the possibility

of a server interacting with with a generator inplenentation which,
al though it recognizes a given "x-" extension, uses it for a
different purpose. Al of the renaining extension nanespace is
reserved to | ANA, which will only officially assign the extension
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into this nanespace after the | ESG approves of such an assignnent.
During the lifetime of the OTP W5 it is recommended that the | ESG
consult with the OTP WG prior to approving such an assi gnment.

The "hex" and "word" Responses

There exists a very rare case in which a standard OTP response could
be a valid coding in both the hexadeci mal and six-word formats. An
exanple of this is the response "ABE ACE ADA ADD BAD A." The
solution to this problem nandated by the OIP specification is that
conpliant servers MJST attenpt to parse and verify a standard
response in both hexadeci mal and six-word formats and nust consi der
the aut hentication successful if either succeeds.

Thi s probl em can be sol ved easily using extended responses. The "hex"
response and the "word" response are two response types that encode
an OTP in an extended response that explicitly describes the
encodi ng. These responses start with a type | abel of "hex" for a
hexadeci mal OTP and "word" for a six-word coded OTP. These responses
contain one argunment field that contains a standard OTP response
coded in the indicated format.

3.1. Syntax

In UNI X manual page |ike syntax, the format of these responses coul d
be described as:

hex: <hexadeci mal nunber >
wor d: <si x dictionary words>

I n augnmented BNF syntax and with the definitions already provided,
the syntax of these responses is:

hex-response "hex:" hex-64bit NL

hex- 64bi t = 16(hex-char *LWSP-char)

hex- char =("A"/ "B/ "C" /] "D/ "E" [ "F" /[
"a" [/ "b" [ "c" [/ "d" [ "e" [ "f" [/
"o" / ™1™/ v2% ) "3 | 4" | "5" [/
"e" [/ 7"/ "8" [ "9")

"word: " word-64bit NL

6(ot p-word 1* LWSP-char)

<any valid word in the standard OTP codi ng
di ctionary>

wor d- r esponse
wor d- 64bi t
ot p-word
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Exanpl es of these responses are:

hex: 8720 33d4 6202 9172
wor d: VAST SAUL TAKE SODA SUCH BOLT

3.2. Requirenents
A server conpliant with this specification
1. MJST process all argunments in a case-insensitive manner
A generator conpliant with this specification:

1. SHOULD generate otp-word tokens in upper case with single
spaces separating them

2. SHOULD gener ate hexadeci mal nunbers using only | ower case
for letters

4. The "init-hex" and "init-word" Responses

The OTP specification requires that inplementations provide a means
for aclient tore-initialize or change its OTP infornmation with a
server but does not require any specific protocol for doing it.

I mpl enent ati ons that support the OTP extended responses described in
this document MJST support the response with the "init-hex" and
"init-word" type specifiers, which provide a standard way for a
client tore-initialize its OIP information with a server. This

response is intended to be used only by automated clients. Because of

this, the recommended form of this response uses the hexadeci nal

encoding for binary data. It is possible for a user to type an "init-

hex" or "init-word" response.
4.1. Syntax

In UNI X manual page like syntax, the format of these responses could
be described as:

i nit-hex: <current-OIrP>: <new par ans>: <new OTP>
i nit-word: <current-OIP>: <new par ans>: <new OTP>

I n augnented BNF syntax and with the definitions already provided,
the syntax of the "init-hex" response is:

init-hex-response = "init-hex:" current-OTP ":" new parans ":"
new OTP NL

current - OTP = hex- 64bi t

new OTP = hex- 64bi t
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new- par ans
al gorithm
sequence- number
seed

al gorit hm SPACE sequence- nunber SPACE seed
n I,r.[j4ll / n I,r.[jSIl / n Shal"

4*3DIGA T

16*1(ALPHA / DIGT)

In augnmented BNF syntax and with the definitions already provided,
the syntax of the "init-word" response is:

init-word-response = "init-word:" current-OIP ":" new parans ":"
new OTP NL

current- QTP = wor d- 64bi t

new OTP = wor d- 64bi t

new par ans al gori t hm SPACE sequence- nunber SPACE seed

al gorithm = "md4" / "md5" / "shal"
sequence-nunber = 4*3DIG T
seed = 16*1(ALPHA / DIGAT)

Note that all appropriate fields for the "init-hex" response MJST be
hexadeci mal |y coded and that all appropriate fields for the "init-
wor d" response MJUST be six-word coded.

Exanpl es of these responses are:

init-hex:f6bd 6b33 89b8 7203: nd5 499 ke6118: 23d1 b253 5ael 2b7e
init-hex:c9b2 12bb 6425 5a0f: nd5 499 ke0986:fdl7 cefl b4df 093e

init-word: MOOD SOFT POP COVB BOLO LI FE: nd5 499 kel235:
ARTY WEAR TAD RUG HALO G VE
init-word: END KERN BALM Nl CK ERCS WAVY: nd5 499 kel235
BABY FAIN O LY NIL TI DY DADE

(Note that all of these responses are one line. Due to their |ength,
they had to be split into nultiple Iines in order to be included
here. These responses MJST NOT span nore than one line in actual use)

4.2. Description of Fields

The current-OTP field contains the (RFC 1938) response to the OIP
chal  enge. The newparans field contains the paraneters for the
client’s new requested chall enge and the new OTP field contains a
response to that challenge. If the re-initialization is successful, a
server MJST store the new OTP in its database as the | ast successful
OTP received and the sequence nunber in the next challenge presented
by the server MJUST be one | ess than the sequence nunber specified in
the new parans field.
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The new parans field is hashed as a string the same way that a seed
or secret pass phrase would be. Al other field values are hashed in

their

uncoded binary forms, in network byte order and wi thout any

paddi ng.

4.3. Requirenents

A server conpliant with this specification

1.

2

3.

SHOULD NOT allow a user to use the sanme value for their

seed and secret pass phrase.

MUST di sable all OTP access to any princi pal whose

sequence nunber woul d be I ess than one

MJUST decrenent the sequence nunber if a reinitialization
response includes a valid current-OIP, but the server is
unabl e to successfully process the new paranms or new OTP for
any reason.

A generator conpliant with this specification:

1.

2

5.

6
7

SHOULD NOT al l ow a user to use the sanme value for their

seed and secret pass phrase

MUST take specific steps to prevent infinite | oops of
re-initialization attenpts in case of failure

SHOULD provide the user with sone indication that the
re-initialization is taking place

SHOULD NOT do a re-initialization without the user’s

perm ssion, either for that specific instance or as a
configuration option

SHOULD NOT retry a failed re-initialization without a user’s
per mi ssi on

SHOULD warn the user if the sequence number falls bel ow ten
MJST refuse to generate OIPs with a sequence nunber bel ow one

5. Security Considerations

Al of the security considerations for the OIP systemal so apply to
the OTP systemw th extended responses.

These

ext ended responses, like OTP itself, do not protect the user

agai nst active attacks. The I Psec Authentication Header (RFC-1826)
(or another technique with at |east as nmuch strength as | Psec AH)
SHOULD be used to protect against such attacks.

The consequences of a successful active attack on the re-
initialization response nmay be nore severe than sinply hijacking a
single session. An attacker could substitute his own response for
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that of a legitimate user. The attacker may then be able to use the
OTP systemto authenticate hinmself as the user at will (at |east
until detected).

Failure to inplement server requirenent 3 in section 4.3 opens an
i npl ementation to an attack based on replay of the current-OTP part
of the response.

6. Acknow edgment s

Li ke RFC 1938, the protocol described in this docunent was created by

contributors in the | ETF OTP wor ki ng group. Specific contributions
were nade by Neil Haller, who provided input on the overall design
requirenents of a re-initialization protocol, Denis Pinkas, who
suggested several nodifications to the originally proposed re-

initialization protocol, and Phil Servita, who opened the debate with

the first real protocol proposal and provided |ots of specific input
on the design of this and earlier protocols. The extensions to the
OTP chal | enge were suggested by Chris Newnan and John Val des.

Randal | Atkinson and Ted T so also contributed their views to
di scussi ons about details of the protocol extensions in this
docunent.

Ref er ences

[ RFC 822] Crocker, D., "Standard for the Format of ARPA Internet
Text Messages," RFC 822, August 1982.

[ RFC 1825] Atkinson, R, "Security Architecture for the Internet
Protocol ," RFC 1825, August 1995.

[RFC 1938] Haller, N. and C. Metz, "A One-Tinme Password System"”
RFC 1938, May 1996.

[ RFC 2119] Bradner, S., "Key words for use in RFCs to
I ndi cat e Requi renent Level," RFC 2119,
March 1997.

Aut hor’ s Addr ess

Craig Metz

The | nner Net

Box 10314-1936

Bl acksburg, VA 24062-0314
(DSN) 354-8590

cnmet z@ nner . net

Met z St andards Track [ Page 8]



RFC 2243 OTP Ext ended Responses Noverber 1997

Appendi x: Ref erence Responses
The foll owi ng responses were generated by a devel opnent version of
the One-Tinme Passwords in Everything (OPIE) inplenentation of this
speci fication.
Al of these are responses to the chall enge:
ot p-md5 499 kel234 ext
Note that the re-initialization responses use the sane secret pass
phrase for new and current and a new seed of "kel235". Also, these
responses have been split for formatting purposes into multiple
lines; they MJUST NOT be multiple lines in actual use.
The secret pass phrase for these responses is:
This is a test.
The OTP standard hexadeci mal response is:
5bf 0 75d9 959d 036f
The OTP standard six-word response is:
BOND FOGY DRAB NE RI SE MART
The OTP extended "hex" response is:
hex: 5Bf 0 75d9 959d 036f
The OTP extended "word" response is:
wor d: BOND FOGY DRAB NE RI SE MART
The OTP extended "init-hex" response is:
i nit-hex:5bf0 75d9 959d 036f: md5 499 kel235: 3712 dcb4 aab3 16c¢cl

The OTP extended "init-word" response is:

i nit-word: BOND FOGY DRAB NE RI SE MART: md5 499 kel235: RED HERD
NOW BEAN PA BURG
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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