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Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
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Abst ract

This meno docunents | GWv2, used by IP hosts to report their
mul ticast group nmenberships to routers. 1t updates STD 5, RFC 1112

| GWv2 all ows group nenbership ternination to be quickly reported to
the routing protocol, which is inmportant for high-bandw dth multicast
groups and/or subnets with highly volatile group nmenbership.

Thi s docunent is a product of the Inter-Domain Milticast Routing
working group within the Internet Engineering Task Force. Comments
are solicited and should be addressed to the working group’s nailing
list at idnr@s.ucl.ac.uk and/or the author(s).

1. Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [RFC 2119].

2. I nt roduction

The I nternet Group Managenent Protocol (IGW) is used by IP hosts to
report their multicast group nenberships to any imredi atel y-

nei ghboring multicast routers. This nmeno describes only the use of

| GWP between hosts and routers to determ ne group nenbership.
Routers that are menmbers of nulticast groups are expected to behave
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as hosts as well as routers, and may even respond to their own
queries. |1GW may al so be used between routers, but such use is not

speci fi

ed here.

Like ICMP, IGW is a integral part of IP. It is required to be
i npl emented by all hosts wishing to receive IP nulticasts. |GW
messages are encapsulated in | P datagranms, with an | P protocol numnber

of 2.

TTL 1,
header .
format:

0
012

Al'l 1 GW messages described in this docunent are sent with IP
and contain the IP Router Alert option [RFC 2113] in their IP
Al'l 1 GW nessages of concern to hosts have the follow ng

1 2 3
34567890123456789012345678901

i S S T i S S e e i S S S S

Type | Max Resp Tinme | Checksum |

S S S S S S S T R AR s

Group Address |

S T S S e i i S S S S o T

2.1. Type

There are three types of | GW nessages of concern to the host-

router

0x11 =

interaction:

Menber ship Query

There are two sub-types of Menbership Query messages:

General Query, used to |earn which groups have nenbers on an
attached network.

G oup- Specific Query, used to learn if a particular group
has any nenbers on an attached network.

These two messages are differentiated by the G oup Address, as
described in section 1.4 . Menbership Query nessages are
referred to sinply as "Query" nessages.

0x16 = Version 2 Menbership Report
0x17 = Leave G oup
There is an additional type of nessage, for backwards-conpatibility
with | GWvl:
0x12 = Version 1 Menbership Report
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This document refers to Menbership Reports sinply as "Reports”. When
no version is specified, the statement applies equally to both
ver si ons.

Unr ecogni zed nessage types should be silently ignored. New nessage
types nmay be used by newer versions of |GW, by multicast routing
protocol s, or other uses.

2.2. Max Response Tinme

The Max Response Tine field is nmeaningful only in Menbership Query
messages, and specifies the naxi mumallowed tine before sending a
responding report in units of 1/10 second. 1In all other nessages, it
is set to zero by the sender and ignored by receivers.

Varying this setting allows IGWv2 routers to tune the "l eave

| at ency" (the tinme between the nonent the | ast host |eaves a group
and when the routing protocol is notified that there are no nore
menbers), as discussed in section 7.8. It also allows tuning of the
burstiness of IGW traffic on a subnet, as discussed in section 7.3.

2.3. Checksum

The checksumis the 16-bit one's conpl enment of the one’'s conpl enent
sum of the whole | GW nessage (the entire |P payload). For computing
the checksum the checksumfield is set to zero. Wen transmtting
packets, the checksum MJST be conputed and inserted into this field.
When receiving packets, the checksum MUST be verified before
processi ng a packet.

2.4. Goup Address

In a Menbership Query nmessage, the group address field is set to zero
when sending a General Query, and set to the group address being
queri ed when sending a Group-Specific Query.

In a Menbership Report or Leave Group nmessage, the group address
field holds the IP nulticast group address of the group being
reported or |eft.

2.5. Oher fields

Note that | GW nessages may be | onger than 8 octets, especially
future backwards-conpati ble versions of 1GW. As long as the Type is
one that is recognized, an | GWv2 inpl enmentati on MIJST i gnore anyt hing
past the first 8 octets while processing the packet. However, the

| GWP checksumis al ways conputed over the whole | P payload, not just
over the first 8 octets.
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3.

Prot ocol Description

Note that defaults for timer values are described later in this
docunent. Tinmer and counter nanes appear in square brackets.

The term"interface" is sonetines used in this docunent to nean "the
primary interface on an attached network"; if a router has nultiple
physical interfaces on a single network this protocol need only run
on one of them Hosts, on the other hand, need to performtheir
actions on all interfaces that have nenbershi ps associated with them

Mul ticast routers use IGW to | earn which groups have nenbers on each
of their attached physical networks. A nulticast router keeps a list
of multicast group nenberships for each attached network, and a timer
for each menbership. "Milticast group nenbershi ps" nmeans the
presence of at |east one nenber of a nulticast group on a given
attached network, not a list of all of the nenbers. Wth respect to
each of its attached networks, a multicast router may assune one of
two roles: Querier or Non-Querier. There is nornmally only one
Querier per physical network. Al nmulticast routers start up as a

Querier on each attached network. |If a multicast router hears a
Query nessage froma router with a lower |IP address, it MJST becone a
Non- Querier on that network. |f a router has not heard a Query

message from another router for [Gther Querier Present Interval], it
resumes the role of Querier. Routers periodically [Query Interval]
send a General Query on each attached network for which this router
is the Querier, to solicit menbership information. On startup, a
router SHOULD send [Startup Query Count] General Queries spaced
closely together [Startup Query Interval] in order to quickly and
reliably determ ne nenbership information. A General Query is
addressed to the all-systens nmulticast group (224.0.0.1), has a G oup
Address field of 0, and has a Max Response Tine of [Query Response
Interval].

When a host receives a CGeneral Query, it sets delay tiners for each
group (excluding the all-systens group) of which it is a nmenber on
the interface fromwhich it received the query. Each tinmer is set to
a different random val ue, using the highest clock granularity

avail abl e on the host, selected fromthe range (0, Max Response Ti ne]
with Max Response Tine as specified in the Query packet. Wen a host
receives a GGoup-Specific Query, it sets a delay tinmer to a random
val ue sel ected fromthe range (0, Max Response Tine] as above for the
group being queried if it is a menber on the interface fromwhich it
received the query. If a tiner for the group is already running, it
is reset to the randomvalue only if the requested Max Response Tine
is less than the remmining value of the running tinmer. Wen a
group’s tinmer expires, the host nulticasts a Version 2 Menbership
Report to the group, with IP TTL of 1. If the host receives another
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host’s Report (version 1 or 2) while it has a tiner running, it stops
its timer for the specified group and does not send a Report, in
order to suppress duplicate Reports.

When a router receives a Report, it adds the group being reported to
the list of nmulticast group nmenberships on the network on which it
received the Report and sets the tiner for the nenbership to the

[ Goup Menbership Interval]. Repeated Reports refresh the timer. |If
no Reports are received for a particular group before this timer has
expired, the router assunes that the group has no | ocal nenbers and
that it need not forward renotely-originated nulticasts for that
group onto the attached network.

When a host joins a multicast group, it should inmediately transmt
an unsolicited Version 2 Menbership Report for that group, in case it
is the first menber of that group on the network. To cover the
possibility of the initial Menbership Report being | ost or danmaged,
it is reconmended that it be repeated once or twice after short

del ays [Unsolicited Report Interval]. (A sinple way to acconplish
this is to send the initial Version 2 Menbership Report and then act
as if a Group-Specific Query was received for that group, and set a
timer appropriately).

When a host leaves a nulticast group, if it was the last host to
reply to a Query with a Menbership Report for that group, it SHOULD
send a Leave GGoup nessage to the all-routers nulticast group
(224.0.0.2). If it was not the last host to reply to a Query, it MAY
send nothing as there nust be another nenber on the subnet. This is
an optim zation to reduce traffic; a host w thout sufficient storage
to renenber whether or not it was the last host to reply MAY al ways
send a Leave Group nessage when it | eaves a group. Routers SHOULD
accept a Leave Group nmessage addressed to the group being left, in
order to accomodate inplenentations of an earlier version of this
standard. Leave Group nessages are addressed to the all-routers
group because other group nenbers have no need to know that a host
has |l eft the group, but it does no harmto address the nessage to the

group.

VWhen a Querier receives a Leave Group message for a group that has
group nenbers on the reception interface, it sends [Last Menber Query
Count] Group-Specific Queries every [Last Menber Query Interval] to
the group being left. These G oup-Specific Queries have their Mx
Response time set to [Last Menber Query Interval]. |If no Reports are
received after the response tine of the last query expires, the
routers assune that the group has no | ocal nenbers, as above. Any
Querier to non-Querier transition is ignored during this tine; the
sanme router keeps sending the G oup-Specific Queries.
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Non- Queriers MJST ignore Leave G oup nessages, and Queriers SHOULD
i gnore Leave Group nmessages for which there are no group nmenbers on
the reception interface.

When a non- Querier receives a Goup-Specific Query nmessage, if its
exi sting group menbership timer is greater than [Last Menber Query
Count] tinmes the Max Response Tinme specified in the nmessage, it sets
its group nenbership tinmer to that val ue.

4. Conpatibility with 1GwWv1l Routers

An | GWv2 host may be placed on a subnet where the Querier router has
not yet been upgraded to | Gwv2. The follow ng requirements apply:

The 1GWv1l router will send General Queries with the Max
Response Tinme set to 0. This MJST be interpreted as a val ue of
100 (10 seconds).

The 1 GWPv1l router expects Version 1 Menbership Reports in
response to its Queries, and will not pay attention to Version 2
Menber ship Reports. Therefore, a state variable MIST be kept
for each interface, describing whether the nulticast Querier on
that interface is running |GWwvl or |GWv2. This variable MJST
be based upon whether or not an I GWv1l query was heard in the
last [Version 1 Router Present Tineout] seconds, and MJST NOT be
based upon the type of the last Query heard. This state

vari abl e MJST be used to decide what type of Menbership Reports
to send for unsolicited Menbership Reports as well as Menbership
Reports in response to Queri es.

An | GWv2 host MAY suppress Leave G oup nessages onh a network
where the Querier is using | GWvl.

An | GWv2 router may be placed on a subnet where at | east one router
on the subnet has not yet been upgraded to | Gwv2. The follow ng
requi renents apply:

If any |GWv1 routers are present, the querier MJIST use | GWvl.
The use of I GWv1 nust be administratively configured, as there
is no reliable way of dynam cally determ ning whether | GWvl
routers are present on a network. Inplenentations MAY provide a
way for systemadministrators to enable the use of 1GwWv1l on
their routers; in the absence of explicit configuration, the
configuration MIUST default to |Gwv2. Wen in | GWv1l node,
routers MJST send Periodic Queries with a Max Response Ti ne of
0, and MJST ignore Leave Group nessages. They SHOULD al so warn
about receiving an | GWv2 query, although such warni ngs MJST be
rate-1imted.
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If arouter is not explicitly configured to use | GWv1l and hears
an |GwWv1l Query, it SHOULD | og a warning. These warni ngs MJST
be rate-linmted.

5. Conpatibility with | GWv1l Hosts

An | GWv2 host may be placed on a subnet where there are hosts that
have not yet been upgraded to | GWv2. The foll ow ng requirenent
appl i es:

The host MUST allow its Menbership Report to be suppressed by
either a Version 1 Menbership Report or a Version 2 Menbership
Report .

An | GWv2 router may be placed on a subnet where there are hosts that
have not yet been upgraded to | GWwv2. The follow ng requirenents

appl y:

If a router receives a Version 1 Menbership Report, it MJST set
atinmer to note that there are version 1 hosts present which are
menbers of the group for which it heard the report. This timer
shoul d be the sane as the [ G oup Menbership Interval].

If there are version 1 hosts present for a particular group, a
router MJST ignore any Leave Group nessages that it receives for
that group.

6. Host State Di agram

Host behavior is nore formally specified by the state transition
di agram bel ow. A host may be in one of three possible states with
respect to any single IP nulticast group on any single network

i nterface:

- "Non- Menber" state, when the host does not belong to the group on
the interface. This is the initial state for all nenberships on
all network interfaces; it requires no storage in the host.

- "Del aying Menber" state, when the host belongs to the group on the
interface and has a report delay tinmer running for that nenbership.

- "ldle Menber" state, when the host belongs to the group on the

interface and does not have a report delay timer running for that
menber shi p.
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There are five significant events that can cause | GW state
transitions:

- "join group" occurs when the host decides to join the group on the
interface. It nmay occur only in the Non-Menber state.

- "leave group" occurs when the host decides to | eave the group on
the interface. It may occur only in the Del aying Menber and Idle
Menber states.

- "query received" occurs when the host receives either a valid
General Menbership Query nessage, or a valid Goup-Specific
Menber ship Query nmessage. To be valid, the Query nessage nust be
at least 8 octets long, and have a correct | GW checksum The
group address in the | GW header nust either be zero (a General
Query) or a valid nmulticast group address (a G oup-Specific Query).
A Ceneral Query applies to all nmenberships on the interface from
which the Query is received. A Goup-Specific Query applies to
menbership in a single group on the interface fromwhich the Query
is received. Queries are ignored for nenberships in the Non-Memnber
st at e.

- "report received" occurs when the host receives a valid | GW
Menber shi p Report nessage (Version 1 or Version 2). To be valid,
the Report nessage nust be at |east 8 octets Iong and have a
correct 1AW checksum A Membership Report applies only to the
menbership in the group identified by the Menmbership Report, on the
interface fromwhich the Menbership Report is received. It is
i gnored for nenmberships in the Non-Menber or |dle Menber state.

- "timer expired" occurs when the report delay timer for the group on
the interface expires. It may occur only in the Del ayi ng Menber
st at e.

Al'l other events, such as receiving invalid | GW nessages, or | GwW
messages ot her than Query or Report, are ignored in all states.

There are seven possible actions that may be taken in response to the
above events:

"send report" for the group on the interface. The type of report

is determined by the state of the interface. The Report Message is
sent to the group being reported.
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- "send leave" for the group on the interface. |If the interface
state says the Querier is running |GWvl, this action SHOULD be
skipped. If the flag saying we were the | ast host to report is

cleared, this action MAY be skipped. The Leave Message is sent to
the ALL- ROUTERS group (224.0.0.2).

- "set flag" that we were the last host to send a report for this
group.

- "clear flag" since we were not the last host to send a report for
this group.

- "start tinmer" for the group on the interface, using a delay val ue
chosen uniformy fromthe interval (0, Max Response Tine], where
Max Response tine is specified in the Query. |If this is an
unsolicited Report, the timer is set to a delay val ue chosen
uniformy fromthe interval (0, [Unsolicited Report Interval] ].

- "reset tiner" for the group on the interface to a new val ue, using
a del ay value chosen uniformy fromthe interval (0, Max Response
Time], as described in "start tinmer".

- "stop tinmer" for the group on the interface.

In all of the follow ng state diagrans, each state transition arc is
| abeled with the event that causes the transition, and, in

par ent heses, any actions taken during the transition. Note that the
transition is always triggered by the event; even if the action is
conditional, the transition still occurs.
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| eave group join group
(stop tinmer, (send report,

I
| | eave group
I
send | eave if | set flag,
|
I

(send | eave

if flag set)
flag set) start timer)
| SERREEEEE | |
I I I I
| | <o | |
| | query received | |
| Del ayi ng Menber | (start tiner) | I dl e Menmber
o> |- > |
| | report received | |
| | (stop timer, | |
| | clear flag) | |
| | o >| |

Max Resp Tine set flag)
< current tiner)

I

I

I

I

| query received | timer expired
| (reset timer if | (send report,
I I

I I

The all-systens group (address 224.0.0.1) is handled as a specia
case. The host starts in |Idle Menber state for that group on every
interface, never transitions to another state, and never sends a
report for that group

In addition, a host may be in one of two possible states with respect
to any single network interface:

"No | Gwv1l Router Present", when the host has not heard an | Gwvl

style query for the [Version 1 Router Present Tinmeout]. This is
the initial state.

- "I GwWvl Router Present”, when the host has heard an I Gwv1l style
query within the [Version 1 Router Present Tineout].
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There are two events that can cause state transitions:

"I GWv1 query received", when the host receives a query with the
Max Response Tine field set to O.

"timer expires", when the tinmer set to note the presence of an
| GWv1l router expires.

And a single action that can be triggered by an event:

"set timer", setting the tiner to its maxi mumvalue [Version 1
Rout er Present Tinmeout] and (re)starting it.

I I
I I
| No | GwWv1 |
| Rout er |
| Pr esent |
I I
____>| |____
I I I I
I I I I
timer expires | | IGwvl query
| | received
| | | | (set tinmer)
I I I I
I I I I
————— | | GWPv1 | <---
| Rout er |
| Pr esent |
I I
____>| |____
I I

| GWv1 query received
(set tiner)
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7. Router State D agram

Rout er behavior is nmore formally specified by the state transition
di agrans bel ow.

A router may be in one of two possible states with respect to any
singl e attached network:

"Querier", when this router is designated to transmt |GW
Menber ship Queries on this network

"Non-Querier", when there is another router designated to transmt
| GWP nenbership Queries on this network

The followi ng three events can cause the router to change states:

"query tiner expired" occurs when the tiner set for query
transm ssi on expires.

- "query received froma router with a | ower |IP address" occurs when
an | GW Menbership Query is received froma router on the sane
network with a | ower |P address.

- "other querier present tiner expired" occurs when the tinmer set to
note the presence of another querier with a |ower |IP address on the
net wor k expires.

There are three actions that may be taken in response to the above
events:

"start general query timer" for the attached network.

- "start other querier present tinmer" for the attached network [C her
Querier Present Interval].

- "send general query" on the attached network. The General Query is

sent to the all-systenms group (224.0.0.1), and has a Max Response
Time of [Query Response Interval].
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gen. query timer |

expired |
(send general query, |
set gen. . tiner) |

| Initial | ———————————————— >
--------- (send gen. q.,

I
I
I
set initial gen. q. I R
timer) Queri er |
I
_____ | | <- - -
I I I I
I I I I
query received froma | | other querier
router with a | ower | | present tiner
| P address | | expired
(set other querier | | (send general
present tiner) | | | query,set gen.
I I I g. tiner)
---->| Non .

____>|

I
I
I
I
| Queri er |
I
I
I
I

I
query received froma |
router with a lower IP |
addr ess |
I
I

(set other querier
present tiner)

A router should start in the Initial state on all attached networks,
and i medi ately nove to Querier state.

In addition, to keep track of which groups have nenbers, a router may
be in one of four possible states with respect to any single IP
mul ticast group on any single attached network:

"No Menbers Present” state, when there are no hosts on the network
whi ch have sent reports for this nulticast group. This is the
initial state for all groups on the router; it requires no storage
in the router.

- "Menbers Present" state, when there is a host on the network which
has sent a Menbership Report for this multicast group.
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- "Version 1 Menmbers Present” state, when there is an | GWv1l host on
the network which has sent a Version 1 Menbership Report for this
mul ti cast group

- "Checki ng Menbershi p" state, when the router has received a
Leave Group nessage but has not yet heard a Menbership Report for
the mul ticast group.

There are six significant events that can cause router state
transitions:

"v2 report received" occurs when the router receives a Version 2
Menber ship Report for the group on the interface. To be valid, the
Report message nust be at |east 8 octets |long and nust have a
correct | GW checksum

- "vl report received" occurs when the router receives a Version 1
Menbership report for the group on the interface. The sane
validity requirenents apply.

- "l eave received" occurs when the router receives an | GW G oup
Leave nessage for the group on the interface. To be valid, the
Leave nessage nust be at |least 8 octets | ong and nust have a
correct | GWP checksum

- "timer expired" occurs when the timer set for a group nenbership
expires.

- "retransmit tinmer expired" occurs when the tinmer set to retransmt
a group-specific Menbership Query expires.

- "v1 host timer expired" occurs when the timer set to note the
presence of version 1 hosts as group nemnbers expires.

There are six possible actions that may be taken in response to the
above events:

- "start tinmer" for the group nenbership on the interface - al so
resets the timer to its initial value [Goup Menbership Interval]
if the tinmer is currently running.

- "start tinmer*" for the group nmenbership on the interface - this
alternate action sets the tinmer to [Last Menber Query Interval] *
[ Last Menber Query Count] if this router is a Querier, or the [Mx
Response Time] in the packet * [Last Menber Query Count] if this
router is a non-Querier
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- "start retransmit tiner" for the group nenbership on the interface
[ Last Menber Query Interval].

- "start v1 host tiner" for the group nenbership on the interface,
also resets the tinmer to its initial value [Goup Menbership
Interval] if the timer is currently running.

- "send group-specific query" for the group on the attached network.
The G oup-Specific Query is sent to the group being queried, and
has a Max Response Tine of [Last Menber Query Interval].

- "notify routing +" notify the routing protocol that there are
menbers of this group on this connected network.

- "notify routing -" notify the routing protocol that there are no
| onger any nenbers of this group on this connected network

The state diagramfor a router in Querier state foll ows:
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............................ | o,
| i mer expired |

timer expired| notify routing -, |

I

------- > Present R |

I

vl report rec'd

rexnt tiner

I
| t

. ) | (

(notify routing -)| No Members | clear rxmt tnr)

| <
I
I
|

(notify routing +,

I
I
| | | | |
start tiner, | | | | expired | |
start v1 host | Vv2 report received| | | (send g-s |
tinmer) | (notify routing +,| | | query, | |
| start tinmer)| | | st rxnt | |
I I [ _| tnr)| |
| | <------------ | | |
I I I | <----- I
| | v2 report received | |
| | (start timer) | |
| Menbers Present |<----------momoonn | Checki ng
| ----- >| | leave received | Menber ship |
| | (start timer*, | |
| | start rexnt timer,| |
| | send g-s query) | |
I I
I I

|
I
I
| ---> | == >
I
I
|

I

|v2 report rec’d | |

| (start tiner) | |vl report rec'd
I | (start tiner,

vl report rec’'d
(start tiner,

| v1 host | start v1 host tiner) start v1 host
| tnr vV tinmer)
| exp’ d | R L
|- | |
| | Version 1 | timer expired
| | Menbers Present |(notify routing -)
_______ >| e e o o o o e o e e e e e e e e e e e e e e e e e e e e e mm e e oo -
| IR
------- >| | vl report rec'd |
| v2 report rec’d | | (start tiner, |
| (start timer) | | start vl host timer) |
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The state diagramfor a router in Non-Querier state is sinmilar,
but non-Queriers do not send any nessages and are only driven by
message reception. Note that non-Queriers do not care whether a
Menber shi p Report nessage is Version 1 or Version 2.

timer expired i mer expired

t
(notify routing -)

I I
I I
| |
(notify routing -)| No Members |
————————— >| Pr esent | <---------
I I I I
I I I I
I I I I
| | | |
I I I
| | report received |
| | (notify routing +,|
| | start tiner) |
I I I
Cmmm e

| |
| report received |
| (start tiner) |
I
I
I

Menmbers Present

|
I
I ,
| Cemmemmecmccacaaaaan | Checki ng
I
I

g-s query rec'd | Menber shi p
(start tinmer*) |

----> I >|

| , | |
| report received |
| (start timer) |
8. List of tiners and default val ues
Most of these timers are configurable. If non-default settings

are used, they MJIST be consistent anong all routers on a single
link. Note that parentheses are used to group expressions to
make the algebra clear.

8.1. Robustness Vari abl e

The Robustness Variable allows tuning for the expected packet |o0ss on
a subnet. If a subnet is expected to be | ossy, the Robustness
Variable may be increased. |1GW is robust to (Robustness Variabl e-1)
packet | osses. The Robustness Variable MJST NOT be zero, and SHOULD
NOT be one. Default: 2

Fenner St andards Track [ Page 17]



RFC 2236 I nternet Group Managenent Protocol Noverber 1997

8.2. (Query Interval

The Query Interval is the interval between General Queries sent by
the Querier. Default: 125 seconds.

By varying the [Query Interval], an admnistrator may tune the nunber
of | GW nessages on the subnet; |arger values cause | GW Queries to
be sent |ess often.

8.3. Query Response Interval

The Max Response Tine inserted into the periodic General Queries.
Default: 100 (10 seconds)

By varying the [ Query Response Interval], an administrator may tune
the burstiness of | GW nessages on the subnet; |arger val ues nake the
traffic |l ess bursty, as host responses are spread out over a |arger
interval. The nunber of seconds represented by the [Query Response
Interval] nust be less than the [Query Interval].

8.4. G oup Menbership Interval

The Group Menbership Interval is the anmount of tinme that nust pass
before a nulticast router decides there are no nore nmenbers of a
group on a network. This value MJST be ((the Robustness Variable)
times (the Query Interval)) plus (one Query Response Interval).

8.5. O her Querier Present Interval
The Other Querier Present Interval is the length of tine that nust
pass before a multicast router decides that there is no | onger
anot her multicast router which should be the querier. This value
MJST be ((the Robustness Variable) times (the Query Interval)) plus
(one half of one Query Response Interval).

8.6. Startup Query Interval

The Startup Query Interval is the interval between General Queries
sent by a Querier on startup. Default: 1/4 the Query Interval.

8.7. Startup Query Count
The Startup Query Count is the number of Queries sent out on startup,

separated by the Startup Query Interval. Default: the Robustness
Vari abl e.
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8.8. Last Menber Query Interval

The Last Menber Query Interval is the Max Response Tine inserted into
Group-Specific Queries sent in response to Leave G oup nessages, and
is also the amobunt of tinme between G oup-Specific Query nessages.
Default: 10 (1 second)

This value may be tuned to nodify the "leave | atency" of the network.
A reduced value results in reduced tine to detect the |oss of the
| ast menber of a group.

8.9. Last Menber Query Count
The Last Menber Query Count is the nunber of G oup-Specific Queries
sent before the router assunes there are no |ocal nenbers. Default:
t he Robustness Vari abl e.

8.10. Unsolicited Report Interval

The Unsolicited Report Interval is the time between repetitions of a
host’s initial report of menmbership in a group. Default: 10 seconds.

8.11. Version 1 Router Present Tineout
The Version 1 Router Present Timeout is how |long a host nust wait
after hearing a Version 1 Query before it may send any | GWv2
messages. Val ue: 400 seconds.

9. Message destinations

This information is provided el sewhere in the docunent, but is
sumari zed here for conveni ence.

Message Type Destination G oup
General Query ALL- SYSTEMS (224.0.0.1)
G oup- Speci fic Query The group being queried
Menber shi p Report The group being reported
Leave Message ALL- ROUTERS (224.0.0. 2)

Note: in older (i.e., non-standard and now obsol ete) versions of

| GWv2, hosts send Leave Messages to the group being left. A
router SHOULD accept Leave Messages addressed to the group being
left in the interests of backwards compatibility with such hosts.
In all cases, however, hosts MJST send to the ALL-ROUTERS address
to be conpliant with this specification.
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10. Security Considerations
We consider the ramfications of a forged nessage of each type
Query Message:

A forged Query nessage froma machine with a lower |P address than
the current Querier will cause Querier duties to be assigned to the
forger. |If the forger then sends no nore Query nessages, other
routers’ OQther Querier Present timer will tine out and one will
resune the role of Querier. During this tinme, if the forger

i gnores Leave Messages, traffic might flowto groups with no
menbers for up to [ Goup Menbership Interval].

A forged Query nmessage sent to a group with nmenbers will cause the
hosts which are nmenbers of the group to report their nenberships.
This causes a small amount of extra traffic on the LAN, but causes
no protocol problens.

Report nessages:

A forged Report nessage nay cause nulticast routers to think there
are nenbers of a group on a subnet when there are not. Forged
Report nessages fromthe | ocal subnet are neaningl ess, since
joining a group on a host is generally an unprivil eged operation,
so a local user may trivially gain the same result w thout forging
any nessages. Forged Report nessages from external sources are
nore troubl esone; there are two defenses against externally forged
Reports:

- lgnore the Report if you cannot identify the source
address of the packet as belonging to a subnet assigned to the
interface on which the packet was received. This solution neans
that Reports sent by nobile hosts wi thout addresses on the |oca
subnet will be ignored.

- lgnore Report messages without Router Alert options [RFC 2113],
and require that routers not forward Report messages. (The
requirenent is not a requirenent of generalized filtering in the
forwardi ng path, since the packets already have Router Alert
options in then). This solution breaks backwards conpatibility
with inmplementations of earlier versions of this specification
which did not require Router Alert.
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11.

A forged Version 1 Report Message nmay put a router into "version 1
menbers present" state for a particular group, meaning that the
router will ignore Leave nessages. This can cause traffic to flow
to groups with no nenbers for up to [ G oup Menbership Interval].
There are two defenses against forged vl Reports:

- To defend agai nst externally sourced vl Reports, ignore the
Report if you cannot identify the source address of the packet as
bel onging to a subnet assigned to the interface on which the
packet was received. This solution neans that vl Reports sent by
nobi | e hosts without addresses on the | ocal subnet wll be
i gnor ed.

- Provide routers with a configuration switch to ignore Version 1
messages conpletely. This breaks automatic conpatibility with
Version 1 hosts, so should only be used in situations where "fast
| eave" is critical. This solution protects against forged
version 1 reports fromthe | ocal subnet as well.

Leave message

A forged Leave nessage will cause the Querier to send out G oup-
Specific Queries for the group in question. This causes extra
processi ng on each router and on each nenber of the group, but can
not cause |oss of desired traffic. There are two defenses agai nst
externally forged Leave nessages:

- lgnore the Leave nessage if you cannot identify the source
address of the packet as belonging to a subnet assigned to the
interface on which the packet was received. This solution neans
that Leave nessages sent by nobile hosts w thout addresses on the
| ocal subnet will be ignored.

- lgnore Leave nessages without Router Alert options [ RFC 2113],
and require that routers not forward Leave nessages. (The
requirenent is not a requirenent of generalized filtering in the
forwardi ng path, since the packets already have Router Alert
options in then). This solution breaks backwards conpatibility
with inplementations of earlier versions of this specification
which did not require Router Alert.
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13.

14.

Appendi x | - Changes from | GwWv1l

The 1 GwWv1 "Version" and "Type" fields are conbined into a single
"Type" field.

A new | GW Type is assigned to Version 2 Menbership Report messages,
so a router may tell the difference between an | GWv1 and | GWv2 host
report.

A new | GW Type is created for the | GWwv2 Leave G oup nessage

The Menbership Query nmessage i s changed so that a previously unused
field contains a new val ue, the Max Response Ti ne.

The |1 GWv2 spec now specifies a querier election mechanism In

| GWvl1l, the querier election was left up to the nmulticast routing
protocol, and different protocols used different nechanisns. This
could result in nmore than one querier per network, so the election
mechani sm has been standardized in | GWv2. However, this means that
care nmust be taken when an I GWv2 router is trying to coexist with an
I GWv1l router that uses a different querier election mechanism In
particular, it neans that an | GWv2 router nust be able to act as an
| GWv1l router on a particular network if configured to do so. The
actions required include:

- Set the Max Response Tine field to O in all queries.

- lgnore Leave G oup nessages

The | GWPv2 spec rel axes the requirements on validity-checking for
Menber ship Queries and Membership Reports. \Wen upgrading an

i mpl ement ation, be sure to rempve any checks that do not bel ong.

The 1 GWPv2 spec requires the presence of the IP Router Alert option
[ RFC 2113] in all packets described in this neno.
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15. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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