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ABSTRACT

Thi s note describes a nechani sm whereby authorisation for one node to
act as key exchanger for a second node is del egated and nade

avail abl e via the Secure DNS. This nmechanismis intended to be used
only with the Secure DNS. It can be used with several security
services. For exanple, a systemseeking to use IP Security [RFC
1825, RFC-1826, RFC-1827] to protect |IP packets for a given
destination can use this mechanismto determne the set of authorised
renote key exchanger systens for that destination

1. | NTRODUCTI ON

The Domain Nanme System (DNS) is the standard way that |nternet nodes
| ocate information about addresses, nail exchangers, and other data
relating to renote Internet nodes. [RFC- 1035, RFC-1034] More
recently, Eastlake and Kaufman have defined standards-track security
extensions to the DNS. [RFC 2065] These security extensions can be
used to authenticate signed DNS data records and can al so be used to
store signed public keys in the DNS

The KX record is useful in providing an authenticatible nethod of
del egati ng authorisation for one node to provide key exchange
services on behal f of one or nore, possibly different, nodes. This
note specifies the syntax and semantics of the KX record, which is
currently in limted deploynent in certain |P-based networks. The
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reader is assumed to be familiar with the basics of DNS, including
famliarity with [ RFC- 1035, RFC-1034]. This docunment is not on the

| ETF standards-track and does not specify any |evel of standard.

Thi s docunent nerely provides information for the Internet comunity.

1.1 ldentity Term nol ogy

Thi s docunent relies upon the concept of "identity dom nation". This
concept mght be newto the reader and so is explained in this
section. The subject of endpoint naming for security associations
has historically been somewhat contentious. This docunent takes no
position on what forns of identity should be used. 1In a network,
there are several forns of identity that are possible.

For exanple, IP Security has defined notions of identity that

include: | P Address, |IP Address Range, Connection ID, Fully-Qualified
Domai n Nane (FQDN), and User with Fully Qualified Domain Nane (USER
FQDN) .

A USER FQDN identity domnates a FQDN identity. A FQDN identity in
turn domnates an | P Address identity. Simlarly, a Connection ID
dom nates an | P Address identity. An |IP Address Range doni nates each
I P Address identity for each IP address within that |IP address range.
Al so, for conpleteness, an | P Address identity is considered to

dom nate itself.

2. APPROACH

Thi s docunent specifies a new kind of DNS Resource Record (RR), known
as the Key Exchanger (KX) record. A Key Exchanger Record has the
menoni ¢ "KX" and the type code of 36. Each KX record is associated
with a fully-qualified domain nane. The KX record is nodel ed on the
MX record described in [Part86]. Any given domain, subdomain, or host
entry in the DNS m ght have a KX record.

2.1 | Psec Exanpl es

In these two exanples, let S be the originating node and |let D be the
destination node. S2 is another node on the same subnet as S. D2 is
anot her node on the sane subnet as DO Rl and R2 are | Psec-capabl e
routers. The path fromS to D goes via first RlL and later R2. The
return path fromDto S goes via first R2 and |ater R1.

| ETF-standard | P Security uses unidirectional Security Associations

[ RFC-1825]. Therefore, a typical IP session will use a pair of

rel ated Security Associations, one in each direction. The exanples
bel ow tal k about how to setup an exanple Security Association, but in
practice a pair of matched Security Associations will nornally be
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used.

2.1.1 Subnet-to-Subnet Example

If neither S nor Dinplements | Psec, security can still be provided
between R1L and R2 by building a secure tunnel. This can use either
AH or ESP.
S ---+ +----D
I I
+- RL ----- [zero or nore routers]------- R2- +
I I
S2---+ +----D2

Figure 1: Network Diagram for Subnet-to-Subnet Exanple

In this exanple, Rl nmakes the policy decision to provide the |Psec
service for traffic fromRl destined for R2. Once Rl has deci ded
that the packet fromS to D should be protected, it perforns a secure
DNS | ookup for the records associated with domain D. If Rl only
knows the I P address for D, then a secure reverse DNS | ookup will be
necessary to determne the domain D, before that forward secure DNS

| ookup for records associated with domain D. |If these DNS records of
domain D include a KX record for the |Psec service, then RL knows

whi ch set of nodes are authorised key exchanger nodes for the
destination D.

In this exanple, let there be at |east one KX record for D and | et
the nost preferred KX record for D point at R2. Rl then selects a
key exchanger (in this exanmple, R2) for Dfromthe |ist obtained from
the secure DNS. Then Rl initiates a key nmanagenent session with that
key exchanger (in this example, R2) to setup an |Psec Security

Associ ation between RL and D. In this exanple, Rl knows (either by
seei ng an out bound packet arriving fromS destined to D or via other
met hods) that S will be sending traffic to D. In this exanple Rl's
policy requires that traffic fromS to D should be segregated at

| east on a host-to-host basis, so Rl desires an |Psec Security
Association with source identity that dom nates S, proxy identity
that dom nates R1, and destination identity that dom nates R2.

In turn, R2 is able to authenticate the del egati on of Key Exchanger
authorisation for target Sto Rl by nmaking an authenticated forward
DNS | ookup for KX records associated with S and verifying that at
| east one such record points to RL. The identity Sis typically
given to R2 as part of the key managenent process between Rl and R2.

At ki nson I nf or mat i onal [ Page 3]



RFC 2230 DNS Key Exchange Del egati on Record Noverber 1997

If Dinitially only knows the | P address of S, then it will need to
performa secure reverse DNS | ookup to obtain the fully-qualified
domain nane for S prior to that secure forward DNS | ookup

If R2 does not receive an authenticated DNS response indicating that
R1 is an authorised key exchanger for S, then Dwll not accept the
SA negotiation fromRl on behal f of identity S

If the proposed |IPsec Security Association is acceptable to both Rl
and R2, each of which m ght have separate policies, then they create
that | Psec Security Association via Key Managenent.

Note that for unicast traffic, Key Management will typically also
setup a separate (but related) |IPsec Security Association for the

return traffic. That return I Psec Security Association will have
equi valent identities. In this exanple, that return |IPsec Security
Association will have a source identity that dom nates D, a proxy

identity that dominates R2, and a destination identity that dominates
R1.

Once the I Psec Security Association has been created, then Rl uses it
to protect traffic fromsS destined for D via a secure tunnel that
originates at RL and terminates at R2. For the case of unicast, R2
will use the return | Psec Security Association to protect traffic
fromD destined for S via a secure tunnel that originates at R2 and
term nates at RI1.

2. 1.2 Subnet-to-Host Exanple
Consi der the case where D and Rl inplenent |Psec, but S does not

i mpl ement | Psec, which is an interesting variation on the previous
exanple. This exanple is shown in Figure 2 bel ow

S ---+
I
+- RL ----- [zero or nore routers]------- D
I

S2---+

Figure 2: Network Diagram for Subnet-to-Host Exanple

In this exanmple, RL makes the policy decision that IP Security is
needed for the packet travelling fromS to D. Then, Rl perforns the
secure DNS | ookup for D and deternmines that Dis its own key
exchanger, either fromthe existence of a KX record for D pointing to
D or froman authenticated DNS response indicating that no KX record
exists for D. If Rl does not initially know the donmai n name of D
then prior to the above forward secure DNS | ookup, Rl perforns a
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secure reverse DNS | ookup on the I P address of D to determine the
fully-qualified domain name for that I P address. Rl then initiates
key managenent with D to create an | Psec Security Association on
behal f of S

In turn, D can verify that RL is authorised to create an | Psec
Security Association on behalf of S by performing a DNS KX record

| ookup for target S. Rl usually provides identity Sto D via key
managenent. |If D only has the I P address of S, then Dw |l need to
performa secure reverse |ookup on the I P address of S to determne
domain nane S prior to the secure forward DNS | ookup on S to |ocate
the KX records for S.

If D does not receive an authenticated DNS response indicating that
R1 is an authorised key exchanger for S, then Dw Il not accept the
SA negotiation fromRLl on behal f of identity S

If the IPsec Security Association is successfully established between
R1 and D, that |Psec Security Association has a source identity that
dom nates S's | P address, a proxy identity that dominates Rl’s IP
address, and a destination identity that dom nates D s | P address.

Finally, Rl begins providing the security service for packets fromsS
that transit Rl destined for D. When D receives such packets, D
exam nes the SA information during | Psec input processing and sees
that Rl’s address is listed as valid proxy address for that SA and
that Sis the source address for that SA. Hence, D knows at i nput
processing time that RL is authorised to provide security on behalf
of S. Therefore packets comng fromRL with valid IP security that
claimto be fromsS are trusted by Dto have really cone fromS.

2.1.3 Host to Subnet Exanple

Now consi der the above case fromD s perspective (i.e. where Dis
sending | P packets to S). This variant is sonetinmes known as the
Mobi |l e Host or "roadwarrier" case. The sanme basic concepts apply, but
the details are covered here in hope of inproved clarity.

S ---+
I
+ Rl ----- [zero or nore routers]------- D
I

S2---+

Figure 3: Network Diagram for Host-to-Subnet Exanple
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In this exanmple, D makes the policy decision that I P Security is
needed for the packets fromDto S. Then D performs the secure DNS

| ookup for S and discovers that a KX record for S exists and points
at RL. If Donly has the IP address of S, then it perforns a secure
reverse DNS | ookup on the I P address of S prior to the forward secure
DNS | ookup for S

D then initiates key nmanagement with Rl, where Rl is acting on behal f
of S, to create an appropriate Security Association. Because Dis
acting as its own key exchanger, Rl does not need to performa secure
DNS | ookup for KX records associated with D

D and R1 then create an appropriate | Psec Security Security

Associ ation. This IPsec Security Association is setup as a secure
tunnel with a source identity that dom nates Ds |IP Address and a
destination identity that domnates Rl's | P Address. Because D
performs | Psec for itself, no proxy identity is needed in this |Psec
Security Association. |If the proxy identity is non-null in this
situation, then the proxy identity nust dominate D s | P Address.

Finally, D sends secured IP packets to Rl. Rl receives those
packets, provides |IPsec input processing (including appropriate
inner/outer |IP address validation), and forwards valid packets al ong
to S

2.2 O her Examples

Thi s mechani sm can be extended for use with other services as well.
To give sone insight into other possible uses, this section discusses
use of KX records in environnents using a Key Distribution Center
(KDC), such as Kerberos [KN93], and a possible use of KX records in
conjunction with nobile nodes accessing the network via a dialup
servi ce.

2.2.1 KDC Exanpl es

Thi s exanpl e considers the situation of a destination node

i mpl ementing I Psec that can only obtain its Security Association
information froma Key Distribution Center (KDC). Let the KDC

i npl ement both the KDC protocol and al so a non-KDC key nanagenent

protocol (e.g. ISAKMP). In such a case, each client node of the KDC
m ght have its own KX record pointing at the KDC so that nodes not
i mpl ementing the KDC protocol can still create Security Associations

wi th each of the client nodes of the KDC
In the event the session initiator were not using the KDC but the

session target was an | Psec node that only used the KDC, the
initiator would find the KX record for the target pointing at the
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KDC. Then, the external key managenment exchange (e.g. | SAKMP) woul d
be between the initiator and the KDC. Then the KDC woul d distribute
the IPsec SAto the KDC-only | Psec node using the KDC. The I Psec
traffic itself could travel directly between the initiator and the
destinati on node.

In the event the initiator node could only use the KDC and the target
were not using the KDC, the initiator would send its request for a
key to the KDC. The KDC would then initiate an external key
managenment exchange (e.g. |1SAKMP) with a node that the target’s KX
record(s) pointed to, on behalf of the initiator node.

The target node could verify that the KDC were allowed to proxy for
the initiator node by | ooking up the KX records for the initiator
node and finding a KX record for the initiator that listed the KDC

Then the external key exchange woul d be performed between the KDC and
the target node. Then the KDC woul d distribute the resulting |IPsec
Security Association to the initiator. Again, |IPsec traffic itself
could travel directly between the initiator and the destination

2.2.2 Dial-Up Host Exanple

This exanple outlines a possible use of KX records with nobile hosts
that dial into the network via PPP and are dynanically assigned an IP
address and donmi n-name at dial-in tine.

Consi der the situation where each nobile node is dynam cally assigned
both a domain name and an | P address at the time that node dials into
the network. Let the policy require that each nobile node act as its

own Key Exchanger. In this case, it is inportant that dial-in nodes
use addresses fromone or nmore well known | P subnets or address pools
dedi cated to dial-in access. |If that is true, then no KX record or

other action is needed to ensure that each node will act as its own
Key Exchanger because |ack of a KX record indicates that the node is
its owmn Key Exchanger.

Consi der the situation where the nobile node’s domai n nane remains
constant but its |IP address changes. Let the policy require that
each nobile node act as its own Key Exchanger. |In this case, there
m ght be operational problenms when another node attenpts to performa
secure reverse DNS | ookup on the I P address to deternine the
correspondi ng domai n name. The authenticated DNS binding (in the
formof a PTR record) between the nobile node’'s currently assigned IP
address and its permanent domain nane will need to be securely
updat ed each tine the node is assigned a new | P address. There are
no nechani sns for acconplishing this that are both | ETF-standard and
wi dely deployed as of the time this note was witten. Use of Dynanic
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DNS Update without authentication is a significant security risk and
hence is not reconmended for this situation

3. SYNTAX OF KX RECORD

A KX record has the DNS TYPE of "KX' and a nuneric value of 36. A KX
record is a menber of the Internet ("IN') CLASS in the DNS. Each KX
record is associated with a <domai n-nane> entry in the DNS. A KX
record has the foll owi ng textual syntax:

<donmi n-name> IN KX <preference> <donmi n- nane>

For this description, let the <domain-name> itemto the left of the
"KX" string be called <domai n-nane 1> and the <domain-nane> itemto
the right of the "KX' string be called <domai n-nane 2>. <preference>
is a non-negative integer

Internet nodes about to initiate a key exchange wi th <donmai n-nane 1>
shoul d i nstead contact <donmin-nane 2> to initiate the key exchange
for a security service between the initiator and <domai n-nanme 2>. |f
nmore than one KX record exists for <donmmi n-nane 1>, then the
<preference> field is used to indicate preference anong the systens
del egated to. Lower values are preferred over higher values. The
<donmi n-nane 2> is authorised to provi de key exchange servi ces on
behal f of <dommi n-nane 1>. The <domai n-nanme 2> MJST have a CNAME
record, an A record, or an AAAA record associated with it.

3.1 KX RDATA for mat
The KX DNS record has the foll ow ng RDATA fornat:

T T S i S S S

| PREFERENCE |
T T T T o R g S
/ EXCHANGER /
/ /
R . I S e o I I R S e S e e

wher e:

PREFERENCE A 16 bit non-negative integer which specifies the
preference given to this RR anong ot her KX records
at the same owner. Lower values are preferred

EXCHANGER A <domai n- name> whi ch specifies a host willing to

act as a nmail exchange for the owner nane.
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KX records MJST cause type A additional section processing for the
host specified by EXCHANGER. I n the event that the host processing
the DNS transaction supports | Pv6, KX records MJST al so cause type
AAAA additional section processing.

The KX RDATA field MJUST NOT be conpressed.
4. SECURI TY CONSI DERATI ONS

KX records MJST al ways be signed using the nethod(s) defined by the
DNS Security extensions specified in [ RFC-2065]. Al unsigned KX
records MJST be ignored because of the security vulnerability caused
by assum ng that unsigned records are valid. Al signed KX records
whose signatures do not correctly validate MJST be ignored because of
the potential security vulnerability in trusting an invalid KX
record

KX records MJST be ignored by systens not inplenenting Secure DNS
because such systens have no mechanismto authenticate the KX record.

If a node does not have a permanent DNS entry and sone form of
Dynam c DNS Update is in use, then those dynam ¢ DNS updates MJST be
fully authenticated to prevent an adversary frominjecting false DNS
records (especially the KX, A and PTR records) into the Donain Nane
System |f false records were inserted into the DNS w t hout being
signed by the Secure DNS nechani sms, then a denial -of-service attack

results. |f false records were inserted into the DNS and were
(erroneously) signed by the signing authority, then an active attack
resul ts.

Myriad serious security vulnerabilities can arise if the restrictions
t hrouhout this docunent are not strictly adhered to. |Inplementers
shoul d carefully consider the openly published issues relating to DNS
security [Bell 95, Vixi e95] as they build their inplenentations.

Readers shoul d al so consider the security considerations discussed in
the DNS Security Extensions docunent [RFC- 2065].
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