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1. Introduction

For many years, the Internet community has relied on the "webster”
protocol for access to natural |anguage definitions. The webster
protocol supports access to a single dictionary and (optionally) to a
single thesaurus. In recent years, the nunber of publicly available
webster servers on the Internet has dramatically decreased

Fortunately, several freely-distributable dictionaries and |exicons
have recently becone available on the Internet. However, these
freely-distributabl e databases are not accessible via a uniform
interface, and are not accessible froma single site. They are often
smal | and inconpl ete individually, but would collectively provide an
interesting and useful database of English words. Exanples include
the Jargon file [JARGON], the WordNet database [ WORDNET], M CRA s
version of the 1913 Wbster’'s Revi sed Unabri dged Dictionary

[ VEB1913], and the Free Online Dictionary of Conputing [ FOLDOC] .
Transl ating and non-English dictionaries are also beconing avail abl e
(for example, the FOLDOC dictionary is being translated into

Spani sh) .
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The webster protocol is not suitable for providing access to a |large
nunber of separate dictionary databases, and extensions to the
current webster protocol were not felt to be a clean solution to the
di ctionary database problem

The DI CT protocol is designed to provide access to nultiple

dat abases. Word definitions can be requested, the word i ndex can be
searched (using an easily extended set of algorithms), information
about the server can be provided (e.g., which index search strategies
are supported, or which databases are available), and infornmation
about a database can be provided (e.g., copyright, citation, or
distribution information). Further, the DI CT protocol has hooks that
can be used to restrict access to sone or all of the databases.

1. Requirements

In this docurment, we adopt the convention discussed in Section 1.3.2
of [RFC1122] of using the capitalized words MJST, REQUI RED, SHOULD
RECOMVENDED, MAY, and OPTIONAL to define the significance of each
particul ar requirenment specified in this docunent.

In brief: "MJST" (or "REQU RED') neans that the itemis an absolute
requi renent of the specification; "SHOULD' (or "RECOMVENDED') neans
there may exist valid reasons for ignoring this item but the ful

i mplications should be understood before doing so; and "MAY" (or
"OPTI ONAL") neans that his itemis optional, and may be omitted

wi t hout careful consideration.

Prot ocol Overvi ew
1. Li nk Leve

The DI CT protocol assunes a reliable data stream such as provi ded by
TCP. When TCP is used, a DICT server |listens on port 2628.

This server is only an interface between programs and the dictionary
dat abases. It does not perform any user interaction or
presentation-level functions.

2. Lexical Tokens
Conmands and replies are conposed of characters fromthe UCS

character set [1SOL0646] using the UTF-8 [ RFC2044] encoding. Mre
specifically, using the grammar conventions from [ RFC822]:
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; ( Cctal, Decinal.)

CHAR = <any UTF-8 character (1 to 6 octets)>
CTL = <any ASCI | control ; (0- 37, 0.- 31.)

character and DEL> i ( 177, 127.)
CR = <ASCIl CR, carriage return> ; ( 15, 13.)
LF = <ASCI| LF, linefeed> i ( 12, 10.)
SPACE = <ASCIl SP, space> o ( 40, 32.)
HTAB = <ASCI| HT, horizontal -tab> i ( 11, 9.)
<"> = <ASCI| quote mark> 7 ( 42, 34.)
< > = <ASCI| single quote nmark> i ( 47, 39.)
CRLF = CR LF
W5 = 1*(SPACE /| HTAB)
dgstring = <"> *(dqtext/quoted-pair) <">
dqgt ext = <any CHAR except <">, "\", and CTLs>
sqgstring = <> *(dqtext/quoted-pair) < >
sqt ext = <any CHAR except < > "\", and CTLs>

quot ed- pai r "\'" CHAR

at om = 1*<any CHAR except SPACE, CTLs, < >, <"> and "\">
string = *<dqgstring / sqstring / quoted-pair>

wor d = *<atom/ string>

description = *<word / Ws>

t ext = *<word / W

2.3. Conmands

Conmands consi st of a command word foll owed by zero or nore
paraneters. Conmands with parameters nust separate the paraneters
fromeach other and fromthe command by one or nore space or tab
characters. Command lines nust be conplete with all required
paraneters, and may not contain nore than one command.

Each command |ine nust be term nated by a CRLF.

The grammar for comands is:

command = cnd-word *<WS cnd- par ank
cnd-word = atom

cnd-param = database / strategy / word
dat abase = atom

strat egy = atom

Commands are not case sensitive.
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Command |ines MJUST NOT exceed 1024 characters in length, counting all
characters including spaces, separators, punctuation, and the
trailing CRLF. There is no provision for the continuation of command
lines. Since UTF-8 nay encode a character using up to 6 octets, the
command |ine buffer MJUST be able to accept up to 6144 octets.

2.4. Responses
Responses are of two kinds, status and textual
2.4.1. Status Responses

Status responses indicate the server’'s response to the |last conmand
received fromthe client.

Status response lines begin with a 3 digit numeric code which is
sufficient to distinguish all responses. Sonme of these may herald
t he subsequent transm ssion of text.

The first digit of the response broadly indicates the success,
failure, or progress of the previous command (based generally on
[ RFC640, RFC821] ) :

lyz - Positive Prelimnary reply

2yz - Positive Conpletion reply

3yz - Positive Internediate reply

4yz - Transient Negative Conpletion reply
5yz - Permanent Negative Conpletion reply

The next digit in the code indicates the response category:

x0z - Syntax

x1lz - Information (e.g., help)

x2z - Connections

x3z - Authentication

x4z - Unspecified as yet

x5z - DICT System (These replies indicate the status of the
receiver DI CT systemvis-a-vis the requested transfer
or other DI CT system action.)

X8z - Nonstandard (private inplenentation) extensions

The exact response codes that should be expected from each command
are detailed in the description of that command.

Certain status responses contain paranmeters such as nunbers and
strings. The nunber and type of such paraneters is fixed for each
response code to sinplify interpretation of the response. G her
status responses do not require specific text identifiers. Paraneter
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requirenents are detailed in the description of relevant conmands.
Except for specifically detailed paraneters, the text foll ow ng
response codes is server-dependent.

Paraneters are separated fromthe nuneric response code and from each
other by a single space. Al nuneric paraneters are decinal, and nmay
have | eading zeros. All string paraneters MJST conformto the "atont
or "dgstring" granmmar productions.

If no paraneters are present, and the server inplenentation provides
no i nplenmentation-specific text, then there MAY or MAY NOT be a space
after the response code.

Response codes not specified in this standard may be used for any
installation-specific additional commands al so not specified.

These shoul d be chosen to fit the pattern of x8z specified above.
The use of unspecified response codes for standard commands is
prohi bi t ed.

2.4.2. Ceneral Status Responses

In response to every command, the followi ng general status responses
are possible:

500 Syntax error, conmand not recogni zed
501 Syntax error, illegal paraneters

502 Command not i npl enent ed

503 Command paraneter not inplenented

420 Server tenporarily unavail able

421 Server shutting down at operator request

2.4.3. Text Responses

Before text is sent a numeric status response line, using a lyz code,
will be sent indicating text will follow. Text is sent as a series of
successive lines of textual matter, each ternminated with a CRLF. A
single line containing only a period (deci mal code 46, ".") is sent
to indicate the end of the text (i.e., the server will send a CRLF at
the end of the last line of text, a period, and another CRLF).

If aline of original text contained a period as the first character
of the line, that first period is doubled by the DI CT server
Therefore, the client nust exami ne the first character of each line
received. Those that begin with two periods nust have those two
peri ods coll apsed into one period. Those that contain only a single
period followed by a CRLF indicate the end of the text response.
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If the OPTION M ME command has been given, all textual responses wll
be prefaced by a M MeE header [RFC2045] foll owed by a single blank
line (CRLF). See section 3.10.1 for nore details on OPTION M ME

Fol I owi ng a text response, a 2yz response code will be sent.

Text lines MJUST NOT exceed 1024 characters in length, counting al
characters including spaces, separators, punctuation, the extra
initial period (if needed), and the trailing CRLF. Since UTF-8 nmay
encode a character using up to 6 octets, the text line input buffer
MUST be able to accept up to 6144 octets.

By default, the text of the definitions MJIST be conposed of
characters fromthe UCS character set [|SOL0644] using the UTF-8

[ RFC2044] encodi ng. The UTF-8 encodi ng has the advant age of
preserving the full range of 7-bit US ASCI|I [USASCII] val ues.
Clients and servers MJST support UTF-8, even if only in sone mninal
fashi on.

3. Command and Response Details
Bel ow, each DI CT conmand and appropriate responses are detail ed.
Each command is shown in upper case for clarity, but the DI CT server

is case-insensitive.

Except for the AUTH and SASLAUTH commands, every command described in
this section MIST be inplenented by all D CT servers.

3.1. Initial Connection

When a client initially connects to a DI CT server, a code 220 is sent
if the client’s IPis allowed to connect:

220 text capabilities nsg-id

The code 220 is a banner, usually containing host nanme and DI CT
server version information.

The second-to-|ast sequence of characters in the banner is the
optional capabilities string, which will allow servers to declare
support for extensions to the DI CT protocol. The capabilities string
i s defined bel ow

capabilities = ["<" msg-atom *("." msg-aton) ">"]
nsg- at om = 1*<any CHAR except SPACE, CTLs,
sttt and M\t
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I ndi vi dual capabilities are described by a single nsg-atom For
exanple, the string <htm .gzi p> m ght be used to describe a server
that supports extensions which allow HTM. or conpressed out put.

Capabi lity names beginning with "x" or "X' are reserved for
experinental extensions, and SHOULD NOT be defined in any future DI CT
protocol specification. Sone of these capabilities may informthe
client that certain functionality is available or can be requested.
The followi ng capabilities are currently defi ned:

m ne The OPTION M ME command is supported

aut h The AUTH command is supported

kerberos _v4 The SASL Kerberos version 4 nmechanismis supported
gssapi The SASL GSSAPI [ RFC2078] mechani smis supported
skey The SASL S/ Key [RFC1760] mechanismis supported
ext er nal The SASL external mechanismis supported

The | ast sequence of characters in the banner is a nsg-id, sinilar to
the format specified in [RFC822]. The sinplified description is
gi ven bel ow

nmeg-id = "<" spec ">" ; Unique nessage id
spec = Jlocal-part "@ domain

| ocal - part = nsg-atom*("." nBg-aton)

domai n = nmsg-atom*("." neg-aton

Note that, in contrast to [ RFC822], spaces and quoted pairs are not
allowed in the msg-id. This restriction nmakes the nsg-id nmuch easier
for the client to locate and parse but does not significantly
decrease any security benefits, since the nsg-id nmay be arbitrarily

| ong (as bounded by the response length linmits set forth el sewhere in
thi s docunent).

Note al so that the open and cl ose brackets are part of the nmsg-id and
shoul d be included in the string that is used to conpute the M5
checksum

This nmessage id will be used by the client when fornul ating the
aut hentication string used in the AUTH command.

If the client’s IPis not allowed to connect, then a code 530 is sent
i nst ead:

530 Access denied
Transient failure responses are al so possi bl e:

420 Server tenporarily unavail able
421 Server shutting down at operator request

Faith & Martin I nf or mat i onal [ Page 8]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

For exanpl e, response code 420 should be used if the server cannot
currently fork a server process (or cannot currently obtain other
resources required to proceed with a usabl e connection), but expects
to be able to fork or obtain these resources in the near future.

Response code 421 should be used when the server has been shut down
at operator request, or when conditions indicate that the ability to
service nore requests in the near future will be inpossible. This
may be used to allow a graceful operator-nediated tenporary shutdown
of a server, or to indicate that a well known server has been
permanently renmoved from service (in which case, the text nessage

m ght provide nore information).

3.2. The DEFI NE Command
DEFI NE dat abase word
3.2.1. Description

This command will |ook up the specified word in the specified
dat abase. Al DICT servers MJST inplenent this command.

If the database nane is specified with an exclamation point (deci nal
code 33, "!"), then all of the databases will be searched until a
match is found, and all matches in that database will be displayed.

If the database nane is specified with a star (decinmal code 42, "*"),
then all of the matches in all avail abl e databases will be displayed.
In both of these special cases, the databases will be searched in the
sanme order as that printed by the "SHOW DB" conmand.

If the word was not found, then status code 552 is sent.

If the word was found, then status code 150 is sent, indicating that
one or nore definitions follow.

For each definition, status code 151 is sent, followed by the textua
body of the definition. The first three space-delimted paraneters
foll owi ng status code 151 give the word retrieved, the name of the
dat abase (which is the same as the first colum of the SHOW DB
command), and a short description for the database (which is the sane
as the second colum of the SHOWN DB conmand). The short nane is
suitable for printing as:

From nane:

before the definition is printed. This provides source information
for the user.
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The textual body of each definition is terminated with a CRLF period
CRLF sequence.

After all of the definitions have been sent, status code 250 is sent.
This command can provide optional timng information (which is server
dependent and is not intended to be parsable by the client). This
addi tional information is useful when debugging and tuning the
server.

3.2.2. Responses

550 Invalid database, use "SHOWNDB" for |ist of databases
552 No match

150 n definitions retrieved - definitions foll ow

151 word dat abase nane - text foll ows

250 ok (optional timng information here)

Response codes 150 and 151 require special paraneters as part of
their text. The client can use these paraneters to display
information on the user’s term nal

For code 150, paraneters 1 indicates the nunber of definitions
retrieved.

For code 151, paraneter 1 is the word retrieved, paranmeter 2 is the
dat abase nane (the first nane as shown by "SHOWN DB") from which the
definition has been retrieved, and paraneter 3 is the the short

dat abase description (the second colum of the "SHOW DB" conmand).

3.3. The MATCH Conmand
MATCH dat abase strategy word
3.3.1. Description

Thi s command searches an index for the dictionary, and reports words
whi ch were found using a particular strategy. Not all strategies are
useful for all dictionaries, and sonme dictionaries may support
additional search strategies (e.g., reverse |lookup). Al D CT
servers MJST inplenent the MATCH conmand, and MJST support the
"exact" and "prefix" strategies. These are easy to inplenent and are
generally the nost useful. Oher strategies are server dependent.

The "exact" strategy matches a word exactly, although different

servers may treat non-al phanuneric data differently. W have found
that a case-insensitive conparison which ignores non-al phanuneric
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characters and which fol ds whitespace is useful for English-1anguage
dictionaries. Oher comparisons may be nore appropriate for other
| anguages or when using extended character sets.

The "prefix" strategy is simlar to "exact", except that it only
conpares the first part of the word

Different servers may inplenment these algorithns differently. The
requirenent is that strategies with the names "exact" and "prefix"
exist so that a sinple client can use them

O her strategies that m ght be considered by a server inplenentor are
mat ches based on substring, suffix, regular expressions, soundex

[ KNUTH73], and Levenshtein [PZ85] algorithns. These last two are
especially useful for correcting spelling errors. Oher usefu
strategi es performsone sort of "reverse" |ookup (i.e., by searching
definitions to find the word that the query suggests).

If the database nane is specified with an exclanmati on point (decim
code 33, "!"), then all of the databases will be searched until a
match is found, and all matches in that database will be displayed.

If the database nane is specified with a star (decinmal code 42, "*"),
then all of the nmatches in all avail abl e databases will be displ ayed.
In both of these special cases, the databases will be searched in the
same order as that printed by the "SHOW DB" conmand

If the strategy is specified using a period (deci mal code 46, "."),
then the word will be matched using a server-dependent default
strategy, which should be the best strategy available for interactive
spell checking. This is usually a derivative of the Levenshtein

al gorithm [ PZ85] .

If no matches are found in any of the searched databases, then status
code 552 will be returned.

O herw se, status code 152 will be returned followed by a |ist of
mat ched words, one per line, in the form

dat abase word
Thi s makes the responses directly useful in a DEFI NE comand.

The textual body of the match list is terminated with a CRLF peri od
CRLF sequence.

Following the list, status code 250 is sent, which may include

server-specific timng and statistical information, as discussed in
the section on the DEFINE command.
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3. 3.

3. 4.

Fai

2. Responses

550 I nvalid database, use "SHOWNDB" for |ist of databases

551 Invalid strategy, use "SHOW STRAT" for a list of strategies
552 No match

152 n matches found - text foll ows

250 ok (optional timng information here)

Response code 152 requires a special paraneter as part of its text.
Paraneter 1 nust be the nunber of matches retrieved.

A Note on Virtual Databases

The ability to search all of the provided databases using a single
command is given using the special "*" and "!" databases.

However, sonetines, a client may want to search over sonme but not all
of the databases that a particular server provides. One alternative
is for the client to use the SHON DB conmand to obtain a list of

dat abases and descriptions, and then (perhaps with the help of a
human), select a subset of these databases for an interactive search
Once this selection has been done once, the results can be saved, for
exanple, in a client configuration file.

Anot her alternative is for the server to provide "virtual" databases
whi ch nerge several of the regul ar databases into one. For exanple,
a virtual database may be provided which includes all of the
translating dictionaries, but which does not include regul ar
dictionaries or thesauri. The special "*" and "!" databases can be
consi dered as nanmes of virtual databases which provide access to all
of the databases. |If a server inplenments virtual databases, then the
special "*" and "!" databases shoul d probably exclude other virtua
dat abases (since they nerely provide information duplicated in other
dat abases). If virtual databases are supported, they should be
listed as a regul ar database with the SHOW DB comand (al t hough,
since "*" and "!" are required, they need not be listed).

Virtual databases are an inplementation-specific detail which has
absolutely no inmpact on the DICT protocol. The DI CT protocol views
virtual and non-virtual databases the sane way.

We nention virtual databases here, however, because they solve a
probl em of dat abase sel ecti on which could al so have been sol ved by
changes in the protocol. For example, each dictionary could be
assigned attributes, and the protocol could be extended to specify
searches over databases with certain attributes. However, this
needl essly conplicates the parsing and anal ysis that nust be
performed by the inplenentation. Further, unless the classification
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3.

3.

3.

3.

3.

systemis extremely general, there is a risk that it would restrict
the types of databases that can be used with the DI CT protoco
(al t hough the protocol has been designed with human-I| anguage
databases in mnd, it is applicable to any read-only database
application, especially those with a single sem -unique al phanuneric
key and textual data).

5. The SHOW Conmmand
5.1. SHOW DB

SHOW DB
SHOW DATABASES

5.1.1. Description

Di splays the list of currently accessibl e databases, one per line, in
the form

dat abase description

The textual body of the database list is termnated with a CRLF
peri od CRLF sequence. All DICT servers MJST inplenent this conmand.

Not e that some databases may be restricted due to client domain or
| ack of user authentication (see the AUTH and SASLAUTH commands in

sections 3.11 and 3.12). Information about these databases is not
avail abl e until authentication is perfornmed. Until that tinme, the
client will interact with the server as if the additional databases

did not exist.
5.1.2. Responses

110 n dat abases present - text follows
554 No dat abases present

Response code 110 requires a special paraneter. Paraneter 1
must be the nunber of databases available to the user.

5.2. SHOW STRAT

SHOW STRAT
SHOW STRATEG ES
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3.5.2.1. Description

Di splays the list of currently supported search strategies, one per
line, in the form

strategy description

The textual body of the strategy list is termnated with a CRLF
peri od CRLF sequence. All DICT servers MJST inplenment this conmand.

3.5.2.2. Responses

111 n strategies available - text foll ows
555 No strategi es avail abl e

Response code 111 requires a special paraneter. Paraneter 1 nust be
the nunber of strategies avail abl e.

3.5.3. SHOW I NFO
SHOW | NFO dat abase

3.5.3.1. Description
Di spl ays the source, copyright, and licensing information about the
speci fi ed database. The information is free-formtext and is
suitable for display to the user in the same nmanner as a definition
The textual body of the information is terminated with a CRLF period
CRLF sequence. All DICT servers MJST inplenent this conmand.

3.5.3.2. Responses

550 I nvalid database, use "SHOWNDB" for |ist of databases
112 dat abase i nformation foll ows

These response codes require no special paraneters.

3.5.4. SHOW SERVER
SHOW SERVER

3.5.4.1. Description
Di spl ays |l ocal server information witten by the | ocal adm nistrator.
This could include information about |ocal databases or strategies,
or administrative information such as who to contact for access to

dat abases requiring authentication. Al DICT servers MJST inpl enent
this command.
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3.5.4.2. Responses
114 server information foll ows
Thi s response code requires no special paraneters.
3.6. The CLIENT Comrand
CLI ENT text
3.6.1. Description
This command allows the client to provide information about itself
for possible |ogging and statistical purposes. Al clients SHOULD
send this command after connecting to the server. Al DI CT servers
MUST i npl enent this command (note, though, that the server doesn't
have to do anything with the information provided by the client).
3.6.2. Responses
250 ok (optional timng information here)
Thi s response code requires no special paraneters.
3.7. The STATUS Comrand
STATUS
3.7.1. Description
Di spl ay sone server-specific timng or debugging information. This
i nformati on may be useful in debugging or tuning a DI CT server. Al
DI CT servers MJST inmplenent this command (note, though, that the text
part of the response is not specified and may be omtted).
3.7.2. Responses
210 (optional timng and statistical information here)
Thi s response code requires no special paraneters.

3.8. The HELP Conmmand

HELP
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3.8.1. Description
Provi des a short summary of commands that are understood by this
i mpl ementation of the DICT server. The help text will be presented
as a textual response, termnated by a single period on a line by
itself. Al DICT servers MJST inpl enent this command.

3.8.2. Responses

113 help text follows

Thi s response code requires no special paraneters.

3.9. The QU T Comand
QIT

3.9.1. Description

This command is used by the client to cleanly exit the server. Al
DI CT servers MJST inplenent this command.

3.9.2. Responses
221 d osing Connection
Thi s response code requires no special paraneters.
3.10. The OPTION Conmand
3.10.1. OPTION M ME
OPTI ON M ME
3.10.1.1. Description

Requests that all text responses be prefaced by a M ME header
[ RFC2045] followed by a single blank Iine (CRLF).

If aclient requests this option, then the client MIST be able to
parse Content-Type and Content-transfer-encodi ng headers, and MJST be
able to ignore textual responses which have an unsupported content or
encoding. A client MJST support the UTF-8 encodi ng [ RFC2044], which
mnimal |y nmeans that the client MJST recognize UTF-8 multi-octet
encodi ngs and convert these into sone synbol that can be printed by
the client.
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If a client requests this option, then the server will provide a MM
header. |If the header is enpty, the text response will start with a
single blank line (CRLF), in which case a client MIST interpret this
as a default header. The default header for SASL authentication is:

Content-type: application/octet-stream
Cont ent -transf er-encodi ng: base64

The default header for all other textual responses is:

Content-type: text/plain; charset=utf-8
Content-transfer-encodi ng: 8bit

If OPTION MME is not specified by the client, then the server may
restrict the informati on content provided to the client. For
exanple, a definition nay be acconpani ed by an inage and an audio
clip, but the server cannot transmt this information unless the
client is able to parse MM format headers.

Note that, because of the line length restrictions and end- of -
response semantics, the "binary" content-transfer-encodi ng MJST NOT
be used. In the future, extensions to the protocol may be provided
which allow a client to request binary encodi ngs, but the default
SHOULD al ways be that the client can look for a "CRLF . CRLF"
sequence to locate the end of the current text response. This allows
clients to easily skip over text responses whi ch have unsupported
types or encodi ngs.

In the future, after significant experience with |arge databases in
various | anguages has been gained, and after evaluating the need for
speci fying character sets and other encodings (e.g., conpressed or
BASE64 encodi ng), standard extensions to this protocol should be
proposed which allow the client to request certain content types or
encodi ngs. Care should be taken that these extensions do not require
a handshake which defeats pipelining. In the nmean tine, private

ext ensi ons shoul d be used to explore the paraneter space to determ ne
how best to inplenment these extensions.

OPTION M ME is a REQUI RED server capability, all D CT servers MJST
i mpl ement this command.

3.10.1.2. Responses
250 ok (optional timng information here)
Not e that sonme ol der server inplenentations, conpleted before this

docunent was finalized, will return a status code 500 if this command
is not inmplemented. dients SHOULD be able to accept this behavior,
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maki ng default assunptions. Cdients nmay al so exani ne the
capabilities string in the status code 220 header to determne if a
server supports this capability.

.11. The AUTH Command

AUTH user nanme aut hentication-string

3.11.1. Description

The client can authenticate itself to the server using a usernane and
password. The authentication-string will be conputed as in the APCP
protocol discussed in [RFC1939]. Briefly, the authentication-string
is the MD5 checksum of the concatenation of the msg-id (obtained from
the initial banner) and the "shared secret” that is stored in the
server and client configuration files. Since the user does not have
to type this shared secret when accessing the server, the shared
secret can be an arbitrarily |ong passphrase. Because of the
comput ati onal ease of conputing the MD5 checksum the shared secret
shoul d be significantly |onger than a usual password.

Aut hentication may nake nore dictionary databases available for the
current session. For exanple, there may be sonme publicly

di stributabl e databases available to all users, and other private
dat abases available only to authenticated users. O, a server may
require authentication fromall users to mnimze resource
utilization on the server machine.

Aut hentication is an optional server capability. The AUTH conmand
MAY be inplenmented by a DI CT server

3.11. 2. Responses

230 Aut hentication successfu
531 Access deni ed, use "SHOWINFQO' for server information

These response codes require no special paramneters.
.12.  The SASLAUTH Comrand

SASLAUTH nechani sminitial -response
SASLRESP response

3.12.1. Description

The Sinple Authentication and Security Layer (SASL) is currently
bei ng devel oped [ RFC2222]. The DICT protocol reserves the SASLAUTH
and SASLRESP commands for this nmethod of authentication. The results
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of successful authentication with SALSAUTH will be the sane as the
results of successful AUTH authentication: nore dictionary databases
may become avail able for the current session

The initial-response is an optional paraneter for the SASLAUTH
command, encoded usi ng BASE64 encodi ng [ RFC2045]. Sone SASL
mechani sms may all ow the use of this parameter. |f SASL

aut hentication is supported by a DI CT server, then this paraneter
MJST al so be support ed.

A typical SASL authentication will be initiated by the client using
the SASLAUTH command. The server will reply with status code 130,
foll owed by a challenge. The challenge will be followed by status
code 330, indicating that the client nmust now send a response to the
server.

Dependi ng on the details of the SASL mechanismcurrently in use, the
server will either continue the exchange using status code 130, a
chal  enge, and status code 330; or the server will use status code
230 or 531 to indicate authentication was successful or has fail ed.

The chal | enges sent by the server are defined by the nechani sns as
bi nary tokens of arbitrary length, and should be sent using a
standard DI CT textual response, as described in section 2.4.3. |If
OPTION M ME is not set, then BASE64 encodi ng MJST be used. |If

OPTION M ME is set, then BASE64 is the default encoding, as specified
in section 3.10. 1.

The client will send all responses using the SASLRESP conmand and a
BASE64- encoded parameter. The responses sent by the client are
defined by the mechani sms as binary tokens of arbitrary |ength.
Renenber that DI CT conmand |ines may only be 1024 characters in

| ength, so the response provided by a DICT client is limted.

If the mechanismspecified in the SASLAUTH command i s not supported,
then status code 532 will be returned.

Aut hentication is an optional server capability. The SASLAUTH
command MAY be inplenmented by a DI CT server

3.12.2. Responses

130 chal I enge fol |l ows

330 send response

230 Aut hentication successfu

531 Access deni ed, use "SHOWINFQO' for server information
532 Access deni ed, unknown nechani sm
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4.

These response codes require no special paraneters.
Conmand Pi pel i ni ng

Al DICT servers MJST be able to accept nultiple commands in a single
TCP send operation. Using a single TCP send operation for nultiple
conmands can i nproved DI CT performance significantly, especially in
the face of high | atency network |inks.

The possible inplenentation problens for a DI CT server which would
prevent conmand pipelining are simlar to the problens that prevent
pipelining in an SMIP server. These problens are discussed in detai
i n [ RFC1854], which should be consulted by all DI CT server

i mpl ement or s.

The main inplication is that a DICT server inplenentation MJST NOT
flush or otherwi se |ose the contents of the TCP i nput buffer under
any circunstances what soever.

A DICT client may pipeline several commands and nust check the
responses to each conmand individually. If the server has shut down,
it is possible that all of the commands will not be processed. For
exanple, a sinple DICT client nay pipeline a CLIENT, DEFINE, and QU T
command sequence as it is connecting to the server. |If the server is
shut down, the initial response code sent by the server nay be 420
(tenmporarily unavail able) instead of 220 (banner). 1In this case, the
definition cannot be retrieved, and the client should report and
error or retry the coomand. |f the server is working, it may be able
to send back the banner, definition, and termnation nessage in a
single TCP send operation

URL Specification
The DICT URL schene is used to refer to definitions or word |ists

avai |l abl e using the DI CT protocol

di ct:// <user>; <aut h>@host >: <port >/ d: <wor d>: <dat abase>: <n>
di ct:// <user>; <aut h>@host >: <port >/ m <wor d>: <dat abase>: <strat >: <n>

The "/d" syntax specifies the DEFI NE command (section 3.2), whereas
the "/m' specifies the MATCH command (section 3. 3).
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Sone or all of "<user>;<auth>@, ":<port>", "<database>", "<strat>",
and "<n>" may be omtted.

"<n>" will usually be omtted, but when included, it specifies the
nth definition or match of a word. A nethod for extracting exactly
this information fromthe server is not available using the D CT

protocol. However, a client using the URL specification could obtain
all of the definitions or matches, and then select the one that is
speci fi ed.

If "<user>;<auth>@ is omtted, no authentication is done. |If
":<port>" is omtted, the default port (2628) SHOULD be used. |If
"<dat abase>" is omitted, "!" SHOULD be used (see section 3.2). |If
"<strat>" is omtted, "." SHOULD be used (see section 3.3).

"<user>; <auth>@ specifies the usernane and the type of

aut hentication perfornmed. For "<auth>", the string "AUTH' indicates
that APOP aut hentication using the AUTH command wi || be perforned,
whereas the string "SASLAUTH=<aut h_t ype>" indicates that the SASLAUTH
and SASLRESP commands will be used, with "<auth_type>" indicating the
type of SASL authentication which will be used. |If "<auth_type>" is
a star (decimal code 42, "*"), then the client will select sone type
of authentication

Whenever authentication is required, the client SHOULD request
additional information (e.g., a passphrase) fromthe user. In
contrast to [RFC1738], clear text passwords are not permitted in the
URL.

Trailing colons may be omitted. For exanple, the follow ng URLs
m ght specify definitions or matches:

dict://dict.org/d:shortcake:
dict://dict.org/d:shortcake: *
dict://dict.org/d:shortcake: wordnet:
dict://dict.org/d:shortcake: wordnet: 1
dict://dict.org/d: abcdef gh
dict://dict.org/d:sun
dict://dict.org/d:sun::1

dict://dict.org/ msun
dict://dict.org/ msun::soundex
dict://dict.org/msun:wordnet::1
dict://dict.org/ msun::soundex:1
dict://dict.org/ msun:::

Faith & Martin I nf or mat i onal [ Page 21]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

6

6

6

1.

2

Ext ensi ons

This protocol was designed so that flat text databases can be used
with a server after a mninumof analysis and formatting. Qur
experience is that nerely constructing an index for a database may be
sufficient to nake it useful with a DICT server. The ability to
serve preformatted text is especially inmportant since freely-
avai | abl e dat abases are often distributed as flat text files w thout
any semantic mark-up information (and often contain "ASCI| art" which
precludes the automati on of even sinple formatting).

However, given a database with sufficient mark-up information, it may
be possible to generate output in a variety of different formats
(e.g., sinple HTM. or nore sophisticated SGW). The specification of
formatting is beyond the scope of this docunment. The requirenents
for negotiation of format (including character set and other

encodi ngs) is conplex and shoul d be exam ned over tinme as nore
experience is gained. W suggest that the use of different formats,
as well as other server features, be explored as extensions to the

pr ot ocol

Experi mental Command Synt ax

Single-letter commands are reserved for debugging and testing, SHOULD
NOT be defined in any future DI CT protocol specification, and MJST
NOT be used by any client software.

Conmands beginning with the letter "X' are reserved for experinental
ext ensi ons, and SHOULD NOT be defined in any future DI CT protoco
specification. Authors of client software should understand that
these commands are not part of the DI CT protocol and nay not be
avail abl e on all DICT servers.

Experi mental Commands and Pi pelining

Experi mental comrmands shoul d be designed so that a client can

pi pel ine the experinental commands wi thout knowing if a server
supports the commands (e.g., instead of using feature negotiation).
If the server does not support the comrands, then a response code in
the 5yz series (usually 500) will be given, notifying the client that
the extension is not supported. O course, depending on the

conmpl exity of the extensions added, feature negotiation nmay be
necessary. To help mninize negotiation tinme, server-supported
features may be announced in the banner (code 220) using the optiona
capabilities paraneter.
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7

8.

Sunmary of Response Codes

Bel ow is a sunmary of response codes. A star (*) in the first colum
i ndi cates the response has defined argunments that nust be provided.

* 110 n databases present - text follows
* 111 n strategies available - text follows
112 dat abase i nformation foll ows
113 help text foll ows
114 server information follows
130 chal I enge fol |l ows
* 150 n definitions retrieved - definitions foll ow
* 151 word dat abase nane - text follows
*

152 n matches found - text foll ows

210 (optional timng and statistical information here)

* 220 text nsg-id

221 d osing Connection

230 Aut hentication successfu

250 ok (optional timng information here)

330 send response

420 Server tenporarily unavail able

421 Server shutting down at operator request

500 Syntax error, conmand not recogni zed

501 Syntax error, illegal paraneters

502 Conmmand not i npl ement ed

503 Command parameter not i npl enent ed

530 Access denied

531 Access denied, use "SHOWI|NFO' for server information
532 Access deni ed, unknown nechani sm

550 I nvalid database, use "SHOWDB" for |ist of databases
551 Invalid strategy, use "SHOW STRAT" for a list of strategies
552 No nmt ch

554 No dat abases present

555 No strategi es avail abl e

Sanpl e Conversations

Theses are sanpl es of the conversations that m ght be expected with
a typical DICT server. The notation "C " indicates commands set by
the client, and "S:" indicates responses sent by the server. Blank
lines are included for clarity and do not indicate actual newines
in the transaction.
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8.1. Sanple 1 - HELP, DEFINE, and QUI T conmands

C [ client initiates connection ]

S: 220 dict.org dictd (version 0.9) <27831.860032493@li ct. or g>

C. HELP

S: 113 Help text follows

S: DEFI NE dat abase word | ook up word in database

S: MATCH dat abase strategy word mat ch word in database using strategy
S: [ nore server-dependent help text ]

S .

S: 250 Command conpl ete

C. DEFINE ! penguin

S: 150 1 definitions found: list foll ows

S: 151 "pengui n® wn "WordNet 1.5" : definition text follows

S: penguin

S: 1. n: short-legged flightless birds of cold southern esp. Antarctic
S: regi ons havi ng webbed feet and wings nodified as flippers
S .

S: 250 Command conpl ete

C. DEFINE * shortcake

S: 150 2 definitions found: list follows

S: 151 "shortcake" wn "WordNet 1.5" : text foll ows

S: shortcake

S: 1. n: very short biscuit spread with sweetened fruit and usu
S: whi pped cream

S .

S: 151 "Shortcake" webl1913 "Webster’s Dictionary (1913)" : text follows
S: Shortcake

S: \ Short"cake'\, n

S: An unsweet ened breakfast cake shortened with butter or |ard,
S: rolled thin, and baked.

S .

S: 250 Command conpl ete

C. DEFI NE abcdef gh

552 No match
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C quit
S: 221 d osing connection

8.2. Sanple 2 - SHOW comands, MATCH command

C. SHOw DB
S: 110 3 databases present: list follows
S: wn "WordNet 1.5"
S: foldoc "Free On-Line Dictionary of Conputing"
S: jargon "Hacker Jargon File"
S .
S: 250 Command conpl ete
C. SHOW STRAT
S: 111 5 strategies present: list follows
S: exact "Match words exactly"
S: prefix "Match word prefixes”
S: substring "Match substrings anywhere in word"
S: regex "Match using regul ar expressions"
S: reverse "Match words given definition keywords"
S .
S: 250 Command conpl ete
C. MATCH fol doc regex "s.si"
S: 152 7 matches found: list foll ows
S: fol doc Fast SCSI
S: fol doc SCSI
S: foldoc SCsSI-1
S: fol doc SCSI-2
S: fol doc SCSI-3
S: foldoc U tra-SCSI
S: fol doc Wde SCSI
S .
S: 250 Command conpl ete
C. MATCH wn substring "abcdef gh"
552 No match
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8.

3. Sanple 3 - Server downtine

[ client initiates connection ]

420 Server tenporarily unavail able

[ client initiates connection ]

421 Server shutting down at operator request

.4. Sanple 4 - Authentication

C. [ client initiates connection ]
220 dict.org dictd (version 0.9) <27831.860032493@li ct. org>
C. SHOw DB
S: 110 1 database present: list follows
S: free "Free dat abase”
S .
S: 250 Command conpl ete
C. AUTH joesm th authentication-string
230 Aut hentication successfu
C. SHOw DB
S: 110 2 databases present: list follows
S: free "Free dat abase”
S: licensed "Local |icensed database"
S .
S: 250 Command conpl ete
9. Security Considerations
This RFC rai ses no security issues.
Faith & Martin I nf ormati ona

1997

[ Page 26]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

10. References

[ASCII] US-ASCII. Coded Character Set - 7-Bit Anerican Standard
Code for Information Interchange. Standard ANSI X3. 4-1986,
ANSI, 1986.

[ FOLDOC] Howe, Denis, ed. The Free On-Line Dictionary of
Conputing, <URL:http://wonbat. doc.ic.ac. uk/>

[1S010646] |1SO' | EC 10646-1:1993. International Standard --
I nformation technol ogy -- Universal Miltiple-COctet Coded
Character Set (UCS) -- Part 1. Architecture and Basic
Mul tilingual Plane. UTF-8 is described in Annex R, adopted
but not yet published. UTF-16 is described in Annex Q
adopt ed but not yet published.

[ JARGON] The on-1ine hacker Jargon File, version 4.0.0, 25 JUL
1996, <URL: http://ww. ccil.org/jargon/>

[ KNUTH73] Knuth, Donald E. "The Art of Conputer Progranmm ng",
Vol ume 3: Sorting and Searchi ng (Addi son-Wsl ey Publi shing
Co., 1973, pages 391 and 392). Knuth notes that the soundex
met hod was originally described by Margaret K Odell and
Robert C. Russell [US Patents 1261167 (1918) and 1435663
(1922)].

[ PZ85] Pol |l ock, Joseph J. and Zampra, Antonio, "Automatic spelling
correction in scientific and scholarly text," CACM 27(4):
Apr. 1985, 358-368.

[ RFC640] Postel, J., "Revised FTP Reply Codes", RFC 640, June,
1975.

[ RFC821] Postel, J., "Sinple Mail Transfer Protocol", STD 10,
RFC 821, August 1982.

[ RFC822] Crocker, D., "Standard for the Format of ARPA Internet
Text Messages", STD 11, RFC 822, August 1982.

[ RFC977] Kantor, B., and P. Lapsley, "Network News Transfer
Protocol : A Proposed Standard for the Stream Based
Transm ssion of News", RFC 977, February 1986.

[ RFC2045] Freed, N., and N. Borenstein, "Miltipurpose |nternet

Mai | Extensions (M ME) Part One: Format of Internet Message
Bodi es”, RFC 2045, Novenber 1996.

Faith & Martin I nf or mat i onal [ Page 27]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

[ RFC1738] Berners-Lee, T., Masinter, L. and M MCahill, "Uniform
Resource Locators (URL)", RFC 1738, Decenber 1994.

[ RFC1760] Haller, N., "The S/ KEY One-Ti ne Password Systent,
RFC 1760, February 1995.

[ RFC1985] Freed, N., and A Cargille, "SMIP Service Extension for
Conmand Pi pelining", RFC 1854, Cctober 1995.

[ RFC1939] Myers, J., and M Rose, "Post Ofice Protocol - Version 3",
STD 53, RFC 1939, May 1996.

[ RFC2044] Yergeau, F., "UTF-8, a transformation format of Unicode
and | SO 10646", RFC 2044, Cctober 1996.

[ RFC2068] Fielding, R, Gettys, J., Mgul, J., Frystyk, H.,
and T. Berners-Lee, "Hypertext Transfer Protocol -- HTTP/1.1",
RFC 2068, January 1997.

[ RFC2078] Linn, J., "Generic Security Service Application Program
Interface, Version 2", RFC 2078, January 1997.

[ RFC2222] Myers, J., "Sinple Authentication and Security Layer
(SASL)", RFC 2222, Cctober 1997.

[ WEB1913] Webster’s Revi sed Unabridged Dictionary (G & C. Merriam
Co., 1913, edited by Noah Porter). Online version prepared by
M CRA, Inc., Plainfield, N.J. and edited by Patrick Cassidy
<cassi dy@ri cra.conr. For further information, see

<URL: ftp://uiarchive. cso. ui uc. edu/ pub/ et ext/ gut enber g/ et ext 96/ pgw* >,
and

<URL: http://humanities. uchi cago. edu/ f orms_unrest/webster.form htm >

[ WORDNET] M Iler, GA (1990), ed. WrdNet: An On-Line Lexical

Dat abase. International Journal of Lexicography. Volume 3,
Nunmber 4. <URL: http://ww. cogsci.princeton. edu/~wn/>

Faith & Martin I nf or mat i onal [ Page 28]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

11. Acknow edgenent s

Thanks to Arnt Qul brandsen and N col ai Langfel dt for many hel pful

di scussi ons. Thanks to Bennet Yee, Doug Hoffrman, Kevin Martin, and
Jay Kom nek for extensive testing and feedback on the initial

i npl ementations of the DI CT server. Thanks to Zhong Shao for advice
and support.

Thanks to Brian Kanto, Phil Lapsley, and Jon Postel for witing
exenpl ary RFCs which were consulted during the preparation of this
docunent .

Thanks to Harald T. Alvestrand, whose conments hel ped i nprove this
docunent .

12. Authors’ Addresses

Rickard E. Faith
EMai | : faith@s.unc.edu (or faith@cm org)

Bret Martin
EMai | : bamartin@ri randa. org

The majority of this work was conpleted while Bret Martin was a
student at Yale University.

Faith & Martin I nf or mat i onal [ Page 29]



RFC 2229 A Dictionary Server Protocol Cct ober 1997

13. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist inits inplnmentation may be prepared, copied, published
andand distributed, in whole or in part, without restriction of any
ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Faith & Martin I nf or mat i onal [ Page 30]






