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1. Abst r act

Thi s docunent describes a nmethod for adding authentication support to
connecti on-based protocols. To use this specification, a protoco

i ncludes a command for identifying and authenticating a user to a
server and for optionally negotiating protection of subsequent
protocol interactions. |If its use is negotiated, a security layer is
i nserted between the protocol and the connection. This docunent
descri bes how a protocol specifies such a command, defines severa
mechani sms for use by the conmand, and defines the protocol used for
carrying a negotiated security layer over the connection

2. Organi zation of this Docunent
2.1. How to Read This Docunent

This docunent is witten to serve two different audi ences, protoco
designers using this specification to support authentication in their
protocol, and inplenentors of clients or servers for those protocols
using this specification

The sections "Introduction and Overview', "Profiling requirenments",
and "Security Considerations" cover issues that protocol designers
need to understand and address in profiling this specification for
use in a specific protocol

I mpl ementors of a protocol using this specification need the
protocol -specific profiling information in addition to the
information in this docunent.

2.2. Conventions Used in this Docunent

In exanples, "C:" and "S:" indicate lines sent by the client and
server respectively.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MAY'

in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenment Levels" [RFC 2119].
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2.3. Exanples

Exanmples in this docunent are for the IMAP profile [RFC 2060] of this
specification. The base64 encodi ng of challenges and responses, as
well as the "+ " preceding the responses are part of the | MAP4
profile, not part of the SASL specification itself.

3. I ntroducti on and Overvi ew

The Sinple Authentication and Security Layer (SASL) is a nethod for
addi ng aut henticati on support to connection-based protocols. To use
this specification, a protocol includes a comand for identifying and
aut henticating a user to a server and for optionally negotiating a
security layer for subsequent protocol interactions.

The command has a required argunent identifying a SASL mechani sm
SASL mechani sns are nanmed by strings, from1l to 20 characters in

| ength, consisting of upper-case letters, digits, hyphens, and/or
underscores. SASL nechani sm nanes nust be registered with the | ANA
Procedures for registering new SASL nechanisns are given in the
section "Registration procedures”

If a server supports the requested nechanism it initiates an

aut henti cation protocol exchange. This consists of a series of
server challenges and client responses that are specific to the
requested nechanism The chal |l enges and responses are defined by the
mechani sms as binary tokens of arbitrary length. The protocol’s
profile then specifies how these binary tokens are then encoded for
transfer over the connection

After receiving the authentication conmand or any client response, a
server may issue a challenge, indicate failure, or indicate
completion. The protocol’s profile specifies how the server

i ndi cates which of the above it is doing.

After receiving a challenge, a client may issue a response or abort
the exchange. The protocol’s profile specifies howthe client
i ndi cates which of the above it is doing.

During the authentication protocol exchange, the nechani sm perforns
aut hentication, transmts an authorization identity (frequently known
as a userid) fromthe client to server, and negotiates the use of a
mechani smspecific security layer. |If the use of a security layer is
agreed upon, then the nechani smnust al so define or negotiate the
maxi mum ci pher-text buffer size that each side is able to receive.
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The transnmitted authorization identity may be different than the
identity in the client’s authentication credentials. This pernits
agents such as proxy servers to authenticate using their own
credentials, yet request the access privileges of the identity for
which they are proxying. Wth any nechanism transmtting an

aut horization identity of the enpty string directs the server to
derive an authorization identity fromthe client’s authentication
credenti al s.

If use of a security layer is negotiated, it is applied to all
subsequent data sent over the connection. The security |ayer takes
effect imediately following the | ast response of the authentication
exchange for data sent by the client and the conpletion indication
for data sent by the server. Once the security layer is in effect,
the protocol streamis processed by the security layer into buffers
of cipher-text. Each buffer is transferred over the connection as a
stream of octets prepended with a four octet field in network byte
order that represents the length of the follow ng buffer. The length
of the cipher-text buffer nmust be no larger than the maxi mum si ze
that was defined or negotiated by the other side.

4. Profiling requirenents

In order to use this specification, a protocol definition nust supply
the follow ng information:

1. A service nane, to be selected fromthe I ANA registry of "service"
el ements for the GSSAPI host-based service nane form[RFC 2078].

2. Adefinition of the command to initiate the authentication
prot ocol exchange. This command nust have as a paraneter the
mechani sm nane bei ng sel ected by the client.

The command SHOULD have an optional paraneter giving an initial
response. This optional paranmeter allows the client to avoid a
round trip when using a nmechani smwhich is defined to have the
client send data first. Wen this initial response is sent by the
client and the selected nmechanismis defined to have the server
start with an initial challenge, the cormand fails. See section
5.1 of this document for further information

3. Adefinition of the nmethod by which the authentication protoco
exchange is carried out, including how the challenges and
responses are encoded, how the server indicates conpletion or
failure of the exchange, how the client aborts an exchange, and
how t he exchange nmethod interacts with any line length limts in
t he protocol
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4. ldentification of the octet where any negotiated security |ayer
starts to take effect, in both directions.

5. A specification of how the authorization identity passed fromthe
client to the server is to be interpreted.

5. Specific issues
5.1. dient sends data first

Sone mechani snms specify that the first data sent in the
aut henti cation protocol exchange is fromthe client to the server.

If a protocol’s profile permits the command which initiates an
aut henti cati on protocol exchange to contain an initial client
response, this paraneter SHOULD be used with such nechani sns.

If the initial client response paraneter is not given, or if a
protocol’s profile does not pernit the comrand which initiates an
aut henti cati on protocol exchange to contain an initial client
response, then the server issues a challenge with no data. The
client’s response to this challenge is then used as the initial
client response. (The server then proceeds to send the next
chal I enge, indicates conpletion, or indicates failure.)

5.2. Server returns success with additional data

Sone nmechani snms may specify that server chall enge data be sent to the
client along with an indication of successful conpletion of the
exchange. This data would, for example, authenticate the server to
the client.

If a protocol’s profile does not permt this server challenge to be
returned with a success indication, then the server issues the server
chal | enge without an indication of successful conpletion. The client
then responds with no data. After receiving this enpty response, the
server then indicates successful conpletion

5.3. Miltiple authentications

Unl ess ot herwi se stated by the protocol’s profile, only one
successful SASL negotiation may occur in a protocol session. 1In this
case, once an authentication protocol exchange has successfully

compl eted, further attenpts to initiate an authentication protoco
exchange fail.
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In the case that a profile explicitly permts nmultiple successfu
SASL negotiations to occur, then in no case may multiple security

| ayers be sinultaneously in effect. |If a security layer is in effect
and a subsequent SASL negotiation selects no security |ayer, the
original security layer remains in effect. |If a security layer is in

ef fect and a subsequent SASL negotiation selects a second security
| ayer, then the second security layer replaces the first.

6. Regi strati on procedures

Regi stration of a SASL nechanismis done by filling in the tenplate
in section 6.4 and sending it in to iana@si.edu. |1ANA has the right
to reject obviously bogus registrations, but will performno review
of clans nade in the registration form

There is no nam ng convention for SASL nechani sns; any nane that
conforns to the syntax of a SASL nmechani sm nane can be regi stered

Wiile the registration procedures do not require it, authors of SASL
mechani sms are encouraged to seek conmunity revi ew and conment
whenever that is feasible. Authors may seek conmmunity review by
posting a specification of their proposed nechanismas an internet-
draft. SASL nechani sns i ntended for wi despread use shoul d be
standardi zed through the normal | ETF process, when appropriate.

6.1. Comments on SASL nechani smregistrations

Conments on registered SASL nechani sns should first be sent to the
"owner" of the mechanism Subnitters of comments may, after a
reasonabl e attenpt to contact the owner, request IANA to attach their
conment to the SASL nechanismregistration itself. |f |ANA approves
of this the comrent will be made accessible in conjunction with the
SASL mechani smregistration itself.

6.2. Location of Registered SASL Mechani sm Li st

SASL mechani smregistrations will be posted in the anonynmous FTP
directory "ftp://ftp.isi.edu/in-notes/ianalassignnments/sasl -

mechani sms/" and all registered SASL nmechanisnms will be listed in the
periodically issued "Assigned Nunbers" RFC [currently STD 2, RFC
1700]. The SASL nechani sm descripti on and ot her supporting nmaterial
may al so be published as an Informational RFC by sending it to "rfc-
editor@si.edu" (please follow the instructions to RFC authors [RFC
2223]).
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6.3. Change Contro
Once a SASL nechani smregistration has been published by | ANA the
aut hor may request a change to its definition. The change request
follows the same procedure as the registration request.
The owner of a SASL mechani sm nay pass responsibility for the SASL
mechani smto another person or agency by informing | ANA;, this can be
done w t hout discussion or review.
The |1 ESG nay reassign responsibility for a SASL nechani sm The nost
common case of this will be to enable changes to be nade to
mechani sms where the author of the registration has died, noved out
of contact or is otherwi se unable to make changes that are inportant
to the community
SASL mechani smregistrations nmay not be del eted; nechani sns which are
no | onger believed appropriate for use can be decl ared OBSOLETE by a
change to their "intended use" field; such SASL nechanisns will be
clearly marked in the lists published by | ANA

The 1ESG is considered to be the owner of all SASL nechani sns whi ch
are on the | ETF standards track.

6.4. Registration Tenplate

To: iana@ ana.org
Subj ect: Registration of SASL nmechani sm X

SASL nechani sm nane:

Security considerations:

Publ i shed specification (optional, recomended):

Person & enmil address to contact for further infornation:
I nt ended usage:

(One of COWON, LIMTED USE or OBSCLETE)

Aut hor/ Change control |l er

(Any other information that the author deems interesting may be
added below this line.)
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7. Mechani sm defi niti ons
The foll owi ng nechani sns are hereby defi ned.
7.1. Kerberos version 4 nechani sm

The nmechani sm nane associ ated with Kerberos version 4 is
" KERBERCS V4"

The first chall enge consists of a random 32-bit nunber in network
byte order. The client responds with a Kerberos ticket and an

aut henticator for the principal "service.hostnamre@eal nf, where
"service" is the service name specified in the protocol’s profile,
"host name" is the first conponent of the host nane of the server with
all letters in |ower case, and where "realm is the Kerberos real m of
the server. The encrypted checksumfield included within the

Ker beros aut henticator contains the server provided challenge in

net wor k byte order

Upon decrypting and verifying the ticket and authenticator, the
server verifies that the contained checksumfield equals the origina
server provided random 32-bit nunber. Should the verification be
successful, the server must add one to the checksum and construct 8
octets of data, with the first four octets containing the increnented
checksumin network byte order, the fifth octet containing a bit-mask
specifying the security layers supported by the server, and the sixth
through eighth octets containing, in network byte order, the maximum
ci pher-text buffer size the server is able to receive. The server
must encrypt using DES ECB node the 8 octets of data in the session
key and issue that encrypted data in a second challenge. The client
considers the server authenticated if the first four octets of the
un-encrypted data is equal to one plus the checksumit previously
sent.

The client nust construct data with the first four octets containing
the original server-issued checksumin network byte order, the fifth
octet containing the bit-mask specifying the selected security |ayer,
the sixth through eighth octets containing in network byte order the
maxi mum ci pher-text buffer size the client is able to receive, and
the followi ng octets containing the authorization identity. The
client must then append fromone to eight zero-valued octets so that
the length of the data is a multiple of eight octets. The client nust
then encrypt using DES PCBC node the data with the session key and
respond with the encrypted data. The server decrypts the data and
verifies the contained checksum The server nust verify that the
principal identified in the Kerberos ticket is authorized to connect
as that authorization identity. After this verification, the

aut henti cation process is conplete.
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The security layers and their corresponding bit-nasks are as foll ows:

1 No security |ayer
2 Integrity (krb_nk safe) protection
4 Privacy (krb_nk priv) protection

O her bit-nmasks may be defined in the future; bits which are not
under st ood rmust be negotiated off.

EXAMPLE: The followi ng are two Kerberos version 4 login scenarios to
the | MAP4 protocol (note that the line breaks in the sanple
authenticators are for editorial clarity and are not in real

aut henti cat ors)

* OK | MAP4 Server

A001 AUTHENTI CATE KERBERCS V4

+ AnFYi g==

BAc AQUSEUK VXLKNNVS5FRFUAOCCAsho84KkLN3/ | Jnr MG+25a4DT
+nZl mJj nTNHJ Ut x AA+00KPKf HEC AFs9a3CL5Cebe/ ydHI UwYFd
WwQLMAN y61 esKvj L5r LOW XUb9MAT9bpOb YLGOKiI 1GCh

+ or// EoAADZI =

Di AF5A4gA+00 ALuBKAAM==

A0O01 OK Kerberos V4 authentication successful

wow

* OK | MAP4 Server

A001 AUTHENTI CATE KERBERCS V4

+ gcf gCA==

BAc AQUSEUK VXLKNNVS5FRFUAOCCAsho84KkLN3/ | Jnt MG+25a4DT
+nZl mJj nTNHI Ut x AA+00KPKf HEc AFs9a3CL5Cebe/ ydHI UwYFd
WwWQLMA y61 esKvj L5r LOW XUb9MNTObpChYLGOKi 1Ch

S: A001 NO Kerberos V4 authentication fail ed

O0VWow

7.2. GSSAPI nechani sm

The nechani sm nane associated with all mechani sms enpl oyi ng t he
GSSAPI [ RFC 2078] is "GSSAPI".

7.2.1 dient side of authentication protocol exchange

The client calls GSS Init_sec_context, passing in 0 for

i nput _context handle (initially) and a targ_nane equal to output_nane
from GSS_Inmport_Nanme called with input_nanme_type of

GSS_C _NT_HOSTBASED SERVI CE and i nput _nane_string of

"servi ce@ost name" where "service" is the service nane specified in
the protocol’s profile, and "hostname" is the fully qualified host
nane of the server. The client then responds with the resulting
output _token. If GSS Init_sec_context returns GSS S CONTI NUE NEEDED,
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then the client should expect the server to issue a token in a
subsequent chall enge. The client nmust pass the token to another cal
to GSS I nit_sec_context, repeating the actions in this paragraph

When GSS I nit_sec_context returns GSS S COWPLETE, the client takes
the following actions: If the last call to GSS Init_sec_context
returned an out put _token, then the client responds with the

out put _t oken, otherwi se the client responds with no data. The client
shoul d then expect the server to issue a token in a subsequent
chal l enge. The client passes this token to GSS Unwap and interprets
the first octet of resulting cleartext as a bit-mask specifying the
security layers supported by the server and the second through fourth
octets as the nmaxi mum si ze out put _message to send to the server. The
client then constructs data, with the first octet containing the
bit-mask specifying the selected security layer, the second through
fourth octets containing in network byte order the maxi mum size

out put _nessage the client is able to receive, and the renaining
octets containing the authorization identity. The client passes the
data to GSS Wap with conf_flag set to FALSE, and responds with the
gener at ed out put_nessage. The client can then consider the server
aut henti cat ed.

7.2.2 Server side of authentication protocol exchange

The server passes the initial client response to

GSS _Accept _sec_context as input_token, setting input_context_handl e
to O (initially). |If GSS Accept_sec_context returns

GSS_S CONTI NUE_NEEDED, the server returns the generated output _token
to the client in challenge and passes the resulting response to
another call to GSS Accept _sec_context, repeating the actions in this
par agr aph.

VWhen GSS_Accept _sec_context returns GSS_ S COVPLETE, the client takes
the following actions: If the last call to GSS Accept sec_cont ext
returned an out put _token, the server returns it to the client in a
chal l enge and expects a reply fromthe client with no data. Whether
or not an output_token was returned (and after receipt of any
response fromthe client to such an output_token), the server then
constructs 4 octets of data, with the first octet containing a bit-
mask specifying the security layers supported by the server and the
second through fourth octets containing in network byte order the
maxi mum si ze out put _token the server is able to receive. The server
must then pass the plaintext to GSS Wap with conf_flag set to FALSE
and issue the generated output_nessage to the client in a chall enge.
The server nust then pass the resulting response to GSS Unw ap and
interpret the first octet of resulting cleartext as the bit-mask for
the selected security layer, the second through fourth octets as the
maxi mum si ze out put_nessage to send to the client, and the remaining
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octets as the authorization identity. The server nust verify that
the src_nane is authorized to authenticate as the authorization
identity. After these verifications, the authentication process is
conpl et e.

7.2.3 Security |ayer
The security layers and their corresponding bit-nmasks are as foll ows:

1 No security |ayer
2 Integrity protection.

Sender calls GSS Wap with conf_flag set to FALSE
4 Privacy protection.

Sender calls GSS Wap with conf_flag set to TRUE

O her bit-nmasks may be defined in the future; bits which are not
under st ood nust be negotiated off.

7.3. S/ Key nechani sm

The nmechani sm nanme associated with S/ Key [RFC 1760] using the MM
digest algorithmis "SKEY".

The client sends an initial response with the authorization identity.

The server then issues a challenge which contains the deci nal
sequence nunber followed by a single space and the seed string for
the indicated authorization identity. The client responds with the
one-tine-password, as either a 64-bit value in network byte order or
encoded in the "six English words" format.

The server nust verify the one-tine-password. After this
verification, the authentication process is conplete.

S/ Key aut hentication does not provide for any security |ayers.

EXAMPLE: The following are two S/ Key login scenarios in the | MAP4
pr ot ocol .

* OK | MAP4 Server

A001 AUTHENTI CATE SKEY

+

bWy Z2Fu

+ OTUg UNE1 ODMMOA==

Rk9VU BNQU5O FNPT04gRkl SI FZBU kgTUFTSA==
A001 OK S/ Key authentication successful

WOLONWOW
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* OK | MAP4 Server

A001 AUTHENTI CATE SKEY

+

c2lpd&x=

+ OTUg UNE1 ODMMOA==

BsAY3g4gBNo=

A001 NO S/ Key authentication failed

WONOWOW

The following is an S/Key login scenario in an | MAP4-|i ke protoco
whi ch has an optional "initial response" argunent to the AUTHENTI CATE
command.

S: * OK | MAP4-Li ke Server

C. A001 AUTHENTI CATE SKEY bWyZ2Fu

S: + OTUgUWELCDMMVOA==

C. Rk9VU BNQUSO FNPT04gRkl SI FZBU kgTUFTSA==
S: A001 OK S/ Key authentication successfu

7.4. External nmechani sm

The nmechani sm nane associated with external authentication is
" EXTERNAL" .

The client sends an initial response with the authorization identity.

The server uses infornmation, external to SASL, to determ ne whether
the client is authorized to authenticate as the authorization
identity. |If the client is so authorized, the server indicates
successful conpletion of the authentication exchange; otherw se the
server indicates failure.

The system providing this external information may be, for exanple,
| Psec or TLS

If the client sends the enpty string as the authorization identity
(thus requesting the authorization identity be derived fromthe
client’s authentication credentials), the authorization identity is
to be derived from authentication credentials which exist in the
system which is providing the external authentication
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9. Security Considerations
Security issues are discussed throughout this neno.

The nechani sns that support integrity protection are designed such
that the negotiation of the security layer and authorization identity
is integrity protected. Wien the client selects a security |ayer
with at least integrity protection, this protects agai nst an active
attacker hijacking the connection and nodifying the authentication
exchange to negotiate a plaintext connection

When a server or client supports multiple authentication mechanisms,
each of which has a different security strength, it is possible for
an active attacker to cause a party to use the | east secure mechani sm
supported. To protect against this sort of attack, a client or

server which supports nechani sns of different strengths should have a
configurable mninumstrength that it will use. It is not sufficient
for this mninmmstrength check to only be on the server, since an
active attacker can change whi ch mechani snms the client sees as being
supported, causing the client to send authentication credentials for
its weakest supported nmechani sm
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The client’s selection of a SASL nechanismis done in the clear and
may be nodified by an active attacker. It is inportant for any new
SASL mechani sms to be designed such that an active attacker cannot
obtain an authentication with weaker security properties by nodifying
the SASL mechani sm nane and/or the chall enges and responses.

Any protocol interactions prior to authentication are perforned in
the clear and may be nodified by an active attacker. |In the case
where a client selects integrity protection, it is inportant that any
security-sensitive protocol negotiations be perforned after
authentication is conplete. Protocols should be designed such that
negotiati ons perforned prior to authentication should be either

i gnored or revalidated once authentication is conplete.
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Appendi x A. Relation of SASL to Transport Security

Questi ons have been rai sed about the relationship between SASL and
various services (such as | Psec and TLS) which provide a secured
connecti on.

Two of the key features of SASL are:

1. The separation of the authorization identity fromthe identity in
the client’s credentials. This permts agents such as proxy
servers to authenticate using their own credentials, yet request
the access privileges of the identity for which they are proxying.

2. Upon successful completion of an authenticati on exchange, the
server knows the authorization identity the client wishes to use.
This allows servers to nove to a "user is authenticated" state in
t he protocol

These features are extrenely inportant to some application protocols,
yet Transport Security services do not always provide them To
define SASL nmechani snms based on these services would be a very nessy
task, as the fram ng of these services would be redundant with the
fram ng of SASL and some nethod of providing these inportant SASL
features woul d have to be devised

Sonetimes it is desired to enable within an existing connection the

use of a security service which does not fit the SASL nodel. (TLS is
an exanpl e of such a service.) This can be done by adding a command,
for exanple "STARTTLS', to the protocol. Such a command is outside

the scope of SASL, and should be different fromthe comand which
starts a SASL authentication protocol exchange.

In certain situations, it is reasonable to use SASL underneath one of
these Transport Security services. The transport service would
secure the connection, either service would authenticate the client,
and SASL woul d negotiate the authorization identity. The SASL
negotiati on woul d be what noves the protocol from "unauthenticated"
to "authenticated" state. The "EXTERNAL" SASL nmechanismis
explicitly intended to handl e the case where the transport service
secures the connection and authenticates the client and SASL

negoti ates the authorization identity.

When using SASL underneath a sufficiently strong Transport Security
service, a SASL security layer would nost l|ikely be redundant. The
client and server would thus probably want to negotiate off the use
of a SASL security |ayer
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1997). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist inits inplnmentation may be prepared, copied, published
andand distributed, in whole or in part, without restriction of any
ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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