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Use of DNS Aliases for Network Services
Status of this Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Comrunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nmeno is unlimted.

Abst ract

It has become a conmon practice to use synbolic nanes (usually
CNAMES) in the Domain Name Service (DNS - [RFC 1034, RFC- 1035]) to
refer to network services such as anonynous FTP [ RFC-959] servers,
CGopher [ RFC-1436] servers, and nost notably Worl d-Wde Web HTTP

[ RFC-1945] servers. This is desirable for a nunber of reasons. It
provi des a way of noving services fromone machi ne to anot her
transparently, and a nechani sm by which people or agents may
programmatical |y di scover that an organi zation runs, say, a Wrl d-
Wde Web server.

Al 't hough this approach has been al nost universally adopted, there is
no standards docunent or simlar specification for these conmonly
used nanes. This docunent seeks to rectify this situation by
gathering together the extant ’'fol klore’ on nam ng conventions, and
proposes a nechani smfor accommodati ng new protocols.

It is inportant to note that these nam ng conventions do not provide

a conplete long termsolution to the problem of finding a particular

network service for a site. There are efforts in other |ETF working

groups to address the long termsolution to this problem such as the
Server Location Resource Records (DNS SRV) [ RFC-2052] work.

1. Rationale

In order to locate the network services offered at a particul ar
Internet domain one is faced with the choice of selecting froma
growi ng nunber of centralized databases - typically Wb or Usenet
News "wanderers", or attenpting to infer the existence of network
services fromwhatever DNS i nformati on nmay be avail able. The forner
approach is not practical in some cases, notably when the entity
seeking service information is a program
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Per haps the nost visible exanple of the latter approach at work is in
the case of Wrld-Wde Wb HITP servers. It is conmpon practice to
try prefixing the domain nanme of an organization with "http://ww. "
in order to reach its Wrld-Wde Wb site, e.g. taking "hivnet.fr"
and arriving at "http://ww. hivnet.fr." Sone popul ar Worl d-Wde Wb
browsers have gone so far as to provide automatic support for this
domai n name expansi on.

Ideally, the DNS or some conplenentary directory service would
provide a neans for prograns to determine autonmatically the network
services which are offered at a particular Internet domain, the
protocol s which are used to deliver them and other technica
information. Unfortunately, although nuch work has been done to
develop said directory service technol ogies and to define new types
of DNS resource record to provide this type of information, there is
no wi dely agreed upon or wi dely deployed solution to the problem -
except in a small nunber of cases.

The first case is where the DNS al ready provides a | ookup capability
for the type of information being sought after. For exanple: Mi
Exchanger (MX) records specify how mail to a particular domain shoul d
be routed [ RFC-974], the Start of Authority (SOA) records make it
possible to determ ne who is responsible for a given donmain, and Nane
Server (NS) records indicate which hosts provide DNS nane service for
a gi ven domai n.

The second case is where the DNS does not provide an appropriate

| ookup capability, but there is some w dely accepted convention for
finding this information. Sone use has been nade of Text (TXT)

[ RFC-1035] records in this scenario, but in the vast magjority of
cases a Canoni cal Name (CNAME) or Address (A) record pointer is used
to indicate the host or hosts which provide the service. This
docunent proposes a slight formalization of this well-known alias
appr oach.

It should be noted that the DNS provides a Wll Known Services (VKS)

[ RFC-1035] | ookup capability, which nakes it possible to determ ne
the network services offered at a given donmain name. |n practice
this is not widely used, perhaps because of the absence of a suitable
programm ng interface. Use of WKS for mail routing was deprecated in
the Host Requirenents specification [RFC-1123] in favour of the MX
record, and in the long termit is conceivable that SRV records will
super sede both WKS and MX.
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2. A generic framework

Qur approach to dealing with aliases for protocols is
straightforward. W define a standard set of DNS aliases for the nost
popul ar network services that currently exist (see the "Special
Cases" section below). For protocols that are not explicitly listed
in this docunent, the protocol specification nust propose a nane.

3. Speci al cases

Speci al Cases:

archie archi e [ ARCHI E]
finger Fi nger [ RFC-1288]

ftp File Transfer Protocol [RFC 959]

gopher I nternet Gopher Protocol [RFC 1436]

| dap Li ght wei ght Directory Access Protocol [RFC 1777]
mai | SMIP mai |l [ RFC 821]

news Usenet News via NNTP [ RFC-977]

ntp Net wor k Ti me Protocol [RFC 1305]

ph CCSO naneserver [ PH|

pop Post O fice Protocol [RFC 1939]

rwhoi s Referral WHO S [ RFC- 1714]

wai s Wde Area Information Server [RFC 1625]
whoi s NI CNAVE/ WHO S [ RFC- 954]

WWW Wor | d- W de Web HTTP [ RFC- 1945]

4. (Ab)Use of the DNS as a directory service

The wi despread use of these conmon aliases effectively nmeans that it
is sonmetines possible to "guess" the domain nanes associated with an
organi zation's network services, though this is beconmi ng nore
difficult as the nunber of organizations registered in the DNS

i ncreases.

It should be understood by inplementors that the exi stence of a DNS
entry such as

www. hi vnet . fr
does not constitute a registration of a Wrld-Wde Wb service

There is no requirenent that the domain nanme resolve to an |IP address
or addresses. There is no requirenent that a host be listening for
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HTTP connections, or if it is, that the HITP server be running on
port 80. Finally, even if all of these things are true, there can be
no guarantee that the Wrld-Wde Wb server will be prepared to honor
requests fromarbitrary clients.

Having said this, the aliases do provide useful "hints" about the
services offered. W propose that they be taken in this spirit.

The conventions described in this docunent are, essentially, only
useful when the organi zation’s donmai n nanme can be deternmined - e.gqg.
fromsone external database. A nunber of groups, including the |IETF,
have been working on ways of finding domain names given a set of

i nformati on such as organi zati on nane, |ocation, and business type.
It is hoped that one or nore of these will eventually make it
possi bl e to augnent the basic | ookup service which the DNS provides
with a nore generalized search and retrieval capability.

5. DNS server configuration

In the short term whilst directory service technol ogy and further
types of DNS resource record are being devel oped, domain name

adm nistrators are encouraged to use these common nanes for the
network services they run. They will nake it easier for outsiders to
find information about your organization, and also nmake it easier for
you to nove services from one machine to anot her

There are two conventional approaches to creating these DNS entri es.
One is to add a single CNAME record to your DNS server’'s
configuration, e.g.

ph. hivnet.fr. I N CNAME baby. hivnet.fr.

Note that in this scenario no information about ph.hivnet.fr should
exist in the DNS other than the CNAME record. For exanpl e,
ph. hivnet.fr could not contain a MX record

An alternative approach would be to create an A record for each of
the I P addresses associated with ph.hivnet.fr, e.g.

ph. hivnet.fr. IN A 194.167.157.2
It isnt a sinple matter of reconmmendi ng CNAMEs over A records. Each
site has it’s own set of requirenents that nay nmake one approach

better than the other. RFC 1912 [RFC-1912] discusses sonme of the
configuration issues involved in using CNAMES.
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Recent DNS server inplenentations provide a "round-robin" feature
whi ch causes the host’s | P addresses to be returned in a different
order each time the address is | ooked up

Network clients are starting to appear which, when they encounter a
host with nultiple addresses, use heuristics to deternine the address
to contact - e.g. picking the one which has the shortest round-trip-
time. Thus, if a server is mrrored (replicated) at a number of

| ocations, it may be desirable to list the I P addresses of the mrror
servers as A records of the primary server. This is only likely to
be appropriate if the mirror servers are exact copies of the origina
server.

6. Limtations of this approach

Sone services require that a client have nore information than the
server’'s domain nane. For exanple, an LDAP client needs to know a
starting search base within the Directory Information Tree in order
to have a neani ngful dialogue with the server. This docunent does
not attenpt to address this problem

7. CCSO service name

There are currently at |least three different aliases in conmon use
for the CCSO naneserver - e.g. "ph", "cso" and "ns". It would appear
to be in everyone's interest to narrow the choice of alias down to a
single nane. "ns" would seemto be the best choice since it is the
nmost commonly used nane. However, "ns" is also being used by DNS to
point to the DNS server. |In fact, the nost prevalent use of "ns" is
to nane DNS servers. For this reason, we suggest the use of "ph" as
the best nanme to use for CCSO naneservers.

Sites with existing CCSO servers using sone of these aliases may find
it desirable to use all three. This increases the |ikelihood of the
servi ce being found.

As noted earlier, inplenmentations should be resilient in the event
that the nane does not point to the expected service.

8. Security Considerations

The DNS is open to many kinds of "spoofing" attacks, and it cannot be
guaranteed that the result returned by a DNS | ookup is indeed the
genui ne information. Spoofing may take the form of denial of

service, such as directing of the client to a non-existent address,
or a passive attack such as an intruder’s server which masquerades as
the legitimte one.
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Wrk is ongoing to renedy this situation insofar as the DNS is
concerned [RFC-2065]. In the neantime it should be noted that
stronger authentication mechani snms such as public key cryptography
with large key sizes are a pre-requisite if the DNSis being used in
any sensitive situations. Exanples of these would be on-line
financial transactions, and any situation where privacy is a concern
- such as the querying of nmedical records over the network. Strong
encryption of the network traffic may al so be advisable, to protect
agai nst TCP connection "hijacking" and packet sniffing.

9. Concl usi ons

The service nanes listed in this docunent provide a sensible set of
defaults which may be used as an aid in determ ning the hosts which
of fer particular services for a given donmai n nane.

Thi s docunent has noted sone exceptions which are either inherently
unsuitable for this treatnent, or already have a substantia
install ed base using alternative aliases.
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