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1. Introduction
1.1 Background

The ODETTE File Transfer Protocol (ODETTE-FTP) was defined in 1986 by
wor ki ng group four of the Organisation for Data Exchange by Tel e
Transmi ssion in Europe (ODETTE) to address the electronic data

i nterchange (EDI) requirenents of the European autonotive industry.

It was designed in the spirit of the OQpen System Interconnection
(Osl) nodel utilising the Network Service provided by the CCOTT X25
reconmendat i on

Over the last ten years ODETTE- FTP has been wi dely depl oyed on
systens of all sizes from personal conputers to |arge mainfranes. As
a result of the wi de scale deploynent of internet technology and the
trend towards gl obal business practices, CDETTE has decided to extend
the scope of it's file transfer protocol to allow the use of TCP/IP
and to make the protocol available to the Internet comunity.

This meno descri bes the ODETTE- FTP protocol using the Transni ssion
Control Protocol for it's network service.

1.2 Relationship to the original ODETTE Standard

This menmo is an interpretation of version 1.3 of the CDETTE File
Transfer Protocol [OFTP]. In the event of any anbiguity between this
docunent and the original ODETTE-FTP, the original shall take

pr ecedence.

For CODETTE-FTP on TCP/IP the foll owi ng sections have been added with
respect to the original docunent.

Section 2 - Network Service
Section 7 - Stream Transni ssion Buffer
Appendi x A - Virtual File mapping exanple
1.3 General Principles
The aim of the ODETTE-FTP is to facilitate the transm ssion of a file
bet ween one or nore locations in a way that is independent of the
data commruni cati on network, system hardware and software environnent.

I'n designing and specifying the protocol, the following factors were
consi der ed.

1. The possible differences of size and sophistication (file storage,
smal |l and | arge systens).
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2. The necessity to work with existing systens (reduce changes to
exi sting products and all ow easy i npl enentation).

3. Systens of different ages.
4. Systens of different manufactures.

5. The potential for growmh in sophistication (linmt inpact and avoid
changes at other |ocations).

1.4 Structure

ODETTE-FTP is nodell ed on the OSI reference nodel. It is designed to
use the Network Service provided by Ievel 3 of the nodel and provide
a File Service to the users. Thus the protocol spans levels 4 to 7
of nodel .

The description of the ODETTE-FTP contained in this nmeno is closely
related to the original ' X 25 specification of the protocol and in
the spirit of the OSI nodel describes:

1. AFile Service provided to a user nonitor.

2. A protocol for the exchange of information between peer
ODETTE- FTP entiti es.

A maj or consideration in adapting the protocol to use the

Transm ssion Control Protocol (TCP) was the desire to make no changes
to the existing protocol by adding the functionality required to

all ow i npl enentors to support internet communication with only mnor
changes to existing ODETTE-FTP engines. To this end an additiona
header has been added to the start of each exchange buffer to all ow
the TCP byte streamto be broken up into the discrete exchange
buffers expected by the ODETTE- FTP prot ocol

1.5 Virtual Files
Information is al ways exchanged between ODETTE-FTP entities in a
standard representation called a Virtual File. This allows data
transfer without regard for the nature of the conmunicating systens.

The mapping of a file between a local and virtual representation wll
vary fromsystemto systemand is not defined here.
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0--------- o
Site | Local |
A | File A |
0--------- 0
I
O-----mmmmmmmm e MappiNng A --------mmme oo o]
I I I
| 0----oo-- 0 |
| | Virtual | |
| | File | |
| Onnmmmnnns 0 |
| o e L o] |
I I I I
| | ODETTE- FTP | |
| | | |
| (o e 0 |
| O--------- 0 O--------- 0 |
| | Virtual | | Virtual | |
| | File | | File | |
| 0--------- 0 0----+----0 |
| | | |
0------ Mapping B ----------------------- Mapping C ------ o]
0--------- o 0----+----0
| Local | Site Site | Local |
| FileB | B C | FilecC |
0--------- 0 0--------- 0

A Virtual File is described by a set of attributes identifying and
defining the data to be transferred. The main attributes are:

1.5.1 Organisation:
Sequenti al

Logi cal records are presented one after another. The CDETTE- FTP
must be aware of the record boundaries.

1.5.2 Ildentification
Dat aset Nane

Dat aset nane of the Virtual File being transfered, assigned by
bi | ateral agreenent.
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Ti me stanmp ( HHWSS)

Afile qualifier indicating the tine the Virtual File was nade
avai |l abl e for transm ssion.

Date stanp (YYMVDD)

A file qualifier indicating the date the Virtual File was nade
avai |l abl e for transm ssion.

The Dataset Nane, Date and Tine attributes are assigned by a Virtua
File's Originator and are used to uniquely identify the file. They
must not be changed by internedi ate | ocations.
The Date attribute represents the decade and year in a tw digit
field. Since the ODETTE-FTP only uses this information to identify a
particular Virtual File it will continue to operate correctly in the
year 2000 and beyond.
The User Mnitor may use the Virtual File Date attribute in |oca
processes invol ving date conpari sons and cal cul ati ons. Any such use
falls outside the scope of this protocol and year 2000 handling is a
| ocal inplenentation issue.
1.5.3 Record Format
Four record formats are defi ned.
Fi xed (F)
Each record in the file has the sanme | ength.
Vari able (V)
The records in the file can have different |engths.
Unstructured (U)
The file contains a streamof data. No structure is defined.
Text File (T)
A Text File is defined as a sequence of ASCI| characters,

contai ning no control characters except CR/LF which delinits
lines. Aline will not have nore than 2048 characters.
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1.5.4 Restart

ODETTE- FTP can negotiate the restart of an interrupted Virtual File
transm ssion. Fixed and Variable format files are restarted on
record boundaries. For Unstructured and Text files the restart
position is expressed as a file offset in 1K (1024 octet) bl ocks.
The restart position is always calculated relative to the Virtua
File.

1.6 Service Description
ODETTE- FTP provides a file transfer service to a user nonitor and in
turn uses the Internet transport |layer stream service to communicate

bet ween peers.

These services are specified in this neno using service primtives
grouped into four classes as foll ows:

Request (RQ An entity asks the service to do some work.
I ndi cation (1ND) A service informs an entity of an event.
Response (RS) An entity responds to an event.

Confirm (CF) A service informs an entity of the response.

Services may be confirmed, using the request, indication, response
and confirmprimtives, or unconfirned using just the request and
indication primtives.

2. Network Service (TCP Transport Service)
2.1 Introduction

ODETTE- FTP peer entities comunicate with each other via the OSI

Net wor k Service or the Transm ssion Control Protocol Transport
Service [TCP]. This is described by service primtives representing
request, indication, response and confirmation actions.

For the internet environnment, the service prinitives nmentioned bel ow
for the Network Service have to be mapped to the respective Transport
Service primtives. This section describes the network service
primtives used by CDETTE-FTP and their relationship to the TCP
interface. In practice the local transport service application
programm ng interface will be used to access the TCP servi ce.

2.2 Service Primtives

Al Network primtives can be directly mapped to the respective
Transport primtives when using TCP
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2.2.1 Network Connection

This describes the setup of a connection. The requesting ODETTE-FTP
peer uses the N.CON RQ primtive to request an active OPEN of a
connection to a peer CODETTE-FTP, the Responder, which has previously
requested a passive OPEN. The Responder is notified of the incom ng
connection via N CON IND and accepts it with N CON RS. The requester
is notified of the conpletion of it’s OPEN request upon receipt of
_CON_CF.

Par anmet er s

Request I ndi cation Response Confirmation
2.2.2 Network Data

N_DATA RQ ------ > N_DATA I ND

Dat a exchange is an unconfirnmed service. The Requester passes data

for transm ssion to the network service via the N_DATA RQ prinitive.

The Responder is notified of the availability of data via N_DATA | ND.

In practice the notification and recei pt of data may be conbi ned,

such as by the return froma blocking read fromthe network socket.

Par aneters

Request I ndi cation

NDSCRQ ------ > N_DISC_IND

An ODETTE- FTP requests the term nation of a connection with the

N DI SC RQ service primtive. |It's peer is notified of the CLOSE by a
N DISC IND event. It is recognised that each peer nust issue a

N DISC RQ prinmitive to conplete the TCP symretric cl ose procedure.
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2.2.4 Network Reset
------ > N_RST_| ND
An ODETTE-FTP entity is notified of a network error by a N _RST I ND
event. It should be noted that N RST IND woul d al so be generated by
a peer RESETTI NG the connection, but this is ignored here as N_RST_RQ
is never sent to the Network Service by ODETTE- FTP.

2.3 Port Assignnent
A CODETTE- FTP requester will select a suitable |local port.

The respondi ng ODETTE-FTP will listen for connections on Registered
Port 3305, the service nane is 'odette-ftp'.

3. File Transfer Service
The File Transfer Service describes the services offered by an

CDETTE- FTP Entity to it’s User Mnitor. The inplementation of the
service primtives is a local matter.

Nash I nf or mat i onal [ Page 9]



RFC 2204 CDETTE File Transfer Protocol Sept enber 1997

3.1 Model
(R R 0 (o 0
I
| USER MONI TOR | | USER MONI TOR |
I I I I
(o 0 (o 0
| A | A
............... | ...]. FILE TRANSFER SERVICE ... |...|.. .. i
[ [

F XXX_RQ RS | | F_XXX_I NIY CF F XXX_RQ RS | | F_XXX_I NIY CF
A2 I
(o 0 (o 0
| I o
| ODETTE-FTP Entity | E-Buffer | ODETTE-FTP Entity |
| |<- - - - - |
(o o] (o o]
| A | A
N XXX _RQ RS | | N_XXX_I NIY CF N XXX _RQ RS | | N_XXX_I NIY CF
(. (.
............... |...]...... NETWORK SERVICE ......|. .| veiiiin...
v v
(o e e o]

I I
| NETWORK |
I I
(R e T 0

Key: E-Buffer - Exchange Buffer
F_ - File Transfer Service Primtive
N_ - Network Service Primtive
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3.2 Session Setup

3.2.1 Session Connection Service

I I
F CONNECT RQ ---->|----cmmmmm-- |----> F_CONNECT_I ND

F_CONNECT CF <----|--smcmmmann- | <---- F_CONNECT RS
| |

Paraneters

Request I ndi cation Response Confirm

cal | ed- address -> sane
cal l i ng- addr ess-> sane

IDl ------------ > same ID2 ------------ > same
PSWL------------ > same PSW - ------m--- > same
nmodel ---------- > mde2 ---------- > mode3 ---------- > sane
restartl ------- > same ----------- > restart2 ------- > sane
Mode

Specifies the file transfer capabilities of the entity sending or
receiving a F_CONNECT primtive for the duration of the session.

Val ue:
Sender-Only The entity can only send files.
Receiver-Only The entity can only receive files.
Bot h The entity can both send and receive files.

Negoti ati on:
Sender-Only Not negoti abl e.
Receiver-Only Not negoti abl e.
Bot h Can be negotiated down to Sender-Only or
Receiver-Only by the User Mnitor or the
ODETTE- FTP entity.

Nash I nf or mat i onal [ Page 11]



RFC 2204 CDETTE File Transfer Protocol Sept enber 1997

Request I ndi cation Response Confirm
Sender-only ----> Receiver-only --> Receiver-only --> Sender-only
Receiver-only --> Sender-only ----> Sender-only ----> Receiver-only
Both ----- +----- > Both ----+------ > Both ----------- > Bot h
| or +------ > Receiver-only --> Sender-only
| or +------ > Sender-only ----> Receiver-only
I
or +----- > Receiver-only --> Receiver-only --> Sender-only
or +----- > Sender-only ----> Sender-only ----> Receiver-only
Rest art

Specifies the file transfer restart capabilities of the User

Moni t or .
Val ue:
Negoti ati on:
Request I ndi cation Response Confirm
restart = Y ----> restart = Y --+-> restart = Y ----> restart = Y
or +-> restart = N---->restart = N
restart = N---->restart = N---->restart = N---->restart = N
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3.3 File Transfer

3.3.1 File Opening

I I
F START FILE RQ ---->|----mmmmm--- |----> F_START_FILE_I ND

I
F_START FILE CF(#|-) <----]--ccmmmmmmn- | <---- F_START_FILE_RS(+|-)

Par anet ers:

Request I nd. RS( +) CF(+) RS(-) CF(-)
file-name ----> same  ---- ---- ---- ----
date-time ----> sane  ---- ---- ---- ----
destination---> same  ---- ---- ---- ----
originator----> same  ---- ---- ---- ----
rec-format----> sane  ---- ---- ---- ----
rec-size ----- > same  ---- ---- ---- ----
file-size----- > same  ---- ---- ---- ----

restart-posl--> sanme-> restart-pos2-> sane ---- ----
---- ---- ---- ---- cause ------ > sane
---- ---- ---- ---- retry-later-> same

Not es:

1. Retry-later has values "Y" or "N'. 2. Cause is the reason for
refusing the transfer (1,..,13,99). 3. Restart-posl not equal O is
only valid if restart has been agreed

during initial negotiation.
4. Restart-pos2 is less than or equal to restart-posl

3.3.2 Data Regine

| I
F_DATA_RQ —— oo >| ____________ | ---=-> F_DATA_I ND

| |
Not es:

1. The data format within a F_DATA primitive is locally defined.

2. The File Transfer service may have to provide a flow contro
mechanismto regulate the flow of F DATA primtives
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3.3.3 File dosing

| |
F CLOSE FILE RQ --->| ---=---=---- | ----> F_CLOSE_FILE_I ND

I
F CLOSE FILE CF(+|-) <---|------------ | <---- F_CLOSE FILE RS(+]-)
Par anet ers
Request I nd RS( +) CF(+) RS(-) CF(-)

rec-count ---> same  ---- ---- ---- ----
unit-count --> same  ---- .- .- .-
---- ---- Speaker=Y ---> Speaker=N ---- ----
---- ---- Speaker =N ---> Speaker=Y ---- ----
---- ---- ---- ---- cause ---> same

In a positive Cose File response (F_CLCSE FILE RS(+)) the current
Speaker may either:

1. Set Speaker to "Yes" and becone the Speaker. 2. Set Speaker
to "No" and remain the Listener

The File Transfer service will ensure that the setting of the speaker
paraneter is consistent with the capabilities of the peer user.

The turn is never exchanged in the case of a negative response or
confirmation.

Only the Speaker is allowed to issue F_XXX_FILE RQ prinmitives.
3.3.4 Exchanging the Turn
3.3.4.1 Initial Turn (First Speaker)
The Initiator beconmes the first Speaker at the end of the Session
Setup (F_CONNECT _CF received by Initiator and F_CONNECT_RS sent by
Responder) .
3.3.4.2 Followi ng Turns
Rul es:

1. At each unsuccessful End of File the turn is not exchanged.

2. At each successful End of File the turn is exchanged if requested
by the Listener:
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- The current Listener receives F_CLOSE FILE I ND
( Speaker = choice).

- If the Listener answers F_CLOSE FI LE RS(Speaker = YES), it
becones Speaker, the Speaker receives F _CLOSE FILE CF (Speaker =
NO and becones Listener.

- If the Listener answers F_CLOSE FI LE_RS( Speaker = NO), it
remai ns Listener, and the Speaker receives F_CLOSE FILE CF
(Speaker = YES) and remmi ns Speaker.

3. The Speaker can issue a Change Direction request (F CD RQ to
become the Listener. The Listener receives a Change Direction
indication (F_CD IND) and becones the Speaker.

4. In order to prevent loops of F CDRQIND, it is an error to send
F CD RQ imediately after having received a F_CD | ND.

3.3.5 End to End Response
This service is initiated by the current Speaker (if there is no file

transfer in progress) to send an End-to-End response fromthe final
destination to the originator of a file.

F EERP RQ ---->|------------ | ----> F_EERP_I ND
| |

Par anmet ers

Request I ndi cation

filenane ------- > sane

date ----------- > same

time ----------- > sane

destination ----> sane

originator ----- > sane

Rel ati onship with Turn:

- Only the Speaker may send an End to End Response request.

- Invoking the EERP service does not change the turn.

- If a F_CD IND has been received just before F_EERP RQ is issued,
this results in | eaving the special condition created by the

reception of F CDIND;, i.e. while it was possible to issue
F RELEASE RQ and not possible to issue F CD RQ just after the
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reception of F CD IND, after having issued F_EERP_RQ t he nor nal
Speaker status is entered again (F_CD RQ valid, but F_RELEASE RQ
not valid).

3.4 Session Take Down

3.4.1 Nornml C ose

| |
F_RELEASE RQ ---->|----=---=--- | ----> F_RELEASE_| ND

I I
Par anmet ers

Request I ndi cation

The Rel ease service can only be initiated by the Speaker.

The Speaker can only issue a Rel ease request (F_RELEASE RQ just
after receiving an unsolicited Change Direction indication
(F_CDIND). This ensures that the other partner doesn’'t want to send
any nore files in this session.

Peer ODETTE-FTP entities action a normal session rel ease by
speci fying Reason = Nornmal in an End Session (ESID) conmand.

3.4.2 Abnormal close

| I
F_RELEASE RQ ---->|------------ | ----> F_ABORT_I ND

Par anmet ers

Request I ndi cation

reason = error value --> sane (or equival ent)
AO (Abort Origin) = (L)ocal or (D)istant

Abnormal session release can be initiated by either the Speaker or
the Listener and al so by the user or provider.

Abnormal session rel ease can occur at any time within the session.
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Peer ODETTE-FTP entities action an abnormal session rel ease by
speci fying Reason = Error-value in an End Session (ESID) conmand.

The abnornal session rel ease deals with the follow ng types of error:

1. The service provider will initiate an abnormal release in the
fol |l owi ng cases:

1. Protocol error, 2. Failure of the Start Session (SSID)
negoti ati on, 3. Command not recogni sed, 4. Exchange buffer size
error, 5. Resources not available, 6. O her unspecified abort code
(with "REASON' = unspecified).

2. The User Monitor will initiate an abnornal release in the
fol |l owi ng cases:

1. Local site energency close down, 2. Resources not avail able, 3.
O her unspecified abort code (with "REASON' = unspecified).

O her error types may be handl ed by an abort of the connection.

3.4.3 Abort

I I
F ABORT RQ ---->|----emnmmnn- |----> F_ABORT_| ND

| |
User Initiated Abort

I I
F_ABORT IND <---=|--mmemmmmnn- |----> F_ABORT_| ND

Provider Initiated Abort
Par anet er s

Request I ndi cation

-- R (Reason): specified or unspecified
-- AO (Abort Origin): (L)ocal or (D)istant

The Abort service may be invoked by either entity at any tine.

The service provider may initiate an abort in case of error
det ecti on.
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3.4.4 Explanation of Session Take Down Services

1. Normal Rel ease
F_RELEASE RQ | | ESI D{ R=nor mal ) | | F_RELEASE | ND

K o o e e e e e - |_> ::|:::::::::::::::::::::: => ——| —————————————— >
(R=nor mal ) | | | |

2. User Initiated Abnornmal Rel ease

F_RELEASE_RQ | | ESI D(R=error) | | F_ABORT_I ND
K o o e e e e - |_> ::l:::::::::::::::::::::: => —| —————————————— >
(R=error value)| | | | (R=error, AG=D)
User | OFTP | Net wor k | OFTP | User

3. Provider Initiated Abnornal Rel ease

F_ABORT_IND | | ESI D(R=error) | | F_ABORT | ND

4. User Initiated Connection Abort
F_ABORT_RQ | | N_DI SC_RQ | | F_ABORT_I ND
*

| | "N_DISC_IND | | (Reunsp. , AO=D)

5. Provider Initiated Connection Abort

F_ABORT_IND | | N_DI SC_RQ | | F_ABORT_I| ND
Cmmmmmmmmmmaa |-* *-]--------- - T |-> --]-------eee - >
(R=error, AC=L) | | N_DI SC_ | ND | | (R=unsp., ACG=D)

Key: * Oigin of command fl ow
F_---> File Transfer Service primtive
N ---> Network Service primtive

===> CDETTE- FTP (OFTP) protocol nessage
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3.5 Service State Automata
This state automata defines the service as viewed by the User
Monitor. Events causing a state transition are shown in | ower case
and the resulting action in upper case where appropriate.

3.5.1 ldle State Di agram

O------------ 0
deci si on | | f_connect_ind

R | | DLE R +

| F_CONNECT_RQ | (0) | F_CONNECT_RS |

| O-----=------- 0 |

v I
O------------- - - o] |

I

| 1 _WF_FCONNECTCF | |
I I I
O-------- e 0 |

I I

| F_CONNECT_CF |

\Y, \Y,
O------------ - - 0 O------------ - -
I I I
| IDLE SPEAKER | | IDLE LI STENER
I (1) I I (2)
| See Speaker | | See Listener
| State Diagram | | State Diagram
I I I
O-------mmmmmmm- - o] O-------mmmmmmm- -
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3.5.2 Speaker State Di agram

R R 0 R R 0
| IDLE LI STENER | | | DLE |
| CD_RQ just sent | | see (0) |
| see (3), Listen | | Idle |
I I I I

State Di agram

(o T T 0 (o T T 0
A A
| |
deci si on deci si on deci si on
F_CD RQ R LR + F_RELEASE_RQ
| | F EERP_RQ | |
O:::::::::::::::::O | O ----------------- O
| R + | |DLE SPEAKER |
| IDLE SPEAKER | | (4) |
| (1) | deci si on | CD_I ND |
| R L EE LR | just received |
O=========—========Q F_EERP_RQ O---=-=====“““““"=-=2-- 0
A A |
| | decision and P1 decision and P1 |
| | R + o e e e e e e oo - +
| ] F_START_FILE_RQ | | F_START_FI LE_RQ
| \Y \Y
| ] O--------------- o]
| | f_file_start_cf(-) |
| e | OPENI NG |
| | |
| O--------------- 0
I
f file close cf(-) f start file cf(+)
and not P2 |
| Vv
O------------- - 0 O------------- - 0
__________________ +
| CLGCSI NG | | DATA TRANSFER | record to send |
| | | | <o +
O------=--------- o] O------=--------- o] F_DATA RQ
I A I
| | end of file |
| o e e e e oo +
| F_CLOSE_FI LE_RQ
| O-------mmmmmmm- - o]
| f_close file(+) and P2 | IDLE LI STENER |
e e >| see (2), Listen |
| State Diagram |
Predi cat es: O----------- - - - 0

P1: Mbde = Both or (Mdde = Sender-0Only)
P2: Negative confirmation or (positive confirmation, Speaker = YES)
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3.5.3 Listener State Di agram

(R e R 0 (R e R 0
| I DLE SPEAKER | | | DLE |
| CD_I ND j ust | | |
| received see(4) | | see (0) |
| Speaker State | | Idle |
| Di agram | | State Diagram |
(R e R 0 (R R 0

A A

I I

deci si on f_eerp_ind deci si on
FCOIND 4-------------- + F_RELEASE | ND

I I I I
O:::::::::::::::::O | O ----------------- O
| | <----------- + f_eerp_ind | |
| I e | IDLE LI STENER |
| IDLE LI STENER | | (3) |
| | f _start file_ind | CD RQ |
| (2) | and not p2 | j ust sent |
| |- + | |
0=================0 F_START_FILE_RS(-) | O-mmmmmmmm e )

F_START_FI LE_RS(-)

f start _file_ind f start _file_ind
and p2 and p2
o m e e e e e e aaa oo + Fom e e e oo +
F_START _FILE RS(+) | | F_START_FILE RS(+)
O-----mm - oo - 0
f close file_ind and not pl | DATA I +
o e |  TRANSFER | |
F _CLOSE FI LE RS(-) | S +
O-----mmmmm oo o F_DATA IND
O--------------- 0 |
| IDLE SPEAKER | f_close_file_ind and pl |
| see (1), Spkr |<-------mmmmmmm i +
| State Diagram | F CLOSE FI LE RS(+)
O--------------- 0

Pr edi cat es:
P1: (decision to send F_ CLOSE FILE RS(+)) and

(decision to set Speaker = yes in F_ CLOSE FI LE RS(+))
P2: (decision to send F_START_FILE RS(+))
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4. Protocol

CDETTE File Transfer Protocol Sept enber 1997

Speci fication

4.1 Overview

The ODETTE-FTP protocol is divided into five operating phases.

Start Session

Start File

Dat a Transfer

End File
End Sessi on

After the End Fil e phase an ODETTE-FTP entity may enter a new Start
File phase or termnate the session via the End Sessi on phase.

CDETTE- FTP peers comuni cate by sending and receiving nessages in
Exchange Buffers via the Network Service. Each Exchange Buffer
contai ns one of the foll owi ng conmmands.

SSRM
SSID
SFI D
SFPA
SFNA
DATA
coT

EFI D
EFPA
EFNA
ESI D
CD

EERP
RTR

Start
Start
Start
Start
Start
Dat a

Sessi on Ready Message
Sessi on

File

File Positive Answer
File Negative Answer

Set Credit

End File

End File Positive Answer
End Fil e Negative Answer
End Session

Change Direction

End to End Response
Ready To Receive

The remai nder of this section describes the protocol flows. Section
five details the conmand fornats.

4.2 Start Session Phase

The Start Session phase is entered i medi ately after the network
connecti on has been established.

4.2.1 Entity Definition

The ODETTE-FTP entity that took the initiative to establish the

networ k connection becones the Initiator. |It’s peer becones the
Responder .
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4.2.2 Protocol Sequence

The first message nust be sent by the Responder.

1. Initiator <------------- SSRM - - Responder Ready Message
-- SSID ------------ > Identification
SR SSID -- Identification

4.3 Start File Phase

4.3.1 Entity Definition
The Initiator fromthe Start Session phase is designated the Speaker
whi |l e t he Responder becones the Listener. The roles are reversed by

the Speaker sending a Change Direction command to the Listener.

4.3.2 Protocol Sequence

1. Speaker -- SFID ------------ > Li stener Start File
S SFPA - - Answer YES
2. Speaker -- SFID ------------ > Li stener Start File
S SFNA - - Answer NO

G To 1

Not e: The User Mbnitor should take steps to prevent a | oop
situation occurring.

2. Speaker -- CD -------------- > Li stener Change Direction
Listener <------------ EERP -- Speaker End to End Response
-- RTR ------------- > Ready to Receive
S L SFID -- Start File

4.3.3 Restart Facilities
The Start File conmand includes a count allowing the restart of an
interrupted transm ssion to be negotiated. |If restart facilities are
not avail able the restart count nust be set to zero. The sender wll
start with the | owest record count + 1.

4.3.4 Broadcast Facilities

The destination in a Start File command can be specified as foll ows.

1. An explicitly defined destination.
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2. A group destination that allows an intermediate |location to
broadcast the Virtual File to nultiple destinations.

The Listener will send a negative answer to the Speaker when the
destination is not known.

4.3.5 Priority

The prioritisation of files for transmissionis left to the |oca
implementation. To allow sone flexibility, a change direction
mechanismis available in the End File phase.

4.3.6 End To End Response (EERP)

The End to End Response (EERP) command notifies the originator of a
Virtual File that it has been successfully delivered to it’s fina
destination. This allows the originator to perform house keeping
tasks such as deleting copies of the delivered data.

A Response Command nust be sent fromthe |ocation performng the
final processing or distribution of the data to the originator. The
Response is mandatory and nay be sent in the sane or in any
subsequent sessi on.

When an internediate | ocation broadcasts or distributes a Virtua

File it nmust receive a Response conmand fromall the locations to
which it forwarded the data before sending it’s own Response. This
ensures that the Response received by the Virtual File' s originator
accounts for all the destination |locations. An intermediate |ocation
therefore needs to track the status of files it processes over tine.

Exanpl e: Point to Point

Location A sends file Ba to Location B which will send an EERP to
| ocation A after it successfully receives the file.

0---------- o] O----------- o]
| Loc. A |----------- S1 ---------- > Loc. B |
| [Ba] | <oemmeee R2 ~--mmmmne- | [Ba] |
e o] 0----------- o]
Key:

S - File Transfer R - Response EERP [Ba] - File for B fromA
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Exanpl e: Data distribution

Location A sends a Virtual File containing data for distribution to

|l ocations B and C via clearing centres E1 and E2. Cearing centre E1
must wait for a response fromE2 (for file Ba) and | ocation C before
it sends it’'s response, R8, to location A° Clearing centre E2 can
only send response R7 to E1 when | ocation B acknow edges file Ba with
response RG6.

O--------- 0 0--------- o} 0--------- o} 0--------- o}
| Loc. A |-- S1 ->| Loc. E1 |-- S2 ->| Loc. E2 |-- S5 ->| Loc. B |
I I I I I I I
| [BaCa]l |<- R8 --| [Ba,Cal |<- R7 --| [Ba]  |<- R6 --| [Ba] |
0--------- 0 0--------- 0 0--------- 0 0--------- 0
A
| | 0--------- 0
| oo S3 ->| Loc. C |
I I
\SREREEEES R4 --| [Cal |
0--------- 0

Exanpl e: Data collection

Locations A and B send files Ca and Cb to clearing centre E1 which
forwards both files to location Cin a single Virtual File. Wen it
recei ves response R4 fromC, clearing centre E1l sends response R5 to
| ocation A and R6 to | ocation B.

O----=--=--- o] O----=--=--- o] O----=--=--- o]
| Loc. A |-- S1 ->| Loc. E1 |-- S3 ->| Loc. C |
I I I
| [Cal  |<- Rs --| [Ca, 0] [<- R4 --| [Ca ] |
O------=--- o] O------=--- o] O------=--- o]
A
O mmnnn 0 |
| Loc. B |-- S2 ----- +
I I
| [Co] |<- R6 --------- +
O------=--- o]

4.3.7 Ready To Receive Command (RTR)

In order to avoid congestion between two adjacent nodes caused by a
continuous flow of EERP's, a Ready To Receive (RTR) command is
provi ded. The RTR acts as an EERP acknow edgenent for flow control
but has no end-to-end significance.
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Speaker -- EERP ------------ > Li stener End to End Response
S RTR - - Ready to Receive
-- EERP ------------ > End to End Response
S RTR - - Ready to Receive
-- SFID ------------ > Start File
or
I O D B > Exchange the turn

After sending an EERP, the Speaker nust wait for an RTR before
sendi ng any ot her conmands.

4.4 Data Transfer Phase

Virtual File data flows fromthe Speaker to the Listener during the
Data Transfer phase which is entered after the Start File phase.

4.4.1 Protocol Sequence

To avoid congestion at the protocol level a flow control mechanismis
provided via the Credit (CDT) command.

A Credit Iimt is negotiated in the Start Session phase, this
represents the nunber of Data Exchange Buffers that the Speaker nay
send before it is obliged to wait for a Credit command fromthe

Li st ener.

The available credit is initially set to the negotiated val ue by the
Start File positive answer, which acts as an inplicit Credit command.
The Speaker decreases the available credit count by one for each data
buffer sent to the Listener.

When the available credit is exhausted, the Speaker nust wait for a
Credit command fromthe Listener otherwi se a protocol error wll
occur and the session will be aborted.

The Listener should endeavour to send the Credit comrand wi t hout
del ay to prevent the Speaker bl ocking.

1. Speaker -- SFID ------------ > Li stener Start File
R R SFPA - - Answer YES
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2. If the Credit Value is set to 2

Speaker -- Data ------------ > Li stener
-- Data ------------ >
S CDT --

-- Data ------------ >
-- EFID ------------ >

4.5 End File Phase

4.5.1 Protocol Sequence

CDETTE File Transfer Protocol

Sept enber 1997

Start File
Set Credit

End File

The Speaker notifies the Listener that it has finished sending a

Vi rt ual

File by sending an End File (EFID) conmand.

The Li stener

replies with a positive or negative End File command and has the
option to request a Change Direction comand fromthe Speaker.

1. Speaker -- EFID ------------ > Li stener
S EFPA - -

2. Speaker -- EFID ------------ > Li stener
S R EFPA --
SR b >

Listener <------------ EERP -- Speaker
-------------- RTR - >

Go to Start Fil e Phase
3. Speaker -- EFID ------------ > Li stener
S EFNA - -
4.6 End Session Phase

4.6.1 Protocol Sequence

End File
Answer YES
End File

Answer YES + CD
Change Direction
End to End Response
Ready to Receive

End File
Answer NO

The Speaker term nates the session by sending an End Session (ESI D)

command.
1. Speaker -- EFID ------------ > Li stener
S EFPA - -
SR b >
Listener <------------ ESI D -- Speaker
Nash I nf or mat i onal

End File

Answer YES
Change Direction
End Sessi on
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4.7 Probl em Handl i ng

Error detection and handling should be done as close as possible to
the problem This aids problemdeterm nation and correction. Each
| ayer of the reference nodel is responsible for it’s own error
handl i ng.

CODETTE- FTP can detect protocol errors through the construction of
it’s state machine, and uses activity timers to detect session hang
conditions. These nechanisns are separate fromthe End to End
control s.

4.7.1 Protocol Errors

If a protocol error occurs the session will be term nated and
application activity aborted. Both |locations enter the IDLE state.

4.7.2 Tinmers

To protect against application and network hang conditi ons ODETTE- FTP

uses activity timers for all situations where a response is required.
The tinmers and actions to be taken if they expire are described in
section 8, the Protocol State Machi ne.

4.7.3 Cearing Centres
The use of clearing centres introduces the possibility of errors
occurring as a result of data processing activities within the
centre. Such errors are not directly related to ODETTE-FTP or the
communi cation network and are therefore outside the scope of this
speci fication.

5. Comrands and For mat s
CDETTE- FTP entiti es comruni cate via Exchange Buffers. The Command
Exchange Buffers are described below Virtual File data is carried
in Data Exchange Buffers which are described in Section 6

5.1 Conventions

5.1.1 Representation unit:
The basic unit of information is an octet, containing eight bits.

5.1.2 Values and Characters:

The 1SO 646 IRV 7-bit coded character set [I1SO646] is used to encode

constants and strings within conmand exchange buffers.
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5.2 Conmands
A Command Exchange Buffer contains a single command starting at the
begi nning of the buffer. Conmands and data are never m xed within an
Exchange Buffer. Each command has a fixed | ength and can not be
conpr essed
Conponent s:
1. Comrand identifier:

The first octet of an Exchange Buffer is the Command |dentifier
and defines the format of the buffer.

2. Paraneter(s):

Conmand paraneters are stored in fixed fields within a Conmand
Exchange Buffer. Al values are required.

5.3 Command Formats

The ODETTE- FTP conmands are descri bed bel ow using the foll ow ng
definitions.

Position (Pos.)

Field offset within the conmand exchange buffer, relative to a
zero origin.

Field
The nanme of the field.
Descri ption

A description of the field.

For mat
F - Afield containing fixed values. Al allowable values for
the field are enunerated in the comrmand definition
\% - Afield with variable values within a defined range. For

exanple the SFIDFSI Z field may contain any integer val ue
bet ween 0000000 and 9999999

X(n) - An al phanuneric field of length n octets.
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9(n) - Anuneric field of length n octets.

Al attributes are in character format.

A String contains al phanuneric characters fromthe follow ng set:
The nuneral s:

0to9
The upper case letters: Ato Z
The foll owi ng special set: [ - & () space.
Space is not allowed as an enbedded character.

Nuneric fields are always right justified and |l eft padding with
zeros nust be done when needed.

5.3.1 SSRM - Start Session Ready Message

Lo e e e 0
| SSRM Start Session Ready Message |
I I
| Start Session Phase Initiator <---- Responder |
| oo |
| Pos | Field | Description | Format |
| ----- . T N S S - |
| 0| SSRMCMD | SSRM Conmand, '1° | F X(1) |
| 1| SSRMMSG | Ready Message, ' ODETTE FTP READY '’ | F X(17) |
| 18 | SSRMCR | Carriage Return | F X(1) |
[ e e T 0
SSRMCMD  Command Code Char act er
Value: "I’ SSRM Conmand identifier.
SSRWBG Ready Message String(17)

Val ue: ' CDETTE FTP READY '’
SSRMCR Carriage Return Char act er

Val ue: Character with hex value '0D or '8D .
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5.3.2 SSID - Start Session
Lo e e e R 0
| SSI D Start Session |
I I
| Start Session Phase Initiator <---> Responder |
|~ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS
| 0| ssibcvD | SSID Command ' X | F X(1) |
| 1| SSIDLEV | Protocol Rel ease Level | F 9(1) |
| 2| SSIDCODE | Initiator’s Identification Code | V X(25) |
| 27 | SSIDPSW | Initiator’'s Password | V X(8) |
| 35| SSIDSDEB | Exchange Buffer Size | V 9(5) |
| 40 | SSIDSR | Send / Receive Capabilities (S/ R B) | F X(1) |
| 41 | SSIDCMPR | Conpression Indicator (Y/'N) | F X(1) |
| 42 | SSIDREST | Restart Indicator (Y/N) | F X(1) |
| 43 | SSIDSPEC | Special Logic Indicator (N) | F X(1) |
| 44 | SSIDCRED | Credit | V9(3) |
| 47 | SSIDRSV1 | Reserved | F X(5) |
| 52| SSIDUSER | User Data | V X(8) |
| 60 | SSIDCR | Carriage Return | F X(1) |
Lo e e P o]
SSIDCVMD  Command Code Char act er
Value: "X  SSID Conmand identifier.
SSIDLEV  Protocol Rel ease Level Nuneric(1)
Val ue: '1' CODETTE-FTP protocol rel ease |level 1.
Future rel ease levels will have higher nunbers. The
protocol release |level is negotiable, with the | owest |evel
bei ng sel ect ed.
SSIDCODE Initiator's lIdentification Code String(25)
Format: See ldentification Code (Section 5.4)
Uniquely identifies the Initiator (sender) participating
in the ODETTE- FTP sessi on.
SSI DPSWD  Passwor d String(8)
Key to authenticate the sender. Assigned by bilateral
agreemnent .
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SSI DSDEB

M ni mum
Maxi mum

SSI DSR

Val ue:

SSI DCVPR

Val ue:

SSI DREST

Val ue:

SSI DSPEC

Nash

Val ue:
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Exchange Buffer Size Nuneri c(5)

128
99999

The length, in octets, of the |argest Exchange Buffer that
can be accepted by the location. The Iength includes the
command octet but does not include the Stream Transmni ssion
Header .

After negotiation the smallest size will be sel ected.

Send / Receive Capabilities Char act er
'S Location can only send files.

"R Location can only receive files.

"B’ Location can both send and receive files.

Sendi ng and receiving will be serialised during the
session, so parallel sessions will not take place.

An error occurs if adjacent |ocations both specify the send
or receive capability.

Conpressi on I ndication Char act er

"Y' The location can handl e conpressed dat a.
"N The location can not handl e conpressed dat a.

Conpression is only used if supported by both | ocations.
The conpression mechanismis described in Section 6.2

Restart |ndication Char acter

"Y' The location can handle the restart of a partially
transmtted file.

"N The location can not restart a file.

Speci al Logic Indication Char act er

"N  Only valid value for TCP

The Special Logic extensions are only useful in an X 25
envi ronnment and are not supported for TCP/IP
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SSI DCRED

Maxi mum

SSI DRSV1

SSI DUSER

SSI DCR

Val ue:

Nash

CDETTE File Transfer Protocol Sept enber 1997

Credit Nuneri c(3)
999

The nunber of consecutive Data Exchange Buffers sent by the
Speaker before it must wait for a Credit (CDT) conmand from
the Listener.

The credit value is only applied to Data flow in the Data
Transfer phase.

The Speaker’s available credit is initialised to SSI DCRED
when it receives a Start File Positive Answer (SFPA)
command fromthe Listener. It is zeroed by the End File
(EFI D) command.

After negotiation, the snallest size nust be selected in
the answer of the Responder, otherwi se a protocol error
will abort the session.

Negoti ati on of the "credit-w ndow size" paraneter.

Wndow Size m -- SSID ------------ >
S L SSID -- Wndow Size n
(n less or equal m
Not e: negotiated value will be "n".
Reserved String(5)

This field is reserved for future use.

User Data String(8)
May be used by the ODETTE-FTP in any way. |f unused it
should be initialised to spaces. It is expected that a
bilateral agreenent exists as to the nmeaning of the data.

Carriage Return Char act er

Character with hex value '0D or '8D.
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F I
v I
F I
\ I
\ I
\ I
V X(25) |
v I
F I
\ I
\ I
v I

RFC 2204 CDETTE File Transfer Protocol
5.3.3 SFID - Start File
(o e e T T 0
| SFI D Start File
I
| Start File Phase Speaker ----> Listener
|~ |
| Pos | Field | Description |
| ----- o m e e e - e
| 0| SFIDCVMD | SFID Conmand, 'H |
| 1| SFIDDSN | Virtual File Dataset Nane |
| 27 | SFIDRSV1 | Reserved |
| 36 | SFIDDATE | Virtual File Date stamp, (YYMVDD) |
| 42| SFIDTIME | Virtual File Tinme stanp, (HHWESS) |
| 48 | SFIDUSER | User Data |
| 56 | SFIDDEST | Destination |
| 81 ] SFIDORIG | Originator |
| 106 | SFIDFMI | File Format, (F/ V/IUT) |
| 107 | SFIDLRECL | Maxi mum Record Size |
| 112 | SFIDFSIZ | File Size, 1K bl ocks |
| 119 | SFIDREST | Restart Position |
(o e e e T 0
SFIDCVMD  Command Code

Val ue: 'H SFI

SFI DDSN Vi rt ual

SFI DRSV1

Dat aset

D Command identifier.

Fil e Dat aset Nane

name of the Virtual

assigned by bilateral agreenent.

No general

Char act er

String(26)

File being transferred,

structure is defined for this attribute.

See Virtual Files - Identification (Section 1.5.2)

Reser ved

This field is reserved for future use.

SFI DDATE Vi rtual

Nash

Format: ' YYMVDD

Date stanp assigned by the Virtual

File Date stanp

6 decimal digits representing the year,
and day respectively [ISO 8601].

i ndi cating when the file was made avail able for
transm ssi on.

String(9)

String(6)

nmont h

File's Originator

See Virtual Files - ldentification (Section 1.5.2)
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SFI DTI ME

For mat :

SFI DUSER

SFI DDEST

For mat :

SFI DORI G

For mat :

SFI DFMI

Nash

Val ue:
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Virtual File Tinme stanp String(6)

"HHMWBS' 6 decimal digits representing hours, mnutes
and seconds respectively [ISO 8601].

Tinme stanp assigned by the Virtual File' s Oiginator

i ndi cating when the file was nade avail able for

transm ssi on.

See Virtual Files - Identification (Section 1.5.2)

User Data String(8)
May be used by the ODETTE-FTP in any way. |f unused it
should be initialised to spaces. It is expected that a

bil ateral agreenent exists as to the neaning of the data.
Destination String(25)
See ldentification Code (Section 5.4)

The Final Recipient of the Virtual File.

This is the location that will ook into the Virtual File
content and perform mappi ng functions. It is also the

| ocation that creates the End to End Response (EERP)
command for the received file.

Ori gi nat or String(25)
See ldentification Code (Section 5.4)

Oiginator of the Virtual File.

It is the location that created (mapped) the data for
transm ssi on.

Fil e For mat Char act er
"F Fixed format binary file.

"V Variable format binary file.

U Unstructured binary file.

T Text

Virtual File format. Used to calculate the restart
position. (Section 1.5.3)
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SFI DLRECL Maxi mum Record Si ze Nuneri c(5)
Maxi mum 99999
Length in octets of the | ongest |ogical record which may be
transferred to a location. Only user data is included.
If SFIDFMI is 'T or 'U then this attribute nmust be set to
' 00000’ .
SFIDFSIZ File Size Nuneric(7)
Maxi mum 9999999
Space in 1K (1024 octet) blocks required at the Originator
| ocation to store the Virtual File.
This paraneter is intended to provide only a good estimate
of the Virtual File size.
SFI DREST Restart Position Nuneric(9)
Maxi mum 999999999
Virtual File restart position.
The count represents the:
- Record Number if SSIDFMI is 'F or 'V.
- File offset in 1K (1024 octet) blocks if SSIDFM is
U or 'T.
The count will express the transmtted user data (i.e.
bef ore conpression, header not included).
After negotiation between adjacent | ocations,
retransm ssion will start at the | owest val ue.
5.3.4 SFPA - Start File Positive Answer
Lo e e e R 0
| SFPA Start File Positive Answer |
I I
| Start File Phase Speaker <---- Listener |
................................................................... |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | SFPACMD | SFPA Comrand, '2’ | F X(1) |
| 1 | SFPAACNT | Answer Count | 'V 9(9) |
Lo e e e 0
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SFPACMD  Conmmand Code Char act er
Val ue: 2 SFPA Conmand identifier

SFPAACNT Answer Count Nuneri c(9)
The Listener nmust enter a count |ower or equal to the
restart count specified by the Speaker in the Start File
(SFI D) command. The count expresses the received user
data. |If restart facilities are not avail able, a count of
zero nust be specified.

5.3.5 SFNA - Start File Negative Answer

(o e e e T 0
| SFNA Start File Negative Answer |
I I
| Start File Phase Speaker <---- Listener |
|~ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | SFNACMD | SFNA Conmand, '3’ | F X(1) |
| 1 | SFNAREAS | Answer Reason | F 9(2) |
| 3 | SFNARRTR | Retry Indicator, (Y/N) | F X(1) |
(o e e R E T R 0
SFNACMD  Command Code Char act er

Val ue: "3 SFNA Command identifier

SFNAREAS Answer Reason Nurreri c(2)
Value: "01' Invalid filename.
02" Invalid destination
03" Invalid origin.

04" Storage record format not supported.
"05 Maxi mumrecord | ength not supported.
06" File size is too big.

10" Invalid record count.

11" Invalid byte count.

"12" Access nethod failure.

"13" Duplicate file.

99"  Unspecified reason

Reason why transm ssion can not proceed.
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SFNARRTR Retry | ndicator Char act er
Value: "N  Transm ssion should not be retried.
"Y' The transmission may be retried latter.
This paranmeter is used to advise the Speaker if it should
retry at a latter point in time due to a tenporary
condition at the Listener site, such as a |lack of storage
space. It should be used in conjunction with the Answer
Reason code ( SFNAREAS).
An invalid file name error code nay be the consequence of a
problemin the nmapping of the Virtual File on to a real
file. Such problems cannot al ways be resol ved i nmedi ately.
It it therefore recormended that when a SFNA with Retry =Y
is received the User Monitor attenpts to retransmit the
relevant file in a subsequent session.
5.3.6 DATA - Data Exchange Buffer
Lo e e e R 0
| DATA Dat a Exchange Buffer |
I I
| Data Transfer Phase Speaker ----> Listener |
___________________________________________________________________ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | DATACMD | DATA Comrend, 'D | F X(1) |
| 1 | DATABUF | Data Exchange Buffer payl oad | 'V X(n) |
Lo e e e 0
DATACMD  Command Code Char act er
Value: "D  DATA Command identifier.
DATABUF Dat a Exchange Buffer payl oad String(n)
Vari abl e I ength buffer containing the data payl oad. The
Dat a Exchange Buffer is described in Section 6.
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5.3.7 CDT - Set Credit

Lo e e e R 0
| CDT Set Credit |
I I
| Data Transfer Phase Speaker <---- Listener |

___________________________________________________________________ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | cobrevd | CDT Command, 'C | F X(1) |
| 1| CDTRSV1 | Reserved | F X(2) |
Lo e e e 0
CDTCMD Conmand Code Char act er

Value: 'C CDT Conmand identifier.
CDTRSV1 Reserved String(2)
This field is reserved for future use.

5.3.8 EFID- End File

Lo e e e 0
| EFI D End File |
I I
| End Fil e Phase Speaker ----> Listener |
___________________________________________________________________ |
| Pos | Field | Description | Format |
| ----- . T N S S -
| 0| EFIDCMD | EFID Conmand, 'T | F X(1) |
| 1 | EFIDRCNT | Record Count | V9(9) |
| 10 | EFIDUCNT | Unit Count | V 9(12) |
[ e e T 0
EFI DCMD  Conmmand Code Char act er

Value: 'T EFI D Conmand identifier.
EFI DRCNT Record Count Nureri c(9)
Maxi mum 999999999

For SSIDFMI 'F or 'V the exact record count.
For SSIDFMI 'U or 'T zeros.
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The count will express the real size of the file (before
compressi on, header not included). The total count is
al ways used, even during restart processing.
EFI DUCNT Unit Count Nuneric(12)
Maxi mum 999999999999

Exact nunber of units (octets) transmitted.

The count will express the real size of the file. The
total count is always used, even during restart processing.

5.3.9 EFPA - End File Positive Answer

Lo e e e R 0
| EFPA End File Positive Answer |
I I
| End Fil e Phase Speaker <---- Listener |
|~ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | EFPACMD | EFPA Commrand, '4’ | F X(1) |
| 1 | EFPACD | Change Direction Indicator, (Y/'N) | F X(1) |
Lo e e e 0
EFPACMD  Command Code Char act er

Val ue: "4 EFPA Command identifier.
EFPACD Change Direction |ndicator Char act er

Value: "N  Change direction not requested.
"Y' Change direction requested.

This paraneter allows the Listener to request a Change
Direction (CD) command from the Speaker.

5.3.10 EFNA - End File Negative Answer

(o e e e T 0
| EFNA End File Negative Answer |
I I
| End Fil e Phase Speaker <---- Listener |

___________________________________________________________________ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS |
| 0 | EFNACMD | EFNA Conmand, '5’ | F X(1) |
| 1 | EFNAREAS | Answer Reason | F 9(2) |
(o e e o]
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EFNACMVD Command Code Char acter

Val ue: '5’ EFNA Conmand i dentifier

EFNAREAS Answer

Val ue: ' 01’
' 02
' 03’
' 04"
' 05’
' 06’
' 10’
" 11
"1
13’
' 99’

Reason Nuneri c(2)

Invalid fil ename.

Invalid destination

Invalid origin.

Storage record format not support ed.
Maxi mum record | ength not support ed.
File size is too big.

Invalid record count.

Invalid byte count.

Access nethod failure.

Duplicate file.

Unspeci fied reason.

Reason why transm ssion can not proceed.

5.3.11 ESID - End Session
Lo e e P o]
| ESI D End Sessi on |
I I
| End Session Phase Speaker ----> Listener |
| oo |
| Pos | Field | Description | Format |
| ----- S I S |
| 0| ESIDCMD | ESID Conmand, 'F | F X(1) |
| 1 | ESIDREAS | Reason Code | F9(2) |
| 3 | ESIDCR | Carriage Return | F X(1) |
Lo e e e R 0
ESI DCMD  Command Code Char act er
Value: 'F  ESID Conmand identifier.
ESI DREAS Reason Code Nuneric(2)
Value 00" Nornml session termnation
01’ Command not recogni sed
An Exchange Buffer contains an invalid comand code
(1st octet of the buffer).
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Pr ot ocol viol ation

An Exchange Buffer contains an invalid command for
the current state of the receiver

User code not known

A Start Session (SSID) command contai ns an unknown or
invalid ldentification Code.

I nvalid password

A Start Session (SSID) command contained an invalid
password

Local site energency cl ose down

The local site has entered an energency cl ose down
nmode. Conmuni cations are being forcibly termni nated.

Command contained invalid data

A field within a Conmand Exchange buffer contains
invalid data.

Exchange Buffer size error

The I ength of the Exchange Buffer as determ ned by
the Stream Transmi ssion Header is different to the

I ength inplied by the Conmand Code.

Resources not avail abl e

The request for connection has been denied due to a
resource shortage. The connection attenpt shoul d be
retried later.

Ti me out

Mode or capabilities inconpatible

Unspeci fied Abort code

An error was detected for which no specific code is
def i ned.
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ESI DCR Carriage Return Char act er
Val ue: Character with hex value '0D or '8D.

5.3.12 CD - Change Direction
Lo e I e 0
| (@D Change Direction |
| |
| Start File Phase Speaker ----> Listener |
| End Fil e Phase Speaker ----> Listener |
| End Session Phase Initiator <---> Responder |
|~ |
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS
| 0 | CDCVD | CD Command, 'R | F X(1) |
Lo e e P o]
CDCNMD Command Code Char act er

Value: "R CD Command identifier.

5.3.13 EERP - End to End Response
Lo e e 0
| EERP End to End Response |
| |
| Start File Phase Speaker ----> Listener |
| End Fil e Phase Speaker ----> Listener |
|~ |
| Pos | Field | Description | Format |
| ----- o m e e e - e B S
| 0 | EERPCMD | EERP Commaend, 'FE | F X(1) |
| 1| EERPDSN | Virtual File Dataset Nane | V X(26) |
| 27 | EERPRSV1 | Reserved | F X(9) |
| 36 | EERPDATE | Virtual File Date stanp, (YYMVDD) | V X(6) |
| 42 | EERPTIME | Virtual File Tinme stamp, (HHWVSS) | V X(6) |
| 48 | EERPUSER | User Data | V X(8) |
| 56 | EERPDEST | Destination | V X(25) |
| 81| EERPORIG | Originator | V X(25) |
Lo e e P o]
EERPCMD  Command Code Char act er

Val ue: 'F

Nash

EERP Conmand identifier.
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Virtual File Dataset Nane String(26)

Dat aset nane of the Virtual File being transferred,
assigned by bilateral agreenent.

No general structure is defined for this attribute.
See Virtual Files - ldentification (Section 1.5.2)

Reserved String(9)
This field is reserved for future use.
Virtual File Date stanp String(6)

"YYMVDD' 6 decimal digits representing the year, nonth
and day respectively [ISO 8601].

Date stanp assigned by the Virtual File' s Oiginator

i ndi cating when the file was nade avail able for

transm ssi on.

See Virtual Files - Identification (Section 1.5.2)

Virtual File Tinme stanp String(6)

"HHMWBS' 6 decimal digits representing hours, mnutes
and seconds respectively [ISO 8601].

Time stanmp assigned by the Virtual File's Oiginator

i ndicating when the file was nade avail able for

transm ssi on.

See Virtual Files - Identification (Section 1.5.2)

User Data String(8)
May be used by the ODETTE-FTP in any way. |f unused it
should be initialised to spaces. It is expected that a

bil ateral agreenent exists as to the meaning of the data.
Destination String(25)
See ldentification Code (Section 5.4)

Oiginator of the Virtual File.

This is the location that created (napped) the data for
transm ssi on.
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EERPCRI G Ori gi nat or String(25)
Format: See ldentification Code (Section 5.4)
Fi nal Recipient of the Virtual File.
This is the location that will look into the Virtual File
content and perform mappi ng functions. It is also the
|l ocation that creates the EERP for the received file.

5.3.14 RTR - Ready To Receive

(o e e o]
| RTR Ready To Receive [
I I
| Start File Phase Initiator <---- Responder |
| End File Phase Initiator <---- Responder |
| = |
| Pos | Field | Description | Format |
|----- e T -

| 0 | RTRCMD | RTR Conmand, 'P | F X(1) |
(o e e e T 0
RTRCVD Command Code Char act er

Val ue: 'P RTR Command i dentifier.
5.4 ldentification Code

The Initiator (sender) and Responder (receiver) participating in an
ODETTE- FTP session are uniquely identified by an Identification Code
based on [I1SO 6523], Structure for the Identification of

Organi sations (SIO. The |ocations are considered to be adjacent for
the duration of the transm ssion.

The SI O has the follow ng fornat.

(o e e R E T R 0
| Pos | Field | Description | Format |
|----- S o m e e e e e e e e e e e e e e e a— oo TS

| 0| sSIcAD | ODETTE ldentifier | F X(1) |
| 1| siAcCb | I'nternational Code Designator | 'V 9(4) |
| 5| SIOORG | Organisation Code | V X(14) |
| 19 | SICCSA | Conputer Sub-Address | V X(6) |
(o e e T T 0
SIod D CDETTE I dentifier Char act er

Value: 'O Indicates ODETTE assigned Organisation Identifier.
O her values may be used for non- ODETTE codes.
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SI O CD I nternational Code Designator String(4)
A code formng part of the Organisation Identifier
SI OORG Organi sati on Code String(14)
A code forming part of the Organisation Identifier. This
field may contain the letters Ato Z the digits 0 to 9,
apace and hyphen characters.
SI CCSA Conput er Sub- Addr ess String(6)
A locally assigned address which uniquely identifies a
systemwi thin an organi sation (defined by an Organi sation
ldentifier).
6. ODETTE- FTP Data Exchange Buffer
6.1 Overview
Virtual Files are transmtted by mapping the Virtual File records
into Data Exchange Buffers, the maxi numlength of which was
negoti ated between the ODETTE-FTP entities via the Start Session
(SSI D) commands exchanged during the Start Session Phase of the
protocol. The format is based on the Network | ndependent File
Transfer Protocol [N FTP].

Virtual File records may be of arbitrary length. A sinple
conpression schene is defined for strings of repeated characters.

An exanpl e of the use of the Data Exchange Buffer can be found in
Appendi x A

6.2 Data Exchange Buffer Format
For transmission of Virtual File records, data is divided into
Subrecords, each of which is preceded by a one octet Subrecord
Header .

The Data Exchange Buffer is nmade up of the initial Command character,
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CVD
The Data Exchange Buffer Conmmand Character, 'D.
HDR

A one octet Subrecord Header defined as foll ows:

R R T R o}
| E] C| I
| o] F|] COUNT |
| RT I
R R 0

Bits

0 End of Record Fl ag

Set to indicate that the next subrecord is the | ast
subrecord of the current record.

Unstructured files are transmitted as a single record, in
this case the flag acts as an end of file narker.

1 Conpr essi on Fl ag
Set to indicate that the next subrecord is conpressed.
2-7 Subrecord Count

The nunber of octets in the Virtual File represented by the
next subrecord expressed as a binary val ue.

For unconpressed data this is sinply the length of the
subrecord.

For compressed data this is the nunber of tines that the
single octet in the foll owing subrecord nust be inserted in
the Virtual File.

As six bits are available, the next subrecord may
represent between 0 and 63 octets of the Virtual File.

6.3 Buffer Filling Rules

An Exchange Buffer nay be any |l ength up to the value negotiated in
the Start Session exchange.
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Virtual File records nmay be concatenated w thin one Exchange Buffer
or split across a nunmber of buffers.

A subrecord is never split between two Exchange Buffers. |If the
remai ning space in the current Exchange Buffer is insufficient to
contain the next 'conplete’ subrecord one of the follow ng strategies
shoul d be used:

1. Truncate the Exchange Buffer, and put the conplete
subrecord (preceded by its header octet) in a new Exchange Buffer

2. Split the subrecord into two, filling the remainder of the
Exchange Buffer with the first new subrecord and starting a new
Exchange Buffer with the second.

A record of length zero nay appear anywhere in the Exchange Buffer

A subrecord of length zero may appear anywhere in the record and/or
t he Exchange Buffer.

7. Stream Transni ssion Buffer (TCP only)
7.1 Introduction

The ODETTE-FTP was originally designed to utilise the | SO Network
Service, specifically the X 25 specification. It relies on the fact
that the network service will preserve the sequence and boundaries of
data units transmitted through the network and that the network
service will pass the length of the data unit to the receiving
ODETTE- FTP. The TCP offers a stream based connecti on whi ch does not
provi de these functions.

In order to utilise the TCP stream w t hout disruption to the existing
CDETTE- FTP a Stream Transm ssion Buffer (STB) is created by adding a
Stream Transm ssi on Header (STH) to the start of all Command and Data
Exchange Buffers before they are passed to the TCP transport service.
This allows the receiving CDETTE- FTP to recover the original Exchange
Buf f er s.

STH - Stream Transm ssi on Header
CEB - ODETTE- FTP Exchange Buffer

The Stream Transm ssion Buffer conprises of a STH and OEB
| STH | COEB | STH| OEB | STH | CEB/

0----- oo e oo R oo e oo R oo - -
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7.2 Stream Transm ssi on Header For mat

The Stream Transm ssion Header is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Version| Flags | Length |
B T S i T s i i e e SEI S

Ver si on
Val ue: 0001 (binary)
Stream Transm ssi on Header version nunber.
Fl ags
Val ue: 0000 (binary)
Reserved for future use
Lengt h
Range: 5 - 100003 (deci mal)
The I ength of the Stream Transni ssion Buffer (STH+CEB).
The snmallest STB is 5 octets consisting of a 4 octet header
followed by a 1 octet Exchange Buffer such as a Change Direction

(CD) conmand.

The maxi mum Exchange Buffer | ength that can be negotiated is 99999
octets (Section 5.3.2) giving a STB | ength of 100003.

The length is expressed as a binary nunber with the nost
significant bit on the left.

It is expected that inplenentations of this protocol will followthe

I nternet robustness principle of being conservative in what is sent
and liberal in what is accepted.
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8. Protocol State Mchine
8.1 OQODETTE-FTP State Machi ne

The operation of an ODETTE-FTP entity is fornmally defined by the
State Machine presented below. There are five State and Transition
tables and for each table additional information is given in the
associ ated Predicate and Action |ists.

The response of an ODETTE-FTP entity to the receipt of an event is

defined by a Transition table entry indexed by the Event/State

intersection within the appropriate State table.

Each Transition table entry defines the actions taken, events

generated and new state entered. Predicates nmay be used within a

table entry to select the correct response on the basis of |oca

informati on held by the entity.

A transition table contains the follow ng fields:

I ndex(1) State transition index.

Predi cate A list of predicates used to select between different
possible transitions. The predicates are defined in the
Predicate and Action list.

Acti ons A list of actions taken by the entity. The actions are
defined in the Predicate and Action |ist.

Event s Qut put events generated by the entity
Next State The new state of the entity.
8.2 FError Handling

The receipt of an event in a given state may be invalid for three
reasons.

1. The case is inpossible by construction of the state autonata,
denoted "X in the State tables. For exanple a tinmer which has
not been set cannot run out.

2. The event is the result of an error in the Network Service
i mpl ementation, also denoted "X in the state tables. The
Net wor k Service inplenentation is considered to be correct.

3. For all other cases the event is considered to be a User Error,
denoted "U' in the state tables.
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The State tables define the conditions under which a User event is
valid, thus preventing the generation of a protocol error by the
ODETTE- FTP entity as a result of a User Monitor error. The reaction
of the entity to such errors is undefined and regarded as a | ocal

i npl ementation issue.

The State tables also allow protocol errors due to the receipt of
i nval i d Exchange Buffers, to be detected. |In such cases the reaction
of the entity to the error is defined.
8.3 States
The Command Mode is strictly a Half Duplex Flip-Fl op Mde.
A NC ONLY Responder, Network Connection opened

The Responder has sent it’'s Ready Message (SSRM and is
waiting for Start Session (SSID) fromthe Initiator.

A W_CONRS Responder Waiting for F_CONNECT_ RS
The Responder has received the Initiator’s Start Session
(SSID) and is waiting for a response (F_CONNECT_RS) from
it's User Mnitor.

CDSTW-CD CD RQ stored in WF_CD state
Since the User Mnitor doesn’'t see the WF_CD state it may
send a Change Direction request (F_CD RQ before the
ODETTE- FTP receives a Change Direction (CD) conmand.

CLIP Cl ose I nput Pending
The Listener has received an End File (EFID) comand and
is waiting for the Close File response (F_CLOSE FI LE RS)
fromit's User Monitor.

CLCOP Cl ose Qut Pending

The Speaker has sent an End File (EFID) comuand and is
waiting for an End File Answer (EFPA or EFNA).

ERSTW-CD End to End Response stored in WF_CD state
Since the User Mnitor doesn’'t see the WF_CD state it may

send F_EERP_RQ before the ODETTE-FTP recei ves a Change
Direction (CD) command.
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Connection |IDLE
I dl e Listener
Idle Listener, F_CD RQ Received

The ODETTE-FTP entity has becone the Listener after
receiving a Change Direction request (F_CD RQ fromthe

User Monitor. The receipt of an End Session (ESID) is
valid in this state.

I dl e Speaker

I dl e Speaker, F_CD I ND Sent

The ODETTE-FTP entity has sent a Change Direction
indication (F_ CDIND) to the User Mnitor. A Change
Direction request (F_.CD RQ is invalid in this state.

Initiator Waiting for Network Connection

The Initiator has requested a new network connection and
is waiting for a Connection confirmation (N CON CF) from
the Network Service.
Initiator Waiting for Ready Message

Bef ore sending Start Session (SSID), the Initiator nust
wait for a Ready Message (SSRM fromthe Responder.

Initiator Waiting for SSID

The Initiator has sent a Start Session (SSID) command and
is waiting for Start Session fromthe Responder.
Open I nput (Data Transfer Phase)

The Listener is waiting for the Speaker to send a Data
Exchange buffer.

Qpen | nput Pendi ng
The Listener has received a Start File (SFID) conmmand and

is waiting for the Start File response (F_START_FILE_RS)
fromit’s User Monitor.
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Open Qut (Data Transfer Phase)

The Speaker has received a Start File Positive Answer
(SFPA) and is waiting for a Data (F_DATA RQ or dose
File (F_CLOSE FILE) request fromit's User Nonitor.
Open Qut Pendi ng

The Speaker has sent a Start File (SFID) conmand and is
waiting for a Start File Answer (SFPA or SFNA).

Qpen Qut WAt for Credit

The Speaker is waiting for a Set Credit (CDT) comrand
before sending further Data Exchange buffers.

Start File Request stored in W-_CD state.

Since the User Mnitor doesn’'t see the WF_CD state it nay
send a Start File request (F_START _FILE RQ before the
ODETTE- FTP receives a Change Direction (CD) conmand.

Wait for Change Direction

The Listener wishes to become the Speaker and is waiting
for a Change Direction (CD) command after sending an End
File Positive Answer (EFPA) requesting change direction.
Wait for Ready To Receive

The Initiator has sent an End to End Response (EERP)
command and nmust wait for Ready To Receive (RTR) fromthe
Responder .

Wait for N_DI SC_| ND

ODETTE- FTP has sent an End Session (ESID) command and is

waiting for a Disconnection indication (N.D SC IND) from
the Network Service.

8.4 Input Events

User Mbnitor

F_DATA RQ
F_EERP_RQ
F_CD RQ

Nash

I nput Events (Section 3)
F_CONNECT_RQ F_START FILE RQ F CLCSE_FI LE RQ
F_CONNECT_RS F_START_FI LE_RS(+) F_CLOSE_FI LE_RS(+)
F_ABORT_RQ F_START_FI LE RS(-) F_CLOSE_FI LE_RS(-)

F_RELEASE_RQ
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Networ k I nput Events (Section 2.2)
NCONIND NCONCF NDATAIND NDISCIND NRST_IND
Peer ODETTE- FTP I nput Events (Section 4)

SSID SFID SFPA SFNA  EFID EFPA  EFNA
DATA ESID EERP RIR cb coT SSRM

Internal |nput Events
TIME-QUT - Internal ODETTE-FTP tiner expires.
I nput event paraneters are denoted |.Event-nane. Paraneter-nane within
the state table action and predicate lists. Their value can be
exam ned but not changed by the ODETTE-FTP entity.
8.5 CQutput Events
User Mnitor Qutput Events (Section 3)
F_DATA IND F_CONNECT_IND F_START_FILE_I ND F_CLOSE_FI LE_I ND
F_EERP_IND F_CONNECT_CF F_START_FI LE_CF(+) F_CLOSE_FI LE_CF(+)
F _CD_IND F_ABORT_| ND F START FILE CF(-) F_CLOSE FILE CF(-)
F_RELEASE | ND
Net wor k Qut put Events (Section 2.2)
N.CONRQ NCONRS NDATA RQ N.D SCRQ
Peer ODETTE- FTP Qut put Events (Section 4)

SSID SFID SFPA SFNA  EFID EFPA  EFNA
DATA ESID EERP RTR cb coTr SSRM

Qut put event paraneters are denoted O Event-nane. Par amet er - name

within the state table action and predicate lists. Their values can
be exam ned and changed by the ODETTE-FTP entity.
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8.6 Local Variables

The foll owi ng variables are maintained by the ODETTE-FTP entity to
assi st the operation of the protocol. They are denoted V. Vari abl e-
nane within the state table action and predicate lists. Their value
can be exani ned and changed by the ODETTE-FTP entity. The initial
val ue of each variable is undefined.

Vari abl e Type Conment s

Buf - si ze I nt eger Negot i at ed Exchange Buffer size.

Cal | ed- addr Address Used to build O F_CONNECT | ND. Cal | ed- addr
Cal l'i ng-addr Address To build O F_CONNECT_I ND. Cal | i ng- addr

Conpressi on Yes/No Conpression in used as agreed.

Credit _L I nt eger Li steners credit counter.

Credit_S I nt eger Speaker’s credit counter.

Id String Used to build OQSSID. Id

Mode Sender-only, Receiver-only, Both.

Pswd String Password, used to build O SSID. Pswd

Req- buf Primtive Input event (F_XXX RQ stored in WF_CD state.
Rest art Yes/ No Restart in used as agreed.

Restart-pos |nteger Used only during file opening.

W ndow I nt eger The Credit val ue negotiated for the session.

8.7 Local Constants

The foll owi ng constants define the capabilities of a given CDETTE-FTP
entity. They are denoted C. Constant-nanme within the state table
action and predicate lists. Their value can be exani ned but not
changed by the ODETTE-FTP entity.

Const ant Val ue Conment s
Cap- conpr ession Yes/ No Conpr essi on supported?
Cap-init Initiator Must be Initiator.

Responder Must be Responder.

Bot h Can be Initiator or Responder.
Cap- node Sender-only Must be sender.

Recei ver-only Must be receiver.

Bot h Can be sender or receiver.
Max- buf - si ze 127 < Int < 100000 WMaxi mum buffer size support ed.
Max- wi ndow Int < 1000 Local maxi mum credit val ue.
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8.8 Session Connection State Table

8.8.1 State Table

PX X A X WX 1 DX
o A A S S
" PX X X WX 0%
O A A S S
" " PX X X WX DX
e R A A S S
" " " X X X 0O X D..w
C Y A A S S
" " " " PX X T I X X 1 DX
C < Y O A A A S AU
" " " " " X L O I X I X X 1 DX
C < YO N A A Y AT S
" " " " " " P X X X am X X
O R i P 38
Srov g o 8y
© . >, 0, \ ' ___O_ ' \ _D_U_O
58 2igizigl HBib 1 12y
! _"m_"s_"m_"m_" .
BileigieieieiuiBi8igic:8.8:5
ARl Bk Sl A Bt O At R
W - < + W mm w > w =z -

[ Page 56]

I nf or mat i onal

Nash



RFC 2204 CDETTE File Transfer Protocol Sept enber 1997
8.8.2 Transition Table
I | Predicate Acti ons Qut put Events Next State
:::O:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
A | PL: F_ABORT_I ND | DLE
| not P1 1 N_CON_RQ I _WF_NC
e
B | P3: N_DI SC_RQ | DLE
| not P3 N_CON_RS
| SSRM A NC_ONLY
e
C | 2 | _WF_RM
e
D| P2: 4,2,5 F_CONNECT_CF | DLESP
| not P2 4,2 ESI D( R=10)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
e
E| P4 4 N_DI SC RQ | DLE
| not P4 F_CONNECT_I ND A_WF_CONRS
e
F F_ABORT_I ND
| N_DI SC_RQ | DLE
e
G| P2 4,2,5 SSI D | DLELI
| not P2 4,2 ESI D( R=10)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
e
H | 4,2,3 SSI D | _WF_SSID

8.8.3 Predicates

Predi cate P1:

Predi cate P2:

Predi cate P3:

Predi cate P4:

Nash

and Acti ons.

(No resources avail able) OR
(C.Cap-init = Responder) OR
(C. Cap-npde = Sender-only AND
| . F_CONNECT_RQ Mbyde = Receiver-only) OR
(C. Cap-nbde = Recei ver-only AND
| . F_CONNECT_RQ Mbde = Sender-only)

Negoti ati on of (Buf-size, Restart, Conpression,
Mode, Credit) is OK
C. Cap-init = Initiator

Mode in SSID inconpatible with C Cap-node

I nf or mat i onal
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Action 1: Set V.Mde from (C. Cap- node,

Pr ot ocol Sept enber 1997

| . F_CONNECT_RQ Mbde)

Set V.Pswd, V.Id, V.Restart from|.F_CONNECT_ RQ
Set V.Buf-size = C Max-buf-size

Set V. Conpression = C. Cap-conpression

Build O N_CON_RQ

Action 2: Start inactivity tinmer

Action 3: Set paraneters in O SSID = from |l ocal variables

Action 4: Stop tiner

Action 5: Set V.Mde, V.Restart, V.Conpression, V.Buf-size,
V. Wndow = from SSI D

8.9 Error and Abort State Table

8.9.1 State Table

O ......................................

| | Gther States

| S |-----mmmmmm o - 0

| T | W_NDI SC |

| Ao o |

| T I_WF_NC | |

| E oo o | |

| | IDLE b

| ::::::::::::::::::::::O— -t - - - - - - - -
| TIMe-QUT | X1 X| A| B

—zm<m
IZ
A
4
Z
O
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X| A|] X| C

e

X| X| A| D

e

X| E| F| G

S

X| X| H| |
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8.9.2 Transition Table

I | Predicate Acti ons

Pr ot ocol Sept enber 1997

CQut put Events Next State
N_DI SC_RQ | DLE
F_ABORT_| ND
N DI SC RQ | DLE
N DI SC_RQ | DLE
N_DI SC RQ
F_ABORT_| ND | DLE
F_ABORT_| ND | DLE
| DLE
F_ABORT_| ND | DLE
WF_NDI SC
ESI D( R=01)
F_ABORT I ND(R, AO=L) WF_NDI SC

8.9.3 Predicates and Acti ons.

Action 1: Stop inactivity tiner

Action 2: Start inactivity tinmer

8.10 Speaker State Table 1

8.10.1 State Table

The foll owi ng abbreviations are used in the Speaker State table.

F_REL_RQ( k) - F_RELEASE RQ Reason
F REL RQ(Err) - F_RELEASE RQ Reason

Nash
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I | Predicate Acti ons Qut put Events Next State
:::0:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
Al 1,2,3 EERP WF_RTR
o
B | P1: UE
| not P1: 1,2,5 SFI D oPOoP
e
C | 1,2 ESI D( R=02)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
o
D | 1,2 CD | DLELI CD
e
E | 1,2 ESI D( R=00) WF_NDI SC
o
F 4 ERSTWFCD
o
G| PIl: UE
| not P1: 6 SFSTWFCD
e
H | 1,2 | DLESP
e
(I 1,2,10 SFI D oPOP
e
J | 1,2 CD | DLELI CD
e
K| P2: 1,2 ESI D( R=02)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
| not P2: 1,2,7,12 F_START_FI LE_CF(+) oPO
e
L | 1,2,8 F_START_FI LE CF(-) | DLESP
e
M| P3: 1,2,11,13 DATA OPONFC
| not P3: 1,2,11,13 DATA oPO
o
N | Note 3 | DLESP
e
O | 12 oPO
| See Note 1
e
P | Protocol 1,2 ESI D( R=02)
| Error F_ABORT_I ND( R, AC=L) WF_NDI SC
e
Q| 1,2 ESI (R WF_NDI SC
o
Conti nued -->
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I | Predicate
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Actions Qut put Events Next State
RI La2e e 7 W_RTR
23 W NDISC
e e oD

CDSTWFCD
T e o T e T
T e Eror - nete 1w
Wi T e Eror - nete 2w
S =

8.10.3 Predicates and Acti ons.

Predi cate P1:

Not e:
Predi cate P2:

Not e:

Predi cate P3:
Not e:

Action 1:
Action 2:
Action 3:
Action 4:

Action 5:

Action 6:

Action 7:

Nash

(1. F_START_FILE_RQ Restart-pos > 0) AND

((V.Restart = No) OR (V.Mde = Receiver-only))

Restart requested and not supported for this session.

(I.SFPA Restart-pos > V. Restart-pos)

Protocol error due to the restart position in

t he

SFPA acknow edgenent being greater than the position

requested in the SFID request.
V.Credit_S - 1 =0

Speaker’s Credit is exhausted.
Stop inactivity tinmer

Start inactivity timer

Build an EERP from F_EERP_RQ
Store F_EERP_RQ i n V. Req- buf

Build SFID from F_START_FI LE RQ
V.Restart-pos = |.F_START_FI LE RQ Restart-pos

Store F_START _FILE RQ in V. Reg- buf

Build F_START_FILE_CF(+) from |.SFPA

I nf or mat i onal
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Action 8:

Action 9:

CDETTE File Transfer Protocol Sept enber 1997

Bui | d F_START_FILE CF(-) fromI.SFNA

Build EERP from F_EERP_RQ stored in V. Reqg- buf

Action 10: Build SFID from F_START_FILE RQ stored in V. Reqg-buf

Set V.Restart-pos
Action 11: Build Exchange Buffer

V. W ndow

Action 12: V.Credit_S

Action 13: V.Credit_S = V.Credit_S - 1

Note 1: The OPOAFC state prevents the Speaker from sending
data buffers because it is waiting for credit. The

CDETTE- FTP entity may need to control
requests (F_DATA RQ fromit's User
it’s own buffers. Any such nechani smand the
behavi our of the entity should a User
regarded as | ocal inplenentation issues.

the flow of Data
Moni tor to protect

Error occur are

Note 2: The choice to accept this "Request/Event" while in
this state is a matter of local inplenentation. The
ODETTE state tables are based on the assunption that

this event cannot occur in this state and is

considered to be a user error (UE).

Note 3: It is a local matter to nake the User
that since the RTR is received, the protocol
is nowready to accept the next request.

8.11 Speaker State Table 2

8.11.1 State Table

(R e o]

| S| aor I

| Tl o |

| A|] OPOANFC | |

| T o | |

| E|] OPO I I I

| ettt § EEEEE PP B |

| E|] F_ CLOSE FILERQ| A| E| U]

| V]----mmmmmmmmam - - AR SRR S

| E| EFPA | B|] B| C|

N e AR SRR Y

| T | EFNA | B|] B| D|

(R e o]
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8.11.2 Transition Table

I | Predicate Acti ons Qut put Events Next State
:::0:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
Al 1,2,5,7 EFI D CcLOP
e
B | 1,2 ESI D( R=02)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
e
C| PL: 1,2,3 F_CLOSE _FI LE_CF( +, SP=No)
| CcD | DLELI
| not P1: 1,2, 4 F_CLOSE_FI LE_CF(+, SP=Yes) | DLESP
e
D | 1,2,6 F_CLOSE_FI LE_CF(-) | DLESP
e
E | See Note 1
e
U | User Error UE

8.11.3 Predicates and Actions.
Predi cate P1l: (I.EFPA CD Request = Yes) AND (V.Mde = Both)
Action 1: Stop inactivity tiner
Action 2: Start inactivity timer

Action 3: O F_CLCSE FILE CF(+). Speaker No

Yes

Action 4: O F_CLCSE FILE CF(+). Speaker

Action 5: Build EFID from F_CLOSE_FI LE_RQ

Action 6: Build F CLOSE FILE CF(-) from EFNA

Action 7: Set V.Credit_S =0

Note 1: In order to respect the "half duplex" property of

ODETTE-FTP it is forbidden to send EFID while in the
OPOWNC state. EFID can be sent only in the OPO state.
The CDETTE- FTP i npl enentati on nust avoid sendi ng EFID

(or receiving F_CLOSE FILE RQ while in the OPOANFC
state.
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State Table

8.12 Listener

8.12.1 State Table

B |
H |
U |
D |

B |
U |
U |
F

| B
| Ul
U |
D |

S T S

F_CLOSE _FI LE RS

F_START_FI LE_RS
ESI D R=Nor nal

ESI D R=Error

| DLELI CD
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8.12.2 Transition Table

I | Predicate Acti ons Qut put Events Next State
:::0:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
A | PI: 1,2 ESI D( R=02)
| F_ABORT_| ND( R, AC=L) WF_NDI SC
| not P1: 1,2,3 F_START_FI LE | ND ORI P
e
B | 1,2 ESI D( R=02)
| F_ABORT_I ND( R, AC=L) WF_NDI SC
e
C| 1,2 F_CD_IND | DLESPCD
e
D | 1 F_ABORT_| ND( Recei ved
| ESI D Reason, AG=D)
| N_DI SC_RQ | DLE
e
E | 4 F_EERP_I ND
| 8 See Note 2
| RTR | DLELI
e
F 1 F_RELEASE_| ND
| N_DI SC_RQ | DLE
o
G | F_EERP_I ND
| 8 See Note 2
| RTR | DLELI
o
H| P4: User Error UE
| P2, not P4: 1,2 SFPA oPI
| not(P2,P4): 1,2 SFNA | DLELI
e
| | P5: 1,2 ESI D( R=02)
| F_ABORT_I ND( R, AO=L) WF_NDI SC
| not(P5,P6): 1,2,5 F_DATA_I ND OPI
| not P5, P6: 1,2 F_DATA | ND
| 6,7 See Note 1
| CDT oPI
e
J | 1,2 F_CLOSE_FI LE_I ND CLI P
e
K| P2, P3: 1,2 EFPA( CD- Req) WF_CD
| P2, not P3: 1,2 EFPA(no CD) | DLELI
| not P2: 1,2 EFNA | DLELI
e
U | User Error UE
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8.12.3 Predicates and Acti ons.

Predi cate P1:

Not e:
Predi cate P2:
Predi cate P3:
Predi cate P4:
Predi cate P5:

Not e:

Pr edi cat e P6:

Not e:

Action 1:
Action 2:

Action 3:

Action 4:
Action 5:

Action 6:

Action 7:
Action 8:

Note 1:

Nash

(I.SFID. Restart-pos > 0) AND (V. Restart = No)
Invalid Start File comrand

Positi ve Response

| . F_CLOSE FILE RS(+).Speaker = Yes
|.F_START FILE RS(+).Restart-pos > V. Restart
V.Credit_L - 1 <0

Protocol Error because the Speaker has exceeded it’s
avai |l abl e transmi ssion credit.

V.Credit L - 1 =0

The Speaker’s credit nmust be reset before it can send
further Data Exchange buffers.

Stop inactivity tinmer.
Start inactivity timer

Build F_START_FILE_IND from|.SFID
V. Restart-pos = |.SFID. Restart-pos

Build F_EERP IND from I.EERP
V.Credit L = V.Cedit L - 1

Wait for sufficient resources to receive up to
V. Wndow Dat a Exchange Buffers.

V.Credit_L = V. Wndow

Wait for resources required to process a new EERP.

Fl ow control in case of reception.

The ODETTE- FTP Li stener nust periodically send new
credit to the Speaker. The tim ng of this operation

wi || depend on:

1. The User Monitor’'s capacity the receive data.
2. The nunber of buffers available to ODETTE- FTP.
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3. The Speaker’s avail able credit, which nmust be
equal to zero.

Note 2: Generally, the ODETTE-FTP Listener will send RTR
i medi ately after receiving EERP. |If required, it can
delay the RTR until the resources required to process
a new EERP are avail abl e.

8.13 Exanple

Consi der an ODETTE-FTP entity that has sent a Start File (SFID)
command and entered the Open Qut Pending (OPOP) state. 1t’'s response
on receiving a Positive Answer (SFPA) is docunented in Speaker State
Table 1 which shows that transition 'K should be applied and is
interpreted as foll ows:

if (I.SFPA Restart-pos > V.Restart-pos) then

begin /1 invalid restart
Acti ons: Stop inactivity timer, /] reset tinmer
Start inactivity timer;
Qut put : ESI D R=02) , /1l to peer CODETTE-FTP
F_ABORT | ND( R, AC=L) ; /1 to user nonitor
New St ate: W_ND SC;
end
el se begin
Act i ons: Stop inactivity timer, /] reset tiner
Start inactivity tinmer;
Bui | d F_START_FILE_CF(+) from|.SFPA
V.Credit_S = V. Wndow /1 initialise credit
Qut put : F _START FILE CF(+); /1 to user nonitor
New State: OPG
end

The ODETTE- FTP checks the restart position in the received Start File
Positive Answer (SFPA) command. |If it is invalid it aborts the
session by sending an End Session (ESID) conmand to it's peer and an
Abort indication (F_ABORT_IND) to it’s User Minitor. |If the restart
position is valid a Start File confirmation (F_START _FILE CF) is
built and sent to the User Monitor, the credit wwndowis initialised
and the Open Qut (OPO state is entered.

9. Security Considerations
CODETTE- FTP exchanges user identity and password information in clear
text. It is therefore recommended that a | ower |ayer (session,

network or |inkage) security protocol is used to protect the session
fromcasual identity collection.
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Virtual File Mappi ng Exanpl e

Thi s exanpl e demonstrates the mapping of a Virtual File into a
sequence of ODETTE- FTP Data Exchange Buffers and shows how each
Stream Transm ssion Buffer is built froman ODETTE- FTP Data Exchange
Buffer prefixed by a Stream Transmni ssi on Header

Each line in this extract from’'The Hunting of the Snark’ by Lew s
Carroll [SNARK] is considered to be a separate record in a file
containing variable Il ength records. Note that it does not represent

a text file and CR/LF record separators are not used. The blank line

is represented by a zero length record.

"It’s a Snark!" was the sound that first cane to their ears,
And seened al nost too good to be true

Then followed a torrent of |aughter and cheers:
Then the om nous words "It’'s a Boo-"

Then, silence. Sone fancied they heard in the air

A weary and wandering sigh

Then sounded like "-jum " but the others declare
It was only a breeze that went by.

Assumi ng that the m ni mum exchange buffer length of 128 octets has

been negotiated the result of mapping the text

Transm ssion Buffers may be as foll ows.

Stream Transm ssion Buffer 1

into Stream

Text : ....D."It’ s a Snark! " was the sound that first cam
Hex-H : 10084B2472 7262566762 2276727662 7676627667 2667772666
Hex-L : 00044C2947 30103E12B1 2071304850 3F5E404814 069234031D
Key s
Text : e to their ears,. .And seened alnost too good to b
Hex-H : 6276276667 26677242A4 6627666662 6666772766 2666627626
Hex-L : 504F048592 05123C5061 E40355D540 1CDF3404FF 07FF404F02
Key e L
Text : e true..Th en followe d a torren t

Hex-H : 6277762156 6626666676 6262767766 72

Hex-L : 504255E848 5E06FCCF75 40104F225E 40

Key T b

Text : ....D.of | aughter an d cheers:. .Then the omnous w
Hex-H : 1007496626 6766767266 6266667734 2A56662766 2666667727
Hex-L : 000847F60C 157845201E 40385523A5 04485E0485 OFDOEF5307
Key ----D s T
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Text : ords "It'’s a Boo-".. Then, sile nce. Sone fancied t
Hex-H : 6767224727 262466228B 5666227666 6662225666 2666666627
Hex-L : F243029473 0102FFD202 485EC039C5 E35E003FD5 061E395404
Key e e L e e

Text : hey heard in the air
Hex-H : 6672666762 6627662667
Hex-L : 8590851240 9E04850192
Key e

Stream Transm ssion Buffer 3

Text : ....D. .A weary and wandering sigh.Then sounded Ii
Hex-H : 1007442942 7667726662 7666676662 7666B56662 7676666266
Hex-L : 0008450A10 7512901E40 71E4529E70 39780485E0 3F5E4540C9
Key Coo----D L e L

Text : ke "-juml"™ but the o thers decl are. .It was only a
Hex-H : 6622267622 2677276626 7667726666 67642A4727 6726667262
Hex-L : B502DA5D12 025404850F 485230453C 1255029407 130FEC9010
Key e e L

Text : breeze tha t went by.
Hex-H : 6766762766 7276672672
Hex-L : 2255A50481 4075E4029E

Key e

Not es:
Hex- H Hi gh order bits of octet
Hex- L Low order bits of octet
Key: ---- Stream Transm ssion Header

D Dat a Exchange Buffer command code 'D
! Subrecord header octet
. Pl ace hol der
Al'l headers are represented with a period in the Text line.

Each Data Exchange Buffer is preceded by a Stream Transni ssion
Header .

In the above napping the first Data Exchange Buffer is 128 octets in
|l ength. The | ast record has been continued in the second buffer

The second Data Exchange Buffer has been truncated at 116 octets to
finish at the end of a record. The follow ng record being completely
contained in the third buffer. This is an alternative to spanning
the record as shown between the first and second Data Exchange
Buf f ers.
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The bl ank line has been encoded as a single header octet of '80’ hex,
indicating a zero Il ength subrecord with the end of record flag set.

The indented |ines have been conpressed.
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Subset

| SO 646 Character

Appendi x B.
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