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I nternet Cache Protocol (ICP), version 2
Status of this Meno

This menmo provides information for the Internet conmmunity. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimted.

Abst ract

Thi s docunent describes version 2 of the Internet Cache Protoco
(ICPv2) as currently inplenmented in two Worl d-Wde Web proxy cache
packages[3,5]. ICP is a |lightweight message format used for

conmuni cati ng anong Web caches. |1CP is used to exchange hints about
the existence of URLs in neighbor caches. Caches exchange |ICP
queries and replies to gather information to use in selecting the
nmost appropriate location fromwhich to retrieve an object.

Thi s docunent describes only the format and fields of | CP nessages.

A conpani on docunent (RFC2187) describes the application of ICP to
Web caches. Several independent caching inplenentations now use | CP
and we consider it inportant to codify the existing practical uses of
ICP for those trying to inplenent, deploy, and extend its use for
their own purposes.

1. Introduction

ICP is a nmessage format used for communicating between Web caches.
Al t hough Web caches use HITP[ 1] for the transfer of object data,
caches benefit froma sinpler, lighter comruni cation protocol. |ICP
is primarily used in a cache mesh to | ocate specific Wb objects in
nei ghbori ng caches. One cache sends an ICP query to its neighbors.
The nei ghbors send back ICP replies indicating a "HT" or a "MSS."
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In current practice, I1CP is inplemented on top of UDP, but there is
no requirenent that it be linmted to UDP. W feel that |ICP over UDP
offers features inportant to Wb caching applications. An ICP
query/reply exchange needs to occur quickly, typically within a
second or two. A cache cannot wait |onger than that before begi nning
to retrieve an object. Failure to receive a reply nessage nost
likely neans the network path is either congested or broken. In
either case we would not want to select that neighbor. As an

i ndi cation of inmedi ate network conditions between nei ghbor caches,

I CP over a |ightweight protocol such as UDP is better than one with
the overhead of TCP

In addition to its use as an object |ocation protocol, |ICP nessages
can be used for cache selection. Failure to receive a reply froma
cache may indicate a network or systemfailure. The ICP reply may
include information that could assist selection of the nost
appropriate source fromwhich to retrieve an object.

ICP was initially devel oped by Peter Danzig, et. al. at the
Uni versity of Southern California as a central part of hierarchica
caching in the Harvest research project][3].

| CP Message For mat

The |1 CP nmessage format consists of a 20-octet fixed header plus a
vari abl e sized payl oad (see Figure 1).

NOTE: Al fields nust be represented in network byte order

Opcode
One of the opcodes defined bel ow

Ver si on
The |1 CP protocol version nunber. At the tinme of this witing,
both versions two and three are in use. This docunent describes
only version two. The version nunber field allows for future
devel opment of this protocol
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Message Length

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Opcode | Ver si on | Message Length |
I i T S S s S S ik i SHE N SRR S
| Request Nunber |
B i s T T i i o S o T Ji I
| Opt i ons |
I i S s S S i SR N SR
| Option Data |
I i I S R i S i e ik i U N SRR S
| Sender Host Address |
B i s T T i i o S o T Ji I

I I
| Payl oad |
/ /
/ /
I I
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

FI GURE 1: | CP nessage fornmat.

The total length (octets) of the I CP nessage. |CP nessages MJST
not exceed 16, 384 octets in | ength.

Request Nunber
An opaque identifier. Wen responding to a query, this value nust
be copied into the reply nessage.

Opt i ons
A 32-bit field of option flags that all ows extension of this
version of the protocol in certain, limted ways. See "ICP Option

Fl ags" bel ow.

Option Data
A four-octet field to support optional features. The follow ng
| CP features make use of this field:

The | CP_FLAG SRC RTT option uses the low 16-bits of Option Data to

return RTT neasurenents. The | CP_FLAG SRC RTT option is further
descri bed bel ow.
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Sender Host Address
The 1 Pv4 address of the host sending the I CP nessage. This field
shoul d probably not be trusted over what is provided by getpeer-
nane(), accept(), and recvfrom(). There is sone anbiguity over
the original purpose of this field. In practice it is not used.

Payl oad
The contents of the Payl oad field vary dependi ng on the Opcode,
but nost often it contains a null-termnated URL string.
2. | CP Opcodes

The followi ng table shows currently defined | CP opcodes:

Val ue Nane
0 | CP_OP_I NVALI D
1 | CP_OP_QUERY
2 ICP_OP_HT
3 |CP_OP_MSS
4 | CP_COP_ERR
5-9 UNUSED
10 | CP_OP_SECHO
11 | CP_OP_DECHO
12- 20 UNUSED
21 | CP_OP_M SS_NOFETCH
22 | CP_OP_DENI ED
23 ICP_OP_H T OBJ
| CP_OP_I NVALI D

A place holder to detect zero-filled or malformed messages. A
cache nust never intentionally send an | CP_OP_I NVALI D nessage
| CP_OP_ERR shoul d be used instead

| CP_OP_QUERY
A query nmessage. NOTE this opcode has a different payl oad format
than nost of the others. First is the requester’s |Pv4 address,
followed by a URL. The Requester Host Address is not that of the
cache generating the | CP nmessage, but rather the address of the
caches’s client that originated the request. The Requester Host
Address is often zero filled. An ICP nessage with an all-zero
Request er Host Address address should be taken as one where the
requester address is not specified; it does not indicate a valid
| Pv4 address.
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| CP_OP_QUERY payl oad format:

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Request er Host Address |
R et e s i o e s i i

I I
/ Nul | - Termi nated URL /
/ /
I I
T S e S i i SR SR S et i i
In response to an | CP_OP_QUERY, the recipient must return one of:
ICP_OPHT, ICPOPMSS, |CP_OP_ERR |CP_OP_M SS NOFETCH,
| CP_OP_DENI ED, or |CP_OP_H T_0OBJ.

| CP_OP_SECHO

Simlar to | CP_OP_QUERY, but for use in simulating a query to an
origin server. Wen ICP is used to select the cl osest neighbor,
the origin server can be included in the algorithm by bouncing an
| CP_OP_SECHO nessage off it’'s echo port. The payload is sinply
the null-term nated URL.

NOTE: the echo server will not interpret the data (i.e. we could
send it anything). This opcode is used to tell the difference
between a legitimte query or response, random garbage, and an
echo response.

| CP_OP_DECHO
Simlar to | CP_OP_QUERY, but for use in simulating a query to a
cache which does not use ICP. Wen ICP is used to choose the
cl osest nei ghbor, a non-1CP cache can be included in the al gorithm
by bouncing an | CP_OP_DECHO nessage off it's echo port. The
payload is sinply the null-term nated URL.

NOTE: one problemwi th this approach is that while a systenmi s echo
port may be functioning perfectly, the cache software nay not be
running at all.

One of the following six | CP opcodes are sent in response to an

| CP_OP_QUERY nessage. Unless otherw se noted, the payl oad nust be
the null-terminated URL string. Both the URL string and the Request
Nunber field nust be exactly the same as fromthe | CP_OP_QUERY
message.
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ICP_OP_HT
An ICP_OP_H T response indicates that the requested URL exists in
this cache and that the requester is allowed to retrieve it.

| CP_OP_M SS
An | CP_OP_M SS response indicates that the requested URL does not
exist in this cache. The querying cache may still choose to fetch

the URL fromthe replying cache.

| CP_OP_ERR
An | CP_OP_ERR response indicates some kind of error in parsing or
handl i ng the query nessage (e.g. invalid URL).

| CP_OP_M SS_NOFETCH
An | CP_OP_M SS_NOFETCH response indicates that this cache is up
but is in a state where it does not want to handl e cache mni sses.
An exanpl e of such a state is during a startup phase where a cache
m ght be rebuilding its object store. A cache in such a nbde nmay
wish to return ICP_OP_HT for cache hits, but not ICP_OP_MSS for
m sses. | CP_OP_MSS NOFETCH essentially neans "I amup and
runni ng, but please don't fetch this URL fromne now. "

Note, I CP_OP_M SS NOFETCH has a different neaning than
ICP_OP_MSS. The ICP_OP_MSSreply is an invitation to fetch the
URL fromthe replying cache (if their relationship allows it), but
| CP_OP_MSS NOFETCH is a request to NOT fetch the URL fromthe
repl yi ng cache.

| CP_OP_DENI ED
An | CP_OP_DENI ED response indicates that the querying site is not
allowed to retrieve the named object fromthis cache. Caches and
proxi es may inplenent conpl ex access controls. This reply nust be
be interpreted to nmean "you are not allowed to request this
particular URL fromne at this particular tinme."

Caches receiving a high percentage of ICP_OP_DENED replies are
probably m sconfigured. Caches should track percentage of al
replies which are |1 CP_OP_DEN ED and di sabl e a nei ghbor whi ch
exceeds a certain threshold (e.g. 95% of 100 or nore queries).

Simlarly, a cache should track the percent of | CP_OP_DEN ED
messages that are sent to a given address. |If the percent of
deni ed nmessages exceeds a certain threshold (e.g. 95% of 100 or
nmore), the cache may choose to ignhore all subsequent |CP_OP_QUERY
messages fromthat address until sonme sort of administrative

i ntervention occurs.
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| CP_OP_H T_OBJ
Just like an ICP_OP_H T response, but the actual object data has
been included in this reply nessage. Many requested objects are
smal | enough that it is possible to include themin the query
response and avoid the need to nmake a subsequent HITP request for
t he obj ect.

CAVEAT: 1 CP_OP_H T_OBJ has some negative side effects which make
its use undesirable. It transfers object data w thout HITP and
theref ore bypasses the standard HTTP processing, including

aut hori zati on and age validation. Another negative side effect is
that ICP_OP_H T OBJ nessages will often be much larger than the
path MrIU, thereby causing fragnmentation to occur on the UDP
packet. For these reasons, use of ICP_OP_H T OBJ is NOT

r ecomrended.

A cache nust not send an ICP_OP_H T_OBJ unless the
ICP_FLAG HHT_OBJ flag is set in the query nmessage Options field.

| CP_OP_H T_OBJ payl oad format:
0 1 2 3

01234567890123456789012345678901
i I s I i i S SR S S S
I I
/ Nul | - Ter mi nated URL /
/ /
I I
i I i S e S it SN DU DU SRS
| oj ect Si ze | |
i I ik (i DR SR S |
I I
/ hj ect Data /
/ /
I I
+- +

T S S T

The receiving application nmust check to nake sure it actually

receives (bject Size octets of data. |If it does not, then it
should treat the ICP_OP_ HT OBJ reply as though it were a nornal
ICP_OP HIT.

NOTE: the Object Size field does not necessarily begin on a 32-bit
boundary as shown in the di agram above. It begins imediately
following the NULL byte of the URL string.
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UNRECOGNI ZED OPCCDES
| CP messages with unrecogni zed or unused opcodes shoul d be
ignored, i.e. no reply generated. The application may choose to
note the anonmal ous behaviour in a log file.

3. |ICP Option Flags

0x80000000 | CP_FLAG H T_0OBJ
This flag is set in an | CP_OP_QUERY message indicating that it is
okay to respond with an ICP_OP_H T OBJ nessage if the object data
will fit in the reply.

0x40000000 | CP_FLAG SRC RTT
This flag is set in an | CP_OP_QUERY nessage indicating that the
requester would like the ICP reply to include the responder’s
measured RTT to the origin server.

Upon receipt of an ICP_OP_QUERY with | CP_FLAG SRC RTT hit set, a

cache should check an internal database of RTT measurenents. |If
avai l abl e, the RTT val ue MJST be expressed as a 16-bit integer, in
units of mlliseconds. |If unavail able, the responder nay either

set the RTT value to zero, or clear the ICP_FLAG SRC RTT hit in
the ICP reply. The ICP reply MJST not be del ayed while waiting
for the RTT nmeasurenent to occur.

This flag is set in an ICP reply nessage (ICP_OP_H T, |ICP_OP_MSS,
| CP_OP_M SS NOFETCH, or ICP_OP_H T OBJ) to indicate that the | ow
16-bits of the Option Data field contain the measured RTT to the
host given in the requested URL. If ICP_FLAG SRC RTT is clear in
the query then it MJST also be clear in the reply. If

| CP_FLAG SRC RTT is set in the query, then it may or may not be
set in the reply.

4. Security Considerations

The security issues relating to ICP are discussed in the conpanion
docunent, RFC2187.
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