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Clarifications to the DNS Specification
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

1. Abstract

Thi s docunent considers sone areas that have been identified as
problenms with the specification of the Donain Nanme System and
proposes renedies for the defects identified. Ei ght separate issues
are consi dered:

| P packet header address usage fromnulti-honed servers,
TTLs in sets of records with the sane nane, class, and type,
correct handling of zone cuts,

three nminor issues concerning SOA records and their use,

the precise definition of the Tine to Live (TTL)

Use of the TC (truncated) header bit

the issue of what is an authoritative, or canonical, nane,
and the issue of what nakes a valid DNS | abel

++++++++

The first six of these are areas where the correct behavi our has been
somewhat unclear, we seek to rectify that. The other two are already
adequat el y specified, however the specifications seemto be sometines
ignored. We seek to reinforce the existing specifications.
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2. Introduction

Several problemareas in the Domain Nane System specification

[ RFC1034, RFC1035] have been noted through the years [RFCL1123]. This
docunent addresses several additional problemareas. The issues here
are independent. Those issues are the question of which source
address a multi-homed DNS server should use when replying to a query,
the issue of differing TTLs for DNS records with the same | abel,
class and type, and the issue of canonical nanes, what they are, how
CNAME records relate, what nanes are legal in what parts of the DNS,
and what is the valid syntax of a DNS nane.

Clarifications to the DNS specification to avoid these problens are
made in this meno. A minor anbiguity in RFCL034 concerned with SOA
records is also corrected, as is one in the definition of the TTL
(Time To Live) and some possible confusion in use of the TC bit.
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3. Term nol ogy

This meno does not use the oft used expressions MJST, SHOULD, MAY, or

their negative forms. |In sone sections it may seemthat a
specification is worded mldly, and hence sone may infer that the
specification is optional. That is not correct. Anywhere that this

meno suggests that some action should be carried out, or nust be
carried out, or that some behaviour is acceptable, or not, that is to
be considered as a fundanental aspect of this specification,

regardl ess of the specific words used. |f some behaviour or action
is truly optional, that will be clearly specified by the text.

4. Server Reply Source Address Sel ection

Most, if not all, DNS clients, expect the address fromwhich a reply
is received to be the sane address as that to which the query
eliciting the reply was sent. This is true for servers acting as
clients for the purposes of recursive query resolution, as well as
sinple resolver clients. The address, along with the identifier (I1D)
inthe reply is used for disambiguating replies, and filtering
spurious responses. This may, or may not, have been intended when
the DNS was designed, but is nowa fact of life.

Some nul ti-homed hosts running DNS servers generate a reply using a
source address that is not the sane as the destination address from
the client’s request packet. Such replies will be discarded by the
client because the source address of the reply does not match that of
a host to which the client sent the original request. That is, it
appears to be an unsolicited response.

4.1. UDP Source Address Sel ection

To avoid these probl ens, servers when responding to queries using UDP
must cause the reply to be sent with the source address field in the
I P header set to the address that was in the destination address
field of the I P header of the packet containing the query causing the
response. |f this would cause the response to be sent froman IP
address that is not permtted for this purpose, then the response nmay
be sent fromany legal |IP address allocated to the server. That
address shoul d be chosen to nmaxim se the possibility that the client
will be able to use it for further queries. Servers configured in
such a way that not all their addresses are equally reachable from
all potential clients need take particular care when responding to
queries sent to anycast, nulticast, or simlar, addresses.
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4.2. Port Number Sel ection

Replies to all queries nust be directed to the port from which they
were sent. Wen queries are received via TCP this is an inherent

part of the transport protocol. For queries received by UDP the
server must take note of the source port and use that as the
destination port in the response. Replies should always be sent from
the port to which they were directed. Except in extraordinary
circunstances, this will be the well known port assigned for DNS
queries [ RFCL700].

5. Resource Record Sets

Each DNS Resource Record (RR) has a label, class, type, and data. It
i s meaningless for two records to ever have | abel, class, type and
data all equal - servers should suppress such duplicates if
encountered. It is however possible for nbst record types to exist
with the sane | abel, class and type, but with different data. Such a
group of records is hereby defined to be a Resource Record Set
(RRSet) .

5.1. Sending RRs from an RRSet

A query for a specific (or non-specific) |label, class, and type, will
al ways return all records in the associated RRSet - whether that be
one or more RRs. The response nmust be marked as "truncated" if the
entire RRSet will not fit in the response.

5.2. TTLs of RRs in an RRSet

Resource Records also have a tinme to live (TTL). It is possible for
the RRs in an RRSet to have different TTLs. No uses for this have
been found that cannot be better acconplished in other ways. This
can, however, cause partial replies (not marked "truncated") froma
cachi ng server, where the TTLs for sone but not all the RRs in the
RRSet have expired

Consequently the use of differing TTLs in an RRSet is hereby
deprecated, the TTLs of all RRs in an RRSet nust be the sane.

Should a client receive a response containing RRs froman RRSet with
differing TTLs, it should treat this as an error. |f the RRSet
concerned is froma non-authoritative source for this data, the
client should sinply ignore the RRSet, and if the val ues were
required, seek to acquire themfroman authoritative source. dients
that are configured to send all queries to one, or nore, particular
servers should treat those servers as authoritative for this purpose.
Shoul d an authoritative source send such a nal formed RRSet, the
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client should treat the RRs for all purposes as if all TTLs in the
RRSet had been set to the value of the lowest TTL in the RRSet. In
no case may a server send an RRSet with TTLs not all equal

5.3. DNSSEC Speci al Cases

Two of the record types added by DNS Security (DNSSEC) [RFC2065]
require special attention when considering the formation of Resource
Record Sets. Those are the SIG and NXT records. It should be noted
that DNS Security is still very new, and there is, as yet, little
experience with it. Readers should be prepared for the infornation
related to DNSSEC contained in this document to become outdated as
the DNS Security specification matures.

5.3.1. SIGrecords and RRSets

A SIGrecord provides signature (validation) data for another RRSet
in the DNS. Were a zone has been signed, every RRSet in the zone
will have had a SIG record associated with it. The data type of the
RRSet is included in the data of the SIGRR to indicate with which
particular RRSet this SIGrecord is associated. Wre the rul es above
appl i ed, whenever a SIGrecord was included with a response to

val idate that response, the SIGrecords for all other RRSets
associated with the appropriate node woul d al so need to be included.
In sone cases, this could be a very |arge nunber of records, not

hel ped by their being rather |arge RRs.

Thus, it is specifically permtted for the authority section to
contain only those SIGRRs with the "type covered" field equal to the
type field of an answer being returned. However, where SIG records
are being returned in the answer section, in response to a query for
SIG records, or a query for all records associated with a name
(type=ANY) the entire SIG RRSet nust be included, as for any other RR

t ype.

Servers that receive responses containing SIGrecords in the
authority section, or (probably incorrectly) as additional data, rnust
understand that the entire RRSet has al nost certainly not been
included. Thus, they nust not cache that SIGrecord in a way that
would permt it to be returned should a query for SIG records be
received at that server. RFC2065 actually requires that SIG queries
be directed only to authoritative servers to avoid the problens that
coul d be caused here, and while servers exist that do not understand
the special properties of SIGrecords, this will remain necessary.
However, careful design of SIG record processing in new

i npl ementations should permt this restriction to be relaxed in the
future, so resolvers do not need to treat SIGrecord queries
speci al | y.

El z & Bush St andards Track [ Page 5]



RFC 2181 Clarifications to the DNS Specification July 1997

It has been occasionally stated that a received request for a SIG
record should be forwarded to an authoritative server, rather than
bei ng answered fromdata in the cache. This is not necessary - a
server that has the know edge of SIG as a special case for processing
this way woul d be better to correctly cache SIG records, taking into
account their characteristics. Then the server can determnine when it
is safe to reply fromthe cache, and when the answer is not avail abl e
and the query nust be forwarded.

5.3.2. NXT RRs

Next Resource Records (NXT) are even nore peculiar. There will only
ever be one NXT record in a zone for a particular label, so
superficially, the RRSet problemis trivial. However, at a zone cut,
both the parent zone, and the child zone (superzone and subzone in
RFC2065 term nol ogy) will have NXT records for the sanme name. Those
two NXT records do not forman RRSet, even where both zones are
housed at the sane server. NXT RRSets always contain just a single
RR. Where both NXT records are visible, two RRSets exist. However,
servers are not required to treat this as a special case when
receiving NXT records in a response. They may elect to notice the
exi stence of two different NXT RRSets, and treat that as they would
two different RRSets of any other type. That is, cache one, and
ignore the other. Security aware servers will need to correctly
process the NXT record in the received response though

5.4. Receiving RRSets

Servers nust never nerge RRs froma response with RRs in their cache
to forman RRSet. |If a response contains data that would form an
RRSet with data in a server’'s cache the server nust either ignore the
RRs in the response, or discard the entire RRSet currently in the
cache, as appropriate. Consequently the issue of TTLs varying

bet ween the cache and a response does not cause concern, one will be
ignored. That is, one of the data sets is always incorrect if the
data froman answer differs fromthe data in the cache. The

chall enge for the server is to determi ne which of the data sets is
correct, if oneis, and retain that, while ignoring the other. Note
that if a server receives an answer containing an RRSet that is
identical to that in its cache, with the possible exception of the
TTL value, it may, optionally, update the TTL in its cache with the
TTL of the received answer. It should do this if the received answer
woul d be considered nore authoritative (as discussed in the next
section) than the previously cached answer.
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5.4.1. Ranking data

When consi dering whether to accept an RRSet in a reply, or retain an
RRSet already in its cache instead, a server should consider the
relative likely trustworthiness of the various data. An
authoritative answer froma reply should replace cached data that had
been obtained fromadditional information in an earlier reply.

However additional information froma reply will be ignored if the
cache contains data froman authoritative answer or a zone file.

The accuracy of data available is assuned fromits source.
Trustwort hi ness shall be, in order fromnost to | east:

+ Data froma primary zone file, other than glue data,

+ Data froma zone transfer, other than glue,

+ The authoritative data included in the answer section of an
authoritative reply.

+ Data fromthe authority section of an authoritative answer,

G ue froma primary zone, or glue froma zone transfer,

+ Data fromthe answer section of a non-authoritative answer, and
non-authoritative data fromthe answer section of authoritative
answer s,

+ Additional information froman authoritative answer,

Data fromthe authority section of a non-authoritative answer,
Addi tional information from non-authoritative answers.

+

Note that the answer section of an authoritative answer normally
contains only authoritative data. However when the name sought is an
alias (see section 10.1.1) only the record describing that alias is
necessarily authoritative. Cients should assune that other records
may have cone fromthe server’s cache. Where authoritative answers
are required, the client should query again, using the canonical name
associ ated with the ali as.

Unaut henti cated RRs received and cached fromthe | east trustworthy of
those groupings, that is data fromthe additional data section, and
data fromthe authority section of a non-authoritative answer, shoul d
not be cached in such a way that they would ever be returned as
answers to a received query. They may be returned as additiona

i nformati on where appropriate. |Ignoring this would allow the
trustworthiness of relatively untrustworthy data to be increased

wi t hout cause or excuse.

When DNS security [RFC2065] is in use, and an authenticated reply has
been received and verified, the data thus authenticated shall be
consi dered nore trustworthy than unauthenticated data of the sane
type. Note that throughout this docunent, "authoritative" nmeans a
reply with the AA bit set. DNSSEC uses trusted chains of SIG and KEY
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records to deternmine the authenticity of data, the AA bit is al nost
irrelevant. However DNSSEC aware servers mnust still correctly set
the AA bit in responses to enable correct operation with servers that
are not security aware (alnost all currently)

Note that, glue excluded, it is inpossible for data fromtwo
correctly configured primary zone files, two correctly configured
secondary zones (data from zone transfers) or data fromcorrectly
configured primary and secondary zones to ever conflict. \Where glue
for the same nane exists in multiple zones, and differs in value, the
naneserver should select data froma primary zone file in preference
to secondary, but otherw se may choose any single set of such data.
Choosi ng that which appears to cone froma source nearer the
authoritative data source may nake sense where that can be

determ ned. Choosing primary data over secondary allows the source
of incorrect glue data to be discovered nore readily, when a problem
with such data exists. Wiere a server can detect fromtwo zone files
that one or nore are incorrectly configured, so as to create
conflicts, it should refuse to | oad the zones determined to be
erroneous, and issue suitable diagnostics.

"d ue" above includes any record in a zone file that is not properly
part of that zone, including naneserver records of del egated sub-
zones (NS records), address records that acconpany those NS records
(A, AAAA, etc), and any other stray data that m ght appear

5.5. Sending RRSets (reprise)

A Resource Record Set should only be included once in any DNS reply.
It may occur in any of the Answer, Authority, or Additiona
Information sections, as required. However it should not be repeated
in the sanme, or any other, section, except where explicitly required
by a specification. For exanple, an AXFR response requires the SOA
record (always an RRSet containing a single RR) be both the first and
| ast record of the reply. Where duplicates are required this way,
the TTL transmitted in each case nust be the sane.

6. Zone Cuts

The DNS tree is divided into "zones", which are collections of
domai ns that are treated as a unit for certain managenent purposes
Zones are delimted by "zone cuts". Each zone cut separates a
"child" zone (below the cut) froma "parent" zone (above the cut).
The domai n nanme that appears at the top of a zone (just bel ow the cut
that separates the zone fromits parent) is called the zone's
"origin". The nane of the zone is the same as the nane of the domain
at the zone's origin. Each zone conprises that subset of the DNS
tree that is at or below the zone's origin, and that is above the
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cuts that separate the zone fromits children (if any). The

exi stence of a zone cut is indicated in the parent zone by the

exi stence of NS records specifying the origin of the child zone. A
child zone does not contain any explicit reference to its parent.

6.1. Zone authority

The authoritative servers for a zone are enunerated in the NS records
for the origin of the zone, which, along with a Start of Authority
(SOA) record are the nmandatory records in every zone. Such a server
is authoritative for all resource records in a zone that are not in
anot her zone. The NS records that indicate a zone cut are the
property of the child zone created, as are any other records for the
origin of that child zone, or any sub-domains of it. A server for a
zone should not return authoritative answers for queries related to
nanes in another zone, which includes the NS, and perhaps A records
at a zone cut, unless it also happens to be a server for the other
zone.

O her than the DNSSEC cases nentioned i medi ately bel ow, servers
shoul d i gnore data other than NS records, and necessary A records to
| ocate the servers listed in the NS records, that nmay happen to be
configured in a zone at a zone cut.

6. 2. DNSSEC i ssues

The DNS security nmechani snms [ RFC2065] conplicate this sonewhat, as
sonme of the new resource record types added are very unusual when
conpared with other DNS RRs. In particular the NXT ("next") RR type
contains informati on about which names exist in a zone, and hence
whi ch do not, and thus rmust necessarily relate to the zone in which
it exists. The same domain nane nmay have different NXT records in
the parent zone and the child zone, and both are valid, and are not
an RRSet. See also section 5.3.2.

Since NXT records are intended to be automatically generated, rather
than configured by DNS operators, servers nmay, but are not required
to, retain all differing NXT records they receive regardl ess of the
rules in section 5. 4.

For a secure parent zone to securely indicate that a subzone is

i nsecure, DNSSEC requires that a KEY RR indicating that the subzone
is insecure, and the parent zone's authenticating SIG RR(s) be
present in the parent zone, as they by definition cannot be in the
subzone. Were a subzone is secure, the KEY and SIG records will be
present, and authoritative, in that zone, but should also al ways be
present in the parent zone (if secure).
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Note that in none of these cases should a server for the parent zone,
not al so being a server for the subzone, set the AA bit in any
response for a |abel at a zone cut.

7. SOA RRs

Three m nor issues concerning the Start of Zone of Authority (SQA)
Resource Record need sone clarification

7.1. Placenent of SOA RRs in authoritative answers

RFC1034, in section 3.7, indicates that the authority section of an
authoritative answer may contain the SOA record for the zone from
whi ch the answer was obtai ned. Wen di scussing negative cachi ng,
RFC1034 section 4.3.4 refers to this technique but nentions the
addi tional section of the response. The former is correct, as is
implied by the exanpl e shown in section 6.2.5 of RFC1034. SOA
records, if added, are to be placed in the authority section

7.2. TTLs on SOA RRs

It may be observed that in section 3.2.1 of RFCL035, which defines
the format of a Resource Record, that the definition of the TTL field
contains a throw away |ine which states that the TTL of an SOA record
shoul d al ways be sent as zero to prevent caching. This is nmentioned
nowhere el se, and has not generally been i npl enent ed.

I mpl enent ati ons shoul d not assune that SOA records will have a TTL of
zero, nor are they required to send SOA records with a TTL of zero.

7.3. The SOA. MNAME field

It is quite clear in the specifications, yet seems to have been

wi dely ignored, that the MNAME field of the SOA record should contain
the nane of the primary (master) server for the zone identified by
the SOA. It should not contain the name of the zone itself. That

i nformati on woul d be useless, as to discover it, one needs to start
with the domain name of the SOA record - that is the nane of the
zone.

8. Tinme to Live (TTL)

The definition of values appropriate to the TTL field in STD 13 is
not as clear as it could be, with respect to how many significant
bits exist, and whether the value is signed or unsigned. It is
hereby specified that a TTL value is an unsigned number, with a

m ni mum val ue of 0, and a maxi mnum val ue of 2147483647. That is, a
maxi mum of 2731 - 1. When transmitted, this value shall be encoded
inthe less significant 31 bits of the 32 bit TTL field, with the
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10.

10.

most significant, or sign, bit set to zero.

I mpl enent ati ons should treat TTL val ues received with the npst
significant bit set as if the entire value received was zero.

I mpl enentati ons are always free to place an upper bound on any TTL
received, and treat any larger values as if they were that upper
bound. The TTL specifies a maximumtine to live, not a mandatory
time to live.

The TC (truncated) header bit

The TC bit should be set in responses only when an RRSet is required
as a part of the response, but could not be included in its entirety.
The TC bit should not be set nmerely because sone extra information
coul d have been included, but there was insufficient room This

includes the results of additional section processing. In such cases
the entire RRSet that will not fit in the response should be onitted,
and the reply sent as is, with the TC bit clear. [If the recipient of

the reply needs the onmtted data, it can construct a query for that
data and send that separately.

Where TC is set, the partial RRSet that would not conpletely fit may
be left in the response. Wien a DNS client receives a reply with TC
set, it should ignore that response, and query again, using a

mechani sm such as a TCP connection, that will permt |arger replies.

Nam ng i ssues

It has sometimes been inferred from sonme sections of the DNS

speci fication [ RFC1034, RFCL1035] that a host, or perhaps an interface
of a host, is pernmitted exactly one authoritative, or official, nane,
call ed the canonical name. There is no such requirenment in the DNS

1. CNAME resource records

The DNS CNAME ("canoni cal name") record exists to provide the
canoni cal nanme associated with an alias name. There may be only one
such canoni cal nane for any one alias. That name shoul d generally be
a nane that exists elsewhere in the DNS, though there are sone rare
applications for aliases with the acconpanyi ng canoni cal nane
undefined in the DNS. An alias nanme (| abel of a CNAME record) may,

if DNSSEC is in use, have SIG NXT, and KEY RRs, but may have no
other data. That is, for any label in the DNS (any domai n nane)
exactly one of the following is true:
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10.

10.

10.

+ one CNAME record exists, optionally acconpanied by SIG NXT, and
KEY RRs,

+ one or nore records exist, none being CNAME records,

the nane exists, but has no associated RRs of any type,

+ the name does not exist at all

=+

1.1. CNAME term nol ogy

It has been traditional to refer to the |abel of a CNAME record as "
CNAME'. This is unfortunate, as "CNAME' is an abbreviation of
"canoni cal nane", and the |abel of a CNAME record is nobst certainly
not a canonical name. It is, however, an entrenched usage. Care
must therefore be taken to be very clear whether the |label, or the
val ue (the canonical nanme) of a CNAME resource record is intended.
In this docunment, the |abel of a CNAME resource record will always be
referred to as an ali as.

a

2. PTR records

Conf usi on about canoni cal nanes has lead to a belief that a PTR
record should have exactly one RRin its RRSet. This is incorrect,
the relevant section of RFClL034 (section 3.6.2) indicates that the
val ue of a PTR record should be a canonical name. That is, it should
not be an alias. There is no inplication in that section that only
one PTR record is permitted for a name. No such restriction should
be inferred.

Note that while the value of a PTR record nust not be an alias, there
is no requirement that the process of resolving a PTR record not
encounter any aliases. The |label that is being | ooked up for a PTR
val ue might have a CNAME record. That is, it might be an alias. The
val ue of that CNAME RR, if not another alias, which it should not be,
will give the location where the PTR record is found. That record
gives the result of the PTR type | ookup. This final result, the

val ue of the PTR RR is the |abel which nmust not be an ali as.

3. MX and NS records

The domai n nanme used as the value of a NS resource record, or part of
the value of a MX resource record nust not be an alias. Not only is
the specification clear on this point, but using an alias in either
of these positions neither works as well as night be hoped, nor well
fulfills the anbition that may have led to this approach. This
domai n nane nust have as its value one or nore address records.
Currently those will be A records, however in the future other record
types giving addressing information may be acceptable. It can also
have other RRs, but never a CNAME RR
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11.

Searching for either NS or MX records causes "additional section
processi ng" in which address records associated with the value of the
record sought are appended to the answer. This hel ps avoid needl ess
extra queries that are easily anticipated when the first was nade.

Addi tional section processing does not include CNAME records, |et

al one the address records that nmay be associated with the canonica
name derived fromthe alias. Thus, if an alias is used as the val ue
of an NS or MX record, no address will be returned with the NS or MX
value. This can cause extra queries, and extra network burden, on

every query. It is trivial for the DNS administrator to avoid this
by resolving the alias and placing the canonical nane directly in the
af fected record just once when it is updated or installed. |In some

particul ar hard cases the |l ack of the additional section address
records in the results of a NS | ookup can cause the request to fail

Name synt ax

Qccasionally it is assuned that the Donmain Name System serves only
the purpose of mapping Internet host nanes to data, and mappi ng
Internet addresses to host nanmes. This is not correct, the DNSis a
general (if sonmewhat limted) hierarchical database, and can store
al rost any kind of data, for al nost any purpose.

The DNS itself places only one restriction on the particular |abels
that can be used to identify resource records. That one restriction
relates to the length of the |Iabel and the full name. The |ength of
any one label is limted to between 1 and 63 octets. A full domain
nane is limted to 255 octets (including the separators). The zero
length full name is defined as representing the root of the DNS tree,
and is typically witten and displayed as ".". Those restrictions
asi de, any binary string whatever can be used as the | abel of any
resource record. Simlarly, any binary string can serve as the val ue
of any record that includes a domain nane as sone or all of its value
(SOA, NS, MX, PTR, CNAME, and any others that nay be added).

I mpl enent ati ons of the DNS protocols nust not place any restrictions
on the | abels that can be used. |In particular, DNS servers must not
refuse to serve a zone because it contains |abels that m ght not be
acceptable to some DNS client programs. A DNS server may be
configurable to i ssue warni ngs when | oading, or even to refuse to

| oad, a primary zone containing |abels that night be considered
guestionabl e, however this should not happen by default.

Not e however, that the various applications that nake use of DNS data
can have restrictions inmposed on what particul ar values are
acceptable in their environnent. For exanple, that any binary | abel
can have an MX record does not inply that any binary name can be used
as the host part of an e-mmil address. dCdients of the DNS can inpose
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what ever restrictions are appropriate to their circunmstances on the
val ues they use as keys for DNS | ookup requests, and on the val ues
returned by the DNS. If the client has such restrictions, it is
solely responsible for validating the data fromthe DNS to ensure
that it conforns before it nakes any use of that data.

See al so [ RFC1123] section 6.1.3.5.
Security Considerations
Thi s docunent does not consider security.

In particular, nothing in section 4 is any way related to, or usefu
for, any security rel ated purposes.

Section 5.4.1 is also not related to security. Security of DNS data
will be obtained by the Secure DNS [ RFC2065], which is nostly
orthogonal to this neno.

It is not believed that anything in this document adds to any
security issues that may exist with the DNS, nor does it do anything
to that will necessarily |l essen them Correct inplenentation of the
clarifications in this docunent m ght play sone snmall part in
limting the spread of non-malicious bad data in the DNS, but only
DNSSEC can help with deliberate attenpts to subvert DNS data.
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